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The Principles of In May 1995 the IPC’s Technical Activities Executive Committee (TAEC) adopted Principles of
Standardization Standardization as a guiding principle of IPC’s standardization efforts.

Standards Should: Standards Should Not:
* Show relationship to Design for Manufacturability e Inhibit innovation
(DFM) and Design for the Environment (DFE) e Increase time-to-market
* Minimize time to market * Keep people out
* Contain simple (simplified) language e Increase cycle time
* Just include spec information e Tell you how to make something
* Focus on end product performance * Contain anything that cannot
* Include a feedback system on use and be defended with data

problems for future improvement

Notice IPC Standards and Publications are designed to serve the public interest through eliminating mis-
understandings between manufacturers and purchasers, facilitating interchangeability and improve-
ment of products, and assisting the purchaser in selecting and obtaining with minimum delay the
proper product for his particular need. Existence of such Standards and Publications shall not in
any respect preclude any member or nonmember of IPC from manufacturing or selling products
not conforming to such Standards and Publication, nor shall the existence of such Standards and
Publications preclude their voluntary use by those other than IPC members, whether the standard
is to be used either domestically or internationally.

Recommended Standards and Publications are adopted by IPC without regard to whether their adop-
tion may involve patents on articles, materials, or processes. By such action, IPC does not assume
any liability to any patent owner, nor do they assume any obligation whatever to parties adopting
the Recommended Standard or Publication. Users are also wholly responsible for protecting them-
selves against all claims of liabilities for patent infringement.

IPC Position It is the position of IPC’s Technical Activities Executive Committee that the use and implementation
Statement on of IPC publications is voluntary and is part of a relationship entered into by customer and supplier.
Specification When an IPC publication is updated and a new revision is published, it is the opinion of the TAEC

Revision Change  that the use of the new revision as part of an existing relationship is not automatic unless required
by the contract. The TAEC recommends the use of the latest revision. Adopted October 6, 1998

Why is there Your purchase of this document contributes to the ongoing development of new and updated industry
a charge for standards and publications. Standards allow manufacturers, customers, and suppliers to understand
this document? one another better. Standards allow manufacturers greater efficiencies when they can set up their

processes to meet industry standards, allowing them to offer their customers lower costs.

IPC spends hundreds of thousands of dollars annually to support IPC’s volunteers in the standards
and publications development process. There are many rounds of drafts sent out for review and
the committees spend hundreds of hours in review and development. IPC’s staff attends and par-
ticipates in committee activities, typesets and circulates document drafts, and follows all necessary
procedures to qualify for ANSI approval.

IPC’s membership dues have been kept low to allow as many companies as possible to participate.
Therefore, the standards and publications revenue is necessary to complement dues revenue. The
price schedule offers a 50% discount to IPC members. If your company buys IPC standards and
publications, why not take advantage of this and the many other benefits of IPC membership as
well? For more information on membership in IPC, please visit www.ipc.org or call 847/597-2872.

Thank you for your continued support.
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The Global Standard for Machine-to-Machine
Communication in SMT Assembly

1 SCOPE

The aim of this specification is to create a state-of-the-art communication protocol for surface-mount technology (SMT)
production lines. Therefore, this new communication protocol has to cope with the following:

* Replace the electrical SMEMA interface as specified in [IPC-SMEMA-9851
e Extend the interface to communicate (including):

o Unique identifiers (IDs) for the handled printed boards
o Equipment identifiers of the first machine noticing a printed board
o Barcodes
o Conveyor speed
o Product type specific information (including):
= Product type identifier

= Length
= Width
= Thickness

With respect to version numbers IPC-HERMES-9852 adheres to the rules of Semantic Versioning 2.0.0 (SemVer_2.0.0).

Hints on naming
e Wherever a feature is described by the word “‘shall” it is mandatory.

e The word “machine” is used for any equipment which can be found in a SMT production line (e.g., printers, place-
ment machines, ovens, automatic optical inspections (AOIs), transport modules, shuttles, stackers, etc.).

e The term “‘printed board” may also refer to carriers transporting printed boards.
e The word “Hermes” is used as abbreviation for “IPC-HERMES-9852"".

e “The Hermes Standard” and IPC-HERMES-9852 are synonyms for the standard specified in this document and might
be used interchangeably.
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2 TECHNICAL CONCEPT

2.1 Prerequisites This specification is based on the prerequisite, that any application implementing this protocol has to
provide connectivity based on Internet Protocol (IP) (IETF_RFC_791) / (IETF_RFC_2460) via Transmission Control
Protocol (TCP) (IETF_RFC_793) (International Organization for Standardization / Open System Interconnection (ISO / OSI)
model (ISO_7498-1) layer 3) to the adjacent machines and for communication with supervisory systems.

2.2 Board IDs Board individuals are identified by board IDs. These must be globally unique identifiers (GUIDs) accord-
ing to ITU-T_REC_X.667 (e.g., 123e4567-e89b-12d3-a456-426655440000). They are generated by the first machine in a
consecutive row of machines implementing the Hermes protocol. The board ID is passed from machine to machine. If a
machine in a line does not implement the Hermes protocol, the board ID is lost and a new one will be generated by the next
machine implementing Hermes. This is shown in Figure 1.

First machine implementing Machines not imolementin
Hermes — generate new Hac ! es_g | gIeD e II tg
Board ID ermes oar is los

First machine implementing
Hermes — generate new
Board ID

T ™

%I
VWVUUVV

SMEMA electrical interface
I The Hermes Standard

AV ARV AV IR VA

Figure_1 Generation of Board IDs
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2.3 Machine-to-Machine Communication (Horizontal Channel)

2.3.1 Topology Any machine in a line offers one TCP server per lane on its downstream side. Further servers per lane
might also be necessary (e.g., if reverse transportation is supported). The TCP port number is not specified but can be con-
figured by the user. The recommended port numbers are 50100 plus lane identifier (ID) with lanes being enumerated look-
ing downstream from right to left beginning with 1 (i.e., for the left lane of a dual-lane machine, the upstream machine
server accepts connections on port 50102). For every further server, plus 10 is recommended to be added to the port
number.

The downstream machine opens one connection for every lane and every transportation interface on its upstream side to the
upstream machine(s). So every printed board handover point corresponds to one TCP connection per exchange direction as
shown in Figure 2.

Figure 3 explains the applied wording from the point-of-view of a machine.

TCP Connection
Transport conveyor

Ctrl Ctrl
SW SW
Ctrl Ctrl Ctrl Ctrl Ctrl
SW SW SW SW SW
Ctrl Ctrl
SW SW
Figure 2 TCP Connections in a Line
Machine “Point-of-view”
Upstream Upstream Downstream Downstream
machine configuration configuration machine
Upstream Downstream
TCP- TCP-
Server connection connection | Client
<— Upstream side Downstream side —»

Transport direction

Figure 3 Upstream and Downstream from the Perspective of the Machine
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2.3.2 Connecting, Handshake and Detection of Connection Loss After booting, the downstream machine starts cyclic
connection attempts to the configured upstream machines. When a connection is established, the downstream machine starts
sending a ServiceDescription message, whereupon the upstream machine answers with its own ServiceDescription. This
ServiceDescription message contains the lane ID and interface ID (optional) of the sending machine related to this TCP con-
nection. It also contains the implemented version and a list of all optional features and additional features of a higher ver-
sion which are implemented by the machine. The features of the Hermes specification version 1.0 have to be supported by
any implementation. See Figure 4.

If a downstream machine is already connected to the lane and the transportation interface, this connection will be retained.
A Notification message shall be sent to the new connection before it is closed.

After exchanging the handshake messages, both machines may begin to send BoardAvailable / MachineReady messages

(see 2.3.3).
Downstream machine
Try to open connection (TCP)
<
P Try to open connection (TCP)
Y
Upstream machine
Open connection (TCP three-way handshake)
Y
___________________________ )
( ___________________________
ServiceDescription()
<
ServiceDescription() >
loop CheckAli
ec Ive
< 0
CheckAlive()
>
Figure 4 Connection, Handshake and Connection Loss Detection on Horizontal Channel
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The connections are kept open all the time. As TCP by itself does not detect connection losses (‘‘half-open connections”
caused by, for example, process / computer crash, unplugged network cables, etc.) both sides of a connection have to send
cyclic CheckAlive messages. Those messages do not have to be answered by the remote side — the TCP stack will detect a
connection loss when trying to send the packet. If the server detects a connection loss, it ends the connection and waits for
a new connection by the client. If the client detects a connection loss, it ends the connection and restarts with cyclic con-
nection attempts.

As not all TCP stacks correctly recognize the loss of connection when sending messages, it is possible to extend the imple-
mentation of this functionality to an exchange of CheckAlive messages. Machines which have implemented this function
have the tag FeatureCheckAliveResponse in the ServiceDescription.

The exchange of CheckAlive messages then works like shown in Figure 5.

Downstream machine

Try to open connection (TCP)

Try to open connection (TCP)

A

Upstream machine

Open connection (TCP three-way handshake)

« - - T »
P ServiceDescription()
ServiceDescription() -
loop J P CheckAlive(Type=1)
CheckAlive(Type=2) o
| ] Wait Time

Figure 5 Example for Connection Loss Detection with FeatureCheckAliveResponse on Horizontal Channel

One of the machines (in Figure 5, the downstream machine, but it could be also the upstream machine) sends a (ping)
CheckAlive message, that is a CheckAlive message with the attribute Type set to 1. The peer machine then responds
immediately with a (pong) CheckAlive message, that is a CheckAlive message with the attribute Type set to 2 and the Id
matching the Id of the (ping) CheckAlive message.

A missing response (It is recommended to wait for 3 seconds.) indicates a connection loss.
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2.3.3 Normal Operation When an upstream machine has a printed board available for handover, it sends a BoardAvailable
message while a downstream machine ready to accept a printed board sends a MachineReady message. The naming of these
messages is inspired by the electrical SMEMA interface. However, the messages do not represent the state of a machine’s
interface directly but are events for initiating a printed board handover.

Upstream machine Downstream machine
MachineReady()
<€ o E
o¢
&2
22
BoardAvailable() g 8%
< StartTransport() 4_—| Conveyor on
Conveyor on I_—>
q) E
o8
/ o i>’
22
Conveyor off l_—> TransportFinished(Complete) /‘ &5
> c
P StopTransport(Complete) :I Conveyor off

Figure 6 Communication Sequence for Board Transport

When both machines have indicated their readiness to handover the printed board, the downstream machine initiates the
transfer by switching on its conveyor and sending the StartTransport message. Upon receiving this message, the upstream
machine switches on its conveyor and the printed board moves into the downstream machine.

When the upstream machine is able to state that the printed board has fully left the machine, it sends the TransportFinished
message. When the downstream machine has full control of the board, it sends the StopTransport message. The handover
of a printed board is finished and is ready to start over.

If the upstream machine receives a StopTranport message and has not sent the TransportFinished message yet, it has to stop
its conveyor and send the TransportFinished message.

The MachineReady message does not trigger an action on one of the machines directly. However, it still is necessary to
realize machines such as shuttles which have to react to the availability of their downstream machines. See Figure 6.
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2.3.4 Transport Error Handling To keep this protocol hardware independent, the handling of transport errors is described
based on a very simple model of the board handover. The handover process is structured into the three phases:

1) NotStarted: The board is fully inside the upstream machine.
2) Incomplete: The board is partly inside both machines.
3) Complete: The board is fully inside the downstream machine.

Any state or event which prevents one or both machines from handing over a printed board is interpreted as an error. An
error may be detected by any of the machines in any of the three handover phases. It is up to the application how to detect
the current handover phase, how to detect errors and how to solve them eventually (e.g., sensors, model based prediction,
timeouts, user interaction, etc.).

The following sequence charts give an overview of the communication within this protocol depending on the machine which
detects the error and thes phase in which it is detected. The point in the sequence where the error is detected is marked by
the following symbol:'ﬁe%

Scenario U1a
* Error detected by the upstream machine
¢ Printed board fully inside the upstream machine

e Error detected before StartTransport has been received

Upstream machine Downstream machine

MachineReady()

BoardAvailable()

t
Stop RevokeBoardAvailable()

Figure 7 Communication Sequence in Scenario Ula

Error detection: The error is detected before any transport started.

Reaction on upstream machine: The upstream machine sends a RevokeBoardAvailable message.
Reaction on downstream machine: None.

Resolution: After the error is solved, the regular transport sequence can start from the beginning.

See Figure 7.

Copyright Association Connecting Electronics Industries Doc u m e ntg

Provided by IHS Markit under license with IPC Licensee=Hong Kong Polytechnic University/9976803100, ' 'se' =T Al3, Tsz Ching
No reproduction or networking permitted without license from IHS Not for Resale, 10/21/2019 11:16:51 MDT DOC ume nt Sha ri n g H u b

Full document details: IPC HERMES-9852 2019


http://www.avadocuments.com/doc/ipc-hermes-9852-2019
http://www.avadocuments.com/doc/ipc-hermes-9852-2019

IPC-HERMES-9852 June 2019

Scenario U1b
* Error detected by the upstream machine
* Printed board fully inside the upstream machine

 Error detected after StartTransport has been received

Upstream machine Downstream machine
< MachineReady()
BoardAvailable() »
< StartTransport() :‘ Conveyor on
.ﬂ TransportFinished (NotStarted) >
< StopTransport(NotStarted) :l Conveyor off

Figure 8 Communication Sequence in Scenario U1b

Error detection: The error is detected after the downstream machine started its conveyor and has sent the StartTransport
message.

Reaction on upstream machine: The upstream machine sends a TransportFinished message indicating that it has not
started the transport.

Reaction on downstream machine: Upon the TransportFinished message, the downstream machine stops its conveyor and
sends a StopTransport message indicating that no transport has started.

Resolution: After the error is solved, the regular transport sequence can start from the beginning.

See Figure 8.

Copyright Ass§cialion Connecting Electronics Industries Doc u m e nts
Provided by IHS Markit under license with IPC Licensee=Hong Kong Polytechnic University/9976803100, ' 'se' =T Al3, Tsz Ching
No reproduction or networking permitted without license from IHS Not for Resale, 10/21/2019 11:16:51 MDT DOC ume nt Sha ri n g H u b

Full document details: IPC HERMES-9852 2019


http://www.avadocuments.com/doc/ipc-hermes-9852-2019
http://www.avadocuments.com/doc/ipc-hermes-9852-2019

