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1 SCOPE

The aim of this specification is to create a state-of-the-art communication protocol for handling board
transfers and associated data at surface-mount technology (SMT) production lines. Therefore, this new
communication protocol has to cope with the following:

e Replace the electrical SMEMA interface as specified in IPC-SMEMA-9851
e Extend the interface to communicate:

o Unique identifiers for the handled printed circuit boards (PCBs)
Equipment identifiers of the first machine noticing a PCB
Barcodes
Conveyor speed and intended board route
A lightweight digital twin of the product containing e.g.,

= Product type identifier
= Length

=  Width

= Thickness

= Board state

o O O O

With respect to version numbers The Hermes Standard adheres to the rules of Semantic Versioning 2.0.0
[SemVer_2.0.0].

Hints on naming:

o Wherever a feature is described by the word “shall* it is mandatory.

e The word “machine” is used for any equipment which can be found in a SMT production line (e.g.,
printers, placement machines, ovens, AQls, transport modules, shuttles, stackers).

e The term “PCB” may also refer to carriers transporting PCBs.

e The word “Hermes” is used as abbreviation for “The Hermes Standard”.

e “The Hermes Standard” and IPC-HERMES-9852 are synonymys for the standard specified in this
document and might be used interchangeably.
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2 TECHNICAL CONCEPT

2.1 Prerequisites

This specification is based on the prerequisite, that any application implementing this protocol has to provide
connectivity based on Internet Protocol (IP) [IETF_RFC_791] / [IETF_RFC_2460] via Transmission Control
Protocol (TCP) [IETF_RFC_793] (ISO / OSI model [ISO_7498-1] layer 3) to the adjacent machines machines
and for communication with supervisory systems.

2.2 Board IDs

Board individuals are identified by board IDs. These must be Globally Unique Identifiers (GUIDs) according to
[ITU-T_REC_X.667], e.g., 123e4567-e89b-12d3-a456-426655440000. They are generated by the first
machine in a consecutive row of machines implementing the Hermes protocol. The board ID is passed from
machine to machine. If a machine in a line does not implement the Hermes protocol, the board ID is lost and
a new one will be generated by the next machine implementing Hermes.

First machine implementing Machines not implementing First machine implementing

Hermes ~ generate new Her - Board 1D Is Jost Hermes — generate new
Board ID Board ID

A

..’ I = =
| e e PR
- Ii] |

U *_'V v v vvvovv W ve v vve

' SMEMA electrical interface
' The Hermes Standard

Figure 1 Generation of Board IDs

2.3 Machine-to-Machine Communication (Horizontal Channel)

2.3.1 Topology

Any machine in a line offers one TCP server per lane on its downstream side. Further servers per lane might
also be necessary (e.g., if reverse transportation is supported). The TCP port number is not specified but can
be configured by the user. The recommended port numbers are 50100 plus lane identifier (ID) with lanes being
enumerated looking downstream from right to left beginning with 1 (i.e., for the left lane of a dual lane machine,
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the upstream machine server accepts connections on port 50102). For every further server, plus 10 is
recommended to be added to the port number.

The downstream machine opens one connection for every lane and every transportation interface on its

upstream side to the upstream machine(s). So every PCB handover point corresponds to one TCP connection
per exchange direction.

TCP Connection

Tra nsiort conveior
Ctrl Ctrl Ctrl Ctrl Ctrl
W SW SW SW SW

Ctrl Ctrl
SW SwW

Figure 2 TCP Connections in a Line

Ctrl Ctrl
SW SW

Machine
«Point-of -view"
10e2) bttt ..m . W | Dow st ke
- canfiguretion confguratan
"o Sere mai e
D
14 1
Upatreem Downireem [ =
connecHon - r3 Conrmclion | £
& Lpstream sice Dorwestream vae -

Tramaport dewction

Figure 3 Upstream and Downstream From the Perspective of the Machine

2.3.2 Connecting, Handshake and Detection of Connection Loss

After booting, the downstream machine starts cyclic connection attempts to the configured upstream machines.
When a connection is established, the downstream machine starts sending a ServiceDescription message
whereupon the upstream machine answers with its own ServiceDescription. This ServiceDescription message
contains the lane ID and interface ID (optional) of the sending machine related to this TCP connection. It also
contains the implemented version and a list of all optional features and additional features of a higher version
which are implemented by the machine. The features of the Hermes specification version 1.0 have to be
supported by any implementation.
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If a downstream machine is already connected to the lane and the transportation interface, this connection will
be retained. A Notification message shall be sent to the new connection before it is closed.

After exchanging the handshake messages, both machines may begin to send BoardAvailable /
MachineReady messages (see 2.3.3).

Downstream Machine

Try to open connection (TCP)

A

Try to open connection (TCP)

4

Upstream Machine

Open connection (TCP three-way handshake

ServiceDescription()

ServiceDescription()

IoopJ CheckAlive()

CheckAlive()

Figure 4 Connection, Handshake and Connection Loss Detection on Horizontal Channel

The connections are kept open all the time. As TCP by itself does not detect connection losses (“half-open
connections” caused by e.g., process- / computer crash, unplugged network cables) both sides of a connection
have to send cyclic CheckAlive messages. Those messages do not have to be answered by the remote side—
the TCP stack will detect a connection loss when trying to send the packet. If the server detects a connection
loss, it ends the connection and waits for a new connection by the client. If the client detects a connection loss,
it ends the connection and re-starts with cyclic connection attempts.

As not all TCP stacks recognize correctly the loss of connection when sending messages it is possible to
extend the implementation of this functionality to an exchange of CheckAlive messages. Machines which have
implemented this function do have the tag FeatureCheckAliveResponse in the ServiceDescription.

The exchange of CheckAlive messages then works like shown in Figure 5.
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Downstream Machine

Try to epen connection (TCP)

<

Try to open connection (TCP)

Upstream Machine

pen conpection (TCP three-way handshake)

< ServiceDescription|)
ServiceDescription{} »>
| loop < CheckAlive{Type=1)

CheckAlivelType=2) >

2“’“”""

Figure 5 Example for Connection Loss Detection With FeatureCheckAliveResponse on Horizontal

Channel

One of the machines (in the figure, the downstream machine but it could be also the upstream machine) sends
a (ping) CheckAlive message, that is a CheckAlive message with the attribute Type set to 1. The peer machine
then responds immediately with a (pong) CheckAlive message, that is a CheckAlive message with the attribute
Type set to 2 and the Id matching the Id of the (ping) CheckAlive message.

A missing response (It is recommended to wait for 3 seconds.) indicates a connection loss.

2.3.3 Normal Operation

When an upstream machine has a PCB available for handover, it sends a BoardAvailable message, while a
downstream machine ready to accept a PCB sends a MachineReady message. The naming of these
messages is inspired by the electrical SMEMA interface. However, the messages do not represent the state
of a machine’s interface directly but are events for initiating a PCB handover.
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Upstream Machine Downstream Machine
MachineReady() 3
< LT é
(]
!
BoardAvailable() - g
A B
c
¢ StartTransport() 2 Canveyor on
Conveyor on E
v &
v D
g
39
O +
Conveyor o*"g TransportFinished(Complete) & o
s StopTransport(Complete) 2 Conyeyor off

Figure 6 Communication Sequence for Board Transport

When both machines have indicated their readiness to handover the PCB, the downstream machine initiates
the transfer by switching on its conveyor and sending the StartTransport message. Upon receiving this
message, the upstream machine switches on its conveyor and the PCB moves into the downstream machine.

When the upstream machine is able to state that the PCB has fully left the machine, it sends the
TransportFinished message. When the downstream machine has full control of the board, it sends the
StopTransport message. The handover of a PCB is finished and is ready to start over.

If the upstream machine receives a StopTranport message and has not sent the TransportFinished message
yet, it has to stop its conveyor and send the TransportFinished message.

The MachineReady message does not trigger an action on one of the machines directly. However, it still is
necessary to realize machines like e.g., shuttles which have to react to the availability of their downstream
machines.

2.3.4 Transport Error Handling

To keep this protocol hardware independent, the handling of transport errors is described based on a very
simple model of the board handover. The handover process is structured into the three phases:

a) NotStarted: The board is fully inside the upstream machine.
b) Incomplete: The board is partly inside both machines.
c) Complete: The board is fully inside the downstream machine.
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Any state or event which prevents one or both machines from handing over a PCB is interpreted as an error.
An error may be detected by any of the machines in any of the three handover phases. Itis up to the application
how to detect the current handover phase, how to detect errors and how to solve them eventually (e.g.,
sensors, model based prediction, timeouts, user interaction).

The following sequence charts give an overview of the communication within this protocol depending on the
machine which detects the error and the phase in which it is detected. The point in the sequence where the
error is detected is marked by the following symbol: —

Scenario Ula

e Error detected by the upstream machine
e PCB fully inside the upstream machine
e Error detected before StartTransport has been received

Upstream Machine

Downstream Machine

MachineReady()

BoardAvailable()

.

° Swop >

RevokeBoardAvailable{)

Figure 7 Communication Sequence in Scenario Ula

Error detection: The error is detected before any transport started.
Reaction on upstream machine: The upstream machine sends a RevokeBoardAvailable message.
Reaction on downstream machine: None.
Resolution: After the error is solved, the regular transport sequence can start from the beginning.
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Scenario U1b

o Error detected by the upstream machine
e PCB fully inside the upstream machine
e Error detected after StartTransport has been received

Upstream Machine Downstream Machine

» MachineReady()

BoardAvailable()

>
e StartTransport() :] Conveyor on

o TransportFinished (NotStarted)
P StopTransport{NotStarted) 2 Conveyor off

Figure 8 Communication Sequence in Scenario U1b

Error detection: The error is detected after the downstream machine started its conveyor and has sent the
StartTransport message.

Reaction on upstream machine: The upstream machine sends a TransportFinished message indicating that
it has not started the transport.

Reaction on downstream machine: Upon the TransportFinished message, the downstream machine stops
its conveyor and sends a StopTransport message indicating that no transport has started.

Resolution: After the error is solved, the regular transport sequence can start from the beginning.
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Scenario U2

o Error detected by the upstream machine
e PCB partly inside both machines

Upstream Machine Downstream Machine

MachineReady()

BoardAvailable()

2 StartTransport() : Conveyor on
Conveyor on E
PRGN
Sk ""E TransportFinished{Incomplete)
€ StopTransport{incomplete) Conveyor off

Figure 9 Communication Sequence in Scenario U2

Error detection: The error is detected after both machines started their conveyors. The upstream machine
assumes that the PCB may have partly entered the downstream machine.

Reaction on upstream machine: The upstream machine sends a TransportFinished message indicating that
the PCB might be located between the machines.

Reaction on downstream machine: Upon the TransportFinished message, the downstream machine stops
its conveyor and sends a StopTransport message indicating the state of the PCB handover. Note that in
Figure 9 the StopTransport message is represented with parameter “Incomplete”. However, in this scenario,
the downstream machine could send any of the allowed transport states.

Resolution: After the error is solved, the regular transport sequence can start from the beginning. The regular
transport message sequence also applies to a PCB located between the two machines.
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Scenario U3

o Error detected by the upstream machine
e PCB fully inside the downstream machine

Upstream Machine Downstream Machine

MachineReady()

BoardAvailable!)

-
StantTransport C oty
L portl) [ Comvever
Conweyor on G
Comemyzr M [; TransportFinished(Complete)
S0g
€ StopTransport(Complete) Dcm att

Figure 10 Communication Sequence in Scenario U3

Error detection: The error is detected after the PCB is fully inside the downstream machine.

Reaction on upstream machine: None. Although the machine detected an error, it is irrelevant for the
handover process.

Reaction on downstream machine: None. The downstream machine is not aware of any error.
Resolution: This scenario is irrelevant for the Hermes protocol. It is just listed for completeness.
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Scenario D1

o Error detected by the downstream machine
o PCB fully inside the upstream machine
e Error detected before StartTransport has been sent

Upstream Machine

Downstream Machine

MachineReady{)

BoardAvailablel()

w3

RevokeMachineReadyl)

= Stop o

Figure 11 Communication Sequence in Scenario D1

Error detection: The error is detected before any transport started.
Reaction on upstream machine: None.

Reaction on downstream machine: The downstream machine sends a RevokeMachineReady message.
Resolution: After the error is solved, the regular transport sequence can start from the beginning.
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Scenario D2

o Error detected by the downstream machine
e PCB partly inside both machines

Upstream Machine Downstream Machine

MachineReady()

BoardAvailable()
StartTransport() 2 Conveyor on
Conveyor on c;
Sto
StopTransport (Incomplete) Conveyor off

Conveyor °"E TransportFinished(Incomplete)

Figure 12 Communication Sequence in Scenario D2

Error detection: The error is detected after both machines started their conveyors. The downstream machine
assumes that the PCB may already has entered its conveyor.

Reaction on upstream machine: Upon the StopTransport message from the downstream machine, the
upstream machine stops its conveyor and sends a TransportFinished message indicating the state of the PCB
handover. Note that in Figure 12 the TransportFinished message is represented with parameter “Incomplete”.
However, in this scenario, the upstream machine could send any of the allowed transport states.

Reaction on downstream machine: The downstream machine stops its conveyor and notifies the upstream
machine of the error by sending a StopTransport message indicating an incomplete PCB handover.
Resolution: After the error is solved, the regular transport sequence can start from the beginning. The regular
transport message sequence also applies for a PCB located in between the two machines.
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Scenario D3

o Error detected by the downstream machine
¢ PCB fully inside the downstream machine

Upstream Machine Downstream Machine
MachineReadyl)
o
BoardAvailable()
>
Start Transportl) D(tmnw o
-
Comweyor :ﬁc
Comeyer ot [ TransportFinished(Complete) |
@
5 StopTransport{Complete) 5‘"""‘" ot

Figure 13 Communication Sequence in Scenario D3

Error detection: The error is detected after the PCB is fully inside the downstream machine.

Reaction on upstream machine: None. The upstream machine is not aware of any error.

Reaction on downstream machine: None (at least in the scope of this protocol).

Resolution: This scenario is irrelevant for the Hermes protocol. As transport sequences are always initiated
by the downstream machine sending StartTransport, trouble-shooting (possibly including running the conveyor
of the downstream machine) can be executed independently from the upstream machine.
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2.3.5 Handling of BoardForecast

Among others the BoardForecast may be used in following scenarios:

e Scenario 1: Anticipating a product change without a board (e.g., because upstream machine does not
have stoppers / conveyor that can be stopped).

e Scenario 2: Sending an estimated time to downstream machine until a board will be available (e.g., to
allow downstream machine to choose between several upstream machines to get next available board).

Scenario 1

Upstream machine is processing a changeover (new product type) and wants to ensure that the downstream
machine is simultaneously also processing a changeover. Upstream machine also needs to check that this
actually happens. It sends a BoardForecast with a (forecast-)ID, to which the downstream machine at some
point must respond with a MachineReady with the same ID. Upon receiving this MachineReady, the upstream
machine can assume that the product change was successful.

Upstream Machine Downstream Machine
State Nothyw lablahoties
. BoardForecast{id)
Wat untd sctusl TransportFinshed if needed
d
—( in NotAvellableMotfesdy
e MachineReady(ld) & procen foardForecant
Chach Forecantid
and relevant attrbutes
> e.g. BoardAvailable() -

Figure 14 Example of Communication Sequence for BoardForecast

Note: If starting the BoardForecast handling in the state MachineReady, the downstream machine must sent
a RevokeMachineReady message (see Figure 15).

- » .8

IPC-HERMES-9852 - The global standard for machine-to-machine communication in SMT & :serin!, .
Document Sharing Hub

Page 18 of 74

Full document details: IPC HERMES 9852-2023


http://www.avadocuments.com/doc/ipc-hermes-9852-2023
http://www.avadocuments.com/doc/ipc-hermes-9852-2023

IPC-HERMES-9852

The global standard for “M2M* in SMT assembly

Protocol Specification Version 1.5

Upstream Machine

Downstream Machine

PNy BoardForecast(id)
Return to
L RevokeMachineReady() NotAvailadleNotReady
In NatAvalableNotReady
MachineReady(ld) process BoardForecant
Chack Forecastid
and relevent sttributes
e.g. BoardAvailable() -

Figure 15 Example of Communication Sequence for BoardForecast With RevokeMachineReady

If several BoardForecast messages (e.g., with different ProductTypeld) are sent in a short delay, the
downstream machine may process only the last BoardForecast message:

Wait until MachineResdy or
NothvalableNotReady

In NotAvalabluNotfeady
process Boara®orecam| i)

Upstream Machine Downstream Machine
State NotAvsiablaNotReady
i Micchpetency BoardForecast(ld1) -
BoardForecast{id2) N
(if needed) RevokeMachineReady|)
BoardForecast(ld3) ™
MachineReady(ld2) i
Chack Forecastid [; e RevokeMachineReady()
<
L MachineReady{ld3)
Chack Forecastid .
anc relevant attributes
¢.g. BoardAvailable{) _
-

Process BoardForecant(id3)

Figure 16 Example of Communication Sequence With Several BoardForecast
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Scenario 1 (error handling)

If the downstream machine cannot accept the product exchange (e.g., unknown Productld or width is physically
impossible in machine) it will respond after a RevokeMachineReady with a notification of type
“BoardForecastError”. The upstream machine must then do some error handling (e.g., ask operator if machine
should retry the BoardForecast or if the operator wants to remove the board).

Upstream Machine Downstream Machine

State NotAvailabieMiotReady
'S o MachineResdy

Boardforecast(ld)

] ‘Wan untt Machinefeady or
NotAvaiabieNotReady

(If needed) RevokeMachineReadyl()

|

Process BosrdForacast| )
> G700

Notification

(=
Ervor handling [; 2 Error handling # needed

Figure 17 Example of Communication Sequence in Case With Error Handling
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Scenario 2

As BoardForecast in that case usually only gives some information to the downstream machine, several
BoardForecast may be sent. However, error handling or checking are not needed on the side of the
downstream machine. In that scenario Forecastld will not be sent.

Upstream Machine Downstream Machine
Sate NotAvatlableNotlesdy
® BoardForecast()
BoardForecast() Z} Wait untd NotAvalisbloNotResdy
SoardForecan has only infarmation
€.8. MachineReady|) for doaratreasn
e.g. BoardAvailable()

Figure 18 Example of Communication Sequence BoardForecast Without Product Change

Note: The function of BoardForecast is optional. If FeatureBoardForecast is specified in the
ServiceDescription, it must be fully supported. Otherwise it can be ignored.
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2.3.6 Protocol States and Protocol Error Handling

I

NotConnected

ServiceDescriptionDownstream
ServiceDescription
(Downstream)

\ 4

ServiceDescription
(Upstream)

NotAvailableNotReady

BoardAvailable MachineReady

RevokeMachineReady

V)

BoardForecast
RevokeMachineReady RevokeBoardAvailable
BoardAvailable < AvailableAndReady » | MachineReady
MachineReady BoardAvailable
A - »i
Ll )
StartTransport BoardForecast
StartTransport
TransportFinished StopTransport
\ 4

TransportStopped

Transporting TransportFinished

StopTransport

»
>

TransportFinished

RevokeBoardAvailable
BoardAvailable
BoardForecast

RevokeBoardAvailable
BoardAvailable
BoardForecast

Figure 19 Hermes Interface States on Horizontal Channel
Figure 19 lists all states and transitions of a Hermes interface corresponding to the machine-to-machine (M2M)

communication. The state is the comprehensive state of the interface rather than the state of one of the
involved machines.
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The messages may only be sent if they trigger the corresponding transition shown in the state chart. Any
message defined in this standard, except “Notification”, “CheckAlive”, “QueryBoardInfo”, “SendBoardInfo”
and “Command”, which is received not triggering a transition is interpreted as a protocol error (e.g., a
MachineReady message when the interface is in the state Transporting). In case of a protocol error, any
running transport shall be stopped and the connection is terminated. The interface may start over with a new
connection. To keep upward compatibility, any message or attribute unknown by an implementation shall be
ignored and discarded. Note that due to race conditions, a RevokeBoardAvailable message may overlap with
a StartTransport message or even a StopTransport message, so this shall not be treated as a protocol error
(transition from MachineReady to Transporting and self-transitions on Transporting and TransportStopped).

2.3.7 Handling of Attribute ‘Route’

Usually a machine in the production line knows its task by manual configuration, by analyzing the properties
of the next coming board, or by an ERP/MES system (vertical communication). However, in some cases it is
necessary for process machines to control adjacent transport facilities. The horizontal M2M-communication
consequently provides a way to forward such instructions along with the board transfer. This option also makes
it possible to keep transport machine simple.

Route is an optional attribute inside the messages 3.6 BoardAvailable, 3.18 SendBoardinfo, 3.23
BoardArrived, 3.24 BoardDeparted and 3.26 SendWorkOrderInfo. A Route number can guide the course of
the board within a production line either on a set path or towards a specific destination machine. The concept
for board routing must always be defined as part of a production line planning in collaboration with all machines
involved. Special cases like reverse transportation or manual removal of the board are also possible. Some
common scenarios are described in the appendix 4.1.

If Route is received from upstream and insignificant or unknown to the machine it shall be forwarded unaltered
downstream. But the machine can react to it or set a new route, dependent on its own available function and
settings.

2.3.8 Handling of Attribute ‘Action’

Action is an optional attribute inside the messages 3.6 BoardAvailable, 3.23 BoardArrived and 3.24
BoardDeparted. It is also intended to control adjacent simple transport facilities. Action refers to a real board
transfer and therefore it is not included in messages of data-without-board-transfer. The concept for being
initiator or executor of actions must always be defined as part of a production line planning in collaboration
with all machines involved. Some common scenarios are described in the appendix 4.1.

If Action is received from upstream and insignificant or unknown to the machine it shall be forwarded unaltered
downstream. When an Action is executed by a machine, it shall not be forwarded downstream or it shall be
passed with 0. However, the machine can initiate a new Action to be performed downstream if needed.

2.4 Remote Configuration

2.4.1 Topology

Although a machine may offer the possibility to configure the Hermes TCP port(s) and the IP address(es) of
its upstream machine(s) locally (e.g., via a graphical user interface of the machine controller), every machine
implementing this protocol shall offer a possibility to configure these properties remote via TCP. Therefore,
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