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Preface

This preface, as well as all footnotes, is included for information purposes and is not part of ANSI/ISA-
84.00.01-2004 Part 2 (IEC 61511-2 Mod).

This document has been prepared as part of the service of ISA — the Instrumentation, Systems, and
Automation Society — toward a goal of uniformity in the field of instrumentation. To be of real value,
this document should not be static but should be subject to periodic review. Toward this end, the
Society welcomes all comments and criticisms and asks that they be addressed to the Secretary,
Standards and Practices Board; ISA; 67 Alexander Drive; P. O. Box 12277; Research Triangle Park,
NC 27709; Telephone (919) 549-8411; Fax (919) 549-8288; E-mail: standards@isa.org.

The ISA Standards and Practices Department is aware of the growing need for attention to the metric
system of units in general, and the International System of Units (SI) in particular, in the preparation of
instrumentation standards. The Department is further aware of the benefits to USA users of ISA
standards of incorporating suitable references to the Sl (and the metric system) in their business and
professional dealings with other countries. Toward this end, this Department will endeavor to introduce
Sl-acceptable metric units in all new and revised standards, recommended practices, and technical
reports to the greatest extent possible. Standard for Use of the International System of Units (SI): The
Modern Metric System, published by the American Society for Testing & Materials as IEEE/ASTM SI
10-97, and future revisions, will be the reference guide for definitions, symbols, abbreviations, and
conversion factors.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and
interests in the development of ISA standards, recommended practices, and technical reports.
Participation in the ISA standards-making process by an individual in no way constitutes endorsement
by the employer of that individual, of ISA, or of any of the standards, recommended practices, and
technical reports that ISA develops.

CAUTION — ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS
INSTITUTE WITH REGARD TO PATENTS. IF ISA IS INFORMED OF AN EXISTING PATENT THAT
IS REQUIRED FOR USE OF THE STANDARD, IT WILL REQUIRE THE OWNER OF THE PATENT
TO EITHER GRANT A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY USERS
COMPLYING WITH THE STANDARD OR A LICENSE ON REASONABLE TERMS AND
CONDITIONS THAT ARE FREE FROM UNFAIR DISCRIMINATION.

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS STANDARD, THE USER IS
CAUTIONED THAT IMPLEMENTATION OF THE STANDARD MAY REQUIRE USE OF
TECHNIQUES, PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS. ISA TAKES NO
POSITION ON THE EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE
INVOLVED IN IMPLEMENTING THE STANDARD. ISA IS NOT RESPONSIBLE FOR IDENTIFYING
ALL PATENTS THAT MAY REQUIRE A LICENSE BEFORE IMPLEMENTATION OF THE
STANDARD OR FOR INVESTIGATING THE VALIDITY OR SCOPE OF ANY PATENTS BROUGHT
TO ITS ATTENTION. THE USER SHOULD CAREFULLY INVESTIGATE RELEVANT PATENTS
BEFORE USING THE STANDARD FOR THE USER’S INTENDED APPLICATION.

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS STANDARD WHO IS AWARE OF ANY
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE STANDARD NOTIFY THE ISA
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.
ADDITIONALLY, THE USE OF THIS STANDARD MAY INVOLVE HAZARDOUS MATERIALS,
OPERATIONS OR EQUIPMENT. THE STANDARD CANNOT ANTICIPATE ALL POSSIBLE
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN —
HAZARDOUS CONDITIONS. THE USER OF THIS STANDARD MUST EXERCISE SOUND
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE
USER’S PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE
APPLICABILITY OF ANY GOVERNMENTAL REGULATORY LIMITATIONS AND ESTABLISHED
SAFETY AND HEALTH PRACTICES BEFORE IMPLEMENTING THIS STANDARD.
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THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE
IMPACTED BY ELECTRONIC SECURITY ISSUES. THE COMMITTEE HAS NOT YET ADDRESSED
THE POTENTIAL ISSUES IN THIS VERSION.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY —
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR —

Part 2: Guidelines for the application of ANSI/ISA-84.00.01-2004 Part 1
(IEC 61511-1 Mod)

UNITED STATES NATIONAL FOREWORD

All text of IEC 61511-2 Ed. 1.0 (2003-07) is included. United States National Deviations are
shown by strikeeut through deleted text and underline under added text.

IEC FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation is entrusted to
technical committees; any IEC National Committee interested in the subject dealt with may participate in this
preparatory work. International, governmental and non-governmental organizations liaising with the IEC also
participate in this preparation. IEC collaborates closely with the International Organization for Standardization
(ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61511-2 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement and control.
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The text of this standard is based on the following documents:

FDIS Report on voting

65A/387A/FDIS 65A/390/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

EC-61511 ANSI/ISA-84.00.01-2004 (IEC 61511 Mod) series has been developed as a process
sector implementation of IEC 61508 series.

EC-61511 ANSI/ISA-84.00.01-2004 (IEC 61511 Mod) consists of the following parts, under the
general title Functional safety — Safety Instrumented Systems for the process industry sector
(see Figure 1):

Part 1: Framework, definitions, system, hardware and software requirements

Part 2: Guidelines for the application of {ECG—61511-13 ANSI/ISA-84.00.01-2004 Part 1 (IEC
61511-1 Mod)

Part 3: Guidance for the determination of the required safety integrity levels

The committee has decided that the contents of this publication will remain unchanged until
2007. At this date, the publication will be

e reconfirmed,;

e withdrawn;
+ » replaced by a revised edition, or
+ amended.

A bilingual version of this standard may be issued at a later date.
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INTRODUCTION

Safety instrumented systems have been used for many years to perform safety instrumented
functions in the process industries. If instrumentation is to be effectively used for safety
instrumented functions, it is essential that this instrumentation achieves certain minimum
standards.

This International Standard addresses the application of safety instrumented systems for the
Process Industries. It also deals with the interface between safety instrumented systems and
other safety systems in requiring that a process hazard and risk assessment be carried out.
The safety instrumented system includes sensors, logic solvers and final elements.

This International Standard has two concepts, which are fundamental to its application; safety
lifecycle and safety integrity levels. The safety lifecycle forms the central framework which
links together most of the concepts in this International Standard.

The safety instrumented system logic solvers addressed include Electrical (E)/Electronic (E)/
and Programmable Electronic (PE) technology. Where other technologies are used for logic
solvers, the basic principles of this standard may also be applied. This standard also
addresses the safety instrumented system sensors and final elements regardless of the
technology used. This International Standard is process industry specific within the framework
.of the IEC 61508 series.

~This International Standard sets out an approach for safety lifecycle activities to achieve these
“minimum standards. This approach has been adopted in order that a rational and consistent
‘technical policy is used. The objective of this standard is to provide guidance on how to
-comply with HEG-61511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod).

fETo facilitate use of this standard, the clause and subclause numbers provided are identical to
‘the corresponding normative text in {EG-61511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1
Mod) (excluding the annexes).

In most situations, safety is best achieved by an inherently safe process design whenever
practicable, combined, if necessary, with a number of protective systems which rely on
different technologies (for example, chemical, mechanical, hydraulic, pneumatic, electrical,
electronic, thermodynamic (for example, flame arrestors), programmable electronic) which
manage any residual identified risk. Any safety strategy considers each individual safety
instrumented system in the context of the other protective systems. To facilitate this approach,
this standard

- requires that a hazard and risk assessment is carried out to identify the overall safety
requirements;

— requires that an allocation of the safety requirements to the safety functions and related
safety systems, such as the safety instrumented system(s), is carried out;

- works within a framework which is applicable to all instrumented methods of achieving
functional safety;

- details the use of certain activities, such as safety management, which may be applicable
to all methods of achieving functional safety.

This International Standard on safety instrumented systems for the process industry:

- addresses relevant safety lifecycle stages from initial concept, through design,
implementation, operation and maintenance and decommissioning;

— enables existing or new country specific process industry standards to be harmonized with
this standard.
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This standard is intended to lead to a high level of consistency (for example, of underlying
principles, terminology, information) within the process industries. This should have both
safety and economic benefits.
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Figure 1 — Overall framework of this standard
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FUNCTIONAL SAFETY —
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 2: Guidelines for the application of {EG-64531-12 ANSI/ISA-84.00.01-
2004 Part 1 (IEC 61511-1 Mod)

1 Scope

{EC—61511-2 ANSI/ISA-84.00.01-2004 Part 2 (IEC 61511-2 Mod) provides guidance on the
specification, design, installation, operation and maintenance of Safety Instrumented
Functions and related safety instrumented system as defined in {EC—61531-1 ANSI/ISA-
84.00.01-2004 Part 1 (IEC 61511-1 Mod). This standard has been organized so that each clause
and subclause number herein addresses the same clause number in {EC-61511-1 ANSI/ISA-
84.00.01-2004 Part 1 (IEC 61511-1 Mod) (with the exception of the annexes).

For existing SIS designed and constructed in accordance with codes, standards, or practices
prior to the issue of this standard (e.g., ANSI/ISA-84.01-1996), the owner/operator shall
determine that the equipment is designed, maintained, inspected, tested, and operating in a
safe manner.

2 Normative references

No further guidance provided.

3 Ferms; Definitions and abbreviations

No further guidance provided except for 3.2.68 and 3.2.71 of lEG-61511-1 ANSI/ISA-84.00.01-
2004 Part 1 (IEC 61511-1 Mod).

3.2.68 A safety function should prevent a specified hazardous event. For example, “prevent
the pressure in vessel #ABC456 exceeding 100 bar.” A safety function may be achieved by

a) a single safety instrumented system (SIS), or
b) one or more safety instrumented systems and/or other layers of protection.

In case b), each safety instrumented system or other layer of protection has to be capable of
achieving the safety function and the overall combination has to achieve the required risk
reduction (process safety target).

3.2.71 Safety instrumented functions are derived from the safety function, have an
associated safety integrity level (SIL) and are carried out by a specific safety instrumented
system (SIS). For example, “close valve #XY123 within 5 s when pressure in vessel #ABC456
reaches 100 bar”. Note that components of a safety instrumented system may be used by
more than one safety instrumented function.

4 Conformance to this International Standard

No further guidance provided.
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5 Management of functional safety

5.1 Objective

The objective of Clause 5 of HEEG-61511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod) is to
provide requirements for implementing the management activities that are necessary to
ensure that the functional safety objectives are met.

5.2 Requirements
5.2.1 General
5.2.1.1 No further guidance provided.

5.2.1.2 When an organization has responsibility for one or more activities necessary for
functional safety and that organization works according to quality assurance procedures, then
many of these activities described in this clause will already be carried out for the purposes of
guality. Where this is the case, it may be unnecessary to repeat these activities for the
purposes of functional safety. In such cases, the quality assurance procedures should be
reviewed to establish that they are suitable so that the objectives of functional safety will
be achieved.

5.2.2 Organization and resources

5.2.2.1 The organizational structure associated with safety instrumented systems within a
Company/Site/Plant/Project should be defined and the roles and responsibilities of each
element clearly understood and communicated. Within the structure, individual roles, including
their description and purpose should be identified. For each role, unambiguous
accountabilities should be identified; and specific responsibilities should be recognised. In
addition, whom the individual reports to and who makes the appointment should be identified.
The intent is to ensure that everyone in an organization understands their role and
responsibilities for safety instrumented systems.

5.2.2.2 The skills and knowledge required to implement any of the activities of the safety life
cycle relating to the safety instrumented systems should be identified; and for each skill, the
required competency levels should be defined. Resources should be assessed against each
skill for competency and also the number of people per skill required. When differences are
identified, development plans should be established to enable the required competency levels
to be achieved in a timely manner. When shortages of skills arise, suitably qualified and
experienced personnel may be recruited or contracted.

5.2.3 Risk evaluation and risk management

The requirement stated in 5.2.3 of HEEG61541 ANSI/ISA-84.00.01-2004 (IEC 61511 Mod) is that
hazards are identified, risks evaluated and the necessary risk reduction is determined. It is
recoghized that there are numerous different methodologies available for conducting these
evaluations. EG-61511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod) does not endorse
any particular methodology. Instead, the reader is encouraged to review a number of
methodologies on this issue in {EEC-61511-3 ANSI/ISA-84.00.01-2004 Part 3 (IEC 61511-3 Mod).
See 8.2.1 for further guidance.

5.2.4 Planning

The intent of this subclause is to ensure that, within the overall project, adequate safety
planning is conducted so that all of the required activities during each phase of the lifecycle
(for example, engineering design, plant operation) are addressed. The standard does not
require any particular structure for these planning activities, but it does require periodic
update or review of them.
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5.2.5 Implementing and monitoring

5.2.5.1 The intent of this subclause is to ensure that effective management procedures are in
place to

- ensure that all recommendations resulting from hazard analysis, risk assessment, other
assessment and auditing activities, verification and validation activities are satisfactorily
resolved.

- determine that the SIS is performing in accordance with its safety requirements
specification throughout its operational lifetime.

5.2.5.2 Note that, in this context, suppliers could include design contractors and maintenance
contractors as well as suppliers of components.

5.2.5.3 A review of the SIS performance should be periodically undertaken to ensure the
original assumptions made during the development of the safety requirements specification
(SRS) are still adhered to. For example, a periodic review of the assumed failure rate of
different components in a SIS should be carried out to ensure that it remains as originally
defined. If the failure rates are worse than originally anticipated, a design modification may be
necessary. Likewise, the demand rate on the SIS should be reviewed. If the rate is more than
that which was originally assumed, then an adjustment in the SIL may be needed.

5.2.6 Assessment, auditing and revision

Assessments and audits are tools targeted at the detection and elimination of errors. The
paragraphs below make clear the distinction between these activities

Functional safety assessment aims to evaluate whether provisions made during the assessed
lifecycle phases are adequate for the achievement of safety. Judgements are made by
assessors on the decisions taken by those responsible for the realisation of functional safety.
An assessment would for example be made prior to commissioning as to whether procedures
for maintenance are adequate.

Functional safety auditors will determine from project or plant records whether the necessary
procedures have been applied at the specified frequency by persons with the necessary
competence. Auditors are not required to make judgements on the adequacy of the work they
are considering. However, if they became aware that there would be benefits in making
changes, then an observation should be included in the report.

It should be noted that in many cases there can be an overlap between the work of the
assessor and the auditor. For example an auditor may need to determine not only whether an
operator has been given the necessary training but in addition make judgements as to
whether the training has resulted in the required competency.

5.2.6.1 Functional safety assessment

5.2.6.1.1 The use of Functional Safety Assessment (FSA) is fundamental in demonstrating
that a Safety Instrumented System (SIS) fulfils its requirements regarding safety instrumented
function(s) and Safety Integrity Level (SIL). The basic objective of this assessment is to
demonstrate compliance with agreed standards and practices through independent assess-
ment of the system's development process. An assessment of a SIS may be needed at
different lifecycle stages. In order to conduct an effective assessment, a procedure should be
developed that defines the scope of this assessment along with some guidance on the
makeup of the assessment team.

The following attributes are considered good practice for Functional Safety Assessment:
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- A plan should be generated for each FSA identifying such arrangements as the scope of
the assessment, the assessors, the competencies of the assessors and the information to
be generated by the assessment.

— The FSA should take into account other standards and practices, which may be contained
within external or internal corporate standards, guides, procedures or codes of practice.
The FSA plan should define what is to be assessed for the particular assessment/
system/application area.

- The frequency of FSAs may vary across different system developments but as a minimum
should always take place before the potential hazards being presented to the system.
Some companies also like to conduct an assessment prior to the construction/installation
phase to prevent costly rework later in the lifecycle.

— FSA frequency and rigour should be defined taking into account system attributes such as:
e complexity;
o safety significance;
e previous experience of similar systems;
e standardization of design features.

- Sufficient evidence of design, installation, verification and validation activities should be
available prior to the assessment. The availability of sufficient evidence could itself be an
assessment criterion. The evidence should represent the current/approved state of system
design or installation.

- The independence of the assessor(s) must be appropriate.

- The assessor(s) should have experience and knowledge appropriate to the technology
and application area of the system being assessed.

- A systematic and consistent approach to FSA should be maintained throughout the
lifecycle and across systems. FSA is a subjective activity therefore detailed guidance,
possibly through the use of checklists, as to what is acceptable for an organisation should
be defined to remove as much subjectivity as possible.

Records generated from the FSA should be complete and the conclusions agreed with those
responsible for the management of functional safety for the SIS prior to commencement of the
next lifecycle phase.

5.2.6.1.2 The need for someone independent to the project team is to increase objectivity in
the assessment. The need for someone of senior stature (for example, experience, grade
level, position) is to ensure their concerns are duly noted and addressed. As the note also
suggests, on some large projects or assessment teams, it may be necessary to have more
than one senior person on this team that is independent to the original project team.

Depending upon the company organisation and expertise within the company, the requirement
for an independent assessor may have to be met by using an external organisation.
Conversely, companies that have internal organisations skilled in risk assessment and the
application of safety instrumented systems, which are independent to and separate (by ways
of management and other resources) from those responsible for the project, may be able to
use their own resources to meet the requirements for an independent organisation.

5.2.6.1.3 The amount of assessment depends on the size and complexity of a project. It may
be possible to assess the results of different phases at the same time. This is particularly true
in the case of small changes in a running plant.

5.2.6.1.4 In some countries, a functional safety assessment undertaken at stage 3 is often
referred to as the Pre-Startup-Safety-Review (PSSR).

5.2.6.1.5 No further guidance provided.
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5.2.6.1.6 No further guidance provided.

5.2.6.1.7 The assessment team should have access to any information they deem necessary
for them to conduct the assessment. This should include information from the hazard and risk
assessment, design phase through installation, commissioning and validation.

5.2.6.2 Auditing and revision

5.2.6.2.1 This subclause is intended to give guidance about auditing, using an example
illustrating relevant activities.

a) Audit categories

Safety instrumented system audits provide beneficial information to plant management,
instrument maintenance engineers and instrument desigh engineers. This enables
management to be proactive and aware of the degree of implementation and effectiveness
of their safety instrumented systems. Many types of audits, which can be carried out exist.
The actual type, scope, and frequency of the audit of any specific activity should reflect
the potential impact of the activity on the safety integrity.

Types of audit include:

1) audits, both independent and self-audit;

2) inspections;

3) safety visits (for example, plant walk about and incident review);
4) safety instrumented systems surveys (via questionnaires).

A distinction needs to be made between “surveillance and checking” and audit activities.
Surveillance and checking focuses on evaluating the performance of specific lifecycle
activities (for example, supervisor checking completion of maintenance activity prior to the
component being returned to service.) In contrast, audit activities are more comprehensive
and focus on overall implementation of safety instrumented systems concerning the safety
lifecycle. An audit would include determination as to whether the surveillance and
checking program is carried out.

Audits and inspections may be carried out by a company’s/site’s/plant’s/project’s own staff
(for example, self-audit) or by independent persons (for example, corporate auditors,
quality assurance department, regulators, customers or third parties).

Management at the various levels may want to apply the relevant type of audit to gain
information on the effectiveness of the implementation of their safety instrumented
systems. Information from audits could be used to identify the procedures that have not
been properly applied, leading to improved implementation.

b) Audit strategy

Site/plant/project implementing audit programmes might consider rolling, independent or
self-audit and inspection programmes.

Rolling programmes are updated regularly to reflect previous safety instrumented systems
performance and audit results, and current concerns and priorities. These cover all
site/plant/project related activities and aspects of the safety instrumented systems in an
appropriate time period and to an appropriate depth.

The primary reason for, and the added value from audits comes from acting on
the information they provide in a timely manner. The actions aim to strengthen the
effectiveness of safety instrumented systems, for example, to help minimize the risk of
employees or members of the public being injured or killed, contribute to improving safety
culture, contribute to prevent any avoidable release of substance into the environment.

In summary, the audit strategy may have a mix of audits types, driven by management (the
customer), and in order to feed back the relevant information up the management chain for
timely action.
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c) Audit process and protocols

The overall aim is to achieve maximum value from the performance of the audit, which can
only be achieved when all parties (including auditors, contact nominee, plant managers
and head of departments, etc.) understand the need for and can influence each audit.
The following audit process and protocols might help to ensure some consistency in the
approach to achieving these aims. They bear on the following five key stages of the audit
process:

1) Audit strategy and programme

The purpose of each audit should be clearly defined and the audit groups identified,
together with the roles and responsibilities of each audit group.

There should be an auditing strategy.
There should be a programme of audits.

There should be regular reviews of the audit process, programme and strategy
implementation.

2) Audit preparation and pre-planning

Prior to commencement of an audit, the senior manager of the site/plant/project and/or
the appropriate audit coordinator should identify a contact nominee.

The auditors and contact nominee should at an early stage discuss, understand and
agree on:

— the scope of the audit;

— the timing of the audit;

— the people who need to be available;

— the basis for the audit or audit standard;

— putting the extra effort into the preparation stage and involving the plant personnel,
thereby increasing the chances of a successful audit.

The following should be used as a guide for time to be spent at each stage:
— audit preparation: 30 %
— conducting the audit: 40 %
— reporting of findings: 20 %
— audit follow-up: 10 %

The auditor should prepare for the audit by gathering information, procedures/
instructions etc., and data and preparing checklists when appropriate.

The auditor should highlight and explain how the possibility of a change to the scope of
the audit may occur during the audit, if serious observations/failings are discovered.

3) Conducting the audit

The auditor is to conduct the audit within groups of consecutive days during the
set audit period, taking due cognisance of possible disruption to site/plant/project
personnel.

The contact nominee should be periodically briefed during the audit of the findings
identified, thereby avoiding surprises at the end of the audit.

The auditor should try to involve plant personnel in the audit process in order to impart
learning and understanding (of the process and findings) to achieve ownership.

The style of the auditor is crucial to the success of the audit — he should try to be
helpful, constructive, courteous, focused and objective.
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As a minimum the auditor should try to achieve the agreed scope and timetable -
variations will need to be negotiated.

4) Reporting the findings

The auditor should hold a closing meeting either at the end of the audit or later, but
before the final report is issued.

The appropriate management should be given the opportunity to comment on the draft
report and findings and discuss these at a formal close out meeting if desired.

It is normal practice to request a plan of action from the site/plant/project to address
the findings of the report.

5) Audit follow-up

Audit reports normally require a response in the form of an action plan. The auditor
might verify satisfactory completion of the action at the due date or at the next audit,
whichever is appropriate.

Site/plant/project tracking systems may be used to check the implementation of action
plans.

A periodic review/summary of audit findings of each audit group should be considered
and its results widely communicated.

The findings/outcome from audits may be used to review the frequency of audits and
are input to the management review of safety instrumented systems.

5.2.6.2.2 This subclause reinforces the role that management of change plays in the auditing
process.

5.2.7 SIS configuration management
5.2.7.1 Requirements

5.2.7.1.1 To manage and maintain traceability of devices through the lifecycle, a mechanism
to identify, control and track the model/versions of each device may be established.

At the earliest possible stage of the safety lifecycle, a unique plant identification should be
given to each device. In some cases, earlier models/versions still in use may also be
maintained and controlled. This is the first step in the configuration management program
which should incorporate the following considerations.

The configuration management system may include:

a) the provision of a procedure for identification of all devices during all phases of the
lifecycle;

b) the unique identification, of the model/version and build status of each device including
software, including the supplier, date and where applicable, change from the model/
version originally specified;

c) the identification and tracking of all actions and changes resulting from fault observations
and audits;

d) control of the issue of a release into service, identifying the status and model/version of
the associated devices;

e) safeguards that have been established to assure that unauthorised alterations/
modifications are not made to the SIS while in operation;

f) the identification of the versions of each software item which together constitute a specific
version of a complete device;

Documents

Copyright 2004 ISA. All rights reserved. Document Sharing Hub

Copyright The Instrumentation, Systems, and Automation Society
Provided by IHS under license with ISA Licensee=JGC Gulf International Ltd/5973537001, User=Singh, Raghvendra
No reproduction or networking permitted without license from IHS Not for Resale, 03/21/2009 03:50:46 MDT

Full document details: ISA 84.00.01P2 2004


http://www.avadocuments.com/doc/isa-84-00-01p2-2004
http://www.avadocuments.com/doc/isa-84-00-01p2-2004

24 ANSI/ISA-84.00.01-2004 Part 2 (IEC 61511-2 Mod)

g) the provision of co-ordination for the updating of multiple SIS in one or more plants;
h) documented authorisation of release into service;
i) an authorised list of signatures for device release into service;
j) the stage/phase devices are brought under configuration control;
k) control of the associated deliverable documentation;
[) identification of the each model/version of a device;
— functional specification;
- technical specification;

m) all departments/organizations involved in the management and maintenance of SIS are
identified and responsibilities assigned and understood.

6 Safety lifecycle requirements

6.1 Objectives

The functional safety achieved in any process facility is dependent on a number of activities
being carried out in a satisfactory manner. The purpose of adopting a systematic safety
lifecycle approach towards a safety instrumented system is to ensure that all the activities
necessary to achieve functional safety are carried out and that it can be demonstrated to
others that they have been carried out in an appropriate order. {EC—61511-1 ANSI/ISA-
84.00.01-2004 Part 1 (IEC 61511-1 Mod) sets out a typical lifecycle in Figure 8 and Table 2.
Requirements for each lifecycle phase are given in Clauses 8 through 16 of {EG-61511-1
ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod).

The standard recognizes that the specified activities might be structured in different ways,
provided that all the requirements are complied with. This restructuring can be beneficial if it
allows safety activities to be better integrated into normal project procedures. The purpose of
Clause 6 of IEC61511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod) is to ensure that if a
different safety lifecycle is used, the inputs and output of each phase of the lifecycle are
defined and all essential requirements are incorporated.

6.2 Requirements

6.2.1 The key consideration is to define in advance the safety lifecycle of the SIS that is
going to be used. Experience has shown that problems are likely to occur, unless this activity
is planned well in advance and agreements are reached with all persons, departments and
organizations taking responsibility. At best, some work will be delayed or have to be redone;
at worst, safety can be compromised.

6.2.2 Although it is not a requirement, it is generally beneficial at an early stage to map the
proposed safety lifecycle of the SIS on to the project lifecycle of the process including which
of the boxes in FEG-61511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod) Figure 8 apply to
the project. When doing this, the information needed to begin a safety lifecycle activity should
be considered together with who is likely to be able to provide it. In some cases it may not be
possible to determine accurate information on a particular issue until late in the design phase.
In such cases, it may be necessary to make an estimate based on previous experience and
then confirm the data at a later date. Where this is the case, it is important to note this on the
safety lifecycle.

6.2.3 Another important part of safety lifecycle planning is to identify the techniques that will
be used during each phase. The identification of such techniques is important since it is often
necessary to use a specific technique that requires persons or departments with unique skills
and experiences. For instance, consequences in a particular application may be dependent on
the maximum pressure developed after a failure event; and the only way this can be
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determined is to develop a dynamic model of the process. The information requirements for
dynamic modelling will then have an important impact on the design process.

7 Verification

7.1 Objective

The purpose of verification is to ensure that the activities for each safety lifecycle phase, as
determined by verification planning, have, in fact, been carried out and that the required
outputs of the phase, whether they be in the form of documentation, hardware or software,
have been produced and are suitable for their purpose.

7.1.1 Requirements

7.1.1.1 {EC—61511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod) recognizes that
organizations will have their own procedures for verification and do not always require them to
be carried out in the same way. Instead, the intent of this subclause is that all verification
activities are planned in advance, along with any procedures, measures and techniques that
are to be used.

7.1.1.2 No further guidance provided.

7.1.1.3 It is important that the results of verification are available so that it can be
demonstrated that effective verification has taken place at all phases of the safety lifecycle.

8 Process hazard and risk assessment

8.1 Objectives

The overall objective here is to establish the need for safety functions (for example, protection
layers) together with associated levels of performance (risk reduction) that are needed to
ensure a safe process. It is normal in the process sector to have multiple safety layers so that
failure of a single layer will not lead to or allow a harmful consequence. Typical safety layers
are represented in Figure 9 of tEC-64511-1 ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod).

8.2 Requirements

8.2.1 The requirements for hazard and risk assessment are specified only in terms of the
results of the task. This means that an organization may use any technique that it considers to
be effective, provided it results in a clear description of safety functions and associated levels
of performance.

A hazard and risk assessment should identify and address the hazards and hazardous events
that could occur under all reasonably foreseeable circumstances (including fault conditions
and reasonably foreseeable misuse).

On a typical project in the process sector, a preliminary hazard and risk assessment needs to
be carried out early during the basic process design. An assumption at this stage is that
hazards have been eliminated or reduced as far as is reasonably practicable, by the
application of inherent safety principles and the application of good engineering practice (this
activity of hazard reduction is not within the scope of {EC-61511 ANSI/ISA-84.00.01-2004 (IEC
61511 Mod)). For the SIS, this preliminary hazard and risk assessment is important because
establishing, designing and implementing an SIS are complex tasks and can take a
considerable length of time. Another reason for undertaking this work early is that information
on system architecture will be needed before the process and instrumentation diagrams are
finalized. There will usually be sufficient information enabling preliminary hazard and risk
assessment to proceed once a process flow diagram has been completed and all of the initial
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process data is available. It should be recognised that additional hazards may be introduced
as detailed design proceeds. A final hazard and risk assessment may therefore be necessary
once the process and instrumentation diagram has been finalized. This final analysis
generally uses a formal and fully documented procedure such as hazard and operability study
(HAZOP). It should confirm that the safety layers as designhed are adequate to ensure the
safety of the plant. During this final analysis it is necessary to consider whether failures in the
safety systems introduce any new hazards or demands. If any new hazards are established at
this stage, it may be necessary to define new safety functions. Another more likely outcome is
that additional events are identified that lead to the hazards that were already identified at the
preliminary stage. It will then be necessary to consider if any revision of the safety functions
and performance requirements that were determined in the original analysis is needed.

The approach used to identify hazards will depend on the application being considered. For
certain simple processes where there is extensive operating experience of a standard design,
such as simple off-shore wellhead towers, it may be sufficient to use industry developed
check lists (for example, the safety analysis checklists in ISO 10418 and APl RP 14C).
Where the design is more complex or a new process is being considered, a more structured
approach may be necessary (for example, IEC 60300-3-9:1995).

NOTE Further information on selection of appropriate techniques is given in ISO 17776.

When considering the consequences of a particular failure event, all possible outcomes, and
the frequency of the failure event as it contributes to each outcome, should be analysed. No
credible outcome should be ignored or discarded from a risk analysis. Exposing piping or
vessels to pressures above design will not always result in catastrophic loss of containment.
In many cases, equipment will have been subjected to test pressure greater than design and
the only consequence may be leakage of flammable substances leading to the possibility of
fire. In evaluating consequences, persons responsible for the mechanical integrity of the plant
will need to be consulted. They will need to take into account the original test pressure but
also whether the original design included corrosion allowances and whether a corrosion
management programme is in place. Where consequences are based on such assumptions, it
is important that this is clearly stated so that relevant procedures can be incorporated into the
safety management system. A further issue when considering consequences will be the
number of persons likely to be effected by a particular hazard. In many cases, operational and
maintenance staff will only be present in the hazardous zone on an infrequent basis and this
should be taken into account when predicting consequences. Care is needed when using this
statistical approach since it will not be valid in all cases, such as where the hazard only
occurs during start-up and staff are always present. Also considerations should be given to
the potential increased number of people being in the vicinity of the hazardous event as a
result of investigating the symptoms during the build-up to the event.

When assessing the potential sources of demand on the SIS, the assessment should include
the following situations: start-up, continuous operation, shutdown, maintenance errors,
manual interventions (for example, controllers on manual) loss of services (for example, air,
cooling water, nitrogen, power, steam, trace heating, etc.).

When considering the frequency of demands, it may be necessary in some complex cases to
undertake a fault tree analysis. This is often necessary where severe consequences only
result from simultaneous failure of more than one event (for example, where relief headers are
not designed for worst case relief from all sources). Judgement will need to be made on when
operator errors are to be included in the list of events that can cause the hazard and the
frequency to be used for such events. Operator error could often be excluded if the action is
subject to permit procedures or lock-off facilities are provided to prevent inadvertent action.
Care is also needed where credit is taken for reduction in demand frequency due to operator
action. The credit that can be taken will need to be limited by human factor issues such as
how quickly action needs to be taken and the complexity of the tasks involved. Where an
operator, as a result of an alarm, takes action and the risk reduction claimed is greater than a
factor of 10, then the overall system will need to be designed according to {EC61511-1
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ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod). The system that undertakes the safety
function would then comprise the sensor detecting the hazardous condition, the alarm
presentation, the human response and the equipment used by the operator to terminate any
hazard. It should be noted that a risk reduction of up to a factor of 10 might be claimed
without the need to comply with IEG-61511 ANSI/ISA-84.00.01-2004 (IEC 61511 Mod). Where
such claims are made, the human factor issues will need to be carefully considered. Any
claims for risk reduction from an alarm should be supported by a documented description of
the necessary response for the alarm and that there is sufficient time for the operator to take
the corrective action and assurance that the operator will be trained to take the preventive
actions.

An alarm system can be used as a method of risk reduction by reducing the demand rate on
the SIS providing:

- the sensor used for the alarm system is not used for control purposes where loss of
control would lead to a demand on the SIF;

- the sensor used for the alarm system is not used as part of the SIS;

- limitations have been taken into account with respect to risk reduction that can be claimed
for the BPCS and common cause issues.

Examples of techniques that can be used to establish the SIL of safety instrumented systems
are given in IlEC-61511-3 ANSI/ISA-84.00.01-2004 Part 3 (IEC 61511-3 Mod) which also contains
guidance on what to consider when selecting the method to use for a specific application.

When establishing whether risk reduction is required it is necessary to have some process
safety and environmental targets. These may be specific to the particular site or operating
company and will be compared with the level of risk without additional safety functions. After
establishing the need for risk reduction, it will be necessary to consider what functions are
required to be carried out to return the process to a safe state. In theory, the functions may be
described in general terms without a reference to a particular technology. In the case of over-
pressure protection for instance, the function may be described as prevention of pressure rise
above a specified value. Either a relief valve or a safety instrumented system could then carry
out this function. If the function is described as above, the selection of the type of technology
to use would be decided in the next lifecycle step (allocation of safety instrumented functions
to protection layers). In practice, the functional requirements would be different depending on
the type of system selected; and this stage, and the next, may in some cases be combined.

:In summary, the hazard and risk analysis should consider the following:

— each determined hazardous event and the event sequences that contribute to it;

— the consequences and likelihood of the event sequences with which each hazardous event
. is associated; these may be expressed quantitatively or qualitatively;

- the necessary risk reduction for each hazardous event;
— the measures taken to reduce or remove hazards and risks;

- the assumptions made during the analysis of the risks, including the estimated demand
rates and equipment failure rates; any credit taken for operational constraints or human
intervention should be detailed;

- references to key information which relates to the safety-related systems at each SIS
lifecycle phase (for example verification and validation activities).

The information and results which constitute the hazard and risk analysis should be
documented.
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It may be necessary for the hazard and risk assessment to be repeated at different stages in
the overall SIS safety lifecycle, as decisions are taken and available information becomes
more refined.

8.2.2 In the process industry, an important cause of demands that will need to be considered
in many applications is the BPCS failure. It should be noted that failure of the BPCS may be
caused by the sensor, valve or control system.

Sometimes, control systems used in the process industry have redundant processors but
sensors and valves are usually non-redundant. When assigning a failure rate to the BPCS,
there is an important limitation that needs to be recognised. {EG-61511-1 ANSI/ISA-84.00.01-
2004 Part 1 (IEC 61511-1 Mod) limits the dangerous failure rate, in relation to a particular
hazard, that can be claimed to 10-° per hour unless the system is implemented according to
the requirements of this standard. The reason for the limit is that if a lower dangerous failure
rate is claimed, it would be in the range of failure rates within Table 4 of IEC-61511-1
ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod). The limit ensures that high levels of
confidence are not placed on systems that do not meet the requirements of IEC-61511-1
ANSI/ISA-84.00.01-2004 Part 1 (IEC 61511-1 Mod).

8.2.3 No further guidance provided.
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