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Preface

This preface, as well as all footnotes, is included for information purposes only and is not part of
ISA-TR18.2.3-2024.

This document has been prepared as part of the service of ISA toward a goal of uniformity in the field of
automation. To be of real value, this document should not be static but should be subject to periodic review.
Toward this end, the society welcomes all comments and criticisms and asks that they be addressed to the
Secretary, ISA Standards and Practices Board; standards@isa.org.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and interests
in the development of ISA standards, recommended practices, and technical reports. Participation in the
ISA standards-making process by an individual in no way constitutes endorsement by the employer of that
individual, of ISA, or of any of the standards, recommended practices, and technical reports that ISA
develops.

International System of Units (SI) are the preferred units of measurement in ISA standards.

CAUTION — ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS INSTITUTE
WITH REGARD TO PATENTS. IF ISA IS INFORMED OF AN EXISTING PATENT THAT IS REQUIRED
FOR USE OF THE DOCUMENT, IT WILL REQUIRE THE OWNER OF THE PATENT TO EITHER GRANT
A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY USERS COMPLYING WITH THE
DOCUMENT OR A LICENSE ON REASONABLE TERMS AND CONDITIONS THAT ARE FREE FROM
UNFAIR DISCRIMINATION.

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS DOCUMENT, THE USER IS
CAUTIONED THAT IMPLEMENTATION OF THE DOCUMENT MAY REQUIRE USE OF TECHNIQUES,
PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS. ISA TAKES NO POSITION ON THE
EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE INVOLVED IN IMPLEMENTING
THE DOCUMENT. ISA IS NOT RESPONSIBLE FOR IDENTIFYING ALL PATENTS THAT MAY REQUIRE
A LICENSE BEFORE IMPLEMENTATION OF THE DOCUMENT OR FOR INVESTIGATING THE
VALIDITY OR SCOPE OF ANY PATENTS BROUGHT TO ITS ATTENTION. THE USER SHOULD
CAREFULLY INVESTIGATE RELEVANT PATENTS BEFORE USING THE DOCUMENT FOR THE
USER’S INTENDED APPLICATION.

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS DOCUMENT WHO IS AWARE OF ANY
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE DOCUMENT NOTIFY THE ISA
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.

ADDITIONALLY, THE USE OF THIS DOCUMENT MAY INVOLVE HAZARDOUS MATERIALS,
OPERATIONS OR EQUIPMENT. THE DOCUMENT CANNOT ANTICIPATE ALL POSSIBLE
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN
HAZARDOUS CONDITIONS. THE USER OF THIS DOCUMENT MUST EXERCISE SOUND
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE USER’S
PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE APPLICABILITY OF ANY
GOVERNMENTAL REGULATORY LIMITATIONS AND ESTABLISHED SAFETY AND HEALTH
PRACTICES BEFORE IMPLEMENTING THIS DOCUMENT.

THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE IMPACTED
BY ELECTRONIC SECURITY ISSUES. THE COMMITTEE HAS NOT YET ADDRESSED THE
POTENTIAL ISSUES IN THIS VERSION.

ISA (www.isa.org) is an international professional association that sets the standard for those who apply
engineering and technology to improve the management, safety, and cybersecurity of modern automation
and control systems used across industry and critical infrastructure. Founded in 1945, ISA develops widely
used international standards for industrial automation, safety, and cybersecurity; certifies industry
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professionals; provides education and training; publishes books and technical articles; hosts conferences
and events; and provides networking and career development programs for its members and customers
around the world.

ISA owns Automation.com, a leading online publisher of automation-related content. In addition, through a
wholly owned subsidiary, ISA bridges the gap between standards and their implementation with the ISA
Security Compliance Institute (www.isasecure.org) and the ISA Wireless Compliance Institute
(www.isal00wci.org).

The following served as active members of ISA18 Working Group 3 (WG3) to develop this technical report:

NAME AFFILIATION

B. Ramey, WG3 Co-chair DuPont

T. Stauffer, WG3 Co-chair Virtual Facility

D. Berg mCloud

K. Brown Innovative Alarm Dynamics
D. Dunn W.S. Nelson

P. Ganter SGS

M. Geiser Celanese

B. Hollifield Retired from Hexagon

S. Kandasamy Chevron

K. Kuhn Cenovous

D. Logerot Retired from Emerson

C. Luntry Suncor Energy

S. Reilly aeSolutions

N. Sands DuPont

R. Schiedermayer Retired from The Dilling Group

The following served as voting members of ISA18 during the development of this technical report:

NAME AFFILIATION

K. Brown, Co-Chair mCloud

D. Dunn, Co-Chair WS Nelson

G. Nasby, Co-Managing Director CN Rail

N. Sands, Co-Managing Director DuPont

J. Alford Consultant

M. Carter Hargrove Controls + Automation
L. Dubois Manage4U BV

M. Geiser Celanese

B. Hollifield Retired from Hexagon
S. Kandasamy Chevron

D. Logerot Retired from Emerson
M. Marvan Shell Canada

D. Metzger DPM Consulting

L. Myers Consultant

D. Reed Rockwell Automation
D. Rothenberg D Roth Inc.

T. Stauffer Virtual Facility

D. Strobhar Beville Engineering Inc.
D. Visnich Burns & McDonnell
R. Weibel TiPS Inc.

Copyright © 2024 ISA. All rights reserved.

Full document details: ISA TR18.2.3 2024

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/isa-tr18-2-3-2024
http://www.avadocuments.com/doc/isa-tr18-2-3-2024

-5- ISA-TR18.2.3-2024

This document was approved for publication by the ISA Standards and Practices Board on 2 October 2024:

NAME AFFILIATION
D. Lee, Chair UCDS
D. Brandl, Chair-Elect BR&L Consulting
D. Bartusiak Collaborative Systems Integration
P. Brett Honeywell
E. Cosman OIT Concepts
J. Federlein Federlein & Associates
S. Fluchs admeritia GmbH
J.-P. Hauet KB Intelligence
G. Lehmann NextEra Energy
T. McAvinew Consultant
V. Mezzano Fluor
C. Monchinski Automated Control Concepts
I. Verhappen Willowglen Systems
D. Visnich Burns & McDonnell
W. Weidman Consultant
J. Weiss Applied Control Solutions
M. Wilkins Yokogawa
D. Zetterberg Consultant
Documents
Copyright © 2024 ISA. All rights reserved. Document Sharing Hub

Full document details: ISA TR18.2.3 2024


http://www.avadocuments.com/doc/isa-tr18-2-3-2024
http://www.avadocuments.com/doc/isa-tr18-2-3-2024

This page intentionally left blank.

Documents
Copyright © 2024 ISA. All rights reserved. Document Sharing Hub

Full document details: ISA TR18.2.3 2024


http://www.avadocuments.com/doc/isa-tr18-2-3-2024
http://www.avadocuments.com/doc/isa-tr18-2-3-2024

Contents

1 ST o] o] o 12 PP
1.1 General applicability ..o,
1.2 Basic alarm design versus advanced alarm ............ccccceeeeeeninnnns
RETEIENCES ot
Terms, definitions, and abbreviated terms ..........ccoocoviiiciiciici
3.1 Terms and definitions ...
3.2 Abbreviated tErMS ...
Basic alarm design considerations ...........ccocoviviiiiiiiiiiiiie,

F N = T 0 Yo T 0] o] =
5.1 Alarms in a control System..........cocviiiiiii
5.2 Preventing duplicate alarms ..........coooiiiiiiiii
B AlAIM StALES .. e
6.1 Alarm state transition diagram ...........cccoviiiiiiiiiii
6.2 Use of alarm state information .............ccooiviiiiiiiinie
6.3 ReE-alarMiNg .. ..o
6.4 Alarm [atChing ..o
6.5 Alarm ShelViNg ...
T AL By DS e
7.1 Alarm type SeleCtion ......ccviiiiiii
7.2 ADSOIULE @larmMsS. ... i
7.3 Deviation @larmsS ..o
7.4 Rate-of-change alarms ..o
7.5 Discrepancy alarms (mismatch alarm) ................ccocoiinn
7.6 Calculated alarms ... ..o
7.7 Recipe-driven alarms.........coooviiiiiii
7.8 Bit-pattern alarms ... ..o
7.9 Controller output @alarms ........ccoviiiiii
7.10 System diagnostiC alarms ........c.coviiiiiiiiiii
7.11 Instrument diagnostiC alarms ........c.cooooviiiiiiii
7.12 Adjustable alarms (operator-adjustable alarms) ........................
7.13  AdApLiVe alarmsS. ..o
7.14  Re-alarming alarms . ...
7.15  Statistical @alarms .......ovei i
7.16  First-out alarms (first-up alarms)........cocooiiiiiiiiiii
7.17 Common alarms (group alarms, common trouble alarms) .........
7.18 Discrete alarms (off-normal or change-of-state) ........................
8  AlArm AttribDULES ...
8.1 Alarm SETPOINT ...
8.2 Alarm deadband ..........c.ooiiiiiii
8.3 Alarm on-delay and off-delay ...........coocovviiiiiii
8.4 Process value filtering .......cooooiiiiiiiii e
8.5 Default configuration of alarms ..........ccoccoviiiiiiiiii

Copyright © 2024 ISA. All rights reserved.

Full document details: ISA TR18.2.3 2024

ISA-TR18.2.3-2024

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/isa-tr18-2-3-2024
http://www.avadocuments.com/doc/isa-tr18-2-3-2024

ISA-TR18.2.3-2024 -8-

8.6 F = U I T 0[] (1 3PP TP UUPTUUPTUPN 46
8.7 Alarm message COMPOSITION ... e e 46
9  Programmatic changes to alarm attributes.............ooiiii i 47
10 Alarm design for specific appliCatioNS........ovviiiii i 47
10.1 Design considerations for common appliCations..........covvieiiiiiiiiii e 47
10.2  Safety SHOWET AaCtIVAtION ... e 47
10.3  Call-0Ut AIAIM .. 48
10.4  SIS/ESD diagnoStiC @larms ......ovuiiiiiiiiiii e 48
10.5 SIS/ESD DYPASS @laImMS ... e 48
10.6  Trip, pre-trip, and trip-failure alarms ..o 49
10.7 Packaged control system (skid) alarms ..........cooiiiiiiiii 49
11 Review alarm CONfIQUIatioN ... ..o e 50
12 Span of control/routing Of @larmsS ... ... 50
D R 1 1 1 o To [ 8T} { o] o PSP 50
12.2  Span of coNtrol CONSIAEIatiONS . ... icuiit e 50
13 Alarm performManCe MEIIICS ..uiu it e et r e e 51
L4 R EIEINCES oottt e e e 51
15 BiblOgrapRY oo e 52
Figures
Figure 1 — Alarm management lifecycle (from ISA-18.2) ....c.ooiiriiiiiiiiiiii e 11
Figure 2 — Alarm system dataflow (from ISA-18.2) . ..o 21
Figure 3 — Alarm state transition diagram (from ISA-18.2) .....coooiiiiiiiiiii e 23
Figure 4 — Alarm timeline (from IS A-L18.2) ... i e e 34
Figure 5 — Alarm deadband example Of 290........coiiiiiii 35
Figure 6 — Alarm deadband example Of L10%0.........viiuiiitiiiiiii e 36
Lo 1N A @ T o T=T = UdT o = 1 o = P 38
Figure 8 — Signal of 50% with noise of £2 standard deviation band.....................cooiiinnnn, 39
Figure 9 — Calculation of chattering or fleeting alarm durations and interval ......................... 41
Figure 10 — Histograms of alarm durations and intervals ............coociiiiiiiiiiiiiiie 42
Figure 11 — Frequency distribution of a chattering alarm.............coooiii, 42
Tables
Table 1 — Recommended starting point deadband based on signal type ..........ccocoiviiiiiininnnn. 39
Table 2 — Delay time alarm reduction table ... 43
Table 3 — Recommended delay times based on signal type ..., 44
Documents
Copyright © 2024 ISA. All rights reserved. Document Sharing Hub

Full document details: ISA TR18.2.3 2024


http://www.avadocuments.com/doc/isa-tr18-2-3-2024
http://www.avadocuments.com/doc/isa-tr18-2-3-2024

-9- ISA-TR18.2.3-2024

FOREWORD

In 2009, ANSI/ISA-18.2-2009, Management of Alarm Systems for the Process Industries,
commonly referred to as ISA-18.2, was issued and was later updated in 2016. In that same year
the ISA18 Committee established working groups to develop and maintain a series of technical
reports with guidance on how to implement the practices outlined in ISA-18.2. The eight
independent technical reports are described below:

e |SA-TR18.2.1, Alarm Philosophy [TR1], provides guidance on the alarm philosophy. TR1 is
limited to the scope of Clause 6 in ISA-18.2. The alarm philosophy provides guidance for
successful management of the alarm system. It covers the definitions, principles, and activities
by providing overall guidance on methods for alarm identification, rationalization, classification,
prioritization, monitoring, management of change, and audit.

e [ISA-TR18.2.2, Alarm Identification and Rationalization [TR2], provides guidance on alarm
identification and rationalization. TR2 is limited to the scope of Clauses 8 and 9 in ISA-18.2.
Identification and rationalization cover the activities to determine the possible need for an alarm
or a change to an alarm; systematically compare alarms to the alarm philosophy; and determine
the alarm setpoint, consequence, operator action, priority, and class. Activities include, but are
not limited to, identification, justification, prioritization, classification, and documentation.

e ISA-TR18.2.3, Basic Alarm Design [TR3], provides guidance on basic alarm design. TR3
focuses on the scope of Clause 10 of ISA-18.2 and may include other clauses as needed (e.g.,
Clause 14 on operations and Clause 15 on maintenance). Basic alarm design covers the
selection of alarm attributes (e.g., types, deadbands, and delay times) and may be specific to
each control system.

e |SA-TR18.2.4, Enhanced and Advanced Alarm Methods [TR4], provides guidance on enhanced
and advanced alarm methods. TR4 focuses on the scope of Clause 12 of ISA-18.2. Enhanced
alarm design covers guidance on additional logic, programming, or modeling used to modify
alarm behavior. These methods may include dynamic alarming, state-based alarming, adaptive
alarms, logic-based alarming, and predictive alarming, as well as most of the designed
suppression methods.

e [ISA-TR18.2.5, Alarm Monitoring, Assessment, and Audit [TR5], provides guidance on
monitoring, assessment, and audit of alarms. TR5 focuses on the scope of Clauses 16 and 18
in ISA-18.2. Monitoring, assessment, and audit cover the continuous monitoring, periodic
performance assessment, and recurring audit of the alarm system.

e [ISA-TR18.2.6, Alarm Systems for Batch and Discrete Processes [TR6], provides guidance on
the application of ANSI/ISA-18.02-2009 alarm lifecycle activities to batch and discrete
processes, expanding on multiple clauses of ISA-18.2.

e |SA-TR18.2.7, Alarm Management when Utilizing Packaged Systems [TR7], provides guidance
on the application of ANSI/ISA-18.2-2009 to plants utilizing packaged systems, expanding on
multiple clauses of ANSI/ISA-18.02-2009.

e |ISA-TR18.2.8, Guidelines for Non-alarm Notifications [TR8], provides a system of
nomenclature for notifications other than alarms and guidance on managing notifications
generated by automation systems.

The guidance as presented in this document is general in nature and should be applied to each
system as appropriate by personnel knowledgeable in the manufacturing process and control
systems to which it is being applied. This guidance will evolve with experience and technology
advancements.
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Introduction

Alarm management lifecycle

ISA-18.2 defines requirements that address alarm systems for facilities in the process industries
to improve safety, quality, and productivity. The general principles and processes in ISA-18.2 are
intended for use in the lifecycle management of an alarm system based on programmable
electronic controller- and computer-based human-machine interface (HMI) technology. These
requirements are presented in the standard, using the alarm management lifecycle shown in
Figure 1.

The lifecycle model is useful in organizing the requirements and responsibilities for implementing
an alarm management system. The lifecycle is applicable for the installation of new alarm systems
or managing an existing system.

-
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NOTE 1 The box used for stage B represents a process defined outside of this document per 5.2.2.3.
NOTE 2 The independent stage J represents a process that connects to all other stages per 5.2.2.11
NOTE 3 The rounded shapes of stages A, H, and J represent entry points to the lifecycle per 5.2.3.
NOTE 4 The dotted lines represent the loops in the lifecycle per 5.2.5.

Figure 1 — Alarm management lifecycle (from ISA-18.2)
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Basic alarm design

This technical report is designed to provide guidance, rationale, and examples of the basic alarm
design process described in ISA-18.2 Clause 10. Basic alarm design, which is a step in the detailed
design stage of the lifecycle, covers the selection of alarm attributes (e.g., types, deadbands, and
delay times) and may be specific to each control system.

Following the recommended guidance in this technical report will not necessarily ensure that alarm
management problems will be avoided. It will, however, help to identify and address alarm
management vulnerabilities and help minimize the existence of nuisance alarms that could
compromise and impair the operator’s awareness, understanding, and response to abnormal
situations.

Purpose of this technical report

This technical report provides details on the basic alarm design process described in ISA-18.2
Clause 10. Following the lifecycle model shown in Figure 1, this report assumes that alarms to be
addressed in basic alarm design have completed rationalization where attributes such as alarm
setpoint and priority have already been defined.
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1 Scope

1.1 General applicability

This technical report addresses alarm systems for facilities in the process industries to improve
safety, quality, and productivity.

In the design stage, the alarm attributes are specified and designed based on the requirements
found in the alarm philosophy and determined by rationalization (e.g., alarm priority and setpoint).
There are three areas of design: basic alarm design, HMI design, and design of advanced alarming
techniques. This technical report addresses considerations for the basic alarm design. Note that
HMI design detailed requirements and recommendations can be found in ISA-18.2 Clause 11 and
ANSI/ISA-101.01-2015, Human Machine Interfaces for Process Automation Systems. Guidance on
advanced alarming techniques is provided in TR4.

1.2 Basic alarm design versus advanced alarm
1.2.1 Basic alarm design (TR3) versus enhanced and advanced alarm (TR4)

This technical report, TR3, addresses basic alarm design, while TR4 focuses on advanced alarm
desigh—enhanced and advanced alarm methods. The purpose of this subclause is to provide
clarity as to what methods and techniques are treated as basic alarm design versus those that are
treated as advanced alarm design.

1.2.2 Basic alarm design

Basic alarm design covers the desigh and specification of individual alarm attributes and the
selection of appropriate alarm types. Attributes can include deadband, priority, and on/off delay.

Process variable (PV) calculations, analog and logical, are considered part of the control system
and basic alarm design. PV calculations can be complex yet have basic alarming functionality.
This includes such techniques as:

a) common alarms, e.g., a common high-temperature alarm coming from multiple temperature
transmitters on a tank or a common toxic-gas alarm coming from multiple gas detectors;

b) numeric calculations within the control system used with basic alarming, such as rate
calculations (producing rate-of-change alarms if not already present), statistical calculations
(producing statistical alarms, such as alarming on standard deviations, etc.), and other complex
calculations;

c) simple to complex models used to estimate process values online, often referred to as virtual,
soft, inferential sensors or equivalent terms; high-speed counters and accumulators, often
needed in discrete manufacturing applications, which accumulate and aggregate within the
control system before applying basic alarming;

d) logic calculations within the control system to create an alarm only when it is a valid alarm
(e.g., a calculation including a logical AND of low pressure and the associated pump run status
to create a logical PV that is alarmed).

NOTE If the alarm is created by the control system, and logic is added to conditionally suppress it, this falls under
the definition of advanced alarming and is discussed in TR4.

1.2.3 Enhanced and advanced alarm methods

The enhanced and advanced alarm methods in TR4 include ways to modify alarm attributes
dynamically for one or more process variables. Different from basic alarm design, advanced alarm
design often has a larger scope (applies to multiple variables at once) and ensures that alarm
attributes track the process (are relevant for different operating states). Additional layers of logic,
programming, modeling, or a combination of these beyond basic alarming methods, are used to
modify alarm behavior to ensure alarms are relevant when presented to the operator. These
additional layers may be used to improve operator guidance to better meet the performance
objectives of an alarm system. The techniques outlined in TR4 include the following examples:
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a) advanced alarm methods provide ways to modify alarm behavior through such techniques as
designed suppression and state-based alarming;

b) enhanced alarm methods provide ways to augment alarms with better operator guidance,
including identification of causes, and redirecting the alarm to the location of the desired
responder.

NOTE TR6 is also a relevant reference regarding modifying alarm behavior as batch processes typically require such
functionality.

2 References

ANSI/ISA-18.2-2016, Management of Alarm Systems for the Process Industries, also known as
ISA-18.2

ANSI/ISA-61511-1-2018 / IEC 61511-1:2016, Parts 1-3: Functional Safety — Safety Instrumented
Systems for the Process Industry Sector

IEC 62682:2022, Management of Alarm Systems for the Process Industries
ANSI/ISA-101.01-2015, Human Machine Interfaces for Process Automation Systems
3 Terms, definitions, and abbreviated terms

Defined terms are used in this technical report. Synonymous terms, which are not used in this
technical report, are listed in parentheses.

3.1 Terms and definitions

For the purposes of this technical report, the terms given in ISA-18.2-2016 and the following apply.
Terms taken directly from ISA-18.2-2016 are cited as such; other terms are defined by this TR.

3.1.1
absolute alarm
alarm generated when the setpoint is exceeded

EXAMPLE high-high, high, low, low-low
[SOURCE: ISA-18.2-2016]

3.1.2
active
alarm in a state in which the alarm condition is true

Note 1 to entry: Functions such as deadband, on or off delays, and latching can allow the alarm to be active when the
alarm condition is false or the alarm to not be active when the alarm condition is true.

[SOURCE: ISA-18.2-2016]

3.1.3
adaptive alarm
alarm for which the setpoint is changed by an algorithm (e.g., calculated based on production rate)

[SOURCE: ISA-18.2-2016]

3.1.4

adjustable alarm

operator-set alarm

alarm for which the setpoint can be changed manually by the operator

[SOURCE: ISA-18.2-2016]
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3.1.5
advanced alarming
collection of techniques that can help manage alarm rates in specific situations

EXAMPLE state-based alarming
[SOURCE: ISA-18.2-2016]

3.1.6

alarm

audible and/or visible means of indicating to the operator an equipment malfunction, process
deviation, or abnormal condition requiring a timely response

[SOURCE: ISA-18.2-2016]

3.1.7
alarm attribute
setting for an alarm within the process control system

EXAMPLE alarm priority
[SOURCE: ISA-18.2-2016]

3.1.8
alarm deadband
change in signal from the alarm setpoint necessary for the alarm to return to normal

[SOURCE: ISA-18.2-2016]

3.1.9
alarm message
text string displayed with the alarm indication that provides additional information to the operator

EXAMPLE operator action
[SOURCE: ISA-18.2-2016]
3.1.10

alarm off-delay

debounce
time an alarm remains active after the process measurement has returned within the alarm setpoint

[SOURCE: ISA-18.2-2016]

3.1.11

alarm on-delay

time before an alarm becomes active after the process measurement has exceeded the alarm
setpoint

[SOURCE: ISA-18.2-2016]

3.1.12

alarm philosophy

document that establishes the basic definitions, principles, and processes to design, implement,
and maintain an alarm system

[SOURCE: ISA-18.2-2016]

3.1.13

alarm priority

relative importance assigned to an alarm within the alarm system to indicate the urgency of
response (e.g., seriousness of consequences and allowable response time)

[SOURCE: ISA-18.2-2016]
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3.1.14
alarm setpoint
alarm limit

alarm trip point
threshold value of a process variable or discrete state that is used to determine if the alarm is
active

[SOURCE: ISA-18.2-2016]

3.1.15

alarm summary

alarm list

display that lists annunciated alarms with selected information (e.g., date, time, priority, and alarm

type)
Note 1 to entry: Return-to-normal indications can also appear on the alarm summary.
[SOURCE: ISA-18.2-2016]

3.1.16
alarm type
alarm attribute that gives a distinction of the alarm condition

EXAMPLE low process variable alarm, high process variable alarm, or discrepancy alarm
[SOURCE: ISA-18.2-2016]

3.1.17

allowable response time

maximum time between the annunciation of the alarm and the time the operator must take
corrective action to avoid the consequence

[SOURCE: ISA-18.2-2016]

3.1.18
annunciated alarm
alarm that has been communicated to the operator

3.1.19

bad-measurement alarm

alarm generated when the signal for a process measurement is outside the expected range
(e.g., 3.8 ma for a 4—20 ma signal)

[SOURCE: ISA-18.2-2016]

3.1.20
bit-pattern alarm
alarm that is generated when a pattern of digital signals matches a predetermined pattern

[SOURCE: ISA-18.2-2016]

3.1.21
calculated alarm
alarm generated from a calculated value instead of a direct process measurement

[SOURCE: ISA-18.2-2016]

3.1.22

call-out alarm

alarm that notifies and informs an operator by means other than, or in addition to, a console display
(e.g., pager or telephone)

[SOURCE: ISA-18.2-2016]
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3.1.23

chattering alarm

alarm that repeatedly transitions between the alarm state and not active state in a short period of
time

[SOURCE: ISA-18.2-2016]

3.1.24

common alarm

single alarm with several related input sensors where one operator action is required to address
any and all of the common alarm conditions

3.1.25

control system

system that responds to input signals from the equipment under control and/or from an operator
and generates output signals that cause the equipment under control to operate in the desired
manner

Note 1 to entry: The control system can include one or more basic process control systems (BPCS), safety instrumented
systems (SISs), or packaged systems.

[SOURCE: ISA-18.2-2016]

3.1.26

controller-output alarm

alarm generated from the output signal of a control algorithm (e.g., PID controller) instead of a
direct process measurement

[SOURCE: ISA-18.2-2016]

3.1.27

deviation alarm

alarm generated when the difference between two values exceeds an alarm set point
(e.g., deviation between primary and redundant instruments or a deviation between process
variable and setpoint)

[SOURCE: ISA-18.2-2016]

3.1.28

discrepancy alarm

mismatch alarm

alarm generated by the difference between the expected plant or device state to its actual state
(e.g., when a motor fails to start after it is commanded to the on state)

[SOURCE: ISA-18.2-2016]

3.1.29
dynamic alarming
automatic modification of alarm attributes based on process state or conditions

[SOURCE: ISA-18.2-2016]

3.1.30

first-out alarm

first-up alarm

alarm determined (i.e., by first-out logic) to be the first in a multiple-alarm scenario

[SOURCE: ISA-18.2-2016]

3.1.31

fleeting alarm

alarm that transitions between an active alarm state and a not active state in a short period of time
without rapidly repeating

[SOURCE: ISA-18.2-2016]
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