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Preface 

Th is  preface,  as  wel l  as  al l  footnotes  and  annexes,  i s  i ncluded  for  i n formation  pu rposes  on ly  and  
i s  not  part  o f  I SA-TR1 8.2. 7-201 7.  

Th is  techn ical  report  has  been  prepared  as  part  o f  the  service  of  I SA,  the  I n ternational  Society o f  
Au tomation ,  toward  a  goal  o f  helping  i n  the  understand ing  and  use  of  the  ANSI /ISA-1 8.02-201 6  
Management  of  Alarm  Systems  for  the  Process  I ndustries.  To  be  of  real  value,  th is  document  
shou ld  not  be  stati c  bu t  shou ld  be  subject  to  period ic  review.  Toward  th is  end ,  the  Society  
welcomes  al l  comments  and  cri t i cisms  and  asks  that  they be  addressed  to  the  Secretary,  
Standards  and  Practi ces  Board;  I SA,  67  Alexander Dri ve;  P .O.  Box 1 2277;  Research  Triang le  
Park,  NC  277099 ,  USA;  Telephone  (91 9)  549-841 1 ;  Fax (91 9)  549-8288;  E-mai l :  
standards@isa.org .  

Th is  I SA Standards  and  Practices  Department  i s  aware  of  the  g rowing  need  for  atten tion  to  the  
metric  system  of  un i ts  i n  general ,  and  the  I n ternational  System  of  Un i ts  (SI )  i n  parti cu lar,  i n  the  
preparation  of  i nstrumentation  standards,  recommended  practices,  and  techn ical  reports.  The  
Department  i s  fu rther aware  of  the  benefi ts  of  users  of  I SA standards  of  i ncorporating  su i table  
references  to  the  SI  (and  the  metric  system)  i n  thei r  business  and  professional  deal ings  wi th  
other countri es.  Toward  th i s  end ,  the  Department  wi l l  endeavor to  i n troduce  SI  and  acceptable  
metric  un i ts  i n  al l  new and  revised  standards  to  the  g reatest  exten t  possible.  The  Metric  Practi ce  
Gu ide,  wh ich  has  been  publ i shed  by the  I nsti tu te  of  E lectrical  and  E lectron ics  Eng ineers  ( IEEE)  
as  ANSI /IEEE  Std .  268-1 992,  and  fu tu re  revis ions,  wi l l  be  the  reference  gu ide  for defin i t ions,  
symbols,  abbreviations,  and  conversion  factors.  

I t  i s  the  pol i cy of  I SA to  encourage  and  welcome the  participati on  of  al l  concerned  i nd ividuals  
and  i n terests  i n  the  development  of  I SA standards.  Participation  i n  the  ISA standards -making  
process  by an  i nd ividual  i n  no  way consti tu tes  endorsement  by the  employer of  that  i nd i vidual ,  o f  
I SA,  or  of  any of  the  standards,  recommended  practices,  and  techn ical  report s  that  I SA 
develops.  

Th is  techn ical  report  i s  structured  to  fo l low the  ISA Style  Gu ide.   

CAUTION —  ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS 
INSTITUTE WITH REGARD TO PATENTS.  IF ISA IS INFORMED OF AN EXISTING PATENT THAT IS 
REQUIRED FOR USE OF THE DOCUMENT,  IT WILL REQUIRE THE OWNER OF THE PATENT TO 
EITHER GRANT A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY USERS COMPLYING 
WITH THE DOCUMENT OR A LICENSE ON REASONABLE TERMS AND CONDITIONS THAT ARE 
FREE FROM UNFAIR DISCRIMINATION.   

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS DOCUMENT,  THE USER IS 
CAUTIONED THAT IMPLEMENTATION OF THE DOCUMENT MAY REQUIRE USE OF TECHNIQUES,  
PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS. ISA TAKES NO POSITION ON THE 
EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE INVOLVED IN IMPLEMENTING 
THE DOCUMENT. ISA IS NOT RESPONSIBLE FOR IDENTIFYING ALL PATENTS THAT MAY 
REQUIRE A LICENSE BEFORE IMPLEMENTATION OF THE DOCUMENT OR FOR INVESTIGATING 
THE VALIDITY OR SCOPE OF ANY PATENTS BROUGHT TO ITS ATTENTION.  THE USER SHOULD 
CAREFULLY INVESTIGATE RELEVANT PATENTS BEFORE USING THE DOCUMENT FOR THE 
USER’S INTENDED APPLICATION. 

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS DOCUMENT WHO IS AWARE OF ANY 
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE DOCUMENT NOTIFY THE ISA 
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER. 

ADDITIONALLY, THE USE OF THIS DOCUMENT MAY INVOLVE HAZARDOUS MATERIALS, 
OPERATIONS OR EQUIPMENT.  THE DOCUMENT CANNOT ANTICIPATE ALL POSSIBLE 
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN 
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HAZARDOUS CONDITIONS.  THE USER OF THIS DOCUMENT MUST EXERCISE SOUND 
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE USER’S 
PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE APPLICABILITY OF 
ANY GOVERNMENTAL REGULATORY LIMITATIONS AND ESTABLISHED SAFETY AND HEALTH 
PRACTICES BEFORE IMPLEMENTING THIS DOCUMENT. 

THE USER OF THIS  DOCUMENT SHOULD BE AWARE THAT THIS  DOCUMENT MAY BE  
IMPACTED BY ELECTRONIC SECURITY ISSUES.  THE COMMITTEE HAS NOT YET 
ADDRESSED THE POTENTIAL ISSUES IN  THIS VERSION.  

ISA (www. i sa. org )  i s  a  nonprofi t  professional  association  that  sets  the  standard  for those  who  
apply eng ineering  and  technology to  improve  the  management,  safety,  and  cybersecur i ty  of  
modern  au tomation  and  con trol  systems  used  across  i ndustry  and  cri ti cal  i n frastructu re.  Founded  
i n  1 945,  I SA develops  widely  used  g lobal  standards;  certi fi es  i ndustry professionals;  provides  
education  and  train ing ;  publ i shes  books  and  techn ical  arti cles;  hosts  con ferences  and  exh ibi ts;  
and  provides  networking  and  career development  prog rams  for  i ts  40, 000  members  and  400,000  
customers  around  the  world .  

I SA owns  Au tomation . com ,  a  l ead ing  on l ine  publ i sher of  au tomation -related  con tent,  and  i s  the  
found ing  sponsor of  The  Au tomation  Federati on  (www.au tomation federati on . org ) ,  an  association  of  
non-profi t  organ izations  serving  as  "The  Voice  of  Au tomation . "  Throug h  a  whol l y  owned  
subsid iary,  I SA bridges  the  gap between  standards  and  thei r  implementation  wi th  the  I SA 
Securi ty  Compl iance  I nsti tu te  (www. i sasecure. org )  and  the  ISA Wi reless  Compl iance  I nsti tu te  
(www. isa1 00wci . org ) .   

The  fo l l owing  people  served  as  members  of  ISA Commi ttee  ISA1 8  WG7 and  con tribu ted  to  th is  
techn ical  report:  

NAME      AFFILIATION  

J .  Al ford  (Co-Chai r)  Consu l tan t  
G .  Nasby (Co-Chai r)  C i ty  of  Guelph  Water Services  
J .  Bogdan  J .  Bogdan  Consu l ti ng  LLC  
M .  Carter Harg rove  Contro ls  +  Au tomation  
L.  Dubois  Manage4U  
W.  Hawkins  HLQ Ltd .  
B.  Hol l i f i e ld  PAS 
S.  Kandasamy Chevron  Energy Technology Company  
M .  Jones  Honeywel l  
D .  Logerot  ProSys  
L.  Myers  Consu l tan t  
A.  Perez  Verde-Ramo Sparq  Systems  
D.  Reed  Rockwel l  Au tomation  
N .  Sands  DuPont  
D .  Visn ich  Burns  and  McDonnel l  
R.  Weibel  TIPS 
 

The  fo l lowing  people  served  as  voting  members  of  I SA1 8  and  con tribu ted  to  th i s  techn ical  report:  

NAME      COMPANY 

D.  Dunn ,  I SA1 8  Co-Chai r  Ph i l l i ps  66  
N .  Sands,  I SA1 8  Co-Chai r  DuPont  
B.  Fi tzpatrick,  I SA1 8  Manag ing  D i rector  Wood  Group Mustang  
J .  Al ford  Consu l tan t  
S.  Apple  Schneider E lectri c  
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J .  Bogdan  J  Bogdan  Consu l ti ng  LLC  
K.  Brown  Enbridge  I nc.  
M .  Brown  Matrikon  I nc.  
A.  Bryan t  Oxy I nc.  
M .  Carter  Harg rove  Controls  +  Au tomation  
L.  Dubois  Manage4U  
B.  Hol l i f i e ld  PAS 
S.  Kandasamy Chevron  Energy Technology Company  
D .  Logerot  ProSys  I nc.  
C.  Lun ty  Suncor 
M .  Marvan  Shel l  Canada 
D .  Metzger  DPM  Consu l ti ng  
L.  Myers  Consu l tan t  
G .  Nasby Ci ty  of  Guelph  Water Services  
G .  P lowman  Rockwel l  Au tomation  
D .  Rothenberg  D  Roth  I nc.  
T.  Stau ffer  Exida Co.  
D .  Strobhar  Bevi l l e  Eng ineering  
B.  Vai l  URS PS  / AECOM  
D.  Visn ich  Burns  &  McDonnel l  
R.  Weibel  Tips  I nc.  

 

Th is  publ i shed  techn ical  report  was  approved  for publ ication  by the  I SA Standards  and  Practices  
Board  on  1 7  February 201 7.  

NAME      COMPANY 

M.  Wilkins,  Vice President Yokogawa 
D.  Bartusiak ExxonMobil  Research  & Engineering  
D.  Brandl  BR&L Consulting  
P.  Brett Honeywell  Inc.  
E.  Cosman OIT Concepts,  LLC 
D.  Dunn Phi l l ips 66 
J.  Federlein  Federlein  & Assoc.  LLC 
B.  Fitzpatrick Wood Group Mustang  
J.  Gi lsinn  Kenexis Consulting  
J. -P.  Hauet KB Intel l igence 
J.  Jamison Jamison  & Associates Ltd.  
D.  Lee UCDS 
G.  Lehmann AECOM 
K.-P.  Lindner Endress+Hauser Process Solutions AG 
T.  McAvinew Consultant 
V.  Mezzano Fluor Corp.  
C.  Monchinski  Automated Control  Concepts Inc.  
G.  Nasby City of Guelph  Water Services 
M.  Nixon  Emerson Process Management 
D.  Reed Rockwell  Automation 
N.  Sands DuPont 
H.  Sasajima Fieldcomm Group Inc.  Asia-Pacific 
T.  Schnaare Rosemount Inc.  
H.  Storey Herman Storey Consulting  
J.  Tatera Tatera & Associates Inc.  
K.  Unger Consultant 
I .  Verhappen Industrial  Automation  Networks 
D.  Visnich  Burns & McDonnel l  

Provided by IHS Markit under l icense with  ISA 

 

Full document details: ISA TR18.2.7-2017

http://www.avadocuments.com/doc/isa-tr18-2-7-2017
http://www.avadocuments.com/doc/isa-tr18-2-7-2017


ISA-TR1 8.2.7-201 7    6    

 

I .  Weber Siemens AG DF FA 
W.  Weidman Consultant 
J .  Weiss Applied Control  Solutions LLC 
D.  Zetterberg  Chevron Energy 

 

 

 

Provided by IHS Markit under l icense with  ISA 

 

Full document details: ISA TR18.2.7-2017

http://www.avadocuments.com/doc/isa-tr18-2-7-2017
http://www.avadocuments.com/doc/isa-tr18-2-7-2017


   7    I SA-TR1 8.2.7-201 7  

 

Contents  
Abstract  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 1  

Foreword  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 1  

Preamble  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 2  

1 .  Scope  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

1 . 1  General  considerati ons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

1 . 2  Alarm  system  i n terfaces  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

1 . 3  Packaged  system  design  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

1 . 4  Safety i nstrumented  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

2.  Normative  references  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

3.  Defin i ti on  of  terms  and  acronyms  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 4  

3. 1  Defin i ti ons  from  ISA-1 8.2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 4  

3.2  Defin i ti ons  from  sources  other than  ISA-1 8.2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 7  

3.3  Acronyms  from  ISA-1 8.2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 7  

3.4  Acronyms  from  sources  other than  I SA-1 8.2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 7  

4.  I n troduction  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 8  

4. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 8  

4.2  Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 8  

4.3  The  alarm  management  l i fecycle  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 9  

4.4  Document  structu re  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20  

5.  What  i s  a  packaged  system  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20  

5. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20  

5.2  Term inology  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

5.3  Suppl ier  and  commercial  considerations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22  

5.4  Legacy PSs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22  

5.5  System  arch i tectu res  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22  

5.6  Operator i n terfaces  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23  

5.7  Examples  of  packaged  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23  

5.8  Special  cases  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24  

6.  Benefi ts  of  packaged  system  alarm  management  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

6. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

6.2  Benefi ts  for  end  users  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

6.3  Benefi ts  for  packaged  system  vendors  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26  

7 Packaged  system  con trol  panels  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26  

7. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26  

7.2  Panel  l ocation  as  a  consideration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27  

7.3  I n tegrating  a  PSCP i n to  a  BPCS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27  

7.4  Locati ng  a  packaged  system  control  panel  i n  a  con trol  room  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33  

7.5  Implementati on  of  packaged  system  control  panel  alarm  functional i ty  . . . . . . . . . . . . . . . . . . . . . .  33  

7.6  Alarm  acknowledgement  and  the  packaged  system  con tro l  panel  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34  

7.7  The  packaged  system  con trol  panel  human -mach ine  i n terface  (HMI )  . . . . . . . . . . . . . . . . . . . . . . .  34  

8.  Packaged  system  i n terfacing  detai l s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

8. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

Provided by IHS Markit under l icense with  ISA 

 

Full document details: ISA TR18.2.7-2017

http://www.avadocuments.com/doc/isa-tr18-2-7-2017
http://www.avadocuments.com/doc/isa-tr18-2-7-2017


ISA-TR1 8.2.7-201 7    8    

 

8 . 2  Alarm  sou rce  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

8.3  Types  of  i n terfaces  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

8.4  I n terface  design  considerations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

9.  Alarm  ph i losophy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41  

9. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41  

9.2  Packaged  systems  special  considerations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41  

9.3  Alarm  generati on  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41  

9.4  Alarm  annunciation  and  acknowledgement  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42  

9.5  Alarm  hand l i ng  methods  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42  

9.6  Commun ication  i ssues  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  

9.7  Time  synchron izati on  and  accuracy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

9.8  Fi rst-ou t  alarm ing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

9.9  Alarm  logg ing  and  h istory  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

9. 1 0  Key performance  i nd icators  (KPIs)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

9. 1 1  Roles  and  responsibi l i t i es  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

9. 1 2  Alarm  testing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

9. 1 3  Management of  change  (MOC)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

1 0 .  Alarm  system  requ i rements  speci fi cation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

1 0 . 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

1 0 .2  Appl icabi l i ty  to  processes  / faci l i t i es  u ti l i z ing  packaged  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

1 1 .  Alarm  iden ti fi cation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47  

1 1 . 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47  

1 1 . 2  Starting  poin t  for  i den ti fi cation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47  

1 1 . 3  Poten tial  alarms  for packaged  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47  

1 1 . 4  Common  PS  s ignals  that  are  typical l y  not  alarms  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47  

1 2.  Rational i zation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  

1 2. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  

1 2.2  Alarm  priori t ies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  

1 2.3  Master alarm  database  and  documentation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  

1 2.4  Alarm  setpoin ts  and  i n terlock/shu tdown  log ic  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49  

1 2.5  Need  for advanced  alarm ing  techn iques  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49  

1 2.6  Alarm  classi fi cation  for  packaged  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49  

1 2.7  Rational i zation  team  makeup  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

1 3 .  Basic  alarm  design  for packaged  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

1 3 . 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

1 3 .2  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

1 3 .3  Basic  alarm  design  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51  

1 3 .4  BPCS alarm  system  functions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52  

1 4.  Alarm  rou ting  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52  

1 4. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52  

1 4.2  Alarm  rou ting  design  considerati ons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52  

1 4.3  Examples  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  54  

1 5.  HMI  represen tation  of  alarms  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  56  

Provided by IHS Markit under l icense with  ISA 

 

Full document details: ISA TR18.2.7-2017

http://www.avadocuments.com/doc/isa-tr18-2-7-2017
http://www.avadocuments.com/doc/isa-tr18-2-7-2017


   9    I SA-TR1 8.2.7-201 7  

 

1 5. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  56  

1 5.2  Packaged  equ ipment  con tro l  systems  i n tegration  and  HMI  capabi l i t ies  . . . . . . . . . . . . . . . . .  56  

1 5.3  Stand-alone  i ndependent  packaged  system  wi th  PSCP as  the  HMI  . . . . . . . . . . . . . . . . . . . . . . .  56  

1 5.4  Semi - i n tegrated  and  fu l l y- in tegrated  packaged  system  HMI  considerations  . . . . . . . . . . .  57  

1 5.5  I SA-1 8.2  appl i cabi l i ty  to  packaged  system  alarm  functi onal i ty  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  58  

1 5.6  Alarm  shelving  and  PSCPs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  61  

1 5.7  I SA-1 8.2  HMI  d isplay l i s t  wi th  requ i rements  and  recommendations  . . . . . . . . . . . . . . . . . . . . . . .  61  

1 6.  Implementati on  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62  

1 6. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62  

1 6.2  Implementation  plann ing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62  

1 6.3  I n i t ial  train ing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62  

1 6.4  Testi ng  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62  

1 7.  Operations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  63  

1 7. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  63  

1 7.2  Alarm  response  procedures  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  63  

1 7.3  Alarm  shelving  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  63  

1 7.4  Refresher train ing  for operators  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64  

1 8.  Main tenance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64  

1 8. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64  

1 8.2  Period ic  testing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64  

1 8.3  Add i tional  requ i rements  i n  h igh ly regu lated  i ndustries  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64  

1 8.4  Process  safety  management  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64  

1 8.5  Loss  of  commun icati on  due  to  main tenance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64  

1 9.  Mon i toring  and  assessment  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65  

1 9. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65  

1 9.2  Metrics  and  key performance  i nd icators  (KPIs)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65  

1 9.3  Alarm  analyses  for packaged  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65  

20.  Management  of  change  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  67  

20. 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  67  

20.2  Approval  and  au thorization  of  changes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  67  

20.3  Implementation  of  changes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  67  

20.4  Synchron ici ty  between  packaged  system  and  BPCS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  67  

20.5  Alarm  changes  wh ich  may affect  con tro l  l og ic  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  67  

21 .  Aud i t  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68  

21 . 1  Purpose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68  

21 .2  Aud i t  i tems  related  to  packaged  systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68  

22.  References  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69  

23.  Bibl i og raphy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69  

 

Provided by IHS Markit under l icense with  ISA 

 

Full document details: ISA TR18.2.7-2017

http://www.avadocuments.com/doc/isa-tr18-2-7-2017
http://www.avadocuments.com/doc/isa-tr18-2-7-2017


ISA-TR1 8.2.7-201 7    1 0    

 

Figures 
 

F i gure  1  –  Alarm  system  dataflow wi th  mu l tiple  packaged  systems  i ncluded  . . . . . . . . . . . . . . . . . . . . . . . .  1 9  

Figure  2  –  Alarm  management l i fecycle  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 9  

Figure  3  –  Degree  of  packaged  system  i n tegration  wi th  the  BPCS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

Figure  4  –  A packaged  system  wi th  stand -alone  i ndependent  operation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

Figure  5  –  A packaged  system  wi th  semi - i n teg rated  operation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30  

Figure  6  –  A packaged  system  wi th  fu l l y  i n teg rated  operation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31  

Figure  7  –  PSCP operational  characteristi cs  re lated  to  the  degree  of  i n tegration  . . . . . . . . . . . . . . . . . .  32  

Figure  8  –  Relocation  of  a  packaged  system  con trol  panel  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33  

Figure  9  –  Example  PS  alarm  data i n terfaces  wi th  data fl ow  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  36  

Figure  1 0  –  Recommended  alarm  state  i nd icati ons  ( from  ISA-1 8.2  Table  4)  . . . . . . . . . . . . . . . . . . . . . . . . .  61  

Figure  1 1  –  Alarm  performance  metric  summary ( from  ISA-1 8.2  Table  7)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  66  

Provided by IHS Markit under l icense with  ISA 

 

Full document details: ISA TR18.2.7-2017

http://www.avadocuments.com/doc/isa-tr18-2-7-2017
http://www.avadocuments.com/doc/isa-tr18-2-7-2017


   1 1    I SA-TR1 8.2.7-201 7  

 

Abstract   

I n  201 6,  the  ANSI /ISA-1 8.2-201 6  ( ISA-1 8.2)  alarm  management  standard  was  released .  Th is  
techn ical  report,  Alarm  Management  When  U ti l i z ing  Packaged  Systems,  provides  gu idance  on  
the  appl ication  of  the  ISA-1 8.2  standard  to  faci l i t i es  that  use  packaged  systems.  Th is  i ncludes  
gu idance  for  design ing ,  con fi gu ring ,  i n terfacing  and  implementing  alarms  wi th  respect  to  
packaged  systems  and  i n tegrating  them  in to  a  faci l i ty’s  BPCS (basic  process  control  system) .   
Other  topics  addressed  i nclude  how to  apply the  various  ISA-1 8.2  l i fe  cycle  stages  to  packaged  
systems,  common  i n terfacing  i ssues,  and  the  many benefi ts  of  us ing  a  standard ized  alarm  
management  approach  for  i n tegrati ng  packaged  systems  wi th  a  BPCS.  Th is  report  al so  con tains  
some  con ten t  on  stand -alone  packaged  systems.   

Foreword   

I n  J une  of  2009,  I SA-1 8.2-2009,  Management  of  Alarm  Systems  for  the  Process  I ndustries,  
common ly referred  to  as  ISA-1 8.2,  was  i ssued .  Subsequentl y,  the  standard  was  adopted  by ANSI  
and  became ANSI /ISA-1 8.2-2009.  I n  2009  the  ISA1 8  commi ttee  also  establ i shed  s i x  working  
g roups  to  develop  a  series  of  techn ical  reports  wi th  gu idance  on  how to  implement  the  principles  
con tained  i n  I SA-1 8.2.  The  s i x  techn ical  reports  are  l i s ted  below wi th  a  brief  overview.  I n  201 6  
the  standard  underwent  revis ions  and  became ANSI /ISA-1 8.2-201 6.  

•  TR1  –  Alarm  Ph i losophy –  provides  gu idance  on  the  alarm  ph i losophy.  TR1  i s  l im i ted  to  the  
scope  of  Clause  6  i n  ISA-1 8.2.  The  alarm  ph i losophy provides  gu idance  for  successfu l  
management  of  the  alarm  system.  I t  covers  the  defin i t ions,  pri nciples ,  and  acti vi t i es  by 
provid ing  overal l  g u idance  on  methods  for  alarm  i den ti fi cation ,  rational i zation ,  classi fi cation ,  
pri ori t i zation ,  mon i toring ,  management  of  change,  and  aud i t.  

 

•  TR2  –  Alarm  I den ti fi cation  and  Rational i zation  –  provides  gu idance  on  alarm  i den ti fi cation  
and  rational i zation .  TR2  i s  l im i ted  to  the  scope  of  I SA-1 8.2  Clauses  8  and  9 .  I den ti fi cation  
and  rational i zation  covers  the  processes  to  determ ine  the  possible  need  for  an  alarm  or  a  
change  to  an  alarm ,  systematical l y  compare  alarms  to  the  al arm  ph i losophy and  determ ine  
the  alarm  setpoin t,  consequence,  operator action ,  priori ty,  and  class.  Acti vi t ies  i nclude,  bu t  
are  not  l im i ted  to :  i den ti fi cation ,  j usti fi cation ,  priori t i zation ,  classi fi cati on ,  and  documentation .  
 

•  TR3  –  Basic  Alarm  Design  –  provides  gu idance  on  basic  alarm  design .  TR3  focuses  on  the  
scope  of  I SA-1 8.2  Clause  1 0  and  may i nclude  other clauses  as  needed  (e. g . ,  operati ons  and  
main tenance) .  Basic  alarm  design  covers  the  se lection  of  alarm  attribu tes  (e . g . ,  types,  
deadbands,  and  delay  times)  and  may be  speci fi c  to  each  con trol  system.  
 

•  TR4  –  Enhanced  and  Advanced  Alarm  Methods  –  provides  gu idance  on  advanced  and  
enhanced  alarm  methods.   TR4 focuses  on  the  scope  of  ISA-1 8.2  Clause  1 2.  Enhanced  
alarm  design  covers  gu idance  on  add i tional  l og ic,  programming ,  or  model i ng  used  to  mod i fy 
alarm  behavior.  These  methods  may i nclude:  dynamic alarm ing ,  s tate -based  alarm ing ,  
adaptive  alarms,  l og ic-based  alarm ing ,  pred icti ve  alarm ing ,  as  wel l  as  most  of  the  designed  
suppression  methods.  
 

•  TR5  –  Alarm  Mon i toring ,  Assessment,  and  Aud i t  –  provides  gu idance  on  mon i tori ng ,  
assessment  and  aud i t  of  alarms.  TR5  focuses  on  the  scope  of  I SA-1 8.2  Clauses  1 6  and  1 8.   
Mon i toring ,  assessment,  and  aud i t  cover the  con tinuous  mon i toring ,  period ic  performance  
assessment,  and  recurring  aud i t  o f  the  alarm  system.  
 

•  TR6  –  Alarm  Systems  for  Batch  and  D iscrete  Processes  –  provides  gu idance  on  the  
appl icati on  of  I SA-1 8.2  alarm  l i fe  cycle  acti vi t ies  to  batch  and  d i screte  processes,  expand ing  
on  mu l t iple  clauses  of  I SA-1 8.2.   
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I n  201 3,  the  ISA1 8  commi ttee  establ i shed  a  seven th  commi ttee  to  develop  th i s  techn ical  report  
on  alarm  management  for  faci l i t i es  u ti l i z ing  packaged  systems  wh ich  can  be  summarized  as  
fo l l ows:    

 

•  TR7 –  Alarm  Management  when  U ti l i z ing  Packaged  Systems  –  provides  gu idance  on  the  
appl i cation  of  I SA-1 8.2  to  faci l i t i es  that  use  packaged  systems.  Th is  i ncludes  gu idance  for 
design ing ,  con fi gu ring ,  i n terfacing  and  implementing  alarms  wi th  respect  to  packaged  
systems and  i n tegrating  them  in to  a  faci l i ty’s  BPCS (basic  process  con tro l  system) .  

Each  techn ical  report  i s  wri tten  to  be  a  standalone  document.  I n  an  effort  to  m in im ize  repeti t i on ,  
the  techn ical  reports  have  cross  references.  

The  gu idance  as  presen ted  i n  th is  document  i s  general  i n  natu re,  and  shou ld  be  appl ied  to  each  
system  as  appropriate  by personnel  knowledgeable  i n  the  manu facturing  process  and  con tro l  
systems  to  wh ich  i t  i s  be ing  appl ied .  

Preamble   

ANSI /ISA-1 8.2-201 6  describes  requ i rements  that  address  alarm  systems  for  faci l i t i es  i n  the  
process  i ndustri es  to  improve  safety,  qual i ty,  and  productivi ty.  The  general  pri nciples  and  
processes  i n  ANSI /ISA-1 8.2-201 6  are  i n tended  for  use  i n  the  l i fecycle  management  of  an  alarm  
system  based  on  programmable  e lectron ic con tro l ler and  computer -based  human-mach ine  
i n terface  (HMI )  technology.   

The  ISA-1 8.2  standard ,  however,  does  not  provide  speci fi c  gu idance  on  how to  effectively  apply 
alarm  management  to  scenarios  where  packaged  systems  are  used  i n  process  faci l i t i es.  Th is  
techn ical  report  provides  gu idance  for th is  type  o f  appl ication  of  alarm  management.  

Note  that,  as  a  techn ical  report,  the  con ten ts  of  th is  document  are  i n formative.  ANSI /ISA -1 8.2-
201 6  con tains  the  mandatory (normative)  requ i rements.  

 

 

Provided by IHS Markit under l icense with  ISA 

 

Full document details: ISA TR18.2.7-2017

http://www.avadocuments.com/doc/isa-tr18-2-7-2017
http://www.avadocuments.com/doc/isa-tr18-2-7-2017


   1 3    I SA-TR1 8.2.7-201 7  

 

1 .  Scope  

1 .1  General  considerations  

Th is  techn ical  report  provides  g u idance  on  how to  i n tegrate  packaged  systems  (PSs)  i n to  a 
BPCS-based  cen tral i zed  alarm  system.  The  scope  i ncludes  d iscussing  various  i ssues  that  can  
arise  when  ISA-1 8.2  work processes  are  appl ied  to  faci l i t i es  where  PSs  are  used ,  and  provid ing  
gu idance  on  how to  successfu l l y  apply ISA-1 8.2  i n  these  s i tuations.   

Wi th in  the  con text  of  th is  report,  a  packaged  system  (PS)  can  be  vi sual i zed  as  existi ng  ou ts ide  of  
the  BPCS.  I t  i s  a  separate  en ti ty,  usual l y  con tain ing  an  embedded  m icroprocessor,  con trol ler  or  
hardwi red  log ic,  wh ich  performs  speci fi c  tasks  for  a  p iece  of  equ ipment or  a  process  operati ng  
wi th in  a  faci l i ty.  Most  PSs  can  be  con figured  to  send  alarm  or  s tatus  i n formation  to  a  BPCS,  
d i rectly  to  an  alarm  annunciation  system,  or  both .   

Wh i le  not  the  primary emphasis  of  th is  report,  some  d iscussion  i s  i ncluded  of  PSs  that  are  stand-
alone  and  also  those  that  are  on ly partial l y  i n tegrated  wi th  a  BPCS.   

PSs  can  take  many forms  bu t  have  several  common  characteristics.  Typical l y ,  PSs  combine  
mu l ti ple  e lements  such  as  process  equ ipment,  embedded  con trol  systems  ( typical ly  PLC) ,  and  
i nstruments.  

1 .2  Alarm  system  interfaces  

Th is  report  i ncludes  a  focus  on  alarm ing -speci fi c  i ssues  that  can  ari se  when  PS  i n terfaces  are  
speci fi ed ,  designed ,  and  implemented .  Pros  and  con s  of  several  design  techn iques  are  
d iscussed  from  an  alarm  system  poin t  o f  view;  the  system  designer shou ld  select  the  best  PS  
i n terface  opti on  to  use  for  the  particu lar appl ication .  

1 .3  Packaged  system  design  

With in  the  con text  of  th is  report,  PSs  are  on l y  considered  as  sources  of  possible  alarms  or  of  
process  data for the  BPCS to  create  the  alarm .  Th is  report  does  not  con tain  gu idance  on  how to  
design  PSs  or how PSs  shou ld  operate.  

1 .4  Safety i nstrumented  systems 

Safety I nstrumented  Systems  (SIS)  are  cons idered  to  be  a  special  case  of  PSs.  Wh i le  
governance  of  SIS  i s  described  by ISA-84,  some  SISs  have  the  same  common  attribu tes  as  a  PS  
and ,  i n  such  cases,  the  gu idance  i n  th is  techn ical  report  may apply.  SIS  design  i s  ou t  o f  the  
scope  of  th is  document.   

 

2.  Normative references  

NOTE   I n  some  cases,  reference  to  I SA standards  may have  h i storical l y used  “S”  i nstead  of “ I SA, ”  e. g . ,  
S88.  

ISA-1 8.2 :  ANSI /ISA-1 8.2-201 6,  Management of Alarm Systems for the Process Industries ,  al so  
known  as  ISA-1 8.2  

ISA-84: ISA-84.00. 01 -2004 (Parts  1 -3) ,  Safety Instrumented Systems for the Process Industry 
Sector 

ISA-88:  ANSI /ISA-88. 00.01 -201 0,  Batch Control Part 1 : Models and Terminology  

I SA-1 01 :  ANSI /ISA-1 01 .01 -201 5,  Human Machine Interfaces for Process Automation Systems  
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3.  Defin i tion  of terms and  acronyms    

Defin i t ions  wh ich  are  copied  from  ISA-1 8.2  are  shown  i n  Secti on  3 . 1 .  Those  that  come  from  other 
sources  ( i . e . ,  o ther ISA standards  or TRs)  or  newly created  wi th  th is  techn ical  report  are  shown  
i n  Section  3 . 2.  Defi n i t ions  from  other sources  are  shown  wi th  the  source  i n  square  brackets.  
Synonymous  terms,  wh ich  are  not  used  i n  th is  techn ical  report,  bu t  wh ich  m igh t  be  used  by 
readers,  are  l i s ted  i n  paren theses.  Likewise,  acronyms  and  abbreviations  wh ich  are  copied  from  
ISA-1 8.2  are  shown  i n  Section  3 . 3 .  Acronyms  and  abbreviations  from  other sources  are  shown  i n  
Section  3 . 4  wi th  references  i n  square  brackets.  New acronyms  and  abbreviati ons  are  shown  i n  
Section  3 .4.    

NOTE  1  Some  al arm  terms  that  are  frequen tl y  u sed  i n  i ndustry are  not  defi ned  or  u sed  i n  I SA-1 8. 2  or  th i s  document  
because  they have  mu l t i pl e  mean i ngs  and  i n terpretati ons  by  d i fferen t  BPCS  vendors.  Examples  i ncl ude  al arm  enabl e ,  
al arm  d i sabl e,  and  al arm  i nh i bi t .  

3.1  Defin i tions  from  ISA-1 8.2  

 

3.1 .1 .   active  
an alarm in  a state in  which  the alarm condition  is true  

NOTE  1   Functi ons  such  as  deadband ,  on  or  o ff  de l ays  and  l atch i ng  can  al l ow the  al arm  to  be  acti ve  when  the  al arm  
cond i t i on  i s  fa l se  o r the  alarm  i s  n ot  to  be  acti ve  when  the  alarm  cond i t i on  i s  t rue.  

NOTE  2 :  Th i s  i s  the  defi n i t i on  from  the  201 6  vers i on  o f  I SA-1 8. 2 .  I n  the  2009  vers i on  o f  I SA-1 8. 2 ,  the  term  “acti vate”  
u sed  to  mean  “process  of enabl i ng  an  a l arm  functi on  wi th i n  the  a l arm  system”.  I n  th i s  report,  the  201 6  defi n i t i on  i s  
u sed .   

3.1 .2  advanced  alarming  

col lection  of  techn iques  that  can  help  manage  annunciations  du ring  speci fi c  s i tuations .  

EXAMPLE:  state-based  alarm ing  

3.1 .3  alarm  

aud ible  and/or  vis ible  means  of  i nd icating  to  the  operator  an  equ ipment  mal function ,  process  
deviati on ,  or abnormal  cond i ti on  requ i ri ng  a  response  

3.1 .4  alarm  attribute  

Setting  for  an  alarm  wi th in  the  process  con tro l  system  
EXAMPLE:  alarm  pri ori ty  

3.1 .5  alarm  class  

group  of  alarms  wi th  common  alarm  management  requ i rements  (e. g . ,  testing ,  train ing ,  
mon i toring ,  and  aud i t  requ i rements) .  

EXAMPLE:  safety  re lated  alarm  class  

3.1 .6  alarm  flood  

cond i ti on  during  wh ich  the  alarm  rate  i s  g reater than  the  operator can  effectively  manage  (e. g . ,  
more  than  1 0  alarms  per 1 0  m inu tes)  

3.1 .7.  alarm  h istorian  
l ong  term  reposi tory for  alarm  records  

3.1 .8  alarm  log  
short  term  reposi tory for alarm  records  
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3.1 .9  alarm  management  (alarm  system  management)  

col lection  of  processes  and  practices  for  determ in ing ,  documenting ,  design ing ,  operating ,  
mon i toring ,  and  main tain ing  alarm  systems   

3.1 . 1 0  alarm  message 

text  s tring  d isplayed  wi th  the  alarm  i nd ication  that  provides  add i tional  i n formation  to  the  o perator 
(e. g . ,  operator acti on )  

3.1 .1 1  alarm  ph i losophy 

document  that  establ i shes  the  basic  defi n i t ions,  pri nciples,  and  processes  to  design ,  implement,  
and  main tain  an  alarm  system  

3.1 .1 2  alarm  priori ty  

relati ve  importance  assigned  to  an  alarm  wi th i n  the  alarm  system  to  i nd icate  the  u rgency of  
response  (e. g . ,  seri ousness  of  consequences  and  al lowable  response  time)  

3.1 .1 3  alarm  setpoint  (alarm  l imi t,  alarm  trip  point)  

th reshold  value  of  a  process  variable  or  d i screte  state  that  i s  used  to  determ ine  i f  the  alarm  i s  
acti ve  

3.1 .1 4  alarm  system  requ irements  speci fication  

document  wh ich  describes  the  functional i ty  of  the  alarm  system  

3.1 .1 5  alarm  type  

alarm  attribu te  wh ich  g i ves  a  d isti nction  of  the  alarm  cond i t ion  

EXAMPLE:  low process  variable  alarm,  h i gh  process  variable  alarm  or  d iscrepancy alarm  

3.1 .1 6  alert  

aud ible  and/or vi s ible  means  of  i nd icating  to  the  operator an  equ ipment  or  process  cond i ti on  that  
requ i res  awareness,  and  wh ich  does  not  meet  the  cri teria  for  an  alarm  

3.1 .1 7  chattering  alarm  

alarm  that  repeated ly transi tions  between  acti ve  state  and  not  acti ve  state  i n  a  short  period  of  
t ime  

3.1 .1 8  classi fication  

process  of  separati ng  alarms  i n to  classes  based  o n  common  requ i rements  (e . g . ,  testing ,  train i ng ,  
mon i toring ,  and  aud i ti ng  requ i rements)  

3.1 .1 9  dynamic  alarming  

au tomatic  modi fi cation  of  alarms  based  on  process  state  or  cond i ti ons  

3.1 .20  h igh ly managed  alarm  

alarm  belong ing  to  a  class  wi th  add i t ional  requ i rements  (e . g . ,  regu latory requ i rements)  above  
general  alarms  

3.1 .21  implementation  

transi ti on  stage  between  design  and  operation  during  wh ich  the  alarm  i s  pu t  i n to  service.   

NOTE1  to  en try   Implemen tati on  i ncl udes  acti vi t i es  such  as  commiss i on i ng  and  trai n i ng .  
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3.1 .22  master alarm  database  

au thorized  l i s t  o f  rational i zed  alarms  and  associated  attribu tes   

NOTE1   The  l i st  can  be  i n  many forms  and  not  on l y  i n  the  form  o f  a  database .  

3.1 .23  nu isance alarm  

alarm  that  annunciates  excessively,  unnecessari l y,  or  do es  not  retu rn  to  normal  after the  correct  
response  i s  taken  

EXAMPLE:   chattering ,  f leeti ng ,  or  s tale  alarm  

3.1 .24  operator (control ler)  

person  who  mon i tors  and  makes  changes  to  the  process  

3.1 .25  out-of-service  

state  of  an  alarm  during  wh ich  the  alarm  i nd i cation  i s  suppressed ,  typical l y  manual l y,  for  reasons  
such  as  main tenance  

3.1 .26  priori t ization  

process  of  assign ing  a  l evel  o f  operational  importance  to  an  alarm  

3.1 .27  rational ization  

process  to  review potential  alarms  using  the  principles  of  the  alarm  ph i losophy,  to  select  alarms  
for  design ,  and  to  document  the  rationale  for  each  alarm  

3.1 .28  remote alarm  

alarm  from  a remotely  operated  faci l i ty  or  d i rected  to  a  remote  i n terface  

3.1 .29  re-alarming  alarm  (re-triggering  alarm)  

alarm  that  i s  au tomatical ly  re -annunciated  to  the  operator under certain  cond i ti ons  

3.1 .30  safety instrumented  system  (SIS)  
i nstrumented  system  used  to  implement  one  or  more  safety  i nstrumented  functions.  A SIS  i s  
composed  of  any combination  of  sensor(s) ,  l og ic  so lver(s)  and  fi nal  e lem ent(s)  

3.1 .31  shelve 

temporari l y  suppress  an  alarm ,  i n i tiated  by the  operator,  wi th  eng ineering  con tro ls  (e. g . ,  t ime -
l im i ted)  that  unsuppress  the  alarm  

3.1 .32  si lence  

operator action  that  term inates  the  aud ible  alarm  ind ication  

3.1 .33  state-based  alarm  (mode-based  alarms)  

alarm  that  has  attribu tes  modi fied  or  i s  suppressed  based  on  operating  states  or  process  
cond i ti ons  

3.1 .34  suppress  

prevent  the  i nd ication  of  the  alarm  to  the  operator when  the  alarm  i s  acti ve  

EXAMPLE:  shelve,  suppress  by design ,  remove  from  service  
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3.1 .35  tag  (point)  

un ique  i den ti fi er  assigned  to  a  process  measurement,  calcu lation ,  or  device  wi th in  the  con trol  
system  

3.2  Defin i tions  from  sources other than  ISA-1 8.2  

3.2.1  batch  process  

a process  that  l eads  to  the  producti on  of  f i n i te  quan ti ti es  of  material  by  subjecti ng  quan ti ti es  of  
i npu t  materials  to  an  ordered  set  o f  processing  acti vi ti es  over a  f i n i te  period  of  t ime  using  one  or  
more  pieces  of  equ ipment  [ ISA-88]  

3.2.2  common  alarm   

sing le  alarm  wi th  several  re lated  i npu t  sensors  where  on e  operator  action  i s  requ i red  to  address  
any and  al l  o f  the  common  alarm  componen ts  [ ISA1 8 -TR3]  

3.2.3  open  productivi ty and  col laboration  (OPC,  OLE for process  control )  

set  of  speci fi cations  for  the  exchange  of  i n formation  i n  a  process  con tro l  envi ronment  

3.2.4  packaged  system  (package un i t)  

A sel f-con tained  combination  of  hardware  and  software  that  typical l y  provides  alarm ,  HMI ,  and/or 
con tro l  functi onal i ty  for  a  speci fi c  process  function  that  i s  part  of  a  faci l i ty   

 

3 .3  Acronyms from  ISA-1 8.2  

 

3.3.1  ASRS:  Alarm  system  requ irements  speci fication  

3.3.2  BPCS:  Basic  process control  system  

3.3.3  cGMP:  current  good  manufacturing  practice  

3.3.4  HMA:  H igh ly managed  alarm  

3.3.5  HMI :  Human-mach ine  interface  

3.3.6  MOC:  Management  of  change 

3.3.7  SIS:  Safety instrumented  system  

 

3.4  Acronyms from  sources  other than  ISA-1 8.2  

 

3.4.1  DCS:  Distributed  control  system  

3.4.2  DNP3:  Distributed  network protocol  (3-layer,  see www.dnp.org )  

3.4.3  FDA:  Food  and  Drug  Administration  (US government)  

3.4.4  I /O:  Input/output  

3.4.5  IEEE:  Insti tute  of  Electrical  and  Electronics  Eng ineers  

3.4.6  KPI :  Key performance ind icator 

3.4.7  LP:  Local  panel  

3.4.8  OPC:  Open  Productivi ty and  Col laboration  (see OPC Overview in  B ibl iography)  

3.4.9  OSHA:  Occupational  Safety and  Heal th  Admin istration  (US government)  
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3.4.1 0  PLC:  Programmable  log ic  control ler  

3.4.1 1  PS:  Packaged  system  

3.4.1 2  PSCP:  Packaged  system  control  panel  

3.4.1 3  RAGAGEP:  Recognized  and  general ly accepted  good  eng ineering  practices  

3.4.1 4  SCADA:  Supervisory control  and  data  acqu isi tion  

3.4.1 5  TR:  Technical  report  

 

4 .  I n troduction   

4.1  Purpose  

Th is  clause  provides  an  i n troduction  to  working  wi th  alarms  from  packaged  systems .  Th is  
document  provides  gu idance  for  plan t  design  eng ineers,  system  i n tegrators,  an d  owner/operators  
who  undertake  the  design ,  implementation  and  operation  of  alarm  management i n  the  con text  of  
I SA-1 8.2  wi th  respect  to  faci l i t i es  u ti l i z ing  packaged  systems.  

4.2  Overview 

Process  con tro l  systems may i nclude  packaged  systems  (PSs) .  These  i s lands  of  au tomation ,  
more  fu l l y  described  i n  C lause  5 ,  may have  alarms  wh ich  fal l  wi th in  the  scope  of  a  process  
operator us ing  a  BPCS.  A key recommendation  of  th is  report  i s  to  pursue  i n tegration  of  PSs  wi th  
a  BPCS due,  i n  part,  to  the  consistency i t  can  poten tial l y  provide  to  operators  regard ing  alarms.  
A major concern  for  non - in tegrated  PSs  i s  the  chal lenge  i n  making  PS  alarms  behave  l i ke  BPCS 
alarms.   

How the  PS  fi ts  wi th i n  the  alarm  data fl ow speci fied  i n  ISA-1 8.2  i s  shown  i n  Figu re  1 .  
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NOTE  1   Packaged  System  1  i s  an  example  o f  a  PS  wi th  no  connecti vi ty  to  the  BPCS  o f  process  i n formati on ,  al arm  
data,  or  con tro l  capabi l i ty.   

NOTE  2   Packaged  System  2  represen ts  a  PS  wi th  l im i ted  connecti vi ty  to  the  BPCS  of  some  process  i n formati on ,  
al arm  data,  or  con tro l  capabi l i ty.  

NOTE  3   Packaged  System  3  represen ts  a  PS  wi th  fu l l  connecti vi ty  to  the  BPCS  of  process  i n formati on ,  al arm  data,  or 
con tro l  capabi l i ty.   

Figure  1  –  Alarm  system  dataflow with  mul tiple  packaged  systems included  

4.3  The  alarm  management  l i fecycle 

Th is  subclause  i s  i n tended  to  summarize  importan t  concepts  i n  I SA 1 8.2.  Each  con figu red  alarm  
has  a  l i fecycle  from  creation  to  deletion .  The  componen ts  of  management  of  these  alarms  are  
shown  i n  Figu re  2 ,  wh ich  i s  copied  from  ANSI /ISA-1 8.2-201 6,  Figu re  2 .  

 

Figure  2  –  Alarm  management  l i fecycle   

The  alarm  management  l i fecycle  consists  of  mu l ti ple  stages.  Figu re  2  i l l ustrates  the  relati onsh ip  
between  the  stages  of  the  alarm  management  l i fecycle  described  i n  I SA-1 8.2.  The  alarm  
management  l i fecycle  covers  alarm  system  speci fi cation ,  design ,  implementation ,  operati on ,  
mon i toring ,  main tenance,  and  change  acti vi t ies  from  in i ti al  conception  th rough  decommission ing .  

The  l i fecycle  model  i s  usefu l  i n  i den ti fying  the  requ i rements  and  responsibi l i t i es  for implementi ng  
an  alarm  management  system.  The  l i fecycle  i s  appl icable  for  the  i nstal lation  of  new alarm  
systems,  and  for  updating  and  manag ing  existi ng  alarm  systems.   
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A  descripti on  of  each  stage  of  the  l i fecycle  i s  i ncluded  i n  I SA-1 8.2.    

4.4  Document  structure  

Th is  document  i s  organ ized  i n to  d i fferen t  subjects  by numbered  clauses.  Each  clause  starts  wi th  
a  statement  of  i ts  purpose.    

C lause  5  provides  a  description  of  packaged  systems  and  thei r  common  characteri stics.  

C lause  6  describes  the  benefi ts  of  PSs  i ncorporating  the  principles  of  I SA-1 8.2  and  th is  TR.  

Common  characteri stics  of  packaged  systems  are  fu rther d iscussed  i n  C lause  7:  (Packaged  
System  Control  Panels)  and  Clause  8 :  (Packaged  System  I n terfacing  Detai l s) .   

The  components  of  the  alarm  management l i fecyc le  are  d iscussed  i n  Clauses  9  th rough  21 .  

C lause  9  addresses  Alarm  Ph i losophy and  Clause  1 0  describes  an  ASRS (Alarm  System  
Requ i rements  Speci fi cati on )  for a  PS  (or  faci l i t i es  u ti l i z i ng  PSs) .  The  Alarm  Ph i losophy document  
i s  essential  for  overal l  faci l i ty  alarm  management,  and  the  ASRS i s  essential  i n  defin ing  the  
requ i rements  of  i nd ividual  systems.  

C lauses  1 1  and  1 2  address  alarm  i den ti fi cation  and  rati onal i zation ,  wh ich  are  necessary to  
i den ti fy  and  characterize  the  packaged  system  alarms  to  be  designed  a nd  implemented ,  as  
described  i n  C lauses  1 3  th rough  1 6.  

C lause  1 7  covers  the  use  of  PS  alarms  du ri ng  process  operations,  i nclud ing  response  
procedures.  C lause  1 8  i s  abou t  main tenance  of  packaged  system  alarms,  wh ich  helps  assure,  by  
testing  and  repai r,  that  alarms  con ti nue  to  work as  i n tended .  

C lause  1 9  d i scusses  mon i toring  packaged  system  alarms  to  assure  optimum  performance.  Th is  
acti vi ty  may resu l t  i n  suggested  changes  to  alarms,  so  C lause  20  addresses  management  of  
change.  Period ical l y,  perhaps  annual l y,  a  thorough  examination  and  evaluation  of  the  alarm  
system  and  i ts  management  i s  performed  as  an  aud i t,  wh ich  i s  described  i n  C lause  21 .  

C lause  22  l i s ts  references  and  Clause  23  i s  a  b ibl iog raphy for fu rther read ing .  

 

5.  What  is  a  packaged  system   

5.1  Purpose 

The  purpose  of  th is  clause  i s  to  defi ne  i n  detai l  what  i s  considered  a  packaged  system  i n  the  
con text  of  th i s  report.   

Packaged  systems  can  take  many forms  bu t  share  many common  characteristics.  They are  se l f -
con tained  combinations  of  hardware  and  software  that  typical l y provide  alarm,  HMI ,  and/or 
con tro l  functional i ty  for  a  speci fi c  process  function  that  i s  part  o f  a  faci l i ty  and  that  have  been  
provided  by a  s ing le  special i zed  vendor.  Often  packaged  systems  combine  mu l tiple  e lements  
such  as  process  equ ipment,  embedded  con trol  systems  (e. g . ,  PLC) ,  HMI ,  i nstruments  and  
control  e lements  (e. g . ,  va lves,  pumps).  The  packaged  system’s  con trol  system  i s  usual ly 
designed  so  that  i t  can  operate  on  i ts  own  wi thou t  depend ing  upon  other  con trol  systems,  bu t  i t  
may receive  perm issives,  i n terlocks,  or  operati ng  setpoin ts  from  other con trol  systems.  
Packaged  systems  usual l y  have  some  sort  o f  functional i ty  for  provid ing  alarms  and  status  
i n formation  up  to  the  BPCS,  bu t  not  always.  Lastly,  packaged  systems  are  typical l y  s uppl ied  by a 
special i zed  vendor that  i s  d i fferen t  than  the  suppl ier  of  other con tro l  systems  used  by the  faci l i ty.   
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5.2  Terminology 

Th is  section  provides  an  explanation  of  several  key terms  that  are  used  i n  th is  techn ical  report  
wi th  respect  to  d iscussing  packaged  systems  and  how alarm  management can  be  appl ied  to  
them.  

Al l  uses  of the  term  “alarm”  i n  both  I SA -1 8. 2  and  th i s  techn ical  report  refer to  noti f i cations  that  
meet  the  defin i ti on  of  an  alarm  -  an  aud ible  and/or  vis ible  means  of  i nd icating  to  the  ope rator  an  
equ ipment  mal function ,  process  deviation ,  or abnormal  cond i tion  requ i ring  a t imely response.  I t  
i s  a  fundamental  pri nciple  of  alarm  management  that  the  alarm  system  i s  reserved  for  i tems  
meeting  th is  defi n i t ion ,  and  excludes  i tems  that  do  not.  However,  i t  i s  common ,  particu larly  wi th  
packaged  systems,  that vendors  wi l l  implement what they may refer to  as  “a larms”  that do  not 
meet the  I SA-1 8.2  defin i t i on  of  an  alarm ,  e . g .  s tatus  or  mode  s ignal ing  of  normal  cond i ti ons.   The  
appropriate  determ ination  and  rou ting  of  alarms  i s  a  subject  of  th is  report;  non -alarm  noti fi cations  
are  ou tside  the  scope  of  th is  report.  

Typical l y,  a  Packaged  System  (PS)  i s  suppl ied  wi th  a  Packaged  System  Contro l  Panel  (PSCP) .  
The  PSCP has  functi onal i ty  ( i n  varying  degrees)  to  con trol ,  mon i tor,  and  alarm  cond i t i ons  on  the  
PS.  I n  most  cases,  a  PSCP  wi l l  con tain  some  sort  of  operator i n terface,  e . g . ,  pushbu ttons,  
swi tches,  or screen -based  i nd icators  and  con tro ls .  Alarms  related  to  cond i ti ons  on  the  PS  are  
usual l y  annunciated  i n  some  fash ion  on  the  PSCP,  as  i n i tial l y  suppl ied  by the  vendor.  

A PSCP i s  o ften  l ocated  on  or immediately ad jacent  to  i ts  PS.  I n  th i s  document,  such  a  case  i s  
referred  to  as  a  Local  Panel  (LP) .  PSCPs  can  also  be  re located  to  other,  more  remote,  l ocations,  
often  by s imply extend ing  wi ri ng  wi th  or  wi thou t  s ignal  ampl i fi cation .  Some faci l i t i es  may also  
l ocate  a  PSCP in  a  central  con trol  room,  wh ich  may be  the  packaged  system’s  main  con trol  
panel  or  be  a  secondary remote  panel  for  the  PSCP.  

A PS  i s  o ften  part  o f  a  larger  process,  con trol led  by a  Basic  Process  Con trol  System  (BPCS) ,  
such  as  a  DCS or SCADA system.  For pu rposes  of  th i s  document,  a  PSCP i s  not  considered  to  
be  part  o f  the  BPCS even  though  i t  may i n teract  wi th  the  BPCS.  

When  a  process  has  both  a BPCS and  a  PS,  i t  i s  a  common  practi ce  to  i n tegrate  the  two  
together i n  varying  degrees.  I ssues  wi th  PS  i n tegration  and  wi th  both  alarm  functional i ty  and  
operator response  related  to  such  i n tegration  are  d i scussed  i n  th is  document.  Th is  i ncludes  
d iscussion  of  PSCP  vs.  BPCS alarm  annunciati on  practices,  methods,  and  concerns.  

One  component  of  the  BPCS i s  i ts  Human -Mach ine  I n terface  (HMI ) .  Th is  i s  the  co l lection  of  
screens,  keyboards,  and  other i npu t/ou tpu t  devices  th rough  wh ich  the  operator mon i tors  and  
i n teracts  wi th  the  process  con tro l led  by the  BPCS.  I t  i s  sometimes  referred  to  as  an  operator 
console.  BPCS  a larms  are  i nd icated  through  the  BPCS’s  HMI .  A BPCS may have  mu l tip le  
consoles  and  mu l tiple  operators  operating  d i fferen t  parts  of  the  overal l  process.  These  co nsoles  
may be  l ocated  i n  a  cen tral i zed  l ocation  (such  as  a  con trol  room  or con tro l  cen ter) ,  l ocated  some 
d istance  from  the  process  i tsel f,  or  spread  across  a  faci l i ty  or factory floor.  

I n  the  same way,  the  PS's  con trol  system  cou ld  have  i ts  own  HMI .  The  lo cation  of the  PS’s  HM I  
can  vary.   

The  i n tegration  of  the  PS  cou ld  be  done  by i n tegrating  the  PS's  con trol ler  to  the  BPCS's  
con tro l ler,  to  the  BPCS's  HMI ,  or  to  both .  I n  some special  cases  the  i n tegration  cou ld  be  done  by 
i n tegrating  the  PS's  HMI  i n to  the  BPCS's  HMI .  I n  th is  report,  C lause  7  on  packaged  system  
contro l  panels  and  Clause  8  on  packaged  system  in terfacing  con tain  various  i n teg ration  
examples.   

There  are  many permu tations  regard ing  the  capabi l i t ies  of  speci fi c  PSs,  PSCPs,  BPCSs,  HMIs,  
and  the  various  ways  i n  wh ich  they are  partial l y  or  fu l l y  i n tegrated .  Th is  techn ical  report  cannot  
d iscuss  them  al l ,  bu t  provides  principles  and  i nsigh t  as  to  some  of  the  most  common  i ssues  and  
thei r  so lu tions.   
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5.3  Suppl ier  and  commercial  considerations  

A packaged  system  i s  typical l y  a  complete  system  designed  to  work as  a  un i t.  I t  i s  common ly 
designed  as  a  tu rn -key package  by a  s ing le  vendor.  The  vendor also  typical l y  carries  the  
responsibi l i ty  of  provid i ng  the  warran ty and  support  for  the  packaged  system.  For  th i s  reason ,  i t  
i s  o ften  d i ff i cu l t  for  end  users  and/or system  in tegrators  to  mod i fy  packaged  systems  wi thou t  
impacting ,  or  even  i nval idating ,  the  equ ipment’s  warran ty.  During  the  process  of applying  a larm  
management  work processes  to  packaged  systems,  carefu l  i nvolvement  of  the  vendor shou ld  be  
considered  at  each  l i fe  cycle  stage.   

Packaged  systems  designs  are  typical l y focused  on  the  process -related  ro le  that  they perform.  
From  the  vendor’s  perspective,  ease  of i n terfacing  the  packaged  system  in to  a  faci l i ty -wide  
con tro l  system  i s  often  a  secondary consideration .  For  th is  reason ,  i f  PS  i n terfacing  i s  requ i red ,  
(e. g . ,  s tatus  i n formation  and/or alarms  needs  to  be  commun icated  to  the  BPCS) ,  coord inati on  
wi th  the  vendor shou ld  take  place  early  i n  the  design  process .  To  be  most  effecti ve,  the  alarm  
management  work processes  shou ld  commence  during  development  of  the  PS  speci fi cation  and  
con ti nue  th rough  the  l i fe  of  the  project.  I ncorporating  alarm  management  concepts  i n to  package  
system  speci fi cations  i s  d i scussed  i n  more  detai l  i n  C lauses  6  and  1 0.   

5.4  Legacy PSs  

Some faci l i t i es  may con tain  existing  PSs  that  were  developed  and  are  supported  i n -house.  Some  
of  these  may be  legacy systems  that  have  operated  for  a  l ong  t ime,  bu t  l ack up -to-date  operating  
systems,  complete  documentation ,  or  support  personnel  fam i l iar  i n  detai l  wi th  the  software  code.  
The  objecti ves  of  alarm  management ,  and  the  chal lenges  to  ach ieving  them ,  are  s im i lar  for  i n -
house  developed  systems  versus  systems  obtained  from  commercial  vendors.  However,  there  
are  a  few d i fferences.  For example,  warranty i ssues  and  a  vendor’s  i n tel lectual  property righ ts  
are  typical l y not  barriers  to  making  changes  to  i n -house  developed  PSs.  Changes  may sti l l  be  
chal leng ing  to  pu rsue  due  to  any number of  reasons,  e . g . ,  u navai labi l i ty  o f  the  personnel  who  
ori g inal l y  developed  the  system,  use  of  hardware  componen ts  for  wh ich  replacements  are  no  
l onger avai lable,  or  use  of  hard  coded  functi onal i ty  vs.  con figurable  changeable  software.  
Owners  of  l egacy PSs  may also  need  to  be  m indfu l  i f  a  system  i s  being  supported  via  service  
con tracts  wi th  an  ou ts ide  vendor;  i f  th i s  i s  the  case,  proposed  changes  to  a  PS  and  i ts  alarms  
may need  to  be  d iscussed  wi th  the  vendor to  ensure  that  they are  sti l l  able  to  support  i t  i n  the  
manner desi red  by the  end-user.  

5.5  System  arch i tectures  

I n  general ,  packaged  systems  tend  to  be  con figu red  i n  one  of  th ree  ways,  re lated  to  thei r  degree  
of  i n tegration  wi th  a  BPCS.  An  overview of  these  th ree  ways  i s  g i ven  below.  Detai led  d iscussion  
of  these  s i tuations,  and  thei r  rami ficati ons  for alarm  annunciation  and  response,  are  con tained  i n  
C lause  7.  

5.5.1  Stand-alone independent  operation  

When  used  i n  s tand -alone  con figu ration ,  the  PS  i s  not  connected  to  any BPCS,  or the  faci l i ty 
does  not  have  a  BPCS.  PS  con tro l  and  alarm  functional i ty  i s  hand led  via the  Packaged  System  
Con trol  Panel  (PSCP) ,  typical l y  by a  roaming  operator.  There  wi l l  l i kely be  s ign i fi cant  
i nconsistencies  wi th  alarm  functional i ty  on  PSs  from  d i fferen t  vendors.   

I n  th is  approach ,  i nd i vidual  packaged  systems  may commun icate  wi th  each  other (e. g . ,  i n terlocks  
or permissives) ,  bu t  there  i s  no  cen tral i zed  supervisory con tro l  or  HMI .  I n  th is  type  of  
arch i tecture,  the  primary way an  operator receives  alarms  i s  by walking  around  on  the  process  
fl oor and  noti cing  visual  or  aud ible  alarms  on  i nd ividual  p ieces  of  equ ipment.  For th is  type  of  
system,  implementing  alarm  management i s  more  d i ffi cu l t ,  bu t  there  are  sti l l  benefi ts  to  the  
operator  and  best  practices  that  can  be  implemented .  
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