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PREFACE

This document has been prepared as part of the service of ISA toward a goal of uniformity in the field
of automation. To be of real value, this document should not be static but should be subject to periodic
review. Toward this end, the Society welcomes all comments and criticisms and asks that they be
addressed to the Secretary, ISA Standards and Practices Board; standards@isa.org.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and
interests in the development of ISA standards, recommended practices, and technical reports.
Participation in the ISA standards-making process by an individual in no way constitutes endorsement
by the employer of that individual, of ISA, or of any of the standards, recommended practices, and
technical reports that ISA develops.

International System of Units (SI) are the preferred units of measurement in ISA standards.

CAUTION — ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS
INSTITUTE WITH REGARD TO PATENTS. IF ISA IS INFORMED OF AN EXISTING PATENT THAT
IS REQUIRED FOR USE OF THE DOCUMENT, IT WILL REQUIRE THE OWNER OF THE PATENT
TO EITHER GRANT A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY USERS
COMPLYING WITH THE DOCUMENT OR A LICENSE ON REASONABLE TERMS AND
CONDITIONS THAT ARE FREE FROM UNFAIR DISCRIMINATION.

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS DOCUMENT, THE USER IS
CAUTIONED THAT IMPLEMENTATION OF THE DOCUMENT MAY REQUIRE USE OF
TECHNIQUES, PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS. ISA TAKES NO
POSITION ON THE EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE INVOLVED
IN IMPLEMENTING THE DOCUMENT. ISA IS NOT RESPONSIBLE FOR IDENTIFYING ALL
PATENTS THAT MAY REQUIRE A LICENSE BEFORE IMPLEMENTATION OF THE DOCUMENT OR
FOR INVESTIGATING THE VALIDITY OR SCOPE OF ANY PATENTS BROUGHT TO ITS
ATTENTION. THE USER SHOULD CAREFULLY INVESTIGATE RELEVANT PATENTS BEFORE
USING THE DOCUMENT FOR THE USER’S INTENDED APPLICATION.

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS DOCUMENT WHO IS AWARE OF ANY
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE DOCUMENT NOTIFY THE ISA
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.

ADDITIONALLY, THE USE OF THIS DOCUMENT MAY INVOLVE HAZARDOUS MATERIALS,
OPERATIONS OR EQUIPMENT. THE DOCUMENT CANNOT ANTICIPATE ALL POSSIBLE
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN
HAZARDOUS CONDITIONS. THE USER OF THIS DOCUMENT MUST EXERCISE SOUND
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE USER’S
PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE APPLICABILITY OF
ANY GOVERNMENTAL REGULATORY LIMITATIONS AND ESTABLISHED SAFETY AND HEALTH
PRACTICES BEFORE IMPLEMENTING THIS DOCUMENT.

THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE
IMPACTED BY ELECTRONIC SECURITY ISSUES. THE COMMITTEE HAS NOT YET ADDRESSED
THE POTENTIAL ISSUES IN THIS VERSION.

ISA (www.isa.org) is an international professional association that sets the standard for those who apply
engineering and technology to improve the management, safety, and cybersecurity of modern
automation and control systems used across industry and critical infrastructure. Founded in 1945, ISA
develops widely used international standards for industrial automation, safety, and cybersecurity;
certifies industry professionals; provides education and training; publishes books and technical articles;
hosts conferences and events; and provides networking and career development programs for its
members and customers around the world.
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ISA owns Automation.com, a leading online publisher of automation-related content. In addition,
through a wholly owned subsidiary, ISA bridges the gap between standards and their implementation
with the ISA Security Compliance Institute (www.isasecure.org) and the ISA Wireless Compliance

Institute (www.isal00wci.org).
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FOREWORD

In 2009, ANSI/ISA-18.2-2009, Management of Alarm Systems for the Process Industries,
commonly referred to as ISA-18.2, was issued, and then updated in 2016. The ISA18 committee
established working groups to develop and maintain a series of technical reports with guidance
on how to implement the practices outlined in ISA-18.2. The independent technical reports are
described here.

e ISA-TR18.2.1, Alarm Philosophy [TR1], provides guidance on the alarm philosophy. TR1 is
limited to the scope of Clause 6 in ISA-18.2. The alarm philosophy provides guidance for
successful management of the alarm system. It covers the definitions, principles, and
activities by providing overall guidance on methods for alarm identification, rationalization,
classification, prioritization, monitoring, management of change, and audit.

e |ISA-TR18.2.2, Alarm Identification and Rationalization [TR2], provides guidance on alarm
identification and rationalization. TR2 was limited to the scope of Clauses 8 and 9 in ISA-
18.2. Identification and rationalization cover the activities to determine the possible need
for an alarm or a change to an alarm; systematically compare alarms to the alarm
philosophy; and determine the alarm set point, consequence, operator action, priority, and
class. Activities include, but are not limited to, identification, justification, prioritization,
classification, and documentation.

e [ISA-TR18.2.3, Basic Alarm Design [TR3], provides guidance on basic alarm design. TR3
focuses on the scope of Clause 10 of ISA-18.2 and may include other clauses as needed
(e.g., Clause 14 on operations and Clause 15 on maintenance). Basic alarm design covers
the selection of alarm attributes (e.g., types, dead bands, and delay times) and may be
specific to each control system.

e [ISA-TR18.2.4, Enhanced and Advanced Alarm Methods [TR4], provides guidance on
advanced and enhanced alarm methods. TR4 focuses on the scope of Clause 12 of ISA-
18.2. Enhanced alarm design covers guidance on additional logic, programming, or
modeling used to modify alarm behavior. These methods may include dynamic alarming,
state-based alarming, adaptive alarms, logic-based alarming, predictive alarming, as well
as most of the designed suppression methods.

e |SA-TR18.25, Alarm Monitoring, Assessment, and Audit [TR5], provides guidance on
monitoring, assessing, and auditing alarms. TR5 focuses on the scope of Clauses 16 and
18 in ISA-18.2. Monitoring, assessment, and audit cover the continuous monitoring, periodic
performance assessment, and recurring audit of the alarm system.

e |SA-TR18.2.6, Alarm Systems for Batch and Discrete Processes [TR6], provides guidance
on the application of ANSI/ISA-18.02 alarm life cycle activities to batch and discrete
processes, expanding on multiple clauses of ISA-18.2.

e [ISA-TR18.2.7, Alarm Management When Utilizing Packaged Systems [TR7], provides
guidance on how to integrate packaged systems into a basic process control system
(BPCS)-based centralized alarm system.

The guidance as presented in this technical report is general in nature and should be applied
to each system as appropriate by personnel knowledgeable in the manufacturing process and
control systems to which it is being applied. This guidance will evolve with experience and
technology advancements.
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INTRODUCTION

This technical report (TR) provides a system of nomenclature for notifications other than alarms
and guidance on managing notifications generated by automation systems. This TR goes
beyond the scope of ISA-18.2 to include notifications to non-operator recipients. Guidance is
provided on common terminology and recommended practices for generating and using such
notifications.

Documents
Copyright © 2023 ISA. All rights reserved. Document Sharing Hub

Full document details: ISA TR18.2.8 2023


http://www.avadocuments.com/doc/isa-tr18-2-8-2023
http://www.avadocuments.com/doc/isa-tr18-2-8-2023

This page intentionally left blank.

Documents
Copyright © 2023 ISA. All rights reserved. Document Sharing Hub

Full document details: ISA TR18.2.8 2023


http://www.avadocuments.com/doc/isa-tr18-2-8-2023
http://www.avadocuments.com/doc/isa-tr18-2-8-2023

- 15 - ISA-TR18.2.8-2023

GUIDELINES FOR NON-ALARM NOTIFICATIONS

1 Scope

This technical report (TR) was written in support of the standard ANSI/ISA-18.2-2016,
Management of Alarm Systems for the Process Industries. ISA-18.2 deals with alarms for the
operator role.

Modern automation systems are capable of creating many types of notifications and routing
them to roles other than the operator. This technical report defines notification types for non-
operator roles, including alerts, prompts, and notices. Alerts, prompts, and notices to the
operator role are also defined and discussed. In addition, recommendations and guidance for
effective notifications are provided.

The definitions and terminology in this TR are general enough to encompass all possible
notifications from the automation system to any role, without limiting the methods and
equipment involved.

This TR is of interest to several other ISA standards committees, including:

— ISA84 on safety instrumented systems,

— ISA88 on batch control,

— ISA95 on control system and enterprise system integration,
— ISA99 on control system cybersecurity,

— ISA101 on control system human machine interface,

— 1SA106 on procedural automation,

— ISA108 on intelligent device management, and

— ISA112 on SCADA systems.

Visit www.isa.org/standards for information about the listed committees.

This TR’s intended audience includes the designers, implementers, and maintainers of systems
that generate automation system notifications, as well as the recipients of those notifications.

2 References
The following normative documents are referred to in this technical report:
ANSI/ISA-18.2-2016, Management of Alarm Systems for the Process Industries

ANSI/ISA-101.01-2015, Human Machine Interfaces for Process Automation Systems

3 Terms, definitions, and abbreviated terms

For the purposes of this document, the terms and definitions given in ANSI/ISA-18.2-2016 and
the following apply, except for the definitions of “alert” and “event,” which are redefined for the
purpose of this TR.
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3.1 Terms and definitions

3.1.1

alarm

audible and/or visible means of indicating to the operator an equipment malfunction, process
deviation, or abnormal condition requiring a timely response

[SOURCE: ANSI/ISA-18.2-2016]

3.1.2

event
record of a change of condition or state related to process data

3.1.3

human machine interface

HMI

collection of hardware and software used by the operator and other users to monitor and
interact with the control system and with the process via the control system

[SOURCE: ANSI/ISA-101.01-2015]

3.1.4
non-operator alert
urgent or important notification that may require timely response from a non-operator role

3.1.5
notice
notification that is informational, useful, or of interest to the recipient

Note 1 to entry: A “notice” is a notification that is informational, useful, or of interest to the recipient, but that does
not meet all the criteria of an alarm, operator alert, non-operator alert, or prompt.

3.1.6
notification
transmission referencing an event to a recipient

3.1.7

operator alert

audible and/or visible means of indicating to the operator an equipment or process condition
for evaluation when time allows, which may result in a response

Note 1 to entry: “Operator alert” as defined in this document aligns to term “alert” in ANSI/ISA-18.2.

3.1.8
prompt
notification related to process continuance that requires timely response

Note 1 to entry: The response may be a task, data input, authorization, approval, or permission to proceed.

3.1.9
user interface
non-process automation related interface of a device used by a notification recipient

Note 1 to entry: The term “user interface” is used in this report to differentiate between the operator’'s HMI and the
more varied devices used by non-operator roles.
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