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PREFACE

This preface, as well as all footnotes and annexes, is included for information purposes and is not
part of ISA-TR84.00.03-2019.

This document has been prepared as part of the service of ISA toward a goal of uniformity in the
field of instrumentation. To be of real value, this document should not be static but should be
subject to periodic review. Toward this end, the Society welcomes all comments and criticisms and
asks that they be addressed to the Secretary, Standards and Practices Board; ISA; 67 T.W.
Alexander Drive; P. O. Box 12277; Research Triangle Park, NC 27709; Telephone (919) 549-8411;
Fax (919) 549-8288; E-mail: standards@isa.org.

The ISA Standards and Practices Department is aware of the growing need for attention to the
metric system of units in general, and the International System of Units (SI) in particular, in the
preparation of instrumentation standards. The Department is further aware of the benefits to USA
users of ISA standards of incorporating suitable references to the Sl (and the metric system) in
their business and professional dealings with other countries. Toward this end, this Department
will endeavor to introduce Sl-acceptable metric units in all new and revised standards,
recommended practices, and technical reports to the greatest extent possible. Standard for Use
of the International System of Units (SI): The Modern Metric System, published by the American
Society for Testing & Materials as IEEE/ASTM SI 10-97, and future revisions, will be the reference
guide for definitions, symbols, abbreviations, and conversion factors.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and
interests in the development of ISA standards, recommended practices, and technical reports.
Participation in the ISA standards-making process by an individual in no way constitutes
endorsement by the employer of that individual, of ISA, or of any of the standards, recommended
practices, and technical reports that ISA develops.

CAUTION — ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS
INSTITUTE WITH REGARD TO PATENTS. IF ISA IS INFORMED OF AN EXISTING PATENT
THAT IS REQUIRED FOR USE OF THE DOCUMENT, IT WILL REQUIRE THE OWNER OF THE
PATENT TO EITHER GRANT A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY
USERS COMPLYING WITH THE DOCUMENT OR A LICENSE ON REASONABLE TERMS AND
CONDITIONS THAT ARE FREE FROM UNFAIR DISCRIMINATION.

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS DOCUMENT, THE USER IS
CAUTIONED THAT IMPLEMENTATION OF THE DOCUMENT MAY REQUIRE USE OF
TECHNIQUES, PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS. ISA TAKES NO
POSITION ON THE EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE
INVOLVED IN IMPLEMENTING THE DOCUMENT. ISA IS NOT RESPONSIBLE FOR
IDENTIFYING ALL PATENTS THAT MAY REQUIRE A LICENSE BEFORE IMPLEMENTATION
OF THE DOCUMENT OR FOR INVESTIGATING THE VALIDITY OR SCOPE OF ANY PATENTS
BROUGHT TO ITS ATTENTION. THE USER SHOULD CAREFULLY INVESTIGATE RELEVANT
PATENTS BEFORE USING THE DOCUMENT FOR THE USER’S INTENDED APPLICATION.

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS DOCUMENT WHO IS AWARE OF ANY
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE DOCUMENT NOTIFY THE ISA
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.

ADDITIONALLY, THE USE OF THIS DOCUMENT MAY INVOLVE HAZARDOUS MATERIALS,
OPERATIONS, OR EQUIPMENT. THE DOCUMENT CANNOT ANTICIPATE ALL POSSIBLE
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN
HAZARDOUS CONDITIONS. THE USER OF THIS DOCUMENT MUST EXERCISE SOUND
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE
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USER’S PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE
APPLICABILITY OF ANY GOVERNMENTAL REGULATORY LIMITATIONS AND ESTABLISHED
SAFETY AND HEALTH PRACTICES BEFORE IMPLEMENTING THIS DOCUMENT.

THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE
IMPACTED BY ELECTRONIC SECURITY ISSUES. THE COMMITTEE HAS NOT YET
ADDRESSED THE POTENTIAL ISSUES IN THIS VERSION.

ISA (www.isa.org) is a nonprofit professional association that sets the standard for those who apply
engineering and technology to improve the management, safety, and cybersecurity of modern
automation and control systems used across industry and critical infrastructure. Founded in 1945,
ISA develops widely used global standards; certifies industry professionals; provides education
and training; publishes books and technical articles; hosts conferences and exhibits; and provides
networking and career development programs for its 40,000 members and 400,000 customers
around the world.

ISA owns Automation.com, a leading online publisher of automation-related content, and is the
founding sponsor of The Automation Federation (www.automationfederation.org), an association
of nonprofit organizations serving as “The Voice of Automation.” Through a wholly owned
subsidiary, ISA bridges the gap between standards and their implementation with the ISA Security
Compliance Institute (www.isasecure.org) and the ISA Wireless Compliance Institute
(www.isal00wci.org).

The following served as leaders and voting members of ISA84 in the development of this technical
report, which was prepared by ISA84 Working Group 3.
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FOREWORD

ANSI/ISA-61511-1-2018 gives requirements for specification, design, installation, operation and
maintenance, modification, and decommissioning, so that a safety instrumented system (SIS) can
be confidently entrusted to place and/or maintain the process in a safe state. These requirements
are presented in the standard using the safety lifecycle shown in ANSI/ISA-61511-1-2018 Figure 7
and described in ANSI/ISA-61511-1-2018 Table 2.

The ISA84 committee has developed a series of complementary technical reports to provide
guidance, as well as practical examples of implementation, on various topics and applications.
Three of these technical reports, ISA-TR84.00.02, ISA-TR84.00.03, and ISA-TR84.00.04, provide
informative guidance related to specific phases of the SIS lifecycle. Figure 7 and Table 2 have
been adapted for this foreword as shown in ISA-TR84.00.04 Figure 1 and Table 1, respectively.
A brief overview of each technical report is given below, including the report’s relationship to the
lifecycle requirements and the intended scope of each report’s guidance.

ISA-TR84.00.02 — Safety Integrity Level (SIL) Verification of Safety Instrumented Functions—
Lifecycle phase 4 requires verification that the intended or installed SIS meets its specified SIL.
To support the calculation of the average probability of failure on demand as required by ANSI/ISA-
61511-1 in 11.9, ISA-TR84.00.02 provides guidance on the following: (a) assessing random and
systematic failures, failure modes and failure rates; (b) understanding the impact of diagnostics
and automation asset integrity (AAIl) activities on the SIL and reliability; (c) identifying sources of
common cause, common mode, and systematic failures; and d) using quantitative methodologies
to verify the SIL and spurious trip rate. The approaches outlined in this document are performance -
based; consequently, the reader is cautioned to understand that the examples provided do not
represent prescriptive architectural configurations or AAIl requirements for any given SIL. Once a
SIS is designed and installed, the ability to maintain the specified SIL requires the implementation
of a structured AAI program as described in ISA-TR84.00.03.

ISA-TR84.00.03 — Automation Asset Integrity of Safety Instrumented Systems (SIS)—
Lifecycle phases 5 and 6 involve the installation and testing of the SIS, the validation that the SIS
meets the safety requirements specification, and the assurance that functional safety is maintained
during long-term operation and maintenance. An important aspect of achieving and maintaining
the SIS integrity and its specified SIL is the implementation of an AAI program that provides quality
assurance of the installed SIS performance. This technical report is an informative document
providing guidance on establishing an effective AAIl program that demonstrates through traceable
and auditable documentation that the SIS and its equipment are maintained in compliance with the
safety requirements specification. The technical report addresses the identification of personnel
roles and responsibilities when establishing an AAI plan, important considerations in establishing
an effective AAl program, and detailed examples to illustrate user work processes used to support
various activities of the AAI program. Data and information collected as part of the AAI program
can be used to validate the SIL verification calculations as discussed in ISA-TR84.00.02 and the
selection and continued use of devices as discussed in ISA-TR84.00.04 Annex L.

ISA-TR84.00.04 — Guidelines for the Implementation of ANSI/ISA-61511—Lifecycle phases 2,
4, 9, and 10 address the management of functional safety, allocation of safety functions to
protection layers, SIS design and engineering, and SIS verification. This technical report is divided
into two parts. Part 1 provides an overview of the SIS lifecycle with references to annexes
containing more detailed guidance on various subjects. Part 2 provides an end-user example of
“how to” implement ANSI/ISA-61511. This report covers many aspects of the safety lifecycle,
including such topics as: “grandfathering” existing SISs (Clause 3 and Annex A); operator-initiated
functions (Annex B), separation of the basic process control system (BPCS) and SIS (Annex F),
field device and logic solver selection (Annex L), manual shutdown considerations (Annex P), and
design/installation considerations (e.g., wiring, power, relationship to BPCS, common mode
impacts, and fault tolerance — Annex N). ISA-TR84.00.02 expands Annex G, which only provides
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a brief introduction to the topic of failure calculations. ISA-TR84.00.04 does not address the AAI
program, which is discussed in ISA-TR84.00.03.
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Table 1 — SIS safety lifecycle overview (modified ANSI/ISA-61511-1
Table 2)

Safety lifecycle phase or activity Objectives ANSI/ISA- ISA84

61511-1-2018 ;
Figure 7 Title Technical Report

box Requirements Reference
number Clause

1 H&RA To determine the 8 None
hazards and
hazardous events of
the process and
associated equipment,
the sequence of events
leading to the
hazardous event, the
process risks
associated with the
hazardous event, the
requirements for risk
reduction, and the
safety functions
required to achieve the
necessary risk
reduction

2 Allocation of safety Allocation of safety 9 ISA-TR84.00.04 Annexes
functions to protection functions to protection B, F, and J

layers layers and for each
SIF, the associated
SIL

3 SIS safety requirements To specify the 10 No specific guidance on
specification requirements for each documenting the SRS. An
SIS, in terms of the example is shown in ISA-
required SIF and their TR84.00.04 Part 2. All
associated safety three technical reports
integrity, in order to (ISA-TR84.00.02, 03, and
achieve the required 04) provide fundamental
functional safety considerations for SRS
development.

4 SIS design and To design the SIS to 11, 12 ISA-TR84.00.04 Annexes
engineering meet the requirements F,G, I,K, L, M,N, O, P,
for SIF and their and Q

associated safety ISA-TR84.00.02
integrity

5 SIS installation To integrate and test 14, 15 ISA-TR84.00.03
commissioning and the SIS

validation To validate that the
SIS meets in all
respects the
requirements for
safety in terms of the
required SIF and their
associated safety
integrity

6 SIS operation and To ensure that the 16 ISA-TR84.00.03
maintenance functional safety of
the SIS is maintained
during operation and
maintenance
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Safety lifecycle phase or activity Objectives ANSI/ISA- ISA84
61511-1-2018 ;
Figure 7 Title : Technical Report
box Requirements Reference
number Clause

7 SIS modification To make corrections, 17 Apply appropriate safety
enhancements, or lifecycle phase during
adaptations to the management of change
SIS, ensuring that the activity
required SIL is
achieved and
maintained

8 Decommissioning To ensure proper 18 Apply appropriate safety
review, sector lifecycle phase during
organization, and project execution
ensure SIF remains
appropriate

9 SIS verification To test and evaluate 7,125 ISA-TR84.00.04 Annex C,
the outputs of a ISA-TR84.00.03, and ISA-
given phase to TR84.00.02
ensure correctness
and consistency with
respect to the
products and
standards provided
as input to that phase

10 SIS FSA To investigate and 5 ISA-TR84.00.04 Clause 3
arrive at a judgement and Annexes A, C, D, E,
on the functional safety and S
achieved by the SIS

11 Safety lifecycle structure To establish how the 6.2 ISA-TR84.00.04 Annex C

and planning

lifecycle steps are
accomplished
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1 Scope and purpose

A process hazards analysis is used to identify the safety functions necessary to reduce the risk of
identified hazardous events. When a safety function is implemented in a safety instrumented
system (SIS), it is referred to as a safety instrumented function (SIF). The risk reduction required
from the SIF is related to one of four discrete safety integrity levels (SILs). The SIS, which executes
one or more SIF, is designed and managed according to ANSI/ISA-61511, which establishes
requirements necessary to claim a specified SIL.

A critical aspect of maintaining the SIL is the monitoring and management of the automation asset
integrity (AAIl) of the SIS equipment. Automation failures are often viewed in the process hazardous
analysis as binary—either the equipment fails dangerously, allowing a hazardous event to
propagate, or fails spuriously, causing a SIS to initiate its SIF. Today’s automation practices
generally include diagnostics or other monitoring to identify degradation or “misoperation,” allowing
equipment to be repaired or replaced prior to a functional failure. This technical report is an
informative document providing guidance on establishing an effective AAI program that
demonstrates through traceable and auditable documentation that the SIS and its equipment is
inspected, tested, and maintained in a manner that ensures safe operation of the process.

This edition of ISA-TR84.00.03 provides considerations for establishing an AAI program for SIS; it
focuses on how to plan and implement a comprehensive AAIl program. This technical report does
not provide complete details on how to safely or fully execute all AAl activities in an operating
facility. Individuals who are assigned responsibility for AAIl activities must determine what is
necessary to maintain the safety integrity of a specific SIS.

The AAI program involves many activities that occur throughout the SIS lifecycle, but it
predominantly focuses on the timely detection and correction of incipient/degraded conditions and
complete failures to ensure that the SIS operates as specified when required. Rigorous inspection
and thorough proof testing are needed for all SIS equipment whether existing or new. While the
frequency of these activities may vary due to the required SIL, the intent and purpose of inspection
and proof testing are not affected by the SIL. This technical report provides detailed guidance and
examples to support user-specific work processes as part of an overall AAI program.

This technical report provides guidance and examples on the following subjects:

« transferring project documentation;

« selecting the maintenance strategy;

« developing AAI maintenance procedures;

e collecting and retaining maintenance documentation;

o defining personnel roles and responsibilities;

« ensuring maintenance personnel skills and training;

« planning for verification and validation;

« developing a verification and validation plan;

« developing factory acceptance test, loop commissioning, site acceptance test procedures;

« defining a management system and performance metrics;

« implementing configuration management and management of change;

« performing an audit to determine AAI program compliance.

This technical report refers to other ISA publications. This technical report does not repeat or
replicate the content of these publications. References are provided when it is felt that the reader

should pay particular attention to the publication’s more detailed guidance and requirements. For
this technical report, the following are considered foundational publications:
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e |ISA-TR91.00.02-2003, Criticality Classification Guideline for Instrumentation
e |ISA-TR108.1-2015, Intelligent Device Management Part 1: Concepts and Terminology
e ANSI/ISA-18.2-2016, Management of Alarm Systems for the Process Industries

e |SA-RP105.00.01-2017, Management of a Calibration Program for Industrial Automation and
Control Systems

e |ISA-TR96.05.01-2017, Partial Stroke Testing of Automated Valves

2 Audience

The successful design and management of any SIS is dependent on many departments within an
operating facility. Likewise, an effective AAl program is a fundamental element of the SIS lifecycle,
with many departments having responsibility. The target audience includes all personnel who have
roles and responsibilities that impact the success of the AAI program. Organizations can allocate
these roles and responsibilities in different ways depending on site-specific issues, such as the
automation complexity or novelty, number of SIFs, technologies used, organizational structure,
and resources, and many others. As an example of a larger organization, these roles and
responsibilities can be allocated as follows:

« Engineering manager : Ensures that engineering work processes are in place to determine the
required rigor of the AAI program for all SIS, and subsequently to ensure that Operations and
Maintenance departments are engaged in determining how this testing can be accommodated
in a practical and effective manner.

« Design engineer: Ensures maintenance provisions for safe and cost-effective inspections and
testing are met as the SIS proceeds through the design phase.

« Project manufacturing/operations representative: Ensures all roles communicate and fulfil their
responsibilities on projects, including development of validation, commissioning, proof test
procedures, and documentation handoffs.

« Process automation/control system engineer: Ensures all aspects of on-line testing, demand
tracking, and bypassing are adequately addressed in the design phase to deliver necessary
functionality across the operations lifecycle, including the appropriate use of process historians
to track demands on the SIS.

« Process engineer: Provides operation and technical information to ensure testing and
associated procedures are completed satisfactorily and no new hazards are introduced during
this process.

« Process safety manager: Ensures that recommendations related to the SIS are tracked to
completion and that an effective management of change (MOC) process is in place, which
involves competent personnel reviewing and approving proposed changes to the SIS.

« Maintenance manager: Ensures that an effective management system is in place to execute
reliability and maintenance activities required to ensure SIS integrity, including a training
program for maintenance personnel to maintain qualifications.

« Operations manager: Ensures that operating personnel are committed to providing the
opportunity for identified AAI activities, including a training program for operations personnel
to maintain qualifications, to take place in a planned manner. Ensures the process is available
for SIS testing as per the schedule or evaluates risk and mitigation steps needed if test and
inspections are not conducted as scheduled (Refer to 5.2.4) This role has the ultimate
responsibility to ensure the lifecycle management rigor and SIS integrity within the operating
facility.

« Management team: Consists of the project manager, maintenance manager, and operations
manager. It ensures that competent and trained personnel receive the appropriate level of
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support and are available to carry out the identified activities and that SIS installations are
maintained, inspected, tested, and operated in accordance with ANSI/ISA-61511.

o Instrument/SIS specialist/engineer: Works with both engineering and maintenance personnel
to develop and maintain the SIS equipment list and to define the AAI requirements necessary
to ensure the integrity of a SIS throughout its lifecycle. Ensures that SISs are appropriately
installed, inspected, tested, and validated to demonstrate correct functionality and performance
prior to handover to operations.

« Instrument/reliability specialist/engineer: Advises the instrument/SIS specialist/engineer on
appropriate testing and reliability techniques. Applies the management system and ensures
that testing activities are performed effectively with appropriate supporting documentation,
including procedures and test records. To address any deficiency/failure in a timely and
effective manner, including investigation of the root cause in order to reduce the likelihood of
reoccurrence. Facilitates data capture and analysis in support of ongoing demonstration of SIS
reliability and continuous improvement.

« Maintenance (and construction) supervisor: Understands the importance of SIS AAIl and
provides the necessary resources to ensure that all identified AAI activities are completed in a
planned manner.

« Maintenance (and construction) technician: Understands the purpose and function of the SIS,
the importance of preventive maintenance, inspection, and testing plans, and how to complete
the required documentation to support data collection.

o« Testing personnel: Appreciate the concepts of SIS AAI and the rigor required in the
identification and reporting of SIS failures.

« Training coordinators: Ensure that training of all roles impacting or impacted by SIS across the
plant operating lifecycle occurs in a timely manner.

It is expected that individuals who are assigned the above roles possess an understanding of the
requirements of ANSI/ISA-61511 appropriate to their level of responsibility and technical
expectation.

3 Definitions of terms and acronyms

3.1 Terms and definitions

This clause does not repeat all of the definitions included in ANSI/ISA-61511-1-2018 Clause 3.
The definitions for MTTR, MRT, and MPRT are replicated because these terms were added to the
latest edition and are used within this technical report. The remaining definitions were developed
for this technical report and its sister technical reports, ISA-TR84.00.02 and ISA-TR84.00.04.

3.1.1

application program factory acceptance test (APFAT)

formal testing of the configuration and the application program to ensure that the configuration and
the application program have been developed properly and perform according to the safety
requirements specification

NOTE 1 The advantage of this type of test is that it can be independent of all or most of the physical hardware, thereby
supporting the concept of an SWFAT. Refer to the clause on FAT.

3.1.2
as good as new
equipment condition in the absence of faults and incipient conditions

NOTE 1 to entry: “As good as new” often refers to the initial condition after proof test and subsequent repair/overhaul
(as needed) so that the probability of failure at time 0 is low compared to the claimed performance and the failure rate
expected during the useful life is unchanged.

NOTE 2 to entry: When a device is returned to its “as good as new condition,” the expectation is that the as-left condition
will support equipment operation according to the safety requirements specification.
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3.1.3

automation asset integrity

management system assuring automation equipment is inspected, maintained, tested, and
operated in a safe and reliable manner consistent with its risk reduction allocation. With regard to
SIS, the AAIl program collects data on the installed performance of the SIS equipment to
demonstrate that the equipment meets the safety requirements specification.

3.1.4
complete failure
the equipment is unable to operate per the safety requirements specification

NOTE 1 to entry: The failure can be further classified as safe or dangerous depending on the application and desired
operation.

3.1.5

degraded condition

the equipment has a partial loss of function, but is still able to operate per the safety requirements
specification

NOTE 1 to entry: A degraded condition is a deviation from “as good as new.”

NOTE 2 to entry: Degraded condition also includes any time a portion of the SIF is bypassed but is still able to perform
its function automatically. For example, when one sensor out of three in a 2003 voting block is bypassed for testing or
maintenance, the other two sensors are still able to activate the SIF.

3.1.6
failure cause
the circumstances during design, manufacture, or use that led to failure

31.7
failure mechanism
the physical, chemical, or other process, or combination of processes, that has led to failure

3.1.8
failure to activate
occurs when the SIS does not respond to a process deviation, manual activation, or proof test

31.9

fit for service

capable of continuing operation within equipment specification until the next opportunity to test or
perform maintenance

31.10

hardware factory acceptance test (HWFAT)

testing of SIS equipment, panels, 1/0, power supplies, panel grounding, and related equipment at
the manufacturer’s fabrication facility to ensure that the SIS equipment has been installed and
wired properly

3.1.11

integrated factory acceptance test (IFAT)

formal testing of SIS and BPCS simultaneously, including the interfaces between them, to ensure
that the combined actions result in the desired safe automation of the process

3.1.12

incipient condition

the equipment operates within specification, but in its current state is likely to result in a degraded
condition or complete failure if corrective action is not taken
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3.113
integrity
ability of the SIS to perform the required SIF as and when required

3.1.14
maximum permitted repair time (MPRT)
maximum duration allowed to repair a fault after it has been detected

NOTE 1 to entry: The mean repair time (MRT) may be used as MPRT, but the MPRT may be defined without regards to
the MRT:

e An MPRT smaller than the MRT can be chosen to decrease the probability of hazardous event.
e An MPRT greater than the MRT can be chosen if the probability of hazardous event can be relaxed.

NOTE 2 to entry: When an MPRT has been defined it can be used in place of the MRT for calculating the probability of
random hardware failures.

3.1.15
mean repair time (MRT)
expected overall repair time

NOTE 1 to entry: MRT encompasses the times (b), (c), and d) of MTTR.

3.1.16
mean time between failure (MTBF)
for a repairable device, mean time to failure + the mean time to restoration

3.1.17
mean time to failure (MTTF)
the average time before equipment’s first failure

3.1.18
mean time to restoration (MTTR)
expected time to achieve restoration

NOTE 1 to entry: MTTR encompasses
e the time to detect the failure (a),
e the time spent before starting the repair (b),
e the effective time to repair (c), and
e the time before the component is put back into operation (d).

NOTE 2 to entry: The start time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the
end of (c).

3.1.19

obsolescence

equipment becomes outdated, no longer supported

3.1.20

out of service

any time period when the SIS equipment is unavailable during an operating mode where the
hazardous event can occur

3.1.21

partial testing

method of proof testing that checks a portion of the failures of a device, e.g., partial stroke testing
of valves and simulation of input or output signals
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3.1.22

pass/fail criteria

preestablished criteria that define the acceptability of equipment operation relative to the SRS and
equipment specification

3.1.23
proof test coverage

expressed as the percentage of failures that can be detected by the proof test

3.1.24

reliability

ability of a system or device to perform its specified function under stated conditions for a specified
period of time

31.25

site integration test (SIT)

formal testing of the ability of the SIS and BPCS to properly communicate with each other and
execute their functions once those systems have been installed in the field, including any third-
party systems that need to interface with the BPCS or SIS

3.1.26
useful life
the portion of equipment’s life where the random failure rate can be considered constant

3.1.27

wear-out

the time when equipment’s failure rate begins to increase due to various failure mechanisms

3.2 Abbreviations/Acronyms

Abbreviations which are new and not previously documented in ANSI/ISA-61511 are indicated with

(*)
AAI* Automation asset integrity
AC/DC Alternating current/direct current
ANSI American National Standards Institute
APFAT* Application program factory acceptance test
BPCS Basic process control system
CCPS Center for Chemical Process Safety
EH&S Environment Health and Safety
ESD Emergency shutdown system
EWS Engineering workstation
FAT Factory acceptance test
FMEA* Failure mode and effects analysis
FSA Functional safety assessment
HMI Human-machine interface
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HSE Health and safety executive

HWFAT* Hardware factory acceptance test

IEC International Electrotechnical Commission

IFAT* Integrated factory acceptance test

I/O* Input/output

ISA International Society of Automation

IT Information technology

MOC Management of change

MPRT Maximum permitted repair time

MRT Mean repair time

MTBF* Mean time between failure

MTTF* Mean time to failure

MTTR ANSI/ISA-61511-1-2018 changed mean time to repair to mean time to restoration

MTTR Mean time to restoration

MTTRes Acronym changed to MTTR

NIST National Institute of Standards and Technology

OSHA* Occupational Safety and Health Administration

PERD* Process Equipment Reliability Database

PES Programmable electronic systems

PFD4yqg Average probability of failure on demand

PFH Average frequency of failure

P&IDs* Piping and instrumentation diagrams

PHA* Process hazard analysis

PLC Programmable logic controller

PPE* Personal protective equipment

PSD Process shutdown system

PSM* Process safety management

RTD Resistance temperature detector

SAT Site acceptance test

S/D Shutdown
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SIF Safety instrumented function

SIL Safety integrity level

SIS Safety instrumented system

SIT* Site integration test

SOE Sequence of events

SRS Safety requirements specification
TC Thermocouple

UPS* Uninterruptible POWER SUPPLY
lool one-out-of-one

1002 one-out-of-two

2002 two-out-of-two

2003 two-out-of-three

4 AAl planning considerations

For safety instrumented systems (SISs), planning is covered in ANSI/ISA-61511-1 Clauses 5, 6,
7, 13, 14, 15, 16, and 17. Automation asset integrity (AAl) planning involves establishing the
management system and the maintenance requirements (e.g., preventive maintenance,
inspection, and proof testing) for the SIS equipment. With limited resources, it is important to
identify and classify instrumentation and controls, so that plant personnel know what equipment
must be managed as safety related. Fundamentally, all equipment is covered by AAI, but only a
subset of the equipment is rigorously managed according to ANSI/ISA-61511. Classification is
performed and documented during the process hazards analysis as discussed in the standard
ANSI/ISA-84.91.01. The AAIl program should cover all equipment required to support the safety
instrumented function (SIF) integrity and reliability, including sensors, logic solvers, final elements,
utilities, communications, and diagnostic equipment.

The facility safety and operating expertise should be considered when designing the SIS, because
technical proficiency affects the AAIl program, which must be capable of supporting the SIS
functional and integrity requirements defined in the safety requirements specification (SRS).

Once a SIS is designed and implemented, its independence, integrity, functionality, and reliability
become inherent attributes of the installation. These attributes are proven through periodic AAI
activities, such as inspection and testing, and supported through preventive maintenance and
planned replacement/upgrade. Auditability, access security, and management of change are
attributes of the management system, which are proven through periodic assessment and auditing
activities. These core attributes, namely independence, integrity, functionality, reliability,
auditability, access security, and management of change, must be managed throughout the SIS
lifecycle with sufficient rigor so that the SIS achieves and maintains the required safety integrity.

The planning phase of the ANSI/ISA-61511 lifecycle includes setting the requirements for
procedure development and personnel training needed to support AAl program effectiveness.
Examples of the types of activities include

« documentation handover and lifecycle management from design engineering to facility
maintenance and operations,
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« identification of the minimum data fields to be included in the facility maintenance management
system,

NOTE These data fields are intended to support scheduling of inspections and tests and the capture of data and
information for tracking failures impacting integrity and reliability.

« commissioning procedures and documentation of corrective actions,

« identification and tagging of SIS equipment in the field,

« performing preventive maintenance,

e minimum required inspection practices to maintain equipment AAl,

« minimum required proof testing effectiveness to ensure correct operation of equipment,

« managing SIS degradation and failure conditions identified during plant operation, inspection,
diagnostics, and proof testing,

« controlling and monitoring the use of bypasses,
« investigation of process demands, spurious trips, and dangerous failures,

« performing follow-up failure investigations and communicating findings for continuous
improvement,

« minimum requirements and limitations for operating environment conditions,
« minimum requirements for proof testing following modification and repair,

« change management, including specific provisions for access security, configuration
management, planned modification, temporary modification, and decommissioning, and

« appropriate degree of training for impacted personnel within operations and maintenance.

Figure 2 provides an illustration of the safety lifecycle relative to AAI activities. As the project
moves from concept through detailed design, a validation plan is developed to ensure the SIS
meets the desired functionality and integrity. Validation demonstrates that each SIF and its
supporting utilities/diagnostics fully achieve the functional requirements of the SRS before being
placed into service. Validation is required for any new or modified SIS.

A factory acceptance test (FAT) of the SIS logic solver and other packaged equipment is generally
conducted prior to site installation. A FAT allows rigorous testing of the equipment in a controlled
environment without the time pressure that often occurs during the site acceptance test (SAT).
ANSI/ISA-61511 contains requirements for executing the FAT. Many users consider the FAT a
cost-effective means of ensuring that packaged equipment, such as logic solvers, work according
to specification.

During construction and commissioning, the SIF sensors, final elements, and ancillary equipment
(e.g., air supplies, power supplies, climate controls, communications, and interfaces) are installed
according to desigh documents and installation details. Inspection and commissioning procedures
are used to ensure the SIS equipment is installed and operating properly. Following equipment
commissioning, validation is conducted. Validation includes evidence that the installed SIS
operates as specified.

Once operational and for as long as the plant continues to operate, the SIS equipment should be
periodically inspected to detect incipient and degraded conditions and to initiate corrective action
through equipment repair or replacement. Preventive maintenance on a fixed schedule is
conducted to replace wearable or short-life parts to extend the useful life of the equipment.
Inspection and proof testing are required to demonstrate that the SIS equipment is operating as
specified and to identify deviations from acceptable operation, so they can be corrected through
predictive or reactive maintenance. Test records provide documented proof that the SIS equipment
is capable of supporting the claimed performance. All SIS equipment should be tested, including
field sensors, final control elements, logic solvers, human-machine interfaces (HMI),
communication links with other systems, interconnecting wiring and terminations, the user
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application program, and any required ancillary equipment, such as power, instrument air, or
climate controls.

It is also essential to consider the expected useful life when defining the AAIl plan for the
equipment. As the equipment approaches wear out, the failure rate assumptions used to determine
the testing schedule can become invalid. Continuing to use the equipment indefinitely is equivalent
to adopting a reactive maintenance strategy. Initially, the AAIl plans may adopt a replacement
(rebuild/refurbishment) interval based on the manufacturer’'s recommendations. However, as the
facility collects the necessary body of prior use data to support the claimed performance for the
existing SIS, the demonstrated performance can be taken into consideration to extend or reduce
the replacement interval.

Many processes have operating cycles that are longer than the test interval necessary to
theoretically achieve the safety integrity level (SIL). Therefore, the ability to perform testing while
the process remains in operation (i.e., on-line) is often desirable. The requirements of ANSI/ISA-
61511 can be met using off-line testing with the process in shutdown, on-line testing with the
process in operation, or a combination of on-line and off-line testing. All means of testing can be
supported by manual and automated procedures and techniques.

This technical report provides guidance and examples for off-line and on-line testing based
on the experience of the working group members, but these examples should not be
considered the only means for achieving the objectives of ANSI/ISA-61511.

Effective AAI planning ensures that the maintenance strategy is consistent with maintaining the
SIS integrity. The SIS AAIl plan should be a component of the facility’s overall AAl plan. The plan
begins its development in the early stages of design to ensure the needs of the operating facility
are addressed and that test and maintenance facilities are implemented to meet procedure
requirements. AAI planning includes the development of procedures on how to plan, perform, and
document the following:

e preventive maintenance;

« diagnostics monitoring;

e inspections;

« calibrations;

o proof tests;

e spare parts management;

e repairs;

« reliability data capture and analysis;

« loop check/commissioning procedures;

« validation procedures;

- feedback to ensure continuous improvement.

There are several considerations that go into developing a holistic AAl program that ensures proper
scheduling and completion of preventive maintenance, inspections, proof tests, and reliability
improvement tasks. Each of these considerations is discussed in more detail in later clauses:

« identification of the equipment and systems to be covered by SIS AAI,

« determination of the maintenance strategy to be used for each type of equipment;

o development of AAI procedures;

e collection and retention of lifecycle documentation;
- defining personnel roles and responsibilities and ensuring competency;
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« defining management system and performance metrics;
« implementing configuration management and management of change;
o performing audits to determine AAI program compliance.

4.1 Transferring project documentation to maintenance

The design documentation should be transferred to the organization responsible for the facility’s
maintenance and records system, so that this documentation is available to maintenance
personnel. Examples of the types of information needed for the AAI program are:

« production unit or plant identification (e.g., hydrocarbon alpha 1);

e process unit within the production unit (e.g., quench unit);

o tag item number (e.g., FT-10001);

NOTE Any facility testing or calibration equipment used to validate or test SIS equipment should also be identified
in the maintenance management system to ensure calibration certifications are performed as required.

« location description (e.g., T-630 discharge);

« SIS instrumentation data sheet number;

« manufacturer (e.g. XYZ Instruments, Inc.);

« model number (e.g.,1234DP);

e pipe spec or process description (e.g., river water);

e equipment group or family (e.g., flow);

e equipment type (e.g., vortex);

« serial number of SIS equipment;

« SIF identification number;

e voting architecture and existing comparison (e.g. external diagnostics);
o device diagnostic software (if applicable) and firmware version;
e wiring details;

« date installed;

- calibration, tolerance, and configuration values (e.g., span, filtering, square root extraction,
fail-direction on detected fault, leak tightness);

e preventive maintenance intervals and procedures;
« inspection/proof test intervals and procedures;

NOTE The maintenance management system is used to generate notifications for preventive maintenance,
inspections, and proof tests based on the last maintenance date and specified interval.
e requirements for ancillary equipment.

NOTE Ancillary equipment can be a major contributor of common cause to equipment failure across a site.

Documents

Document Sharing Hub

Copyright International Society of Automation
Provided by IHS Markit under license with ISA Licensee=University of Alberta/5966844001, User=Millership, Sami
No reproduction or networking permitted without license from IHS Not for Resale, 03/02/2020 10:07:45 MST

Full document details: ISA TR84.00.03 2019


http://www.avadocuments.com/doc/isa-tr84-00-03-2019
http://www.avadocuments.com/doc/isa-tr84-00-03-2019

ISA-TR84.00.03-2019 -28 -

Project Execution

Hazard
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PSSR  Startup Operate Plant
Asset Integrity
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Install
Commission Maintenance
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FSA Preventive Stage 4
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Figure 2 — Automation asset integrity across the lifecycle

The figure shows conceptually where the AAI program and its specific activities fit into an overall project and subsequent plant
operation. FSA Stages 3 and 4 involve a review of the maintenance records and findings. Documents
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4.2 Selecting the maintenance strategy

The AAI plan ensures that the facility maintenance strategy is in agreement with the intent of the
SIS AAIl program—that the equipment is maintained in the “as good as new” condition through its
lifecycle. As shown in Figure 3, there are three basic maintenance strategies employed within the
process industry, depending on the type of equipment:

« Preventive maintenance: Maintenance is performed proactively to detect and correct incipient
faults and degraded conditions prior to complete failure of one or more specified device
functions. The intent of this strategy is to avoid significant loss of function from known
degradation mechanisms and the resulting need for reactive maintenance.

« Preventive maintenance is performed on a fixed schedule, e.g., annual change out of air
supply filters on automated valves.

« Preventive maintenance can also be referred to as planned preventive maintenance (PPM),
“proactive maintenance,” or “fixed schedule maintenance.”

o Predictive maintenance, also known as “condition-based maintenance”: Applicable
maintenance is initiated based on monitoring the condition of the equipment or particular
equipment components through diagnostics, scheduled tests and inspections, and performance
observation. For example, operations might observe that the valve response to the control
signal is sluggish, indicating that an air filter change out might be required. The intent of this
strategy is to detect and correct degradation prior to complete functional failure of the device.

« Reactive maintenance, also known as “run to failure” or “corrective maintenance”: No
preventive nor predictive maintenance is performed. Repair or replacement is initiated based
on detecting complete functional failure of the device. This detection may be the result of a
failure upon demand, a failure discovered during testing, spurious process impact, or a
complete failure detected through diagnostics.

Automation Asset Integrity
Program

Bl N

| Initiated by:| Fixed Detected Detected :
| Schedule Degradation Complete "
L __ . LS | | Failure i
|r Objective: Avoid Fix Before Correct |
| Significant Complete Complete :
I Degradation Failure Failure |

Figure 3 — Automation asset integrity program activities

Though a viable strategy for some general equipment populations, reactive maintenance strategies
for SIS equipment should consider the effect on the SIS performance. Use of reactive maintenance
strategies on subsystems with hardware fault tolerance and high diagnostic coverage may be
acceptable, whereas these strategies may not be appropriate for subsystems with no hardware
fault tolerance or diagnostics. A reactive maintenance approach significantly increases the
likelihood of the SIS failing to operate as required when required.
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Preventive and predictive maintenance strategies ensure equipment is not run to failure for slower
degradation mechanisms or to allow timely reaction to detected faults as appropriate.
Unexpectedly frequent occurrences of complete failure should be promptly investigated, and action
taken to minimize reoccurrence. In cases where there is insufficient prior use data accumulated to
provide confidence in the reliability parameters used to determine preventive and predictive
maintenance intervals, fault-tolerant architectures should be strongly considered to avoid
unintended run-to-failure performance. In all cases, the device installation design should conform
to the maintenance strategies deemed necessary for the application. Some inputs that influence
the development of the AAI strategy or installation design for a device include

« device failure modes,
o bypass strategies,
e repair strategies, and
« deferral practices.

4.2.1 Device failure modes

Once facilities are commissioned and placed into operation, equipment and systems begin to
degrade due to a variety of mechanisms. For SIS, a rigorous AAI program, with the subsequent
reliability data collection and analysis, is hecessary to ensure that the equipment is maintained in
the “as good as new” condition and meets the design functionality defined in the SRS. Essentially,
the installed equipment must function in the operating environment as intended and support the
risk reduction necessary to meet the process hazards analysis requirements. The equipment is no
longer “as good as new” when the automation asset integrity records show increasing failure or
wear out.

Determining which type of maintenance inspection, testing, diagnostics, or component
replacement activities are reasonable to include in the strategy for a given device requires
understanding how the device fails. Certain degradation mechanisms can happen so rapidly that
even on-line diagnostics with a high scan rate will be insufficient to respond to the degradation
before full functionality is lost, whereas others are so slow that even the relatively long proof test
intervals will be sufficient to identify them. Refer to Table G.1 for further details.

Failure mode is defined as the observed manner of failure. Each piece of equipment has failure
modes that can be detected by observation, diagnostics, or tests. These failure modes can result
in degraded conditions or complete failure of the equipment. Generally, this observation involves
determining that some function of the equipment has been lost or that a degraded condition exists.
It is most convenient to think of a failure mode as a loss of a particular function provided by the
equipment. Automation equipment can be used to execute different types of functions in various
applications, so the impact of a particular failure mode is unique to the application. With respect
to SIF, these failure modes may be considered safe, i.e., causes the process to be placed in a
safe state, or dangerous, i.e., fails to operate when there is a process demand. Whether a specific
failure mode is safe or dangerous is highly dependent upon the process and the SIS design.

As an example of the above, a transmitter can be used to measure flow in a process where
high and/or low flow can cause hazardous conditions. If the failure results in a high output,
the low trip will fail. If it results in a low output, the high trip will fail; the failure is dangerous
in either direction. Conversely, if the failure results in a high output on a high trip or low
output on a low trip, the failure is safe. Even with a switch contact, “safe” and “dangerous”
take on different meanings for energize-to-trip and deenergize-to-trip. Where ventilation
fan output or flow from fire water pumps are required during a demand, the fan or pump
motors must remain energized to perform the safety function. In such a design, a loss of
the electrical supply to the motor would be dangerous.

Once the impact of each failure mode has been determined for a specific application,
improvements to both safety and reliability can be gained if diagnostics coupled with appropriate
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architectures are properly employed. Diagnostics help to reduce the number of undetected failures
that can occur by alerting the operating and maintenance personnel that repairs need to be made.
It should be recognized that diagnostics are themselves acting as protection for the equipment and
may also be prone to undetected failures. This propensity is dependent upon the particular
diagnostic. Any time that diagnostics are being used to enhance the SIS performance, they need
to be addressed and considered in the overall AAI program.

As an example for a final element, Table 2 contains a list of failures and failure modes for a remote
actuated valve.

Table 2 — Remote actuated valve failure modes

(Excerpted from CCPS PERD Remote Actuated Valve Taxonomy)

Complete failures Incipient Conditions

e Fail to closed position Body cracked
e Fail to open position Body eroded
e Fail to close on demand Body corroded
e Fail to open on demand Body material wrong
e Frozen position Guide fouled
e Valve rupture Guide galled
e Seal/packing blowout Guide corroded
Guide worn
Partial Failures® Stem fouled
Reduced capacity Stem galled
Stem corroded
Seat leakage
Stem bent
External leak Stem worn
External leak — Body/Bonnet
. Seat fouled
External Leak — Packing/Seal
Seat cut

Fugitive emission
Controlled variable high
Controlled variable low
Fail to hold position
Unstable control (hunting)
Responds too quickly
Responds too slowly
Excessive noise

Seat eroded

Seat corroded

Seat excessive wear

Seat (soft) embedded debris
Seat (soft) overheat evidence
Seat loading mechanism dysfunctional
Spring cracked

Spring corroded

Spring fatigued

Spring rubbing

Excessive vibration

(1) This technical report refers to partial failures as degraded conditions, because it requires an analysis of the
particular SIF to know whether these conditions are considered a functional failure.

4.2.2 Bypass strategies

A SIF is considered bypassed when the output is intentionally prevented from acting to ac hieve or
maintain a safe state of the process. A bypass can occur by various means, such as the signal is
forced; the terminal wiring is jumpered; the trip settings are changed such that the trip will not
occur; the valve is clamped; or the valve is physically bypassed, blocked in, or bypassed using
software. If the SIF is not fault tolerant, the bypass of a single device results in complete loss, or
disablement, of the SIF. If the SIF is fault tolerant, a single device in bypass does not impair the
SIF, but it often reduces the SIL of the SIF.

Bypassing of devices can be reviewed and approved using a bypass permit process or the site
management of change (MOC) process. The bypass permit process is typically used when the
anticipated bypass period is within the mean time to restoration (MTTR) specified in the SRS. The
permit process generally involves review of the current process operational status, implementation
of compensating measures, approval by management, and communication to operations. A more
detailed MOC process should be initiated when the bypass period is expected to exceed the MTTR.
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Bypasses are sometimes required during plant startup due to the required SIF functionality, e.g.,
low flow cutoff for a pump. Bypasses are often necessary to allow maintenance or testing to be
performed while the process is still operational, reducing downtime required for testing and thus
improving process reliability. However, bypassing SIF often means that the process equipment is
less protected and more vulnerable to a hazardous event should a process demand occur.

Bypasses can be considered acceptable, as long as their use is controlled, and the risk is properly
managed. For this reason, an analysis of the increased risk during bypassing should be performed.
This analysis should identify the conditions under which the risk can be safely managed and the
compensating measures that provide risk reduction equivalent to the degree of system impairment.
Whether or not a compensating measure exists to manage the risk and the expected duration of
bypass needed for the AAI maintenance can influence the type of AAI strategy chosen for a
particular application.

Bypasses increase the potential for systematic errors. SIFs inadvertently left in bypass are not
available to operate when a process demand occurs, so bypass periods should be tracked and
minimized. The use of any bypass should be covered by procedures, administrative controls,
access security provisions, and confirmation of return to service, as appropriate.

4.2.3 Repair strategies

Repair work is performed to correct revealed faults in a timely manner. Typical preventive and
predictive strategies for SIS AAI assume that the correction of degradations will be done as soon
as it can be scheduled and safely executed and certainly before full functional failure would be
anticipated. Repairs executed per reactive strategies, or when a functional failure is found during
preventive or predictive maintenance, are expected to be completed within the maximum
restoration time indicated in the specification.

Testing after repair should include the following activities, depending on what repair work has been
completed.

a) Sensor: Exercise sensor input and verify that alarms, diagnostics, and trip set points are
correct. Use the applicable section of the SIF test procedure, and complete the required
documentation for the equipment checked.

b) Final element: Exercise all outputs that actuate final control elements, and observe output
actions. Verify that any feedback (limit switches, position indication, etc.) associated with the
final control elements is functional. Use the applicable section of the SIF test procedure, and
complete the required documentation for the equipment checked.

c) Logic solver: The test will vary depending on the extent of the repair and its potential effect on
the logic solver hardware or application program. Perform a test of the affected hardware,
application program, or configuration to ensure proper operation, and complete the required
documentation.

4.2.4 Deferral practices

AAl strategies and the designs that support them should be developed so that the potential need
to defer preventive, predictive, or reactive maintenance is an exceptional event, not a matter of
routine. Deferrals can be handled using the management of change (MOC) process or by approved
procedure. Deferrals should undergo technical review to ensure the company’s risk criteria is being
met. In the event that the company’s risk criteria would not be met, then temporary compensating
measures should be put into place until the protection is returned to the “as good as new” condition.

The most common AAI deferrals are requests to delay inspections, proof tests, or repair. Common
reasons for deferral are as follows:

« The equipment that the SIF is protecting is out of service. The SIF must be tested before the
equipment is returned to service.
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« A turnaround is scheduled shortly after the scheduled test of the SIF. The intent is to perform
the test during the turnaround.

o Spare parts or other required resources are not currently available.
« The equipment cannot be accessed or repaired on-line.

Deferrals can be addressed by implementing a preapproved procedure or through plant MOC at
the time that the deferral is needed. “Annex J — Deferral considerations and example procedures”
provides an example of a deferral procedure. The purpose of the deferral procedure or approval
process is to ensure that the risk associated with the deferral is understood and that any additional
risk caused by the deferral is properly addressed. Management should be made aware of the risks
involved with delaying SIS inspection, test, and repair, and approve deferments on a case-by-case
basis.

Probability of failure of a SIF increases as a function of time. The longer the proof test interval, the
higher the probability of failure, potentially resulting in the SIS not achieving the risk reduction
defined in the SRS. Deferring on-line or off-line tests, such that the test interval is greater than the
specified interval, increases the probability that the SIS equipment fails to operate as required
when required. The approval process should examine the impact of the deferral on the SIF integrity
prior to approving the deferral. Justification should consider historical performance, such as
inspection, work order, and proof test records, the integrity of planned compensating measures,
and the SRS.

The SIL verification calculation should be reviewed to determine whether the deferral would
increase the process safety risk unacceptably. However, the strongest basis for the extension is
not the calculation, but rather it is the confidence that the SIF equipment is in good enough
condition to continue to provide the necessary risk reduction. If the actual SIF performance does
not support extending the test interval, compensating measures should be considered to address
the deferral risk.

Industry best practice is that deferrals be approved and authorized by competent personnel who
are accountable for safe operation. This competence includes understanding the equipment
operation, the risk the SIF is designed to reduce, and the equipment reliability history. Typically,
operations, maintenance, and technical representatives are involved in the approval processes. In
some cases, the AAIl strategy may indicate different levels of required review and approval
dependent on the SIF complexity, the SIL, the potential event consequence severity that the SIF
is protecting against, and the planned deferral length. An example of this is shown in Table 3.

Table 3 — Example of temporary test or inspection deferral authorization

Unit supervisor Operating group V.P.

In compliance Site manager

manager and process safety
Less than or equal to 30 31 to 60 days beyond 61 to 90 days beyond > 90 days beyond test or
days beyond test or test or inspection due test or inspection due inspection due date.
inspection due date date date

4.3 Developing AAl maintenance procedures
The effectiveness of the SIS AAI strategy will depend on having written procedures for the AAI
maintenance activities.

Technical content of the AAI maintenance procedures should include clear instructions regarding

« pass/fail criteria for failure modes,
« end of useful life criteria,
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« human factors for AAl maintenance activities,
« safe use of bypasses,

o response to degradation and faults,

« analysis of as-found/as-left data, and

« failure investigation.

4.3.1 Pass/fail criteria

Clear pass/fail criteria should be established for each of the failure modes, particularly those that
are deemed dangerous for the application the device is in. Pass/fail criteria determine when the
failure mode results in the equipment not being capable of operating as needed. For all
maintenance strategies, the pass/fail criteria are derived from the functional requirements in the
SRS. Failure modes and pass/fail criteria are established for each piece of equipment, and the
maintenance procedures should be written so that parallel paths within the SIS are individually
tested.

Well-defined pass/fail criteria ensure that the as-left condition supports equipment that can be
considered “as good as new” when returned to service. As an example, the specified as-left
tolerance for an instrument may be tighter than the pass/fail criteria applied to the as-found
reading, to allow for expected drift during the operating cycle. The expectation is that the as-left
condition will support operation within specification until the next scheduled proof test.

4.3.2 End of useful life criteria

AAIl procedures defining the preventive maintenance, diagnostics monitoring, inspection, and proof
test activities should contain clear criteria for determining when equipment requires replacement
or rebuild. As reliability data is captured and analyzed, preventive and predictive maintenance
intervals may be adjusted. AAI records document the acceptability of equipment operation. The
as-found condition provides evidence of the equipment operation at the initiation of the AAI
activities. If the as-found condition meets the pass/fail criteria, the equipment is operating as
intended, and the equipment is said to “pass” the inspection or test. See 5.2.5 for additional
guidance on useful life management.
4.3.3 Human factors for AAl maintenance activities
Incidents have been caused by many different systematic errors involving AAl maintenance
activities, including:
« inadequate access;
« incorrect or missing labeling;
e poor lighting;
« lack of documentation, such as specifications, narratives, and manufacturer’s manuals;

~« documentation is not as built;

e inadequate test coordination with operations;

« inadequate return-to-service procedure;

-« inadequate communication and coordination with adjacent operations and maintenance
personnel who were unaware of the test being conducted and the effect of testing on their
situation;

. improperly installed SIS equipment;
o improper bypassing;
e poor test facility design;
« misunderstood or incomplete test procedures;
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« lack of personnel competency and training.
Specific procedural errors that commonly occur during SIS maintenance include:

« beginning a test without satisfying the pretest conditions;

« attempting to start up when a test is still in progress;

« violations of lockout/tagout;

« not documenting that a physical bypass is being put in place;

« leaving physical jumpers in place;

« leaving SIS equipment bypassed (trip point, relay, timer, or valve) long term in error;

« working on the wrong device (e.g., SIF relies on redundant sensors—meant to test A, but tested
B instead);

« leaving a transmitter with a simulated signal or point in manual source mode;

« leaving analyzers in zero or span.

To prevent these incidents from occurring, AAIl procedures should be clearly documented and
personnel adequately trained to perform their required tasks. These incidents are further reduced
through job safety analysis and human reliability studies. Human factors should be considered
during test facility design and procedure documentation, such as requiring that test conditions be
satisfied before a test facility is enabled or that cross-checks be performed to ensure that SIS
equipment is fully operational after testing.

Complete testing may require the process equipment to be on-line. Safe operation must be ensured
through work practices and procedure execution. Depending on site procedures, safe work
practices may be covered under permitting requirements or may be addressed in the test
procedures. Where permits are required, they should be listed in the procedure. Prior to any
testing, a review of the tests to be conducted and the procedures for performing these tests should
be carried out by persons from instrument/electrical maintenance, operations, and technical who
are familiar with the process and the SIF. This review should reinforce validating the SIF or SIS
equipment against the pass-fail criteria, documenting as-found/as-left, recording and reporting
failure, and recognizing common-cause failure.

4.3.4 Procedures for safe bypassing

Some AAI preventive and reactive maintenance strategies may require bypassing SIS equipment.
A bypass permit system is generally used to satisfy MOC requirements and to provide traceable
and auditable MOC documentation (See “Annex K — Example bypass approval procedures”).
Bypass safe work practice requires documentation of the installation and removal of each bypass.
For each bypass, test procedures should specify the approval and confirmation of

« the activation of each bypass, force or override;

o the use of each bypass, such as approval to install, tracking bypass period, maximum bypass
time;

« the removal of each bypass, force or override

The operator should be informed, by alarm or by procedure, when any part of a SIS is bypassed.
Some companies choose to send notifications to operations supervision as well. Consider “ring
back” functionality for bypass alarms, where the alarm is periodically repeated after a shift change
to ensure acknowledgement that SIS equipment is in bypass. Compensating measures necessary
to maintain safe operation when bypasses are active should be clearly identified and documented
in operating procedures.
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4.3.5 Responding to degradation and faults

As faults are found and corrected during execution of an AAl maintenance procedure, the repair
information should be recorded for later review as part of continuous improvement. A repair work
order can be generated as a result of any of the following:

« Shift operator identifies potential problem/failure during normal daily field rounds.

« Maintenance personnel identify potential problem/failure during scheduled inspection.

o Testing or maintenance personnel identify potential problem/failure during execution of proof
test.

« On-line diagnostics identifies potential problem/failure.

« Problem/failure is identified due to spurious trip.

Upon completion of the work and any required repairs, the work order and any test documentation
should be signed by the person performing the work. Negative findings should be communicated
to the site reliability engineer. A return-to-service procedure should be followed to ensure that
operations confirms that the equipment is functioning as expected and that any bypasses have
been removed.

4.3.6 Analysis of as-found/as-left data

Procedures also need to be developed for periodic analysis of the data captured during execution
of AAl maintenance activities against the specified performance requirements or design
assumptions. The performance analysis procedures should ensure that repeat maintenance
offenders, such as repeat work orders to address performance issues, are investigated and action
taken to minimize failure. These actions may include changing the AAI plan, such as shortening
the test interval, or even reevaluating the design, specification, or installation.

4.4  Collecting and retaining lifecycle documentation

As part of the AAI program within process safety management, regulatory agencies require as-
found/as-left conditions to be documented as part of any inspection or test in accordance with
written procedures. The following information generally represents the minimum information
needed for SIF and systems:

« date of inspection or test;

« name of the person who performed the inspection or test;

« serial number or other identifier of the equipment on which the inspection or test was
performed;

« description of the inspection or test performed,;

o inspection/test results prior to any maintenance activity being performed whatsoever;

o documentation of work performed (if any);

« test result following any maintenance activity.

While required by regulatory agencies, the intent of this documentation from a lifecycle perspective
is as follows:

« provide information for measuring and tracking performance (refer to ISA-TR84.00.03, 5.10);
e support prior use analysis of installed equipment (refer to ISA-TR84.00.04-1, Annex L);

« support estimation of the equipment failure rate and probability of failure on demand (refer to
ISA-TR84.00.02);
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« identify systematic/common-cause problems that should be minimized through management
system activities or taken into account in the SIL verification calculation (refer to ISA-
TR84.00.02).

Some documentation management system considerations that can have a significant impact on
the sustainability of the AAI program are:

« addressing the multidisciplinary aspect of AAl documentation development;
« collection of as-found/as-left data;
« AAl document retention

4.4.1 Multidisciplinary AAl documentation development

Various disciplines are involved in developing lifecycle documentation, including operations,
maintenance, and design engineering. The owner/operator is the ultimate owner of documentation
generated by engineering and maintenance. Documentation should be treated as a long-term asset
similar to the equipment within the operating facility. Engineering and maintenance use and
maintain the various documents described within the technical report. The AAI plan should define
which documents will be transferred from engineering to maintenance/operations, where and in
what form the master documents will be stored, who will be the custodian, and the role(s) or
person(s) who will maintain the master documents as evergreen. The AAI plan sets the foundation
on how procedures such as those for proof testing and reliability are accessed and maintained to
provide for continuous improvement and value delivery.

4.4.2 Collection of as-found/as-left data

Most AAIl personnel recognize the need to document the results of proof tests as they move through
the testing process. What is sometimes overlooked is to document the as-found/as-left conditions
for all of the AAI preventive, predictive, and reactive maintenance activities. The as-found condition
is the initial state of the equipment before any corrective action or preventive maintenance activity.
The as-left condition is the final state of the SIS equipment after AAIl activities have been
completed.

As-found information is critical to understanding the actual degradation or failure rate of the
equipment for different failure modes. For a successful test, as-found information documents that
the SIS equipment successfully achieved design intent. As a general rule, if hardware must be
repaired or replaced, or settings/configuration must be changed, record the original state or value
before making any troubleshooting or corrective action. For example, a valve that did not move
upon the initial request to do so has a “failed stuck” as-found condition, even if the valve
subsequently moves after repeated stroking attempts. When the as-found condition does not meet
the design intent, corrective action should be taken, and previous AAI history should be reviewed
to see if the problem has occurred previously. If so, a root-cause analysis should be conducted so
that changes to the design or AAI plan can be identified to reduce the likelihood of reoccurrence.

The as-left condition should indicate that the equipment is in its “as good as new” condition and
ready to return to service. Documenting the as-left information serves several purposes. It formally
records the state that the SIS equipment was left in after testing. When the SIS equipment is being
returned to service, this documentation provides a good cross-check against the as-found
information to verify that SIS equipment is operating as required.

Examples of typical forms used to document “as-found/as-left” are included in Annexes E through
H.

4.4.3 AAIl document retention

All operating facilities should comply with their respective corporate records retention guidelines
and policies. The records may be maintained electronically or as hard copies in on-site or off-site
storage. AAI records are needed for tracking and trending equipment failure, and retention
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intervals should be selected to support this activity. These records are also typically reviewed
whenever a functional safety assessment (see ISA-TR84.00.04, Annex D), prior use assessment
(see ISA-TR84.00.04, Annex L, L.6) or audit (see ISA-TR84.00.04, Annex E) is performed.
Regulatory authorities may establish the minimum retention period for AAl records. For example,
OSHA PSM requires that records be maintained for the facility life. Practically, records should be
retained in a form and for a period of time sufficient to support user approval and reliability
assessment of equipment.

4.5 Defining personnel roles and responsibilities

AAl planning also ensures that personnel understand their roles and responsibilities in supporting
the maintenance strategy. Maintenance/reliability personnel have a significant role in AAl planning
and execution, but operations and engineering must support many specific tasks.
Maintenance/reliability, including supervision, engineers, mechanics, and I&E technicians, develop
the SIS AAI plan with dialogue and input from operations and design engineering. Successful
completion of tasks defined in planning requires the active involvement of various disciplines.

All personnel associated with the SIS, including management, operations, maintenance, and
engineering, should be competent in performing their assigned tasks. Management should
understand how the SIS operates to reduce risk and how their decisions affect its integrity.
Engineering choices influence the SIS design, test facilities, and proof test interval, so engineers
should understand how their choices affect long-term operation and maintenance. Maintenance
and operations personnel need to have the knowledge, training, and skills necessary to ensure the
SIS integrity is maintained throughout its installed life. Competency for all personnel extends
beyond simple knowledge of how to perform basic tasks; it also includes knowledge of how the
SIS equipment functions to achieve or maintain a safe state of the process.

Consequently, unlike other process safety programs, the training and skills for SIS AAI cover a
significant range of subjects. It is generally not possible to provide a single training package for
everyone. Rather it requires the training program to be tailored to support the site culture and the
specific SIS equipment.

4.6 Ensuring maintenance personnel skills and training

This subclause specifically addresses the skills and training necessary for maintenance personnel
who support SIS AAI. Maintenance training includes maintenance management that directs and
funds the maintenance activities, the instrumentation technicians, the electricians, and the
mechanics. Maintenance personnel need to understand the importance of the SIS, how they affect
the performance of those systems, what skills they should have before working on SIS, and how
they should identify, correct, and report failures of SIS equipment.

The goal of the training program is to give the maintenance personnel the skills and knowledge
needed to maintain the SIS equipment. The training program typically covers three subject areas
(1) safe work practices and procedures, (2) basic skills required to be an instrumentation and
electrical technician, and (3) SIS specific training. In the performance of maintenance work,
consistency and quality of work execution is important in minimizing systematic failures. A
procedure for all aspects of the maintenance work helps ensure that consistency. This will be the
basis for the training program.

For basic skills, community colleges and vocational schools offer programs covering different
technical skills, such as PLC configuration or field instrumentation. There are many resources
available to a user who is developing a training program, for example: ISA Certified Control
Systems Technician Program and ISA-67.14.01-2000, Qualifications and Certification of
Instrumentation and Control Technicians in Nuclear Facilities.

SIS specific training focuses on the activities performed by maintenance personnel:

« use of safety-approved equipment for repair or replacement;
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« use of approved and standardized equipment, such as calibration equipment;
e permitting;

e bypassing;

e preventive maintenance activities;

« instrument diagnostics interpretation and response;

e inspection and testing;

o understanding pass-fail criteria;

« documenting as-found/as-left;

« recording and reporting failure;

e recognizing common-cause failure;

« management of change, including configuration management;
« troubleshooting skills.

The training can be provided in many different forms, such as classroom, hands-on, self-study,
and computer-based training. Training can be conducted internally or externally. Classroom or
computer-based training is generally not sufficient, because skill development requires exposure
to the equipment and hands-on practice. Basic skills training should incorporate actual
demonstration of the required tasks, such as transmitter calibration, to ensure comprehension.
Documentation of maintenance training can be a challenge, especially for large sites or sites
relying on contract personnel. “Annex A — Example training documentation” shows an example of
how some users approach training documentation.

4.7 Planning for verification and validation

Prior to maintaining automation devices in “as good as new” condition, the devices must be
installed and configured correctly to begin with. Systematic errors that occur after the approved
design of the instrumented safeguards can result in a well-maintained system that nevertheless
will fail to perform. Verification and validation are the lifecycle activities used to ensure that these
systematic errors are identified and corrected before the hazards are present.

Process control, operations, design engineering, and maintenance personnel are involved in
developing the verification and validation plan and procedures. SIF verification activities (such as
the factory acceptance test [FAT] and loop commissioning checks) are intended to demonstrate
that a portion of the SIS construction and installation work have been completed to the extent
appropriate for that phase of the project. SIF validation (sometimes referred to as a site acceptance
test [SAT]) is intended to demonstrate through inspection and functional testing that the SIF meets
all aspects of the SRS as installed before starting any operation of the process equipment for
production purposes. Validation provides proof that the SIS, including those utilities and
diagnostics required for the system or function to perform as required, meets the SRS intent; is
installed in accordance with construction, installation, and detailed engineering requirements; and
is ready for process equipment startup. Validation tests should also include specified operating
conditions and requirements of any other ancillary equipment (e.g., climate control). It is generally
witnessed by process control and production (or manufacturing) representatives. Although
validation is often considered an inherent part of the project implementation and construction
phases, this activity also provides an opportunity for facility personnel to become familiar with the
operation of SIS equipment and its actions prior to the facility commencing full operation.

SIF validation can only be performed after all mechanical, electrical, instrument, SIS, and auxiliary
equipment have been installed. The validation or functional test of the SIF is performed by using
interfaces to the field sensors to simulate the process deviation that activates that SIF and
watching for the proper response of the logic solver and field equipment. The validation is a “whole
loop” test using the actual field sensors, logic solvers, and final elements (e.g., pressure

Documents

Document Sharing Hub

Copyright International Society of Automation
Provided by IHS Markit under license with ISA Licensee=University of Alberta/5966844001, User=Millership, Sami
No reproduction or networking permitted without license from IHS Not for Resale, 03/02/2020 10:07:45 MST

Full document details: ISA TR84.00.03 2019


http://www.avadocuments.com/doc/isa-tr84-00-03-2019
http://www.avadocuments.com/doc/isa-tr84-00-03-2019

ISA-TR84.00.03-2019 - 40 -

transmitters, block valves, pumps, air supplies). It is normally performed once unless there is a
fundamental change to the process design or significant modification of the SIS.

Validation completion establishes the date from which individual SIS equipment or seg ment proof
tests are scheduled. Validation records provide the baseline for subsequent revalidations or proof
tests. As such, strict adherence to the testing protocols with appropriate supervision and signature
approval is essential to confirm that validation is complete and the facility is ready to operate. Any
deviations need to be managed according to a validation plan.

4.8 Developing a verification and validation plan

A successful SIF validation is a culmination of many related steps throughout a project process. A
validation plan ensures these steps are completed as required. The validation plan should identify
the related steps and step execution timing, outlining the required resources, the expected level
of involvement of each participant, the protocol to be followed during the inspection or test, the
order in which the SIS or SIF segments are to be tested, and the scope of each test. The plan
should also define how and to whom failures should be reported, as well as how they will be
resolved. “Annex L — Example validation plan” provides an example of a validation plan.

To support any validation plan development, it is necessary to have the safety requirement
specification and detailed design information, including but not limited to:

« instrument specification sheets;

« logic flow diagrams;

e logic narratives;

o requirements specified for ancillary equipment;

« cause and effect matrices and loop drawings for maintenance troubleshooting;
e SIF I/O and set point list.

This information should be consistent and accurate, and one set of documentation should be
considered as the master for validation execution.

It is also necessary to have inspection procedures, test procedures, and pass-fail criteria
documented for each activity. Annexes E through | give specific examples for each activity.

When planning site validation, it is essential that the discrete activities do not undo previous work.
A test should not be negated by subsequent alterations due to construction, commissioning, or
other activities that follow completion of the test. For this reason, the plan should ensure that all
the verification procedures are scheduled to be completed before validation. To avoid unnecessary
delays in startup, verification activities can, and should, be completed as soon as the documents,
devices, or systems being verified are available. Sufficient time in the schedule should be allowed
to ensure deficiencies found during the commissioning/loop check phase or other verification
activities have been repaired prior to the start of validation. This reduces the potential for
unforeseen delays during the validation execution.

4.9 Developing factory acceptance test (FAT), loop commissioning, and site acceptance
test (SAT) procedures

Engineering, construction, and maintenance personnel have significant roles and responsibilities
in executing the FAT, commissioning the SIS, and conducting validation (SAT). These activities
should be conducted in a logical and organized manner to minimize the probability of human error
or equipment damage and to ensure rigorous testing and validation is completed. Testing should
cover all functional requirements to ensure that the SIS operates consistently with the SRS. Test
protocols should guarantee the required detailed aspects to prevent any challenge and also should
include a scoring list for executing/witnessing all safety-related testing activities that may
negatively affect the results and final approval of the overall test.
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4.91 Factory acceptance test

When a FAT is identified in the planning stage of the lifecycle, ANSI/ISA-61511 defines the
requirements for performing the FAT. The FAT may be conducted for any portion of a SIF or on
the entire SIS. The logic solver FAT can be conducted with simulated inputs, physical switches,
analog dials, or simulation software. In general, FATs are conducted on vendor-packaged systems,
hardwired panels, and PE logic solvers. Vendor-packaged systems can include valve and actuator
assemblies, burner management systems, and high integrity protective systems. A FAT is routinely
performed for programmable electronic (PE) systems, where it may involve an integrated test of
the SIS logic solver and the basic process control system (BPCS). The FAT verifies the ability of
the BPCS to communicate with the SIS logic solver, its communication security, and its ability to
meet the SRS. Additionally, PE hardware, firmware, and application program may be tested before
installation and commissioning in the field.

A FAT is a test performed in a controlled setting, usually at the manufacturer, integrator, or
engineering contractor location. The FAT is a series of tests performed by the system supplier, as
required by the customer, to ensure the system meets design specifications and was built with the
required integrity. The FAT verifies that the supplier is providing SIS equipment that functions
according to the SRS, the application program specification where applicable, and other contracted
documents. During the FAT, the owner/operator is generally an observer.

Some manufacturers and users may wish to break the FAT into phases or distinct tests performed
at different times. Some typical FAT phases are:

a) Hardware factory acceptance test (HWFAT) is the test of SIS equipment, panels, I/O, power
supplies, panel grounding, and related equipment at the supplier’s facility to ensure that the
SIS equipment has been installed and wired according to specification and that there are no
faulty devices. Also, fault injection testing on the hardware can be performed at this time to
ensure proper operation with respect to redundancy and safe failure modes. Depending on
system architecture and capabilities, the final software configuration may or may not need to
be configured in the logic solver. The advantage of doing this type of test is for systems that
are capable of testing the hardware and software independently of each other. The hardware
can be tested earlier in the project lifecycle and delivered to the field earlier to potentially
shorten the construction schedule. This concept is not unique to SIS and can also pertain to
the BPCS.

b) Application program factory acceptance test (APFAT) is the formal testing of the configuration
in the SIS to ensure that it conforms to the SRS, cause and effect, or logic narrative. Trips,
resets, alarms, bypasses, as well as graphics and all modes of operation are tested. Fault
injection testing, voter degradation, and other items described in the SRS are tested. This may
be done using physical devices to simulate field I/O or software simulation techniques
depending on the capabilities of the system. The advantage of this type of test is that it allows
for the application program configuration to be independent of the project hardware and can
typically be later in the project lifecycle, allowing for more complete definition. This concept is
not unique to SIS and can also pertain to the BPCS.

c) Integrated factory acceptance test (IFAT) is the formal testing of the SIS and BPCS
simultaneously so that combined actions result in the desired safe automation of the process
facility. This test may or may not require all or part of the SIS and BPCS hardware to be present
depending on system(s) capability. A SIS may have secondary nonsafety actions or trips
performed in the BPCS to aid operations in restarting the unit after a trip. For example, a typical
action might be putting a control loop in manual and moving the control valve to the safe state
upon the trip of a SIF. Another example would be ensuring the BPCS cannot move its control
valve when the SIS has final control of the device. This test is performed prior to the
configuration being installed in the field. The advantage of this type of testing is to expedite
field commissioning by minimizing configuration errors.
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The above FAT phases are typically conducted wherever there are more resources available to
rigorously test and correct operational issues if needed. Performing the work at the factory
generally provides an economic benefit to the project in terms of scheduling and less rework in the
field, which is more costly. The four (4) main objectives of the FAT are stated in Table 4. Each
objective is further divided into specific goals that should be considered in developing the FAT
procedure.

Table 4 — FAT objectives and associated goals

GOALS

OBJECTIVES

Goal-1

Goal-2

Goal-3

Goal-4

(1) Supplier site
hardware and system
checkout,

sometimes referred to
as the HWFAT

(specific hardware
version test)

Verify supplier tests
were completed and
met effectiveness
requirements.

Test and verify all SIS
equipment/
components before
field installation.

Establish a basis in
case problems/
defects show up in
field.

Minimize product
defects and
manufacturing errors.

Reduce startup and
commissioning
time.

Ensure system will
perform its safety
shutdown functions
on demand.

Reduce startup and
commissioning
time.

(2) SIS configuration
and application program
checkout,

sometimes referred to
as the SWFAT

(specific application
program version test)

Effectively test and
verify all design, SIS
configuration and
application program
work before field
startup/
commissioning.

Test and verify
applicable functional
aspects of risk reduction
requirements.

Assure that
engineering
support and
operations
personnel agree
that the SIS
configuration meets
the application
requirements.

Reduce startup and
commissioning
time.

(3) “Open” SIS Prove that there are Test the performance of | Test and verify all

sometimes referred to | N© compatibility the SIS and all non-SIS | SIS equipment/

as the IFAT issues with the supplier-specific components before
integration of the SIS | hardware and field installation.

with non-SIS supplier- | application programs in | Establish a basis in
specific hardware or their control case problems/

application programs. | environment. defects show up in

field.
(4) Training Train operating and Training key operating Reduce startup and

support personnel
before field
installation.

personnel before
startup and
commissioning.

commissioning
time.

The tests listed below can be a specific subset of the supplier’s standard tests. These tests are
not intended to eliminate any of the supplier’s standard tests, but to specifically highlight typical
minimum tests conducted as part of a FAT.

« Inventory the hardware items in the system, point out any discrepancies at the start of staging,
and find out when these items will arrive. The FAT should only be conducted if a fully functional
system can be tested. Verify that all the items purchased function properly, including each type
of 1/0 card, HMI equipment, and other items, such as printers. After the FAT is successfully
completed and accepted, the owner/operator periodically performs hardware and application
program testing.
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« Physically inspect the hardware. Inventory and system layout must be checked based on the
specification. The I/O wiring and layout should be checked. The HMI and related system
hardware integration should also be inspected.

« Validate communications through the various levels of the SIS to the HMI. The following need
to be checked for integrity:

« internal logic solver communication;
« 1/O module to logic solver communication;
e intra-module communication network;
o logic solver network to HMI network server communications;
« HMI network communications (such as Ethernet);
e printers;
« modems.
« When a historian is included in the scope, communication to the historical data logger needs

to be confirmed, as well as proper communication with redundancy failure for any of the above
communication protocols that are implemented with redundancy.

« When an asset management system is included in the scope, communication to the asset
management system and its interfaces needs to be confirmed.

o Proper operation of power supplies should be validated as well as the distribution wiring. The
following needs to be checked for integrity:

« module power supply;

o 1/O power supply;

e proper I/O card failure;

e proper control card failure;

« logic solver battery power backup;
e 1/O module redundancy;

e SIS grounding integrity.

« For an instrumented system that has segregated safety layers, it is necessary to inspect, test
out, and verify that module power and I/O power are installed in accordance with the
requirements as documented in the equipment safety manual.

« Foran /O power supply that does not have a back-up system for loss of power, confirm external
signal wiring (e.g., as 24 VDC discrete input or voltage input) into the control system and verify
the loop power.

« Perform a SIS hardware and operating system software check versus SRS to the extent
necessary to prove correct functionality. I/0O channels need to be tested with proper simulation
panels and equipment. The I/O test needs to be conducted with signal generators and original
termination units in place.

« Special attention needs to be given to observing and recording events or discrepancies in the
area of system reliability and designed redundancy functions. If any system component failure
does not generate automatic failure reporting to the operator, it needs to be recorded and
resolved with assistance from the supplier. If proper “fail-over” to the backup component does
not occur automatically within a designed redundancy, a discrepancy report with proper punch
listing needs to be documented for a root-cause analysis and final resolution.

« Proper operation of the HMI and engineering workstation (EWS) needs to be confirmed. The
EWS is defined as the main configuration station that has application program and 1/O
configuration capability. Occasionally, the EWS also has HMI-console capability.
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« The site integration test (SIT) is the formal testing of the ability of the SIS and BPCS to properly
communicate with each other once those systems have been installed in the field. It also can
include any third-party systems that need to interface with the BPCS.

4.9.2

Loop commissioning

After the SIS equipment is delivered to the site and has been installed, it needs to undergo the
appropriate inspection and commissioning processes before validation (or the site acceptance test)
can be completed. Table 4 provides an illustration of the conceptual work process.

BPCS/SIS BPCS/SIS
Instruments Logic Solvers Utilities
Visual Control/Safety Instrument Normal Power/
Inspection of System Visual Air/ Climate Control
Devices Inspection Hydraulics Checkout
V: v
Loop Site Backup/Redundant
Checking Acceptance |<4— Power Checkout (UPS,
Test (SAT) diesel generator)
Inspection, Loop
Check and l l
Commissionin
2 Functional Reducr;cli/agcy
Checkout of Seznrega fion
Control Logic Checkout
Functional Checkout of
Checkout of Auxiliary
Shutdown Systems (FDI,
Logic Historian
Functional
Checkout of
Auxiliary
Systems
—— —_
A
Validation of: FSA Stage 3 Prior
- SIS to Start-up
- Each SIF

Validation

- Essential diagnostic alarms
- Non-safety critical interlocks
- Process alarms

+

Figure 4 — Validation flowchart

Typically, physical inspection is the first task to be performed once an instrument is turned over
from construction. Physical inspections need to be documented to provide evidence of what was
checked and whether the device passed or failed. It is recommended that field inspection reports
be filled out for every piece of instrumentation. Failed equipment needs to be repaired or replaced
before proceeding to commissioning. Physical inspections need to be performed prior to
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commissioning, as improper physical installation may require removal or alteration of the
instrument and therefore would require “recommissioning” the instrument. In some cases, physical
inspections may be performed on skidded equipment while still at the supplier’s site if appropriate.
Equipment should be physically inspected after installation to ensure no damage was done during
transportation or installation.

Commissioning is intended to ensure the wiring is landed on the proper termination point and to
verify the overall integrity of the loop from the field device through 1/0 modules and the logic solver,
and to the HMI operator console displays as well as the final elements. Commissioning activities
include:

o properly installing all hardware according to the manufacturer’s requirements;

o checking all installed hardware according to system drawings;

« properly installing computers/workstations;

« checking all diagnostic system indications and alerts;

o verifying the routing of cables and wires for proper AC/DC segregation;

o ensuring all cables and wires are properly supported;

« ensuring all cable connectors are secure and relieved of stress;

« ensuring wiring is landed on the proper termination and verifying overall wiring loop integrity
for all field instrumentation;

« verifying proper crimping and performing a tightness check;
« verifying proper instrument range by use of a calibration check (field check);
« verifying proper labeling and identification as SIS equipment;

« verifying engineering units, tag name, and diagnostics, etc. of each instrument according to
specification;

« verifying that the SIS input range is in agreement with field instrumentation and specification;

« verifying and confirming proper operation of the instruments, sensors, and final elements
according to supplier and specifications;

« verifying proper installation of air supplies;

« verifying proper grounding by visual inspection and performing grounding test;

« verifying proper freeze protection;

« verifying that HMI system network topology is installed according to design drawings;

« verifying security settings for field and SIS devices (e.g., password protection or jumpers).

The emergency backup power (e.g., uninterruptible power supply [UPS], battery banks, auxiliary

generation, transfer switch) should be fully tested to:

« provide adequate bumpless power to all appropriate devices;

o prevent loss of critical data parameter;

« retain SIS application program;

« provide adequate time for the operating personnel to place the facility in a safe mode in case
of extended power interruptions.

UPS circuit labeling should be checked for correctness so there is not any undue load from
noncritical devices being plugged into UPS outlets.

Backup generator systems should be tested to work in conjunction with the UPS system to provide
adequate power coverage.
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All backup power systems should be verified for appropriate fault response and diagnostics. The
interfaces between the SIS and the backup power systems need to be checked for functionality to
the greatest extent possible. Functionality tests should be initiated at the backup power system
while observing proper operation of the SIS. It is not acceptable to lift interface wires. The goal is
to test the system as a whole to the greatest extent possible.

The piping and instrumentation diagrams (P&IDs) or cable/instrument schedules can be used as a
record of equipment checked. Proper documentation of commissioning should be stored on a loop-
by-loop basis and become a permanent record at the site.

4.9.3 Validation completion (site acceptance test)

Validation can be completed once the SIS equipment installation, inspection, and commissioning
is confirmed. Validation is sometimes referred to as the site acceptance test (SAT). Validation
demonstrates that all installed SIS equipment fully meets the SRS. In executing validation,
emphasis should be on completing the functional testing of each SIF to demonstrate its operation
according to the SRS, not on correcting deficiencies. It is expected that most, if not all, deficiencies
have been identified during earlier verification activities, such as the FAT, field equipment
installation, inspection, commissioning, and loop checks. If these earlier verification activities are
thoroughly performed, validation should progress smoothly and on schedule.

When the scope of functional testing of each SIF is determined for inclusion in the validation,
consideration should be given to logical testing already performed during the FAT. Each SIF should
be proven to be functional regardless of the FAT, however extensive testing of all possible
combinations of voting conditions that can activate a SIF may not be necessary as part of the
validation if there is sufficient, precise, and approved documentation in place that records the
testing results of the relevant logical configurations during the FAT and effective MOC of the logic
solver configuration can be demonstrated from the time that the FAT was completed. When the
scope of the SAT is reduced based upon the successful completion of a robust FAT, care must be
taken to track application program revisions between the FAT and validation completion. Logic
changes made after the FAT should be tested on site.

The validation procedure must still prove that the SIS as installed in the operating environment
performs all the requirements of each SRS. For example, a SIF with a standard fail-safe 2003
(e.g., A/IB/C) sensor architecture, in which detected sensor failure or a manual bypass of the sensor
would also count as a vote to trip, would have 27 unique combinations for triggering the safe action.
To verify the application program has been configured correctly, a robust FAT would test all 27
combinations. If the detailed documentation of the FAT confirmed the architecture was correctly
configured in the application program and there was proof that the application program in the
installed SIS was identical to the one tested in the FAT, the procedure for the SAT might consider
reducing the trip function testing to the combinations necessary to prove that each type of trip
functionality worked as specified. Care would be taken to ensure that the combinations in total
would include a trip vote, a detected failure vote, and a bypassed signal vote from each of the
sensors. The FAT would still need to include tests of any specified manual trip, full function bypass,
or any other feature that would be dependent upon the correct interaction between the field
hardware, the application program, and any auxiliary systems.

The overall project plan should include the SIS design and construction activities affecting on-site
validation requirements. These activities include:

« factory acceptance test;

« SIS equipment installation and commissioning.

Various aspects of the SIS should be tested and confirmed as a part of validation, including but
not limited to the following:

« set points and ranges;
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o status of sensors and final elements;

« operator interface;

« diagnostic indications, such as out of bounds, deviation, or not in commanded state;

« indication of any automated logic changes, such as voting degradation or fault handling;

« indication of where the process is in its sequence, if applicable;

« indication that a SIF has taken action;

« indication of SIF bypass;

« operation of manual shutdown facilities;

« operation of resets;

« indication of SIS ancillary equipment loss;

« failure of environmental conditioning equipment, which supports the SIS;

e response time;

« criticality requirements, such as valve shutoff tightness and closure speed.

All ancillary systems associated with the SIS need to be checked with the appropriate rigor and
thoroughness. Examples of auxiliary systems are:

« controls or control systems external to the main SIS;

« foreign device interfaces between the SIS and an external party;

o stand-alone historian data collecting devices;

« billing systems either internal to the logic solver or external systems;

« callout systems for unmanned plants;

e remote access;

« remote control;

o utility equipment (instrument air, instrument power);

« climate controls.

The interfaces between the SIS and the auxiliary systems must be proof tested to the greatest
extent possible. Proof tests should be initiated at the auxiliary system while observing proper

operation of auxiliary system and the SIS inputs and responses. It is not acceptable to lift interface
wires. The goal is to test the system as a whole to the greatest extent possible.

Testing should be performed to ensure design intent of the auxiliary system failure modes and the
failure modes of the interface signals to the SIS. Normally these auxiliary systems and interfaces
are designed fail safe. Testing for fail-safe functionality may include loss of power, loss of
instrument air, loss of communications, loss of interface wiring, etc.

The outcome of a successful validation provides an auditable documentation trail, which proves
that the designed and constructed SIS operates according to the SRS and equipment specification.
Discrepancies identified during validation should be corrected and tracked to completion.
Documentation should incorporate sign-off sheets identifying the personnel who conducted tests
or served as verifiers for various work activities.

When the SIS is approved for service, site safety, permitting, and facility management of change
procedures for in-service systems will apply. Validation approval indicates that necessary parties
agree that the SIS operates as required in the operating environment and is ready for the process
unit startup. Documentation should include a formal notice of turnover to the site managem ent.
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Completion of the SIS validation does not approve the SIS for handover to operations on its own.
A Stage 3 FSA and a pre-startup safety review should be completed prior to handover. Stage 3
FSA is covered in detail in ISA-TR84.00.04, along with the other FSA stages. With respect to the
AAIl program, FSA 3 verifies test completion, finding resolution and record retention.

Table 5 — Validation roles and responsibilities

The following roles and responsibilities relating to SIS validation are listed as a recommendation
for its completion.

SIS Specialist/Engineer

Responsibility Qualifications
Overall responsibility for planning and Sufficient experience and training in working on SIS-related
executing the SIS validation and ensuring that projects/equipment.
itis Ictompleted with appropriate documented Possesses a detailed understanding of ANSI/ISA-61511-2018.
results.

Construction or Maintenance Supervision/Technician

Responsibility Qualifications
Representing the owner of the SIS in Sufficient experience and training in working on SIS-related
confirming that all validation activities are projects/equipment.
effectively carried out. Possesses a working understanding of ANSI/ISA-61511-2018.

Independent Reviewer

Responsibility Qualifications
Performing a peer review along with the SIS Sufficient experience and training in working in a related job role
engineer to make a general judgment that the (instrumentation, process, and process safety management).
validation plan is appropriate, and that Possesses an awareness of ANSI/ISA-61511-2018.

id f letion that i ided i
evidence of compietion that 1s provided 1s Independent of the project team and should have had no

sufficient. involvement in its execution.
Management Team Representative
Responsibility Qualifications
Approval of the individuals who will be Sufficient experience in the industry.

performing the above three roles as they relate | pogsesses a basic awareness of ANSI/ISA-61511-2018.
to this specific project. This approval is to

confirm that these individuals have sufficient
experience and professional standing in order
to undertake these responsibilities.

4.10 Defining management system and performance metrics

- Throughout the process equipment life, numerous assumptions are made about the SIS equipment

-~ used to achieve or maintain a safe state of the process with respect to identified hazardous events.

© The process hazards analysis made assumptions about the initiating cause frequency and SIF risk

- reduction. These expectations led to an SRS where SIF functional and AAI requirements were

. specified. The SIL verification calculations made assumptions about the failure modes and failure
rates of the SIS equipment. Assumptions made for failure modes and failure rates imply that SIS
equipment operate under the specified environmental conditions, e.g., sensor fouling, high
humidity, high temperature, polymerization.

A health and safety executive (HSE) study found that 32% of loss-of-containment events in the
process sector (excluding refineries) were caused by equipment or process failure, due to
inadequate design (28%) and maintenance (30%) (HSE, 2005). Safety equipment performance is
limited by the rigor, timeliness, and repeatability of AAI activities. Metrics, including leading and
lagging indicators, are used as a means for assessing work execution and SIS performance against
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requirements. When implementing metrics, always ensure that the intent of the metric is
understood—the SIS is demonstrated to meet the functional and integrity requirements—rather
than simply managing the metric itself.

4.10.1 Management system metrics

Most management system metrics focus on schedules, which are not indicative of work quality. A
proof test schedule can be developed with an unreasonably long interval, or testing can be
performed inadequately, creating an illusion where the metrics indicate a well-maintained system
while equipment is failing in the field. A focus on the percentage of success or failure of various
activities can lead to normalization of some failures, which is unacceptable for SIS. Any piece of
failed SIS equipment represents a degradation of the risk reduction strategy. Consideration should
also be given to out-of-service periods where equipment has failed and is awaiting repair or is
bypassed for maintenance and testing.

4.10.2 Performance metrics

The success of the AAI program is proven by its AAl data, which demonstrates that the SIS can
achieve the performance assumed during the process hazards analysis. Significant degradation
found during preventive maintenance may reveal the need to change the preventive maintenance
frequency. Diagnostics monitoring, inspection, and proof testing are activities used to identify
deviation from acceptable operation, so that maintenance can be performed to ensure the SIS
integrity. Understanding what to test and how to judge pass/fail criteria is critical to AAl program
success. The proper documentation and analysis of equipment failure is necessary to ensure the
assumptions in the SRS are achieved and to drive continuous improvement long term.

Periodically the actual equipment performance should be compared to the expected performance
to determine whether the SIS equipment is suitable for continued use as is or whether improvement
should be initiated. This analysis should include the complete SIS, including the performance of
specified auxiliary equipment. Repeated SIS failures indicate that the AAI program is not achieving
its intent—to maintain the SIS equipment in the “as good as new” condition.

When performance gaps are identified, root-cause analysis should be conducted to (1) describe
what caused the identified failure, (2) determine the failure impact (3) identify the underlying
reasons for the failure, (4) implement corrective actions, and (5) verify that the corrective actions
addressed the cause. Consideration should then be given to changing the design, installation,
operation, and maintenance practices to reduce the likelihood of failure reoccurrence. “Annex B —
Example demand logs” provides examples of demand logs and trip reports. “Annex C — Example
failure reports” provides examples of device failure reports.

ISA-TR84.00.04 Annex R provides a table of metrics that can be used to track and trend SIS
performance. Multiple trending metrics are included in ANSI/ISA-61511, such as

e process demands,

e time in bypass,

« mean time to restoration,

« dangerous failure rate, and
e spurious trip rate.

The data necessary to perform reliability analysis can come from many different tasks, such as
inspection, preventive maintenance, tests, and fault response. The most difficult part of instituting
reliability improvement is the culture change necessary for data capture and classification, which
must be supported by maintenance and operations personnel. Training and positive reinforcement
is necessary to maintain this effort. Failure reports can be collected from across a facility or a
company and used to identify patterns of failure, indicating systematic or common-cause problems.
One means of monitoring failures is provided by the CCPS/AIChE Process Equipment Reliability
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Database (PERD) initiative. This program develops and distributes failure classification
taxonomies.
4.11 Implementing configuration management and management of change

Change is inevitable, and equipment occasionally needs to be replaced, repaired, or upgraded.
The process facility may be expanded, leading to additional hazardous events requiring new SIF
or placing new requirements on existing SIF. Process and operational changes should be reviewed
through management of change to determine how these changes affect the SIS design and
operating basis. The manufacturer may discontinue or obsolete SIS equipment, so replacement-
in-kind is no longer feasible. Planning must be put in place to ensure that necessary changes do
not increase the risk of hazardous events.

No SIS equipment or program modification should be made without first carrying out a review to
ensure the change does not affect the functionality of the SIF or reduce the risk reduction provided
by the SIF. Validation testing should be done to ensure correct operation when the SIF or SIS
equipment is changed.

For SIS, management of change includes configuration management and replacement-in-kind to
ensure

e appropriate analysis is conducted prior to change implementation,

« approval is obtained from affected parties,

« change is consistent with current practices,

« documentation is completed and consistent with field application, and

« risk is not adversely affected.

Effective management of change requires the use of administrative and physical means to prevent
unauthorized or inadvertent changes. Because the SRS involved input from many disciplines,
changes should be assessed and approved by similar disciplines. Such evaluation is needed for
any change, other than replacement-in-kind, such as:

« adding new SIS equipment;

« changing functional operation of the SIF;

« changing the integrity requirements for the SIF;

« changing the materials of construction;

« changing the required speed of response;

e removing or decommissioning SIS equipment;

« changing the SIS operating environment conditions;

« changing the SIS equipment specification;

« changing the manufacturer or model of SIS equipment;

« modifying SIS equipment installation details (e.g., auxiliary equipment configuration);

« changing the SIS alarm or trip set points;

« changing SIS equipment firmware;

« changing the SIS application program;

« modifying the intervals or procedures for SIS preventive maintenance, diagnostics monitoring,
inspection, or proof test.
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