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PREFACE  

This  preface,  as  wel l  as  al l  footnotes  and  annexes,  i s  i ncluded  for i n formation  purposes  and  i s  not  
part  of  I SA-TR84. 00. 09-201 7.  

Th is  document has  been  prepared  as  part  of  the  service  of  I SA,  the  I n ternational  Society of  
Au tomation ,  toward  a  goal  of  un i form i ty i n  the  f i e l d  of  i nstrumentati on .  To  be  of  real  value,  th is  
document shou ld  not  be  stati c  bu t  shou ld  be  subject  to  period ic  review.  Toward  th is  end,  the  
Society welcomes  al l  comments  and  cri t i cisms  and  asks  that  they be  addressed  t o  the  Secretary,  
Standards  and  Practices  Board ;  I SA;  67  Alexander Drive;  P.  O.  Box  1 2277;  Research  Triang le  
Park,  NC  27709;  Telephone  (91 9)  549 -841 1 ;  Fax  (91 9)  549-8288;  E-mai l :  standards@isa. org .  

I t  i s  the  po l icy of  I SA to  encourage and  welcome the  partic ipation  of  al l  concerned  i nd i vi duals  and  
i n terests  i n  the  development  of  I SA standards,  recommended  practices  and  techn ical  reports.  
Partic ipation  i n  the  ISA standards -making  process  by an  i nd i vidual  i n  no  way consti tu tes  
endorsement by the  employer of  tha t  i nd i vi dual ,  o f  ISA or of  any of  the  s tandards,  recommended  
practices  and  techn ical  reports  that  I SA develops.  

CAUTION  —  ISA DOES NOT TAKE ANY POSITION  WITH  RESPECT TO THE  EXISTENCE OR 
VALIDITY OF ANY PATENT RIGHTS ASSERTED IN  CONNECTION  WITH  TH IS DOCUMENT,  
AND ISA DISCLAIMS LIABILITY FOR THE INFRINGEMENT OF ANY PATENT RESULTING  
FROM  THE USE OF THIS  DOCUMENT.  USERS ARE  ADVISED THAT DETERMINATION  OF THE 
VALIDITY OF ANY PATENT RIGHTS,  AND THE RISK OF INFRINGEMENT OF SUCH RIGHTS,  
IS  ENTIRELY THEIR OWN RESPONSIBILITY.  

PURSUANT TO ISA’S  PATENT POLICY,  ONE OR  MORE PATENT HOLDERS OR  PATENT 
APPLICANTS MAY HAVE DISCLOSED PATENTS THAT COULD BE INFRINGED BY USE OF 
THIS DOCUMENT AND EXECUTED A LETTER OF ASSURANCE COMMITTING  TO THE 
GRANTING  OF A LICENSE ON  A WORLDWIDE,  NONDISCRIMINATORY BASIS,  WITH  A FAIR  
AND REASONABLE ROYALTY RATE AND  FAIR  AND  REASONABLE TERMS AND 
CONDITIONS.  FOR MORE  INFORMATION  ON  SUCH  DISCLOSURES AND LETTERS OF 
ASSURANCE,  CONTACT ISA OR VISIT WWW.ISA.ORG/STANDARDSPATENTS.   

OTHER PATENTS OR PATENT CLAIMS MAY EXIST FOR WHICH  A DISCLOSURE OR LETTER 
OF ASSURANCE HAS NOT BEEN  RECEIVED.  ISA IS NOT RESPONSIBLE FOR IDENTIFYING  
PATENTS OR PATENT APPLICATIONS FOR WHICH  A LICENSE MAY BE  REQUIRED,  FOR  
CONDUCTING  INQUIRIES  INTO THE LEGAL  VALIDITY OR  SCOPE OF PATENTS,  OR  
DETERMINING  WHETHER ANY LICENSING  TERMS OR CONDITIONS PROVIDED IN  
CONNECTION WITH  SUBM ISSION  OF A LETTER OF ASSURANCE,  IF  ANY,  OR  IN  ANY 
LICENSING  AGREEMENTS ARE REASONABLE OR NON-DISCRIMINATORY.  

ISA REQUESTS THAT ANYONE REVIEWING  THIS DOCUMENT WHO IS AWARE OF ANY 
PATENTS THAT MAY IMPACT IMPLEMENTATION  OF THE DOCUMENT NOTIFY THE ISA 
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.    

ADDITIONALLY,  THE USE OF THIS DOCUMENT MAY INVOLVE HAZARDOUS  MATERIALS,  
OPERATIONS OR  PROCESS EQUIPMENT.  THE DOCUMENT CANNOT ANTICIPATE ALL 
POSSIBLE APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED 
WITH  USE IN  HAZARDOUS CONDITIONS.  THE USER OF THIS TECHNICAL  REPORT SHOULD 
EXERCISE SOUND PROFESSIONAL JUDGMENT CONCERNING  ITS USE AND 
APPLICABILITY UNDER THE USER’S  PARTICULAR CIRCUMSTANCES.  THE USER SHOULD 
ALSO CONSIDER THE APPLICABILITY OF ANY GOVERNMENTAL REGULATORY 
LIMITATIONS AND ESTABLISHED SAFETY AND HEALTH  PRACTICES BEFORE 
IMPLEMENTING  THIS TECHNICAL REPORT.   

 

ISA (www. isa. org )  i s  a  nonprofi t  profess ional  association  that  sets  the  standard  for those  who  appl y 
eng ineeri ng  and  technology to  improve the  management,  safety,  and  cybersecuri ty of  modern  
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au tomation  and  contro l  systems used  across  i ndustry and  cri t ical  i n frastructure.  Founded  i n  1 945,  
ISA develops  widel y used  g lobal  s tandards;  certi f i es  i ndustry professionals;  provides  education  
and  train i ng ;  publ i shes  books  and  techn ical  art icles;  hosts  conferences  and  exh ibi ts;  and  provides  
networking  and  career development programs for i ts  40, 000  members  and  400, 000  customers  
around  the  world .  
 
I SA owns  Au tomation .com ,  a l ead ing  on l ine  publ i sher  of  au tomation -related  content,  and  i s  the  
found ing  sponsor of  The  Automation  Federati on  (www.au tomationfederati on . org ) ,  an  association  
of  non-profi t  organ i zations  serving  as  "The  Voice  of  Automation . "  Through  a whol l y owned  
subs id iary,  I SA bridges  the  gap between  standards  and  thei r  implementation  wi th  the  I SA Securi ty 
Compl iance  I nst i tu te  (www. isasecure. org )  and  the  I SA Wireless  Compl iance  I nsti tu te  
(www. isa1 00wci . org ) .  
 
The fo l l owing  members  of  I SA84 Working  Group  9  served  as  acti ve  con tribu tors  i n  the  development 
of  th is  techn ical  report  revis ion :  
 
NAME  AFFILIATION  
Harold  W  Thomas  (Hal ) ,  Chai r  exida  
Kevin  Arnold  Ph i l l i ps  66  
David  Bennett  Ph i l l i ps  66  
Rahu l  Bhojan i  BP  
John  D .  Day Ai r  Products  and  Chem icals  
David  Deibert  Ai r  Products  and  Chem icals  
Andrew Feben  E igen  Ltd  
David  Gunter  Ai r  Products  and  Chem icals  
Eric  Hopp  Rockwel l  Au tomation  
Kevin  Kle i n  Chevron  ETC  
Vic  Magg iol i  Fel tron ics  Corp  
Marcelo  Mol l icone  SYM  PCS  
Nagappan  Mu th iah  Wood  Group  
Eric  Persson  exida  
Jeff  Potter  Emerson  
Richard  Roberts  Suncor  Energy 
E lo ise  Roche  SIS-TECH  Solu t ions  
Byron  Schneidau  BP P ipel i nes  & Log istics  
Herman  Storey Herman  Storey Consu l t i ng  
Pau lo  Vergara  Zavior Consu l t ing  
 

The  fo l lowing  members  of  ISA84 and  I SA99  are  acknowledged  for  thei r  peer  review of  th is  techn ical  

report  revis ion :  

NAME  AFFILIATION  
John  Ayuk  Wood  Group  
Marcio  Baeta  SIS-TECH  Solu t ions  
Marc Baque  Total  
Brad  Bonnette  Wood  Group  
Bob Brown  Consu l tate  LLC  
Libero  Corvag l ia  SIS-TECH  Solu t ions  
Eric  Cosman  OIT  Concepts  
John  Cus imano  aeSolu t ions  
David  Dalke  Wood  Group  
Koj i  Demach i  Yokogawa 
Harvindar  Gambh i r  Rel i ance  J IO  
James  G i ls inn  Kenexis  Consu l t i ng  
Pau l  Gruhn  aeSolu t ions  
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Rahu l  Gupta  Wood  Group  
James  Harris  UOP  
Jean-Pierre  Hauet  KB I n te l l i gence  
Wi l l iam  Hearn  SIS-TECH  Solu t ions  
Denn is  Ho lstein  OPUS Consu l t ing  Group  
Eric  Jand ik Chevron  ETC  
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Scott  N ie lsen  Wood  Group  
Khar Peng  Ong  Chevron  ETC  
N icholas  Sands  DuPon t  
Angela  Summers  SIS-TECH  Solu t ions,  LP  
Joseph  Weiss  Appl ied  Contro l  So lu tions  
Denn is  Zetterberg  Chevron  
 

The  fol l owing  served  as  members  of  the  Standards  and  Practices  Board  and  approved  the  
document on  1 0  Apri l  201 7:  

NAME AFFILIATION 

M.  Wilkins,  Vice President Yokogawa 
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FOREWORD 

This  techn ical  report  i s  part  of  a  series  of  s tandards  and  techn ical  reports  that  address  the  i ssue  
of  safety i nstrumented  system  securi ty.  I t  has  been  developed  by Working  Grou p  9  of  the  ISA84 
committee  i n  cooperation  wi th  the  I SA99  committee.  

Th is  techn ical  report  provides  gu idance  on  how to  implement  cybersecuri ty  wi th in  the  I EC-61 51 1  
and  ISA-84. 00. 01 -2004  l i fecycle.  Th is  i s  the  second  i ssue  of  th is  techn ical  report.  Members  of  the  
ISA84 and  I SA99  committees  contribu ted  to  th is  effort.  

Readers  of  th is  techn ical  report  are  asked  to  send  comments  on  the  conten t  and  suggestions  for 
coverage i n  fu ture  revis ions  to  the  fo l l owing  emai l  address :  

standards@isa.org  
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0 Introduction  

0.1  Executive  summary 

Safety I nstrumented  Systems (SIS)  represent  one  layer  of  protection  that  may be  implemented  i n  
order  to  reduce  risk wi th in  the  process  i ndustry.  Other  l ayers  of  protection  may cons ist  of  
i nstrumented  systems  perform ing  alarms,  i n terlocks,  perm iss ive  functi ons  or contro ls  us i ng  
devices  wi th i n  the  basic  process  contro l  system  (BPCS) ,  as  wel l  as  non - instrumented  systems  
such  as  re l i ef  devices,  check valves,  etc.  Trad i t ional  process  hazard  anal ysis  (PHA) ,  i n  the  past,  
has  general l y excluded  the  potential  for cyber related  attacks  to  cause  process  safety i nciden ts.  
G iven  that  targeted  attacks  on  i ndustrial  au tomation  and  contro l  systems ( IACS) ,  i nclud ing  the  
systems execu ting  safety contro ls,  alarms ,  and  i n terlocks  (SCAI ) ,  have  occurred  and  these  
systems are  increas ing ly being  connected  to  other business  systems,  cyber vu lnerabi l i ti es  
represent a  s i gn i ficant potential  for common  mode fai lu re.  As  a  resu l t,  i t  i s  necessary i n  today’s  
world  to  i nclude  cyber r isk in  the  overal l  PHA.  

Withou t  addressing  cybersecuri ty  throughout  the  en ti re  safety l i fecycle,  i t  i s  not  possible  to  
adequatel y understand  the  relati ve  i ndependence  and  i n tegri ty of  the  various  l ayers  of  protection  
that  i nvolve  i nstrumented  systems,  i nclud ing  the  SIS.  

The  underl yi ng  prem ise  of  th is  document i s  to  help  the  reader understand  how to  i n tegrate  
cybersecuri ty i n to  the  safety l i fecycle .  Gu idance  i s  provided  on  how to  implement,  operate  and  
maintain  safety con tro ls ,  alarms ,  and  i n terlocks  (SCAI )  i n  a  secure  manner.  As  part  of  th is  
i n tegrati on ,  i t  shou ld  also  be  understood  that  ach ieving  h i gher  securi ty l evels  may resu l t  i n  less  
conven ience  to  the  end  user.  Addressing  cybersecuri ty  and  functional  safety of  the  SCAI  systems 
wi th i n  the  I ACS  requ i res  that  th is  document  serve  both  the  I SA84 series  of  standards  as  wel l  as  
the  ANSI /ISA-62443  series  of  standards.   

0.2 Integrated  l i fecycle  

The work process  to  ensure  securi ty of  the  IACS shou ld  accoun t  for  the  enti re  functional  safety 
l i fecycle,  i nclud ing  risk assessment,  des ign ,  manufacture,  factory acceptance  testi ng  (FAT) ,  s i te  
acceptance testing  (SAT) ,  comm ission ing ,  operati on ,  main tenance,  the  ongoing  mechan ical  
i n tegri ty program ,  modi f i cation  and  decomm ission ing .  As  part  of  the  safety l i fecycle  (S LC) ,  as  
documented  i n  I SA-84.00.01 -2004 (see  Fi gure  1 ) ,  securi ty shou ld  be  addressed  at  al l  phases.  

Figu re  2  seeks  to  show,  at  a  h igh  l evel ,  how  functional  safety and  cybersecuri ty cou ld  i n tegrate  
wi th i n  the  overal l  safety l i fecycle,  s tart ing  wi th  a new process  plant  at  the  i n i t i al  scope stage  and  
con tinu ing  throughout  al l  phases  of  the  l i fecycle.  Al though  the  N IST (National  I nst i tu te  of  Standards  
and  Technology)  framework i s  not  the  on l y one  that  can  be  selected,  i t  was  used  as  a qual i ty 
assurance tool  when  developing  th is  techn ical  report  to  help  ensure  any potential  gaps  were  
m in im ized .  The  overal l  resu l t  i s  an  example  of  a s ing le  process  safety management process,  
i ncorporating  I EC-61 51 1 ,  I SA-84.00.01 ,  ANSI /ISA-84. 91 . 01 ,  Draft  I SA-84. 91 .03,  and  the  
appl icable  ANSI /ISA-62443  series  of  s tandards.  Add i t i onal  l i fecycle  detai l s  are  provided  
throughou t  th is  techn ical  report.  I t  i s  recogn ized  that  the  l i fecycle  f i gures  i n  th is  techn ical  report  
are  an  i n terpretation  and  that  there  may be  other  appropriate  means  to  address  the  I EC 61 51 1  
l i fecycle  wi th  respect  to  functional  safety and  cybersecuri ty.  I t  shou ld  al so  be  recogn ized  that  
d i fferent  functional  d iscipl ines  wi l l  of  necess i ty be  responsible  for  d i fferen t  aspects  of  the  l i fecycle.  
Th is  techn ical  report  i s  main l y targeted  at  process  con tro l ,  process  safety,  and  operati ons  
personnel  so  that  the  impact  of  cybersecuri ty regards  process  safety can  be  better und erstood  as  
wel l  as  to  help  understand  the  necessary re lationsh ip  wi th  i n formation  technology ( IT)  personnel .  
Wh i le  not  d i rectl y targeted  at  I T  personnel ,  they may f ind  th is  document  usefu l  regards  the  
re lationsh ip  between  safety and  cybersecuri ty i n  the  process  i ndustry.  
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Figure 1  –  Graphical  representation  of  the  safety l i fecycle  

 

NOTE  The  clause  numbers  wi th i n  the  e l ements  o f  F i gu re  1  above  refer to  c l auses  i n  
I SA-84. 00. 01 -2004  Part  1  ( I EC  61 51 1 - 1  Mod ) .   

 

Full document details: ISA TR84.00.09-2017

http://www.avadocuments.com/doc/isa-tr84-00-09-2017
http://www.avadocuments.com/doc/isa-tr84-00-09-2017


 -  1 3  -  ISA-TR84.00. 09-201 7  

 

Figure 2  –  Cybersecuri ty  l i fecycle  integ rated  wi th  process safety management  

 

0.3 Safety versus  cybersecuri ty considerations  

Trad i t i onal l y,  d i fferent  d iscipl i nes  have  deal t  wi th  safety and  cybersecuri ty  wi th  not  much  overlap .  
I n  today’s  world ,  nei ther functional  safety nor i n formation  technology are  independent of one  
another.  I t  i s  important  for both  functional  areas  to  understand  the  d i fferences  as  wel l  as  the  
overlaps  so  that  j o i n t l y,  appropriate  best  practices  can  be  emplo yed  and  any cu l ture  of “Us  versus  
Them”  can  evolve  i n to  ”We. ”  As  such ,  i t  i s  importan t  to  understand  the  typical  d i fferences  i n  how 
the  IT  profess ional  views  thei r  requ i rements  versus  how a process  con tro l  eng ineer  views thei rs.  

Common  d i fferences  between  IT  and  I ACS that  typical l y exist  today are  included  i n  Table  1 :  

  

Full document details: ISA TR84.00.09-2017

http://www.avadocuments.com/doc/isa-tr84-00-09-2017
http://www.avadocuments.com/doc/isa-tr84-00-09-2017


ISA-TR84. 00. 09-201 7  -  1 4  -   

Table  1  –  Current  snapshot  comparison  of  IT  versus  IACS d iscipl ines  

 I T  IACS  

Response  t ime  performance  Lim i ted  knowl edge  of  process  
response  t ime  requ i remen ts  

Shou l d  be  real  t ime  re lat i ve  to  the  
process  dynam ics,  e . g . ,  m i l l i -
seconds,  seconds.  

Avai l abi l i ty  Occasional  ou tages  to lerated  Ou tages  not  to l erabl e  

Data  con fi den ti al i ty  Data pri vacy i s  cri t i cal  Data pri vacy  general l y  l ess  cri t i cal  

Data  i n teg ri ty  /  Confi gu rati on  and/or 
software  i n teg ri ty  

Cri t i cal  Cri t i cal  

Techno logy l i fecycle  3  –  5  years  20+  years  

Ou tsou rci ng  Common  Less  common  

Patch ing  Timely  Less  frequent  /  As  requ i red  

An ti -vi rus  Common  Old  l egacy systems  may not  be  
supported .  Poten ti al  undes i rabl e  
s i de-effects  wi th  real - t ime  process  
con tro l  software .    

Cybersecuri ty  awareness  Good  Poor /  I mprovi ng  

Process  safety ri sk awareness  Poor  Good  

Risk assessment  g ranu lari ty  Coarse  (e . g . ,  al l  con tro l  l oops)  F i ne  (e. g . ,  i n d i vi dual  l oop)  

Changes  Easy to  implemen t  D i ff i cu l t  to  implement  

Safety i n teg ri ty  awareness   Poor  Good  

PHA reval i dati on  No  expl i c i t  requ i rement  No  g reater than  5  years  

 

Successfu l  cybersecuri ty programs consider  the  d i fferences  between  trad i t i onal  I T  ro les  and  
IACS to  develop  a  cohes ive  program  that  del i vers  on  the  needs  of  both  organ izati ons.   

Table  2  below con trasts  cybersecuri ty  versus  functional  safety as  a  functi on  of  the  safety l i fecycle.  

  

Full document details: ISA TR84.00.09-2017

http://www.avadocuments.com/doc/isa-tr84-00-09-2017
http://www.avadocuments.com/doc/isa-tr84-00-09-2017


 -  1 5  -  ISA-TR84. 00. 09-201 7  

Table 2 –  Comparison  of  functional  safety and  IT cybersecurity in  IACS using  a  l ifecycle 
approach  [21 ]  

Li fecycle  phase Functional  safety IACS cybersecuri ty 

 

 

 

 

 

 

 

 

 

Risk 

analysis 

Target of 

evaluation  

-  Equipment under control  (EUC)  -  S ys tem  u nder Consi derati on  (SuC)  

 

 

Fai lure 

l ikelihood 

- Random fai lures due to operational  and environmental  
stresses 

-  Systematic failures due to errors during  safety l i fecycle  

-  Threats:  in ternal,  external  or combination 

-  Vu lnerabil ities due to 

  component or system design flaws 

  making  non-val idated changes  

  not fol lowing  cybersecuri ty practices and 
procedures  

  Threats exploi ting  vulnerabi l i ties leads  to 
fai lure  

Consequence 

severi ty 

-  Impact on environment,  heal th  and safety of personnel  
and the general  publ ic 

-  Loss of availabi lity and/or data integri ty has direct 
impact,  and loss of confidentiali ty has ind irect impact on 
functional  safety 

 

 

Risk 

categorization  

-  Based on l ikelihood and  severity;  ri sk may be quanti fied  -  Based on l ikelihood and severity;  risk is currently 
quali tative 

-  Risk categorization  for every cybersecuri ty requirement  

-  Mul ti -d imensional  problem  

-  Assigned to zone wi th  target SL for each zone/condui t  

 

 

Risk mi tigation 

measures  

-  Rel ies on independent protection layers concept 

-  Safeguards reduce l ikelihood of consequence 
evaluated 

-  Identifies integri ty requirements for safeguards;  for SIF 

assigns target SIL  

-  Rel ies on  cybersecurity countermeasures wi thin  zones,  
condu its interconnecting  zones,  and defense i n  depth 
concept 

-  Countermeasures reduce l ikelihood 

-  Identi fies requ irements for countermeasures to meet 
the zone target SL for each threat vector 

 

Implementation  of measures 

-  Safety manual  for components 

-  Quantitative SIL verification for SIF 

-  Cybersecurity manual  for components  

-  Verification th rough di fferent levels of testing  for target 
SL 

 

 

 

Operation  and maintenance 

- Restrict access to IACS components to competent 

personnel  with  necessary access privileges  

-  Periodic testing  of measures  

-  Demand rate and component failures to be moni tored 

-  Awareness and training  

-  Restrict access to IACS components to competent 

personnel  with  necessary access privileges  

-  Periodic testing  of measures  

-  Frequent reviews to ident ify new vulnerabi li ties and 
take appropriate action,  if  necessary 

-  Awareness and training  

-  Cyber risk reassessment after each  software or 
hardware change 

Management system  - Defines requi rements for competency,  training,  

verificat ion,  testing ,  audit,  MOC,  and documentation  

-  Defines requi rements for competency,  training ,  

veri fi cation,  testing ,  audit,  MOC,  and documentation 
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1  Scope  

This  document i s  i n tended  to  address  and  provide  gu idance on  i n tegrati ng  the  cybersecuri ty 
l i fecycle  wi th  the  safety l i fecycle  as  they re late  to  Safety Contro ls,  Alarms,  and  I n terlocks  (SCAI ) ,  
i nclus ive  of  Safety I nstrumented  Systems (SIS) .  Th is  scope  i ncludes  the  work processes  and  
coun termeasures  used  to  reduce  the  risk i nvolved  due  to  cybersecuri ty th reats  to  the  I ndustrial  
Au tomation  and  Contro l  System  ( IACS)  network.  

Th is  scope provides  recommendations  to  ensure  SCAI  are  adequatel y secured  due  to  the  potential  
for cyber attacks  that  can  act  l i ke  common  mode  fai l u res  that  i n i t i ate  a hazardous  demand  and  
also  prevent  i nstrumented  protection  functi ons,  i nclud ing  the  SIS ,  from  perform ing  thei r  i n tended  
purpose.  The  scope  i s  i n tended  to  address  cybersecuri ty from  both  external  and  i n ternal  th reats.  
Al though  not  d i rectl y wi th i n  the  scope,  enterpri se  networks,  business  networks  and  process  
i n formation  networks  (dem i l i tari zed  zones)  that  represent  a  threat  vector to  the  SCAI  systems,  or  
con tain  coun termeasures  that  reduce  the  ri sk to  the  SCAI  systems  from  external  cyber  th reats ,  are  
i ncluded .  

The  scope  does  not  address  physical  plant  protection  ( for example,  fences,  bo l lards,  and  
g round ing )  that  has  the  i n tent  of  preventi ng  unauthori zed  entry i n to  the  plan t  so  as  to  prevent  theft ,  
vandal ism ,  or  phys ical  damage,  bu t  does  address  phys ical  access  i ssues  re lated  to  cybersecuri ty  
of  the  I ACS (1 2. 4  of  th i s  techn ical  report ) .  SCAI  systems that  are  constructed  exclus ivel y of  
e lectrical /e lectron ic  components  wi thout  d i g i tal  s ignal  technology are  not  vu lnerable  to  
cybersecuri ty attacks ,  and  these  technolog ies  are  not  d iscussed  i n  th is  techn ical  report.  

2 References   

The fo l lowing  documents  are  importan t  for understand ing  th is  techn ical  report.  For  dated  
references,  on l y the  ed i ti on  c i ted  appl i es.  For undated  references,  the  l atest  ed i t ion  of  the  
referenced  document  ( i nclud ing  any amendments)  appl i es.  For i n formation  on  obtain ing  I SA 
standards  and  techn ical  reports,  vis i t:  www. i sa. org /fi ndstandards  

I n  add i t i on ,  readers  shou ld  be  aware  of  the  ongoing  development of  add i t i onal  s tandards  i n  the  
ANSI /ISA-62443  series,  Security for Industrial Automation and Control Systems ,  l i sted  in  the  
Bibl i ography.  For an  update  on  the  status  of  these  standards,  vis i t  h ttps: //www. isa.org/isa99/  .   

  I EC-61 508-201 0,  Functional Safety of Electrical/Electronic/Programmable Electronic Safety-
Related Systems  

  I EC-61 51 1 -1 ,  Functional Safety: Safety Instrumented Systems for the Process Industry Sector 
–  Part 1: Framework,  Definitions,  System,  Hardware and Software Requirements .  

  I SA-84. 00. 01 -Part  1  ( I EC  61 51 1 -1 ) ,  Functional Safety: Safety Instrumented Systems for the 
Process Industry Sector –  Part 1: Framework,  Definitions,  System,  Hardware and Software 
Requirements.  

  ANSI /ISA-84.91 . 01 -201 2,  Identification and Mechanical Integrity of Safety Controls,  Alarms,  
and Interlocks in the Process Industry,  201 2.   
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3 Terms,  defin i tions,  abbreviated  terms,  acronyms,  and  conventions  

3.1  Terms and  defin i t ions  

Condu i t   
[ANSI /I SA-62443-1 -1  &   

I SA  - 62443 -1 -2  revi sed ]  

1 )  Log ical  g rouping  of  communication  assets  that  protects  the  securi ty 
of  the  channels  i t  contains .  

2)  Log ical  g rouping  of  communication  channels ,  between  connecting  two  
or more  zones  that  share  common  securi ty requ i rements .  

Note  to  en try:  Condu i ts  are  analogous  to  the  way that  a  phys i cal  condu i t  protects  cables  
from  phys i cal  damage.   

Countermeasure  
[ANSI /I SA-62443-1 -1 ]  

Act ion ,  device,  procedure,  or  techn ique  that  reduces  a  threat,  a  
vu lnerabi l i ty,  or  an  attack by e l im inating  or  preventi ng  i t ,  by m in im izing  
the  harm  i t  can  cause,  or  by d iscoveri ng  and  reporting  i t  so  that  
corrective  action  can  be  taken .  

Note  to  en try:  The  term  “con tro l ”  i s  a l so  used  to  descri be  th i s  concept  i n  some contexts .  
The  term  coun termeasu re  has  been  chosen  to  avoi d  c on fus ion  wi th  the  word  con tro l  i n  
the  context  of “process  control ” .   

Cyber asset  Device  contained  wi th in  the  system  under  cons iderati on  (SuC) ,  e. g . ,  
con trol l er,  server,  eng ineering  work station ,  etc.  

Cyber i ncident  Communicati on  wi th  an  E/E/PE device  wi th in  a contro l  system  that  
negati ve l y impacts  process  safety,  the  envi ronment,  operations,  
conf idential i ty,  SCAI  i n tegri ty,  or  I ACS avai labi l i ty  

Cybersecuri ty   
[ I SA - 62443- 1 -2 ]  

Measures  taken  to  protect  a computer or computer system  against  
unauthori zed  access  or attack  

I ndustrial  
Au tomation  and  
Contro l  System  
( IACS)  [ I SA  -62443 -3-3 ]  

Co l lection  of  personnel ,  hardware,  software  and  pol ici es  i nvolved  in  the  
operati on  of  the  i ndustrial  process  and  that  can  affect  or  i n f l uence  i ts  
safe,  secure  and  re l iable  operati on .  

Risk A measure  of  human  i n j u ry,  envi ronmental  damage,  econom ic  l oss,  l oss  
of  i n te l l ectual  property or l oss  of  pri vacy i n  terms  of  both  the  inciden t  
l i kel i hood  and  the  magn i tude  of  the  l oss  or i n j u ry.  A s impl i f i ed  vers ion  of  
th is  re lat ionsh ip  expresses  r isk as  the  product  of  the  l ikel i hood  and  the  
consequences  ( i . e . ,  ri sk =  consequence x  l i kel i hood)  of  an  i ncident.  

Risk Reduction  
Factor  (RRF)  -  
Target  

The  measure  of  the  degree  of  ri sk reducti on  requ i red  to  ach ieve  
to lerable  r isk.  RRF  can  be  expressed  as  the  ratio  of  u nm i t i gated  ri sk 
d ivi ded  by to lerable  r isk.  

Risk Reduction  
Factor  (RRF)  -  
Ach ieved  

The  measure  of  the  degree  of  ri sk reducti on  ach ieved  by a safeguard,  
coun termeasure,  or  protecti on  s trategy.  Ach ieved  RRF can  be  
expressed  as  the  rat io  of  unm i ti gated  r isk d i vided  by m i t i gated  r isk 
resu l t ing  from  that  safeguard ,  coun termeasure,  or  protecti on  
strategy.   For an  independen t l ow demand  safety function ,  th is  ca n  be  
expressed  as  the  reciprocal  of  the  average probabi l i ty of  fai lu re  on  
demand.  

Risk to lerance  Wi l l ingness  by au thori ty having  j u risd icti on  to  l i ve  wi th  a  r i sk so  as  to  
secure  certain  benefi ts  i n  the  confi dence that  the  ri sk i s  one  that  i s  worth  
taking  and  that  i t  i s  being  properl y con tro l led .  However,  i t  does  not  impl y 
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that  everyone  wou ld  agree  wi thou t  reservati on  to  take  th is  r i sk or  have  i t  
imposed  on  them .  

Risk to lerance 
cri teria [CCPS  Cri teri a]  

A predeterm ined  measure  of  r i sk used  to  ai d  decis ions  abou t  whether  
fu rther  efforts  to  reduce  risk are  warran ted.   

Safety [ I SO/I EC  Gu i de  

51 : 1 999 ,  d ef i n i t i on  3 . 1 ]  

 

Freedom  from  unacceptable  r isk.  

Safety con tro ls ,  
alarms  and  
i n terlocks   
[ANSI /I SA-84 . 91 . 0 1 ]  

Process  safety safeguards  implemented  wi th  i nstrumentati on  and  
con trols ,  used  to  ach ieve  or main tain  a  safe  state  for a process,  and  
requ i red  to  provide  ri sk reduction  wi th  respect  to  a speci fic  hazardous  
even t.  

Note  1  to  en try:  There  are  many  types  of  safety  con tro l s ,  al arms,  and  i n terl ocks,  for  
example:  safety  alarm ,  safety  i n terl ock,  safety  perm iss i ve,  detecti on  or  suppress ion ,  
emergency shu tdown ,  safety  cri t i cal  con tro l ,  and  safety  i nstrumente d  system .  The  terms 
l i s ted  i n  the  i l l ustrat i on  are  not  i n tended  to  be  construed  as  the  on l y  terms  appl i ed  to  
safety con tro ls ,  al arms,  and  i n terl ocks ;  nei ther shou ld  i t  be  assumed  that  each  type  i s  
necessari l y  separate  and  i ndependent.  

Note  2  to  en try:  Refer to  I SA-84. 00. 01 -2004  ( I EC  61 51 1  Mod)  for add i t i onal  requ i rements  
re l ated  to  safety  i nstrumented  systems.  

Note  3  to  en try:  Examples  of  non - i nstrumen ted  safeguards  i ncl ude  ruptu re  d i sks ,  re l i e f  
val ves,  d i kes,  etc.   

Securi ty l evel  
[ANSI /I SA-62443-1 -1 ]  

Level  correspond ing  to  the  requ i red  effecti veness  of  countermeasures  
and  i nherent  securi ty properti es  of  devices  and  systems for a  zone  or  
condu i t  based  on  assessment of  r i sk for the  zone  or condu i t .   

Securi ty l evel  0   
[ I SA - 62443-3-2 ]  

Securi ty l evel  wi th  the  fo l l owing  attribu tes:  
  No  speci f ic  requ i rements  or  securi ty protecti on .  

Securi ty l evel  1  Securi ty l evel  1  has  the  fo l l owing  attribu tes:  

  I n tended  to  protect  against  casual  or  co incidental  vio lati on  
  Countermeasure  and  detecti on  e ffecti veness  capable  of  

delaying  or  denying  an  attack for a  period  of  4  to  8  hour  

Securi ty l evel  2  Securi ty l evel  wi th  the  fo l l owing  attri bu tes:  

  I n tended  to  protect  against  i n ten tional  vi olati on  us i ng  s imple  
means  wi th  l ow resources,  generic  ski l l s  and  low motivation  

  Countermeasure  and  detecti on  effecti veness  capable  of  
delaying  or  denying  an  attack for a  period  of  days  

  Order of  magn i tude  improvement i n  ri sk reduction  factor (RRF)  
over  a securi ty l evel  1  

Securi ty l evel  3  Securi ty l evel  wi th  the  fo l l owing  attri bu tes:  

  I n tended  to  protect  against  i n ten tional  vio lati on  us ing  
soph isticated  means  wi th  moderate  resources,  I ACS speci fi c  
ski l l s  and  moderate  motivation  

  Countermeasure  and  detecti on  effecti veness  capable  of  
delaying  or  denying  an  attack for a  period  of  days  to  weeks  
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  Order of  magn i tude  improvement  i n  ri sk reducti on  factor (RRF)  
over  a securi ty l evel  2  

Securi ty l evel  4  Securi ty l evel  wi th  the  fo l l owing  attri bu tes:  

  I n tended  to  protect  against  i n ten tional  violati on  us ing  
soph ist icated  means  wi th  extended  resources,  I ACS speci fi c  
ski l l s  and  h igh  moti vation  

  Countermeasure  and  detection  effecti veness  capable  of  
delaying  or  denying  an  attack for a  period  of  weeks  to  mon ths  

  Order of  magn i tude  improvement  i n  ri sk reducti on  factor (RRF)  
over  a securi ty l evel  3 .  

Threat  
1 )  Poten tial  for  vio lati on  of  securi ty,  wh ich  exists  when  there  i s  a 

ci rcumstance,  capabi l i ty,  acti on  or even t  that  cou ld  breach  securi ty 
and  cause  harm .  

2)  Ci rcumstance  or even t  wi th  the  poten tial  to  adversel y affect  
organ izational  operations  ( e. g . ,  m ission ,  functi ons,  reputati on ) ,  
organ i zational  assets,  I ACS,  or  personnel  via means  contrary to  
securi ty pol icy,  i n tenti onal l y or un in ten tional l y cause  the  
destructi on ,  d isclosure,  modi ficati on  of  data,  contro l  l og ic,  SCAI  
l og ic,  and/or  den ial  of  service.   

Threat  agen t   Method(s) ,  i nd ividual (s)  or organ ization(s)  that  cou ld  breach  the  
securi ty of  a  faci l i ty,  operati on  or system  by exploi ti ng  a vu lnerabi l i ty  

Threat vector   
[ I SA - 62443- 1 -2 ]  

Path  or means  by wh ich  a th reat  agen t  can  gain  access  to  an  asset  
resu l ti ng  i n  a  negati ve  ou tcome  

Unm i ti gated  cyber  
risk 

Level  of  r i sk that  i s  present  i n  a  system  before  any cybersecuri ty  
coun termeasures  are  considered  

Vulnerabi l i ty  
[ I SA - 62443- 1 -2  s l i g h t  revi s i on  

to  no .  2 ]  

1 )  Flaw or weakness  in  a  system 's  design ,  implementati on ,  or  
operation  and  management  that  cou ld  be  exploi ted  to  vi o late  the  
system 's  i n tegri ty or securi ty po l icy.  

2)  Weakness  i n  an  IACS functi on ,  procedure,  i n ternal  con trol  or  
implementati on  that  cou ld  be  explo i ted  or tri ggered  by a  threat  
source,  e i ther i n ten tional l y des igned  in to  computer  components  
(e. g . ,  remote  port  access)  or  acciden tal l y i nserted  at  any t ime 
duri ng  the  l i fecycle.  

Zone  [ I SA  - 62443-3 -3 ]  G rouping  of  l og ical  or  physical  assets  that  share  common  securi ty 
requ i rements .

 

Note  to  en try:   A  zone  has  a  c l ear border.   The  secu ri ty  pol i cy  o f  a  zone  i s  typi cal l y  
en forced  by a  combinat ion  of  mechan i sms  both  at  the  zone  edge  and  wi th i n  the  zone.  

For addi t ional  def in i t ions ,  see  I EC-61 51 1  [2 ] ,  I SA-84. 00. 01 -2004  [3 ] ,  and  I SA-62443-1 -2  [5 ]   

3.2 Abbreviated  terms and  acronyms  

The abbreviated  terms  and  acronyms used  i n  th is  document  are  defi ned  as  fo l l ows:  

ACL Access  Contro l  List  

APT Advanced  Persisten t  Threat  

ALARP  As  Low as  Reasonabl y Practical  
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ANSI  American  National  Standards  I nsti tu te  

BPCS Basic  Process  Contro l  System  

CCPS  Center  for Chem ical  Process  Safety  

CFAT  Cybersecuri ty Factory Acceptance Test  

CMMI -SVC  Capabi l i ty Maturi ty Model  I n tegration  -  Services  

COM  Communication  Modu le  

COTS Commercial  off  the  Shel f  

CSA Cybersecuri ty  Assessment  

CSAT Cybersecuri ty S i te  Acceptance Test  

CSRS Cybersecuri ty  Requ i rements  Speci f ication  

DC  Data Confiden tial i ty  

DEP  Data Execu tion  Prevention  

DoS  Den ial  of  Service  

DNP  Distribu ted  Network Protocol  

EMC  E lectromagnetic  Compatibi l i ty  

FAT Factory Acceptance  Testing  

FR  Foundational  Requ i rement  

FSA Functi onal  Safety Assessment  

H&RA Hazard  and  Risk Assessment  

HAZID  Hazard  I denti f ication  Assessment  

HAZOP  Hazard  and  Operabi l i ty Method  

H IDS  Host  I n trusion  Detection  System  

HMI  Human  Mach ine  I n terface  

HSE  Heal th  and  Safety Executi ve  

HTTPS  Hypertext  Transfer  Protocol  Secure  

IAC  I denti f icati on  and  Au then tication  Con tro l  

IACS  I ndustrial  Au tomation  and  Con tro l  Systems  

IAMS *  I nstrument  Asset  Management  System  

IEC  I n ternational  E lectrotechn ical  Commission  

IP  I n ternet  Protocol  

ISA I n ternational  Society of  Au tomation  

ISO  I n ternational  Organ ization  for  Standard ization  

IT  I n formation  Technology  

LOPA Layer of  Protecti on  Anal ysis  

MOC Management of  Change  

MI  Mechan ical  I n tegri ty  
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N IDS  Network I n trus ion  Detecti on  System  

N IPS  Network I n trus ion  Preventi on  System  

N IST National  I nsti tu te  of  Standards  and  Technology  

N IC  Networked  I n terface  Card  

OPC  Open  Platform  Communications  

OS  Operating  System  

PCN  Process  Contro l  Network  

PE  Programmable  Equ ipment  

PES  Programmable  E lectron ic  System  

PHA Process  Hazard  Anal ys is  

PIN  Process  I n formation  Network  

PKI  *  Publ ic  Key I n frastructu re  

PSSR Pre-startup Safety Review  

RA Resource  Avai labi l i ty  

RAGAGEP  Recogn ized  and  General l y Accepted  Good  Eng ineering  Practices  

RFI  Rad io  Frequency I n terference  

RDF Restricted  Data F low 

SAT Si te  Acceptance  Testing  

SCAI  Safety Contro ls,  Alarms,  and  I n terlocks  

SI  System  I n tegri ty  

SIF  Safety I nstrumented  Function  

SI L  Safety I n tegri ty Level  

SIS  Safety I nstrumented  System  

SL *  Securi ty Level  

SL-A Securi ty Level  Ach ieved  

SL-C  Securi ty Level  Capabi l i ty  

SL-T Securi ty Level  Target  

SLC  Safety Li fecycle  

SRS  Safety Requ i rements  Speci fi cation  

SSH  Secure  Shel l  Protocol  

SuC  System  under  Consideration  

TRE  Timely Response to  Events  

UC  Use  Contro l  

USB  Un iversal  Serial  Bus  

NOTE   Acronyms  and  associated  terms  marked  wi th  an  asteri sk do  not  appear i n  I EC  61 51 1 .  
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4 Management  of  SCAI  cybersecuri ty i n  the process sector  

4.1  Objective  

Successfu l  management of  safety i ncludes  a  series  of  functional  safety and  cybersecuri ty  re lated  
management acti vi ti es ,  al l  of  wh ich  are  necessary i n  order  to  ensure  that  functi onal  safety 
obj ecti ves  are  met.  The  functional  safety management system  is  i n tended  to  ensure  the  assumed  
performance i s  ach ieved  by the  SCAI .  As  such ,  for  the  remainder  of  th is  document,  h igher l evel  
terms  such  as  IACS  and  SCAI  wi l l  be  used  when  referri ng  to  the  organ izations  associated  wi th  
those  po l ic ies  and  s trateg ies,  i ncl ud ing  management of  phys ical  access  re lat i ng  to  functi onal  
safety and  cybersecuri ty of  SCAI .  

4.2 Guidel ines  

4.2.1  General  

An  organ ization ’s  functi onal  safety po l icy and  s trategy shou ld  be  underpinned  by an  organ izational  
cybersecuri ty strategy,  both  of  wh ich  wi l l  be  supported  by robust  performance measurement  
procedures.  Cybersecuri ty  coun termeasures  employed  by an  organ ization  shou ld  consist  of  both  
cybersecuri ty po l ic i es  and  procedure- level  coun termeasures  as  wel l  as  techn ical  countermeasures.  
Cybersecuri ty po l ic i es  and  procedure- level  countermeasures  may i nclude  staff  trai n ing  and  
awareness  programs,  test i ng  programs,  change  management  programs,  i denti f ication  and  
au thori zati on  procedures,  and  the  l ike.  The  pol ic ies  shou ld  b e  understood  and  supported  by sen ior  
management.  

Any cybersecuri ty  management  system  implemented  wi th i n  an  organ ization  shou ld  have  included  
i n  i t  cond i t i ons  wh ich  d ictate  re -evaluating  the  risk assessment.  These  may i nclude,  bu t  are  not  
l im i ted  to  

  developing  a new,  or design ing  a modi f ication  to ,  an  existi ng  process  contro l  system  or  
SCAI  system ;  

  implementing  a new or  mod i f ied  process  con tro l  system  or  SCAI  system ;  and   

  ret i r i ng /decomm ission ing  a  process  contro l  system  or SCAI  system .  

4.2.2 Organization  and  resources  

Those  responsible  for  the  execution  and/or measurement  of  the  performance  for each  of  the  safety 
l i fecycle  phases  shou ld  be  c learl y i den ti f i ed  and  then  communicated  to  appl icable  personnel  so  
that  they understand  thei r  accountabi l i ti es  and  respons ibi l i t ies  therein .  These  roles  and  
responsibi l i t i es  extend  beyond  the  organ ization  i tsel f  and  i ncludes  product  suppl iers  as  wel l .  There  
are  a range  of  potential  requ i rements  that  may apply,  requ i ri ng  a breadth  of  appl icable  eng ineeri ng  
competencies ,  i nclud ing  process  eng ineering ,  i nstrumentati on  and  contro ls ,  cybersecuri ty,  
physical  securi ty,  l egal  and  regu latory knowledge,  functional  safety eng ineering ,  etc.  

The  ro les  and  responsibi l i t i es  associated  wi th  cybersecuri ty  shou ld  be  al i gned  wi th  both  in ternal  
ro les  as  wel l  as  wi th  external  partners.  

The  complexi t i es  and  potential  shortfal l s  i n  i nd ividual ,  organ izati onal ,  and  product  suppl ier  
competency wh i l e  main tain i ng  cybersecuri ty  and  functional  safety  wi th i n  the  IACS  are  such  that  a 
sustainable,  aud i table  program  of  trai n ing ,  fam i l iari zation  and  assessment  i s  recommended .  

4.2.3 Competency 

The  ach ievement  of  functi onal  safety and  cybersecuri ty  requ i res  the  implementation  of  the  safety 
l i fecycle  wh i le  ensuring  that  persons  who  are  responsible  for  any safety l i fecycle  ac ti vi t ies  also  
have  the  appropriate  competency i n  cybersecuri ty.  The  fo l l owing  competence  factors  shou ld  be  
addressed  when  assess ing  as  wel l  as  j usti fyi ng  the  competency l evel  of  persons  to  carry ou t  thei r  
du ties:  
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  Experience  appropriate  to  the  appl icati on  area 

  Experience  appropriate  to  the  i n formation  technology and  have  the  abi l i ty to  demonstrate  
knowledge  

  Experience  appropriate  to  the  IACS technology and  have  the  abi l i ty to  demonstrate  
knowledge  

  Functi onal  safety eng ineering  experience  appropriate  to  the  technology 

  Knowledge  of  the  legal  and  safety regu latory framework  

  The  consequences  of  fai l u re  of  the  safety-related  system(s)  due  to  a  cyber  i nciden t  

  The  safety requ i rements  of  the  safety-related  system(s)  process  con tro l  network  

  The  novel ty of  the  network  des ign ,  des ign  procedures  or  appl icati on  

  Previous  experience  and  i ts  relevance  to  the  speci f i c  du ties  to  be  performed  and  the  
technology being  employed  

  The  abi l i ty to  recogn ize  when  special ist  advice  or  ass istance  i s  needed  

Personnel  capable  of  perform ing  the  work shou ld  be  identi f i ed  through  a documented  competency 
assessment process.  Aspects  of  th is  may i nclude:  

  Attended  appropriate  l evel  of  train i ng  for  du t ies  to  be  performed  

  Requ i remen ts  for requal i f icati on   

  Aud i table  records  of  train ing  and  qual i f icat i on  assessments   

  External  cybersecu ri ty  accred i tati on  by a  recogn i zed  professional  body  

  Wi tness  of  su i table  performance by competen t  person  

4.2.4 Risk management  

Throughou t  the  safety l i fecycle,  r i sk assessment  and  management shou ld  be  accompl ished  wi th  
respect  to  al l  i den ti f i ed  process  safety and  cyber  hazards  or vu lnerabi l i t ies.  C lear documentation  
of  r i sk to lerance shou ld  be  developed  and  made avai lable  as  i t  re lates  to  potential  cyber  attacks.  
When  considering  process  safety risk,  the  Cen ter for Chem ical  Proc ess  Safety has  re leased  
several  gu i del i nes  books  on  how to  establ i sh  the  ri sk cri teria.  I n  add i t i on ,  I EC  61 51 1  Part  3  
provides  examples  of  d i fferent  cri teria used  t o  support  the  selection  of  SIL.  S im i lar  cri teria  and  
methodolog ies  can  be  used  for cybersecu ri ty r isk assessments.  F inancial  cons iderations  shou ld  
speci f ical l y cons ider the  cost  as  i t  re lates  to  duration  of  downtime and  degraded  operabi l i ty as  wel l  
as  to  damaged  equ ipment,  i n  add i t ion  to  personal  safety and  envi ronmental  impact .   

4.2.5 Safety /  Cybersecuri ty  planning  

A safety l i fecycle  plan  shou ld  document  al l  act i vi t i es  and  resources  necessary to  sustain  and  
secure  the  IACS,  i nclud ing  the  SCAI  systems,  through  the  enti re  safety l i fecycle.  Th is  plan  shou ld  
i nclude  an  appropriate  l evel  of  detai l  regard ing  cybersecuri ty  and  be  maintained  throughout  the  
l i fecycle .  

Having  access  to  the  sens i t i ve  i n formation  con tained  i n  zone  and  condu i t  drawings  and  the  
documents  re lated  to  countermeasure  des ign ,  veri f icati on ,  and  val i dation  wou ld  provide  s ign i fi cant  
ass istance  to  a mal ic ious  attacker.  For th is  reason ,  th is  i n formation  shou ld  be  documented  
separatel y from  the  remainder  of  the  safety plan  and  considerati on  shou ld  be  g iven  in  the  safety 
plan  to  i denti fying  access  restrict ions  that  shou ld  be  appl ied  to  th is  i n formation  during  al l  stages  
of  the  l i fecycle.  Documents  that  are  i n tended  to  be  more  widel y avai lable  (e . g . ,  safety p lan  and  
safety requ i rement  speci f ication)  shou ld  avoid  provid ing  coun termeasure  related  detai ls .  

With i n  each  organ izati on ,  a chain  of  command  shou ld  be  establ ished  so  that  appropriate  l evels  of  
au thori ty can  have  access  to  the  i n formation  necessary to  main tain  a safe  and  cyber secure  p lant  
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envi ronment.  The  plan t  manager shou ld  not  be  the  on l y person  wi th  access  to  the  implementation  
plan ,  however;  i t  shou ld  also  not  be  publ icl y avai lable  to  those  wi thout  a cl ear  need  to  know.  

4.2.6 Organ ization  procedures  

I n  order  to  respond  effecti ve l y to  even ts  and  chang ing  requ i rements  throughou t  the  l i fecycle,  
procedures  shou ld  be  i n  p lace  to  af fect  a t imely reso lu tion ,  part icu larl y i f  these  are  i nst i gated  from  
aud i ts ,  i nvesti gations,  r i sk / th reat  assessment  or  assurance acti vi t i es.  

Network and  design  i n formation  and  attri bu tes  shou ld  be  properl y c lass i fi ed  as  to  thei r  sensi t i vi ty.  
D istribu tion  and  access  to  the  in formation  shou ld  be  con trol l ed  appropriately to  prevent  d istribu tion  
of  confi den tial  i n formation  that  i s  vi tal  to  the  cybersecuri ty  of  the  system .    

4.2.7 Organ izational  performance measurement  

Procedures  shou ld  be  developed  to  measure  the  performance of  the  cybersecuri ty  
coun termeasures  against  the  cybersecuri ty  requ i rements  speci fi cation  (CSRS) .  The  procedures  
shou ld  consider key performance  i nd icators  (KPI ) ,  i nci den t  i nvestigation ,  aud i ts ,  test i ng ,  and  
i nspection  i n  order to  measure  rel i abi l i ty,  i denti fy and  prevent  systematic  fai l u res  or  vu lnerabi l i t i es,  
and  redress  fai l u re  and/or demand  rates  where  they exceed  acceptable  l im i ts .   

4.2.8 Human  resources  

When  h i ring  personnel  who  wi l l  have  poten tial  l og ical  or  phys ical  access  to  the  I T  or I ACS networks ,  
i t  i s  importan t  to  screen  prospecti ve  appl icants  to  ensure  a l ow l ikel i hood  of  mal icious  motive  or  
i n ten t  to  execu te  cyber  attacks  as  wel l  as  to  evaluate  that  they have  su fficien t  techn ical  ski l l s .  
Screen ing  shou ld  not  be  a s i ng le  exercise,  as  a person  may change  over t ime.  As  such ,  
cons ideration  shou ld  be  g i ven  to  period ic  background  checks.   

Whenever  a  person  i s  no  l onger associated  wi th  the  SuC,  al l  means  of  access  shou ld  be  e l im inated  
immed iatel y.  

4.2.9 Supply chain  cybersecuri ty 

Any product  suppl i er  s tati ng  compl iance  wi th  61 51 1  shou ld  have  a  functional  safety management  
system  that  su i tabl y addresses  cybersecuri ty.  A product  suppl ier  wi th  responsibi l i t i es  for one  or 
more  phases  of  the  safety l i fecycle  shou ld  have  a q ual i ty management  system  supported  by 
pol ic ies,  procedures  and  countermeasures  su fficien t  to  provide  the  requ i red  securi ty l evel  
capabi l i ty speci f ied  by the  purchaser and  u l t imate ly the  end  user.  

4.2.1 0 Cybersecuri ty  assessments (CSA)  

A procedure  shou ld  be  defined  and  executed  for a  cybersecuri ty  assessment  i n  such  a way that  a 
j udgement  can  be  made  as  to  the  cybersecuri ty  SL ach ieved  wi th  respect  to  the  IACS,  i nclud ing  
the  SCAI  systems.  Procedures  shou ld  i nclude  an  assessment team  wi th  the  techn ical ,  appl ication  
and  operations  expert ise  appropriate  for  the  particu lar  i nstal l ati on .  The  CSA shou ld  be  conducted  
i n  con j unction  or as  a subset  of  the  functional  safety assessment (FSA) .   

The  s tages  i n  the  safety l i fecycle  at  wh ich  the  CSA acti vi t ies  are  to  be  carried  shou ld  be  i denti f ied  
duri ng  the  safety plann ing .  Cons ideration  shou ld  be  g i ven  to  carrying  ou t  CSA acti vi t i es  at  the  
fol l owing  stages:  

  Stage  1  –  After  the  detai led  cyber risk assessment  has  been  carried  ou t,  the  requ i red  
coun termeasures  have  been  i denti f ied  and  the  CSRS has  been  developed.  I n ten t  of  th is  
assessment i s  to  ensure  that  the  conceptual  des ign  i s  complete  and  cons istent  wi th  the  
i n ten t  of  the  ri sk assessment prior  to  deta i led  design  eng ineering  commencing .  

  Stage  2  –  After the  I ACS  cybersecuri ty  countermeasures  have  been  designed .  I n ten t  of  th is  
assessment  i s  to  ensure  that  the  detai l ed  design  eng ineering  i s  complete  and  consisten t  
wi th  the  i n tent  of  the  conceptual  des ign  p ri or to  i ssu ing  contracts  for  construction .  
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  Stage  3  –  After the  i nstal lati on ,  pre -commission ing  and  f i nal  val i dation  of  the  IACS 
cybersecuri ty  coun termeasures  have  been  completed  and  operati on ,  main tenance,  and  
emergency response  procedures  have  been  devel oped.  Th is  shou ld  be  conducted  as  part  
of  the  pre-startup  safety review (PSSR) .  I n tent  of  th is  assessment  i s  to  ensure  the  plan t  i s  
secure  and  safe  to  beg in  operati ons.  

  Stage  4  –  After  gain ing  experience  in  operati ng  and  maintenance.  I n tent  i s  to  val i date  
assumptions  made and  to  correct  r i sk assessment as  appl icable.  

  Stage  5  –  After mod i f ications  and  prior  to  decomm ission ing .  I n tent  i s  to  ensure  robust  
management of  change  (MOC) .   

During  the  CSA,  the  team  may also  need  to  evaluate  any development,  producti o n  or tools  used  
to  develop,  support  or  main tain  the  systems  in  order  to  safeguard  against  negative  impact  on  the  
SCAI  through  the  use,  or  m isuse,  of  these  tools.  

Period ic or reactive  CSA’s  may be  performed  throughout the  l i fecycle.  These  are  used  to  review  
exist i ng  procedures  and  performance or to  evaluate  the  impact  of  a  change.  These  are  addi t ional ,  
not  replacement,  act i vi ti es  which  complement the  schedu led  FSA’s  embedded  in  the  safety 
l i fecycle  plan .  

4.2.1 1  Cybersecuri ty  audi ts  

I n  order  to  val i date  the  performance  of  the  cybersecuri ty management  s ystem ,  an  independent,  
schedu led  aud i t  process  shou ld  be  implemented  to  evaluate  compl iance  and  ensure  that  any 
i denti f ied  gaps  are  reviewed  and ,  where  appropriate,  recti f i ed.   

4.2.1 2 Cybersecuri ty configuration  and  change management  

A rigorousl y con tro l l ed  conf igurati on  management procedure  addressing  every l i fecycle  phase  
shou ld  exist  for  the  IACS software,  hardware  and  procedures  (and  i ts  d i rectly affecting  components)  
that  have  poten tial  to  impact  the  cyber risk anal ysis  or the  cybersecuri ty coun termeasure  design .  
Mod i ficati ons  (not  l i ke  for  l i ke)  shou ld  be  con trol l ed  through  a  management  of  change  procedure  
that  i s  capable  of  i denti fyi ng  and  manag ing  changes  to  the  IACS ( includ ing  the  SIS  and  other SCAI  
systems)  and  cybersecuri ty countermeasures.  

4.2.1 3 Physical  securi ty  

Cybersecuri ty  i s  a subset  of  overal l  securi ty,  wi th  i ts  concerns  for potential  material  theft,  
vandal ism  and  phys ical  attacks.  Part  of  th is  physical  securi ty overlaps  wi th  cybersecuri ty  to  the  
extent  that  i t  prevents  or m i ti gates  the  poten tial  for unau thori zed  access  to  cyber assets  and  
subsequent  mal ic ious  man ipu lation  or  theft  of  i ts  data.  

The  ro les  and  responsibi l i t i es  of  those  responsible  for  physical  securi ty and  those  responsible  for  
cybersecuri ty  shou ld  be  i denti f ied  and  communicated  so  that  the  requ i red  securi ty l evel  i s  not  
comprom ised .  

4.2.1 4 Cybersecuri ty  management  maturi ty 

ANSI /ISA-62443-1 - 1  i n troduced  the  concept of  maturi ty models  relati ve  to  the  l i fecycle  and  i ts  
respecti ve  acti vi t ies  as  wel l  as  to  service  providers,  us i ng  i n formation  from  Capabi l i ty Maturi ty 
Model  I n tegrati on  -  Services  (CMMI -SVC) .  Compan ies  shou ld  stri ve  to  ach ieve  and  main tain  the  
maturi ty l evel  that  i s  most  appropriate  for  the  speci fic  s i tuation .  The  actual  maturi ty l evel  for a  
company today wi l l  depend  upon  how wel l  they have  addressed  cybersecuri ty  wi th in  thei r  
organ ization  (see  Table  3 ) .  Compan ies  who  have j ust  recentl y i den ti f i ed  cybersecuri ty  as  a concern  
can  expect  to  i n i t i al l y be  at  a  l ower  l evel .  
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Table  3  –  Maturi ty l evels  

Level  Level  
description  

Level  attributes  

1  I n i t i al  Acti vi ti es  typical l y performed  i n  an  ad -hoc  and  often  undocumented  (or 
not  fu l l y documented)  manner.  Requ i remen ts  for the  acti vi ty are  typical l y 
speci f ied  i n  a  statement of  work under  con tract  wi th  the  asset  owner.  As  
a resu l t,  consistency throughou t  the  l i fecycle  and  wi th in  proj ects  may not  
be  able  to  be  shown .   

2  Managed  At  th is  l evel ,  the  organ ization  has  the  capabi l i ty to  manage  the  del i very 
and  performance  of  appl i cable  l i fecycle  acti vi ti es  accord ing  to  wri tten  
pol ici es  ( i nclud ing  objecti ves) .  The  organ ization  al so  has  evidence  to  
show that  personnel  have  the  expert ise,  are  trained ,  and/or are  capable  
of  fo l lowing  wri tten  procedures  to  perform  the  acti vi ty.   

The organ ization ’s  d iscipl i ne  reflected  by Maturi ty Level  2  he lps  to  
ensure  that  practices  are  repeatable,  even  during  times  of  stress.  When  
these  practices  are  in  p lace,  thei r  executi on  wi l l  be  performed  and  
managed  accord ing  to  thei r  documented  plans.  

3  Defined  
(Practiced)  

The  performance of  a  Level  3  organ ization  can  be  shown  to  be  
repeatable  across  the  organ izati on  as  wel l  as  being  inclus ive  of  i ts  
service  providers.  Level  3  acti vi ti es  may be  tai l ored  for  i nd i vidual  proj ects  
based  upon  the  con tract  and  statement  of  work.  

4  Improving  

 

Using  su i table  process  metrics ,  organ ization  contro ls  the  effecti veness  
and  performance  of  the  l i fecycle  acti vi ti es.   

5  Optim izing  Demonstrate  conti nuous  improvement  i n  the  effecti veness  and  
performance of  l i fecycle  acti vi t i es  as  wel l  as  securi ty l evel  effecti veness.  

5 Cyber risk assessment  phase  

5.1  Overview 

Figu re  3  shows  a  typi cal  work process  f l ow that  i n tegrates  the  assessment phases  of  the  safety 
and  cybersecuri ty  l i fecycles.  As  part  of  any new pro ject  i nvolvi ng  process  i ndustry hazards,  a  scope ,  
detai l i ng  what  i s  to  be  i ncluded  wi th in  the  proj ect  shou ld  be  formu lated.  Th is  shou ld  also  address  
cybersecuri ty and  i ts  re lati on  to  the  IACS,  such  as  what regu lati ons  and  standards  are  to  appl y .   

A  requ i rement  i n  I SA-62443-3-2  [1 3 ]  i s  to  perform  a h i gh  l evel  cyber  r isk assessment.  I ts  purpose 
i s  to  help  f inal i ze  the  scope  for  the  proj ect .  

I n  preparati on  for a h igh  l evel  cyber r isk assessment,  i t  i s  necessary to  i denti fy the  system  under 
consideration  (SuC) .  As  part  of  th is ,  i n i t i al  system  arch i tecture  drawings  shou ld  be  prepared  based  
upon  corporate  pol ic ies  and  s tandards.  A complete  i nven tory of  cyber assets  that  i s  i n tende d  to  
comprise  the  scope  of  the  project  also  shou ld  be  developed  and  documented .  

Resu l ts  from  the  h i gh  l evel  cyber  risk assessment  shou ld  be  used  to  mod i fy i n i t i al  arch i tectural  
drawings  / zone  and  condu i t  drawings  i f  necessary,  once  a better understand ing  of  h igh  l evel  r i sk 
i s  avai lable .  I t  i s  also  importan t  at  th is  stage  to  consider and  provide  an  i n i t i al  defi n i t i on  of  the  
coun termeasures  to  be  implemented  based  upon  known  poten tial  vu lnerabi l i t ies .  The  zone  and  
condu i t  drawings  and  p lanned  countermeasures  provide  needed  i n formation  i n  order  to  conduct  
the  detai l ed  cyber ri sk assessment  requ i red  by I SA-62443-3-2  [ 1 3 ]  that  fol l ows  the  trad i t ional  
process  hazard  analys is  (PHA) .  
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The  trad i t i onal  process  hazard  review,  u t i l i zi ng  HAZID,  HAZOP,  LOPA or other appl i cable  
methodolog ies ,  shou ld  be  performed  prior  to  the  detai l ed  l evel  cyber  ri sk review .  Th is  sequence 
al l ows  the  trad i t i onal  review to  i den ti fy and  analyze  the  major process  hazards  that  shou ld  be  
cons idered  when  conducting  the  detai led  l evel  cyber risk assessment.   

Any major cyber  ri sks  i denti f i ed  may need  a more  ri gorous  evaluation .  Th is  can  i nvolve  trad i t i onal  
quanti tati ve  consequence  anal ys is  techn iques  and  poss ibl y quanti tat i ve  cyber  th reat  anal ys is  as  
part  of  the  l ikel ihood  anal ysis  when  determ in ing  r isk i n  order  to  determ ine  i f  the  to lerable  ri sk 
cri teria can  be  ach ieved .  I f  the  ri sk cri terion  i s  not  met,  then  addi t ional  measures  shou ld  be  
cons idered  unti l  the  risk cri teri on  i s  met.   

Once  the  ri sk cri terion  i s  determ ined  to  be  ach ievable,  a CSRS i s  documented  i n  a s im i lar manner  
to  the  safety requ i rements  speci f icati on  (SRS)  for SIS  so  detai l ed  des ign  can  beg in .  Fol l owing  
development  of  the  CSRS,  a  s tage  1  CSA can  be  performed  as  part  of  th e  FSA that  i s  
recommended  in  I EC-61 51 1 .  

Clause  6  addresses  the  h i gh  level  and  detai led  level  cyber  ri sk assessments.  C lause  7  addresses  
the  determ ination  of  securi ty l evel  targets  (SL-T)  for the  zones  and  cyber assets .  C lause  8  
addresses  the  CSRS.  
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Figure 3   ̶ Cybersecuri ty  l i fecycle  assessment  phase  [1 6]  
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6 Hazard  and  risk analysis   

From  a process  safety perspective  i n  the  process  i ndustry,  there  are  added  concerns  beyond  data 
conf idential i ty and  degraded  performance that  much  of  the  overal l  i ndustries  focus  on .  When  SCAI  
i s  i nvolved ,  there  are  two  overri d ing  concerns  that  set  these  systems and  functions  apart  when  
cons idering  securi ty measures :  

  Safety function  fai l u re  to  perform  when  needed .  Th is  concern  i s  exacerbated  as  a  cyber  
attack poses  as  a  potential  common  mode that  may produce  the  demand  and  cause  the  
safety function  fai l ing  to  respond .  Th is  can  d i rectl y re late  to  the  functional  safety 
requ i rement  speci fi cation  (SRS)  requ i rement  to  i den ti fy dangerous  combinations  of  ou tpu t  
states  the  SIS  needs  to  avo id  and  to  the  requ i rement to  assess  al l  protecti on  layers  for the  
impact  of  common  cause  fai l u res  wi th  other protection  layers  and  wi th  the  i n i t i ati ng  source  
of  the  hazard .  As  a resu l t,  when  considering  cybersecuri ty,  the  cyber ri sk analys is  shou ld  
be  extended  to  the  overal l  I ACS.   

  Spurious  operation .  I n  th i s  case,  the  potential  goes  beyond  s imply causing  a  safety functi on  
to  spuriousl y operate.  As  a  cyber  attack i s  more  l i kel y to  affect  m u l t i ple  safety functi ons ,  
the  potential  bus iness  i n terruption  and  equ ipment  damage  may be  much  more  s ign i f icant.  

When  perform ing  the  hazard  and  risk anal ysis ,  the  methodology shou ld  faci l i tate  not  on l y the  
i denti f ication  of  poten tial  hazards  and  vu lnerabi l i t i es,  bu t  also  shou ld  provide  the  abi l i ty to  make 
practical  recommendations  for  implementati on  as  wel l  as  decis ions.  

The  cybersecuri ty th reat  l andscape  i s  con tinual l y chang ing ,  bu t  there  are  some general  
classi f i cations  of  potential  th reat  agen ts  or  sources  that  an  organ ization  shou ld  cons ider ,  as  each  
of  these  cou ld  be  a cause  of  cyber  inciden ts .  

  Mal ic ious  attacker   ̶ an  i nd i vi dual  or  g roup whose  objecti ve  i s  to  penetrate  wi thout  
au thori zation  the  cybersecuri ty  defenses  of  a  th i rd  party computer system  or network.  
[ I SO/IEC-27002]  (attacker  may be  funded  by a  l arge  organ ization  or  a  government) .  

  Mal ic ious  ins ider   ̶ an  i nd i vidual  (employee  or con tractor)  who  has  au thori zed  access  to  
systems  and  may be  i ncl i ned  to  do  harm  resu l ti ng  from  thei r  state  of  m ind  wi th  regards  to  
the  organ izati on .  

  Wel l -mean ing  i ns i der –  an  i nd ividual  (employee  or  con tractor)  who  has  au thori zed  access  
to  systems and  who,  during  the  course  of  thei r  work,  ci rcumvents  cybersecuri ty  
coun termeasures  i n  order to  “get the  j ob  done”  and  / or  i nadvertentl y i n i t iates  a cyber  even t.  

  Th i rd-party contractor  –  an  i nd ivi dual  or  organ ization  that  may have  privi l eged  access  to  
the  process  contro l  system ,  SCAI  system ,  and/or other con trol - re lated  systems through  an  
agreement  i n  order  to  operate  or main tain  those  systems.  

These  poten tial  th reat  agen ts  may explo i t  vu lnerabi l i t ies  that  resu l t  i n  consequences.  As  wi th  the  
l i st  of  poten tial  th reat  agents  or sources ,  the  potential  vu lnerabi l i t i es  can  be  qu i te  extensive.  A few 
examples  of  vu lnerabi l i t ies  are  i ncluded  below:  

  Software  bugs  –  errors  i n troduced,  e i ther  i n tenti onal l y or  un i n ten tional l y,  wh i le  
programm ing  the  software  and/or  f i rmware  on  devices  that  al l ow a  th reat  source  to  
ci rcumvent  cybersecu ri ty coun termeasures .  

  Hardware  fai l u res  –  fai l u re  of  devices,  for any reason,  that  resu l ts  i n  the  poten tial  
comprom ise  of  a system  and/or  ci rcumvention  of  cybersecuri ty  countermeasures .  

  Cybersecuri ty  coun termeasure  degradation  –  cybersecuri ty countermeasures  whose  
effecti veness  degrades  over time and  are  able  to  be  ci rcumvented  due  to  new cybersecuri ty  
techn iques,  add i t ional  computi ng  performance,  and  the  l ike,  such  as  encrypti on  techn iques  
that  are  broken  or  us ing  short  passwords  (re:  ANSI /ISA-62443-1 -1  defin i t i on  of  password  
strength ) .  
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  Credential  reuse  –  us ing  the  same set  of  credentials  at  mu l t iple  l ocations  al l ows  a  threat  
source  to  poten tial l y comprom ise  mu l t i ple  systems.  

  Confi den tial  i n formation  re lease  –  re leasing  confiden tial  i n formation  to  a poten tial  th reat  
source,  whether i n ten ti onal l y or un in ten tional l y,  that  al lows  the  threat  source  to  ci rcumvent  
cybersecuri ty  coun termeasures.  These  vu lnerabi l i t i es  cou ld  be  i n  both  techn ical  and  
coun termeasures  speci fi ed  by cybersecuri ty po l i ci es ,  such  as  by no t  securing  credential  
databases,  send ing  passwords  i n  c lear  text  across  a  network,  or  targeted  social  
eng ineering  of  employees.  

  Systematic  errors  l ead ing  to  m isconfigurati on  ( for  example,  fai l u re  to  change  defau l t  
passwords) .  

  “General  Vi ruses”  that  are  not  created  to  target  a  particu lar  host,  bu t  they may cause  
hazards  after penetrating  i n to  the  plant  network.  

  “Un intentional  Deactivation  of a  Cybersecuri ty  Countermeasure”  where  a  cybersecuri ty  
coun termeasure  i s  bypassed  as  an  i nd i rect  resu l t  of  an  action  that  i s  taken  for a  d i fferen t  
purpose.   
 
EXAMPLE  Systematic  errors  i n  the  design  of  the  system ,  causing  fai lu re  of  a  
cybersecuri ty  measure  wh i l e  working  on  another  cybersecuri ty mechan ism .  

  “Designed  Securi ty Bombs”  that  m igh t  be  implanted  i n  the  system  durin g  the  des ign  phase  
to  cause  damages  at  l ater stages  during  plant  operation .  

The  other aspect  when  conducting  a cyber risk assessment  that  shou ld  be  considered  are  threat  
vectors  that  represent  the  pathways  that  various  threat  agents  may use  to  explo i t  vu lnerabi l i t i es  
that  exis t  for  the  system  under considerati on  (SuC) .  Add i ti onal l y,  common  i nadvertent  actions  that  
resu l t  i n  degradation  of  the  cybersecuri ty  of  the  network,  al though  non -mal icious ,  shou ld  also  be  
cons idered .  Some examples  i nclude:  

  A  wel l -mean ing  i ns ider  unwi tt i ng l y i n troduces  malware  via  a  USB port  us ing  a  f l ash  dri ve  
that  had  been  comprom ised  when  us ing  i t  on  thei r  personal  computer connected  to  the  
i n ternet.  

  A vendor or employee  add ing  an  unau thori zed  wi reless  access  poin t  because wi reles s  was  
not  avai lable .  

  Attach ing  an  unauthori zed  l aptop  to  the  process  con trol  network  (PCN)  to  do  work.   

  P lugg ing  i n  a  cable  that  (bypasses  the  f i rewal l )  connects  the  PCN  to  the  i n ternet.   

  P lugg ing  both  ends  of  a  cable  i n to  the  same swi tch  or  two  swi tches  wh ich  al ready are  
connected  to  the  network thereby causing  broadcast  data (storm )  to  be  fed  d i rectl y back 
i n to  the  network.    

  Defecti ve  network i n terface  card  (N IC)  card  causing  chatter.   

  Equ ipment  pl ugged  i n  wi th  dupl icate  I P  Address  creating  I P  Address  co nf l i ct.   

  Lab  or  test  envi ronment  connected  creati ng  dupl icate  I Ps,  l oops,  dupl icate  HMI  connecti ons  
etc.   

  Modbus,  Ethernet/IP,  DNP3,  and  most  o ther  protocols  having  false  master  send  commands  
or data to  s laves.  

  Malware  co l l ects  system  data to  be  u ti l i zed  l ater during  an  acti ve  attack.  

  Unauthori zed/Inadverten t  swi tch/router/f i rewal l  change  al lows  unau thori zed ,  or  b locks  
necessary,  traff ic.  

  Mu l t i -homed  computer gets  comprom ised  propagating  malware  or  i nadvertent  rou ti ng  
across  N ICs .  
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  Cross-connection  of  separate  segments  or  zones  or redundant network l imbs .  

  Cross-connection  of  I ACS networks  wi th  bus iness  ( IT) ,  te lecomm  or  other  service  networks .  

To  address  the  add i t i onal  con tribu tions  to  r isk posed  by  potential  cybersecuri ty  i ncidents ,  the  
ANSI /ISA-62443  series  of  standards  requ i res  cyber  risk assessments  to  be  conducted .  They 
i nclude  a h igh  l evel  cyber  risk assessment  and  a detai led  l evel  cyber  r isk assessment.  

The  h igh  level  r i sk assessment can  usual l y be  performed  at  a corporate  l evel  to  determ ine  i n  
general  what  h igh  l evel  ri sks  exist  for thei r  various  processes.  A h i gh  l evel  r i sk review can  be  
completed  us ing  brain  storm ing  sess ions  or  a  more  method ical  cri t ical i ty assessment.  These  type  
of  r i sk assessments  are  particu larl y important  for  new process  te chnology or when  no  past  cyber 
risk assessments  have  been  performed.  For  plan ts  using  processes  that  have  been  previous l y 
reviewed  us i ng  a h i gh  level  r i sk assessment methodology,  a  qu ick checkl ist  approach  to  determ ine  
i f  any s ign i fi cant  changes  exist  i n  t he  new project  scope i s  a more  appropriate  means  to  conduct  
th is  review.  I f  s i gn i f i cant  changes  are  found  to  exi st  i n  the  new  project  scope,  then  a more  rigorous  
review of  those  changes  and  thei r  poten tial  impact  wou ld  be  appropriate.  

The  more  detai l ed  cyber risk assessment shou ld  con tain  aspects  of  both  safety and  cybersecuri ty  
and  ref lect  the  possible  consequences  of  a  fai l u re  to  provide  adequate  cybersecuri ty  
coun termeasures  as  wel l  as  non -cyber  l ayers  of  protecti on  where  appropriate  for a g i ven  faci l i ty 
wi th  a speci fi c  des ign .  The  major hazards  i denti f i ed  duri ng  a  trad i ti onal  process  hazard  anal ys is  
shou ld  be  considered  during  the  cyber risk assessment.  As  part  of  th i s  cons ideration ,  some  
scenarios  may have  safeguards  that  are  not  prone  to  cyber  attack,  e . g . ,  hard  wi red  safety 
i nstrumented  functi ons,  check valves,  rel i ef  devices,  etc.  Th is  l evel  of  u nderstand ing  can  ass ist  
cri t ical i ty ranking  and  priori t i zation  of  potential  recommendations  when  conducting  a  detai led  l evel  
cyber  ri sk assessment.  

Safety risk assessments  are,  i n  general ,  much  more  quan ti tat i ve  i n  natu re  than  those  currentl y 
performed  for  cybersecuri ty  due  to  the  d i fferen t  potential  th reat  sources  and  re lati ve  matu ri ty of  
the  current  anal ys is  techn iques.  Based  upon  industr y cyber  i ncidents ,  i t  shou ld  be  possible  to  
create  h istograms  that  al l ow a re lat i ve  est imate  of  probabi l i ti es  for d i fferent  types  of  cyber  attack.  
For i nstance,  i t  wou ld  be  expected  to  see  external  attacks  i nvolvi ng  non-targeted  malware  or  
vi ruses  on  essen tial l y a con tinuous  bas is  that  wou ld  be  considered  h igh  demand  wh i le  a targeted  
malware  attack wou ld  be  more  l i kel y to  be  seen  as  a l ow demand  mode attack.  Th is  type  of  
i n formation  i s  necessary i n  order to  estimate  r isk during  a  cyber  risk assessment,  even  i f  i t  i s  on l y 
sem i -quan ti tati ve  for  the  present.   

J ust  as  a  process  hazard  analys is  requ i res  process  safety i n formation ,  equ ivalent  base  l i ne  
i n formation  i s  necessary to  conduct  a  detai led  l evel  cyber  ri sk assessment.  Th is  i n formation  
i ncludes  bu t  i s  not  necessari l y l im i ted  to :  

  Zone  and  condu i t  drawings  

  Cybersecuri ty  pol ic ies  cu rrentl y i n  p lace  

  Cyber re lated  s tandards  and  procedures  currentl y  i n  p lace  

  Corporate  ri sk cri teria  that  can  be  re lated  to  cyber i nducted  consequences  

  I nventory of  cyber  assets  

  Manufacturer cybersecuri ty  manuals  

  Service  provider  cybersecuri ty  capabi l i t i es  

  L ist  of  th i rd  party connections  

  Vu lnerabi l i ty assessment  i n formation  that  may exist  and  d efi ned  countermeasures  to  be  
implemented  
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J ust  as  there  are  mu l t iple  PHA methodolog ies,  there  i s  no  s ing le  means  to  conduct  a cyber  risk 
assessment.  Example(s)  are  provided  i n  Annex  B.  

7 Al location  of  Securi ty Levels  (SL)   

During  the  h i gh  level  cyber  risk assessment,  a  f i rst  pass  may be  taken  to  def ine  securi ty l evel  
targets  (SL-T)  for cyber  assets  o r cyber asset  categories .  See  Annex  B  for  an  example(s)  
methodology.  

The  speci f i ed  SL for the  cyber assets  to  support  the  zone  securi ty l evel  shou ld  be  conf i rmed  and/or  
modi fi ed  as  needed  during  the  detai l ed  level  cyber  ri sk assessment.  The  soph ist ication  of  the  
attack and  i ts  associated  l ikel i hood  are  g reatl y impacted  by the  speci f ic  threat  agen t  and  thei r  
moti vation  at  any g i ven  poin t  i n  t ime.  The  poten tial  worst  case  consequences  are  f i xed  once  the  
process  (e. g . ,  chem ical ,  means  of  e l ectrical  generati on ,  etc. )  i s  f i xed  head ing  i n to  des ign .  The  SL 
target  shou ld  be  determ ined  as  a function  of  r i sk,  wh ich  i n  tu rn  i s  a function  of  the  poten tial  
consequences  and  thei r  l i kel i hood.  

Risk cri teria for cyber i ncidents  i n  the  process  i ndustry shou ld  be  al i gned  wi th  ri sk cri teria for  
process  safety,  bus iness  i n terrupti on /fi nancial  l oss,  and  envi ronmental  harm .  When  al l ocating  
securi ty l evels,  they shou ld  be  such  that  reducti on  against  worst  case  r isk i s  afforded .  Th is  
general l y i ncludes  consideration  of  worst  case  con sequences.  Once worst  case  r isk reduction  
requ i rements  are  establ ished ,  as  l ong  as  i t  i s  shown  that  recogn ized  and  general l y accepted  good  
eng ineeri ng  practices  (RAGAGEP)  have  been  employed ,  i t  i s  general l y not  necessary to  fu rther  
cons ider lesser ri sk even ts  wi th  respect  to  securi ty l evel  al location  and  veri f i cati on ,  un l ike  more  
trad i t i onal  safety hazard  anal ys is.   

I t  shou ld  be  recogn ized  that  cybersecuri ty  i s  necessary for  the  re l i able  function  of  the  process  
con trol  and  SCAI  systems,  however the  reverse  may not  be  true.  [1 7]  SL-T are  ass igned  to  zones  
and  condu i ts  that  poten tial l y encompass  mu l t iple  l og ic  so lvers  and  other associated  equ ipment 
such  as  f i re  wal ls,  eng ineeri ng  work stati ons,  HMI ,  etc.  Th is  s i tuati on  al l ows  a  targeted  malware  
attack to  potential l y cause  a  demand  from  i nstrumen ted  con tro l ler(s) ,  wh i le  preventi ng  the  functi on  
of  the  alarm  layer  of  protection  as  wel l  as  the  SIS  as  part  of  a  s ing le  attack.  A lesser  effort  cou ld  
s impl y attack one  of  the  three  aforementioned  l ayers ,  however,  countermeasures  that  protect  
against  al l  th ree  shou ld  provide  risk reduction  against  th is  case  as  wel l .  I n  con trast,  safety i n tegri ty 
l evels  (SI L)  are  assigned  to  speci f ic  safety i nstrumented  functions.  Th is  i s  a  s i gn i f i can t  con trast  i n  
g ranu lari ty between  functional  safety and  cybersecuri ty.  Securi ty l evels  i n  effect  are  i n tended  to  
protect  against  the  cumu lati ve  ri sks  associated  wi th  the  zone  be ing  comprom ised,  wh i le  a SIF  i s  
i n tended  to  protect  against  a speci f ic  hazard.  

When  demarcati ng  zone  securi ty levels ,  i t  i s  important  to  take in to  cons iderati on  i n terdependency 
between  the  zones  to  implement functi onal  safety.  Very often  zones  are  demarcated  on  the  basis  
of  hardware  and  software  components  wi th in  the  zone  wi thou t  consideration  of  the  safet y 
functional i ty.  For  example ,  consider  a  h ydrau l ic  valve  that  i s  c losed  on  h i gh  pressure  as  part  of  a  
SI F.  The  close  s i gnal  for the  hydrau l ic  valve  i s  connected  to  the  SIS  l og ic  solver,  wh i l e  the  hydrau l ic  
system  is  contro l led  by a  process  con tro l  log ic  so lver.  Th is  i s  an  example  of  an  energ i ze -to-tri p  
SI F,  where  u ti l i t i es  shou ld  be  avai lable  in  order  to  take  the  valve  to  cl osed  posi t i on ,  i . e . ,  safe  s tate  
i n  response  to  a  SIF  demand.  When  zone  securi ty l evels  are  be ing  demarcated,  a typical  approach  
wou ld  to  be  place  the  SIS  i n  a zone  wi th  a  h i gher target  securi ty l evel  than  the  process  contro l  
l og ic  so lver  contro l l ing  the  hydrau l ic  system  as  shown  on  the  l eft  s ide  i n  F igure  4.  However from  a 
safety ri sk perspective,  i t  wou ld  be  sensible  to  i nclude  both  the  SIS  and  the  process  contro l  l og ic  
so lver for the  hydrau l ic  system  i n  the  same zone  and  thereby the  same target  securi ty l evel  as  
shown  on  the  r igh t  s i de  i n  F igure  4.  An  al ternative  wou ld  be  to  keep them  i n  separate  zones,  bu t  
implement  the  same securi ty l evel .  
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Figure 4   ̶ Examples of  zone securi ty l evel  demarcation  

The l ikel ihood  part  of  r i sk i s  dependent on  the  th reats  and  vu lnerabi l i ti es.  I n  the  even t  d i fferent  
threat  vectors  and  associated  vu lnerabi l i t ies  are  evaluated  separatel y from  a  ri sk perspecti ve,  i t  i s  
poss ible  to  defi ne  d i fferent  securi ty l evels  for  each  threat  vector.  The  secu ri ty l evel  for  each  class  
of  th reat  vector shou ld  be  selected  based  upon  the  worst  case  risk i den ti f ied  among  the  threat  
vectors  wi th in  that  class.  I n  such  a  case,  i t  i s  possible  to  have  more  f i nel y def ined  securi ty l evel  
requ i rements  wi th in  a zone  or  condu i t  that  resu l ts  i n  g reater  or  l esser need  for each  of  the  s even  
foundational  requ i rements  described  and  defi ned  i n  ANSI /ISA-62443-3-3  as  they re late  to  the  
d i fferent  securi ty l evels.  

8 Cybersecuri ty Requirements Speci fication  (CSRS)  for the IACS  

A cybersecuri ty requ i remen ts  speci fi cation  (CSRS)  shou ld  be  developed  as  a  separate  document  
or as  part  of  the  SRS wi th  a  section  dedicated  to  cybersecuri ty  countermeasure  requ i rements .  The  
i n ten tion  i s  to  document  what  i s  requ i red  to  ach ieve  and  main tain  the  necessary s ecuri ty level (s)  
wh i l e  not  adversel y impacting  necessary IACS functions.  Selecti on  of  the  cybersecuri ty  
countermeasures  shou ld  take  i n to  account  the  abi l i ty to  support  i n teroperabi l i ty of  d i fferen t  
manufacturers’  devices  wi thou t degrad ing  the  ach ieved  ri sk  reduction ,  the  re l i abi l i ty (spurious  tri p  
rate) ,  or  the  commun icati on  speed  of  the  SCAI .  I n  some cases,  the  CSRS is  necessary to  support  
a competi t i ve  bid .  

The  CSRS shou ld  address  the  fo l lowing  as  a  m in imum:  

  A h i gh- level  descripti on  and  depicti on  of  the  SuC  shou ld  i nclude  as  a m in imum:  

–  name;  

–  h igh- level  descript ion  of  the  functi on  and  the  i n tended  usage  of  the  SuC ;  

–  descript ion  of  the  equ ipmen t or  process  under  con tro l ;  

–  i l l ustrati on  of  the  SuC and  associated  data and  process  f l ows .  

  P lan t/Faci l i ty zone  and  condu i t  drawings.  

  Description  of  al l  general  cybersecuri ty coun termeasures  requ i red  for  al l  zones  and  
condu i ts .  

  Description  of  target  cybersecuri ty  l evel  for each  zone  and  condu i t  having  a potential  impact  
on  the  I ACS.  
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  L ist  of  th i rd  part ies  wi th  external  i n terfaces  and  type  of  connecti on  for each:  

–  Modbus;  

–  Profibus ;  

–  OPC;  

–  I EC-61 850;  

–  DNP3;  

–  Wireless  ( I SA-1 00,  WiHART,  802. 1 1 ) ;  

–  Other  vendor  system -speci fi c  protocols .  

  Description  of  al l  cybersecuri ty countermeasures  requ i red  for each  documented  th i rd  party 
i n terface.  

  Requ i remen t  that  the  cybersecuri ty  coun termeasures  shou ld  not  impact  the  performance  of  
the  SCAI  system .  

  I f  the  cybersecu ri ty  countermeasure(s)  has  the  poten tial  to  impact  the  overal l  response  t ime  
of  the  safety functi ons ,  then  the  response  time  impact  of  the  cybersecuri ty  countermeasure  
shou ld  be  incorporated  i n  the  evaluation  of  the  overal l  response  t ime of  the  safety functi ons  
( for example,  the  time  from  process  deviati on  detection  through  the  process  response  to  
f inal  e lement action) .  

  Def in i t i on  of  the  safe  state  of  the  process  for  each  i den ti f i ed  countermeasure.  

  Target  securi ty l evel  to  be  ach ieved  for  each  zone.  

  Securi ty l evel  (SL)  r i sk reducti on  expected  to  be  ach ieved  by each  countermeasure  as  a 
function  of  th reat  vector .  

  Requ i remen t for cybersecuri ty  testi ng ,  e . g . :  

–  penetrati on  testing ;  

–  vu lnerabi l i ty assessments ;  

–  wh i te  hat.  

  Cybersecuri ty  coun termeasure  i nspection  and  test  frequencies .  

  Response t ime requ i rement for each  countermeasure  to  bri ng  the  process  to  a safe  state.  

  Requ i rements  for manual  action  as  part  of  countermeasure,  for  example ,  phys ical  i solation  
of  the  con trol  network from  enterprise  network/DMZs ,  etc.  

  D isaster  recovery requ i rements  for restoring  fu l l  functional i ty fo l l owing  actuation  of  a  
coun termeasure.  

  Remote  access  requ i remen ts,  e. g . ,  safeguards  for  remote  access.  

  Description  of  system  harden ing  measures  to  be  implemented.  

  Management  support  requ i rements  for coun termeasures.  

  User  access  contro l  strategy to  be  implemented  for I ACS,  i nclud ing  SCAI  systems .  

  Physical  access  restricti on  requ i rements .  

  Requ i red  vi rus  prevention  and  detection  measures  to  be  employed  on  the  con trol  network,  
as  wel l  as  frequency of  scans.  

  Patch ing  strategy and  requ i rements  to  be  implemented  where  re levant  to  the  IACS,  
i nclud ing  SCAI  systems.  

  Upgrade s trategy to  address  emerg ing  and  fu ture  poten tial  th reats  as  they become known .  

  Frequency of  detai led  cyber  ri sk assessment  reval idation .  
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  Requ i red  network communications  uptime (at  al l  l evels)  wi th  requ i red  need  for h i gh  
re l iabi l i ty of  network devices.  Network speci ficati on  shou ld  consider  frequency of  network 
upgrades.  

9 Cybersecuri ty design  and  implement  phase 

9.1  Overview 

Figu re  5  shows  the  various  acti vi ti es  during  the  design  and  implement phase.  Once  the  CSRS is  
provided ,  an  i terati ve  des ign  process  between  network,  I ACS,  and  process  safety personnel  shou ld  
take  place  to  ensure  that  the  planned  l ayers  of  cybersecuri ty countermeasures,  i nclud ing  pol ic ies,  
procedures  equ ipment,  software  capabi l i ti es,  and  l evel  of  r i gor  are  appropriate  for  the  
cybersecuri ty performance expectations.  

The  zone  and  condu i t  d rawing s  coupled  wi th  the  speci f icati on  of  cyber  assets  and  the  CSRS 
comprise  the  conceptual  des ign .  The  securi ty l evels  recommended  duri ng  the  detai l ed  cyber ri sk 
assessment  shou ld  be  veri f i ed .  Shou ld  the  ri sk cri teria not  be  met,  al ternate  means  of  r i sk 
reduction  may need  to  be  cons idered .  Once  securi ty l evel  veri f i cation  has  been  completed  and  i t  
i s  determ ined  that  a  to lerable  ri sk level  can  be  ach ieved  wi th  the  proposed  des ign ,  detai led  des ign  
can  beg in .  I n  paral le l  wi th  the  detai led  des ign ,  the  procedures  to  test  and  val i date  the  cyber securi ty  
coun termeasures  shou ld  be  developed .  Fol lowing  completion  of  des ign ,  a stage  2  CSA can  be  
performed  as  part  of  the  FSA that  i s  recommended  i n  I EC  61 51 1 .  

The  test  procedures  shou ld  support  the  cyber porti on s  of  the  factory acceptance test  (CFAT)  and  
the  s i te  acceptance  test  (CSAT) ,  as  wel l  as  the  i n i t i al  val idation  of  the  cybersecuri ty  
coun termeasures.  Th is  work paral l els  and  shou ld  be  conducted  as  part  of  the  SCAI  veri f i cation  
and  val i dation .  

Fol lowing  the  CFAT,  the  I ACS is  de l i vered ,  i nstal led  and  the  comm ission ing  beg ins.  Once al l  
devices  i n  the  SuC  have  been  instal led,  connected ,  and  configu red,  a CSAT may be  performed.  
An  i n i t i al  val i dation  of  the  cyber  coun termeasures  shou ld  be  conducted ,  j ust  as  an  in i t ial  val i dati on  
of  the  SCAI  i s  conducted .  

Conclud ing  th is  phase of  the  l i fecycle  i s  the  pre-startup safety review (PSSR)  that  checks  to  make 
sure  the  system  i s  ready and  capable  of  perform ing  as  i t  was  defined  and  that  al l  of  the  
recommendations  made  during  the  detai led  l evel  r i sk assessment have  been  appropriatel y 
addressed .  Ensuring  that  th e  cybersecuri ty  countermeasures  are  i n  place  and  have been  tested  
and  ready to  go  i s  part  of  the  overal l  PSSR.  The  cybersecuri ty  con tribu tion  to  the  PSSR wou ld  be  
cons idered  the  stage  3  CSA and  shou ld  be  performed  as  part  of  the  FSA that  i s  requ i red  i n  process  
safety management i ndustry s tandards  as  wel l  as  IEC  61 51 1 .  

Clause  1 0  covers  the  coun termeasure  design  and  eng ineeri ng ,  securi ty l evel  veri f i cation ,  and  
acti vi t i es  up to  and  includ ing  the  CFAT.  I n  the  event  cybersecuri ty  countermeasures  alone  cannot 
ach ieve  the  necessary r i sk reduction ,  o ther means  of  ri sk reduction  are  also  addressed  i n  C lause  
1 0 .  C lause  1 1  covers  i nstal lati on  and  commission ing ,  the  CSAT and  the  i n i t i al  val i dati on .  The  
PSSR is  addressed  i n  C lause  1 2.  
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Figure 5   ̶ Cybersecuri ty  l i fecycle  design  and  implement  phase  [1 6]  
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