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Foreword

ISO (the International Organization for Standardization) is a worldwide
federation of national standards bodies (ISO member bodies). The work of
preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which
a technical committee has been established has the right to be represented
on that committee. International organizations, governmental and non-
governmental, in liaison with ISO, also take part in the work. 1SO
collaborates closely with the International Electrotechnical Commission
(IEC) on all matters of electrotechnical standardization.

Draft International Standards adopted by the technical committees are
circulated to the member bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the member bodies casting
a vote.

International Standard 1SO 10202-8 was prepared by Technical Committee
ISO/TC 68, Banking, securities and other financial services, Subcommittee
SC 6, Retail financial services.

ISO 10202 consists of the following parts, under the general title Financial
transaction cards — Security architecture of financial transaction systems
using integrated circuit cards:

Part 1: Card life cycle

Part 2: Transaction process

Part 3: Cryptographic key relationships
Part 4: Secure application modules
Part 5: Use of algorithms

Part 6: Cardholder verification

Part 7: Key management
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Part 8: General principles and overview

Annexes A to C of this part of ISO 10202 are for information only.
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Financial transaction cards — Security architecture of financial
transaction systems using integrated circuit cards —

Part 8:
General principles and overview

1. SCOPE

ISO 10202 defines the security architecture of financial transaction systems using integrated circuit
cards. This part introduces general security principles, presents an overview of security requirements
for financial transaction systems using integrated circuit cards, and introduces parts 1 to 7 of ISO
10202. The mandatory and optional data elements used in ISO 10202 are summarised in this part.

There are three annexes to this International Standard, namely annex A (informative) which provides
a quick guide to this International Standard, annex B (informative) which portrays a logical
architecture of the ICC, and annex C (informative) for a logical architecture of the SAM.

2. NORMATIVE REFERENCES

The following nomative documents contain provisions which, through reference in this text,
constitute provisions of this part of ISO 10202. For dated references, subsequent amendments
to, or revisions of, any of these publications do not apply. However, parties to agreements based
on this part of 1ISO 10202 are encouraged to investigate the possibility of applying the most
recent editions of the nomative documents indicated below. For undated references, the latest
edition of the nomative document referred to applies. Members of ISO and IEC maintain
registers of currently valid Intemational Standards.

ISO 3166 Codes for the representation of names of countries

ISO 4909 Bank cards - Magnetic stripe data contents for track 3

ISO 7810 Identification cards - Physical characteristics
ISO 7812 Identification cards - Numbering system and registration procedure for issuer
identifiers

ISO 7813 Identification cards - Financial transaction cards

ISO/IEC 7816-1 Identification cards - Integrated circuit(s) cards with contacts - Physical
characteristics

ISO/IEC 7816-2 Identification cards - Integrated circuit(s) cards with contacts - Dimensions and
locations of the contacts

ISO/IEC 7816-3 Identification cards - Integrated circuit(s) cards with contacts - Electronic

signals and transmission protocols

ISO/IEC 7816-4 Identification cards - Integrated circuit(s) cards with contacts - Interindustry
commands for interchange

ISO/IEC 7816-5 Identification cards - Integrated circuit(s) cards with contacts - Number system
and registration procedure for application identifiers
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ISO/IEC 7816-6 Identification cards - Integrated circuit(s) cards with contacts - Interindustry
data elements

ISO 8583 Financial transaction card originated messages - Interchange message specifications

ISO 8732 Banking - Key management (wholesale)
ISO 8908 Banking and related financial services - Vocabulary and data elements

ISO 9564-1  Banking - Personal identification number Management and security - PIN protection
principles and techniques

ISO 9796 Information technology - Security techniques - Digital signature scheme giving
message recovery

ISO 9807 Banking and related financial services - Requirements for message authentication (retail)

ISO 9992-1  Financial transaction cards - Messages between the integrated circuit card and the
card accepting device - Concepts and structures

ISO 9992-2  Financial transaction cards - Messages between the integrated circuit card and the
card accepting device - Functions, messages (commands and responses), data
elements and structures

ISO 10202-1 Financial transaction cards - Security architecture of financial transaction systems
using integrated circuit cards - Card Life Cycle

ISO 10202-2 Financial transaction cards - Security architecture of financial transaction systems
using integrated circuit cards - Transaction Process

ISO 10202-3 Financial transaction cards - Security architecture of financial transaction systems
using integrated circuit cards - Cryptographic Key Relationships

ISO 10202-4 Financial transaction cards - Security architecture of financial transaction systems
using integrated circuit cards - Secure Application Modules

ISO 10202-5 Financial transaction cards - Security architecture of financial transaction systems
using integrated circuit cards - Use of Algorithms

ISO 10202-6 Financial transaction cards - Security architecture of financial transaction systems
using integrated circuit cards - Cardholder Verification

ISO 10202-7 Financial transaction cards - Security architecture of financial transaction systems
using integrated circuit cards - Key Management
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ISO 11568  Banking - Key management (retail)

ISO 13491 Banking - Secure Cryptographic Devices (retail)
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3. DEFINITIONS

The following definitions apply to ISO 10202. For terms not defined within this International Standard
refer to ISO 8908

Application data file (ADF): A file in the IC that supports one or more services.

ADF allocation: The secure provision of space in the IC for subsequent use by an application
supplier.

ADF personalizer: The entity which initially loads security and related operational parameters in the
space allocated in the IC for an ADF.

Application supplier: An entity which is responsible for an ADF after its allocation.

Asymmetric algorithm: An algorithm in which the encipherment and decipherment keys are
different and which it is computationally infeasible to deduce one from the other.

Authentication: A process used to ensure data integrity and data origin authentication.

Biometric verification: A form of cardholder verification involving the comparison of an observed
biological characteristic against a reference value.

Card accepting device (CAD): The device used to interface with the ICC during a session.
Card acceptor: The party accepting the card for the provision of goods and services.

Card Issuer: The institution (or its agent) which issues the financial transaction ICC to the
cardholder.

Cardholder: The person to whom the financial transaction ICC has been issued.

Cardholder Identification Value (CIV): A value which is used for the verification of cardholder
identity. A discrete CIV is known to the cardholder (ie a PIN or password). A biometric CIV is a
representation of an observed biological characteristic of the cardholder.

Certificate: See transaction certification code and public key certificate.

Certificate identifier: Cenificéte information which enables proper verification of a key certificate.
Certification authority: An authority trusted by all users to create and assign certificates.

Ciphertext: Enciphered plaintext.

Collision resistant: A function is called collision resistant if any two different input values produce
different output results.
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Common data file (CDF): A mandatory file that contains the common data elements stored in the
ICC and used to identify the card, the card issuer and the cardholder.

Counter: An increasing count used between two parties.
Credentials: The set of data items assigned to each entity and used to authenticate that entity.

Cryptographic exchange: A method of providing protection of information passing between two
parties.

Cryptographic function: A process performed (eg. encryption, authentication, certification) using a
cryptographic algorithm.

Cryptographic key (key): A parameter used in conjunction with a cryptographic algorithm for
executing cryptographic transformations.

Cryptographic link: Two logical entities (nodes) who have previously agreed to exchange data and
who have a cryptographic key-relationship.

Cryptographic node: One of the logical entities (nodes) in a cryptographic link.

Cryptoperiod: A defined period of time which a cryptographic key is authorized for use, or during
which time the cryptographic keys for a given system may remain in effect.

Data key: A cryptographic key used for the encipherment, decipherment or authentication of data.
Decipherment: The process of transforming ciphertext into plaintext.
Derivation key: A key used to generate a derived key.

Derived key: A symmetric key generated from a derivation key and non-secret variable data. The
derivation key is used to generate a large number of keys (derived keys).

Digital signature: The result of a cryptographic transformation, executed by the initiator using his
secret key with an asymmetric algorithm, providing non repudiation of the source and integrity of the
signed data.

Distinguishing name: A name which uniquely identifies an entity in a process.

Diversified key: See derived key.

Dual control: A process of utilizing two or more separate entities (usually persons), operating in
concert, to protect sensitive functions or information whereby no single entity is able to access or
utilise the materials eg. cryptographic keys.

Elementary file: A file which may contain data and/or file control information.
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Encipherment: The process of transforming plaintext into ciphertext.

Entity authentication: Corroboration that the identity of an entity (node) is the one claimed.
Embedder: The entity which performs IC embedding.

Hash function: A one-way function mapping a variable length input to a fixed length output, such
that it is computationally infeasible to obtain the same output from two different intelligible inputs; a
hash function shall be collision resistant.

Host/SAM derivation key: A derivation key used to derive ICC or SAM keys.

Host security module: A physically secure device used to support cryptographic functions and
perform SAM functionality on a host system.

Integrated Circuit (IC): Electronic component(s) which are embedded in an ICC in the form of
microcircuits to perform processing and memory functions.

IC assembler: The entity which performs IC assembling.

IC assembling: The process of combining one or more ICs with elements enabling external
communication to a module suitable for IC embedding.

IC assembly: A module containing one or more ICs and external communication elements suitable
for IC embedding.

IC embedding: The process of inserting an IC assembly into a card to form an ICC.

IC only system: A card system which relies solely on IC technology and corresponding interface
equipment.

Integrated Circuit Card (ICC): A card into which has been embedded one or more ICs.

ICC derivation key: An ICC (CDF or ADF) derivation key used to derive unique message data keys.
Initiator: The node or entity that initiates a process.

Key enciphering key: A key used to encipher another key.

Key generation module: A type of cryptographic equipment used for generating and deriving
cryptographic keys.

Key identifier: Key information which enable the recipient to determine the appropriate key(s)
associated with a transaction.
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