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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
liaison with ISO, also take part in the work. ISO collaborates closely with the International Electrotechnical
Commission (IEC) on all matters of electrotechnical standardization.

Draft International Standards adopted by the technical committees are circulated to the member bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the member bodies casting a vote.

International Standard ISO 11568-6 was prepared by Technical Committee ISO/TC 68, Banking, securities and
other financial services, Subcommittee SC 6, Retail financial services.

ISO 11568 consists of the following parts, under the title Banking — Key management (retail):

 Part 1: Introduction to key management

 Part 2: Key management techniques for symmetric ciphers

 Part 3: Key life cycle for symmetric ciphers

 Part 4: Key management techniques using public key cryptography

 Part 5: Key life cycle for public key cryptosystems

 Part 6: Key management schemes

Annexes A and B of this part of ISO 11568 are for information only.
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Introduction

ISO 11568 is one of a series of standards describing procedures for the secure management of the cryptographic
keys used to protect messages in a retail banking environment, for instance, messages between an acquirer and a
card acceptor, or an acquirer and a card issuer. Management of keys used in an Integrated Circuit Card (ICC)
environment is not covered by ISO 11568 but will be addressed in another ISO standard.

Whereas key management in a wholesale banking environment is characterized by the exchange of keys in a
relatively high-security environment, this standard addresses the key management requirements that are applicable
in the more accessible domain of retail banking services. Typical of such services are point-of-sale/point-of-service
(POS) debit and credit authorizations and automated teller machine (ATM) transactions.

ISO 11568 is a multi-part standard.

This part of ISO 11568 provides general information and criteria concerning key management schemes for use in a
retail banking environment. Annex A provides a description of certain key management schemes that are
considered by ISO members as suitable for implementation in the retail banking environment.
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Banking — Key management (retail) —

Part 6:
Key management schemes

1 Scope

This part of ISO 11568 contains descriptions of key management schemes that have been submitted by national
standards bodies of member countries as suitable for implementation in retail banking environments.

Each description is intended only to provide an overview of the key management scheme, pointing out its main
characteristics, the particular techniques employed and other useful information.

More detailed information about these schemes is to be found in the documents named as reference material within
each description.

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions of this part of
ISO 11568. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this part of ISO 11568 are encouraged to investigate the possibility of applying the
most recent editions of the standards indicated below. Members of IEC and ISO maintain registers of currently valid
International Standards.

ISO 8908:1993, Banking and related financial services — Vocabulary and data elements.

ISO/IEC 9796:1991, Information technology — Security techniques — Digital signature scheme giving message
recovery.

ISO/IEC 9798-3:1993, Information technology — Security techniques — Entity authentication mechanisms —
Part 3: Entity authentication using a public key algorithm.

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash functions.

ISO 11166 (all parts), Banking — Key management by means of asymmetric algorithms.

ISO 11568-1:1994, Banking — Key management (retail) — Part 1: Introduction to key management.

ISO/IEC 11770:—1), Information technology — Security techniques — Key management — Part 3: Mechanisms
using asymmetric techniques.

ISO 13491-1:—1), Banking — Secure cryptographic devices (retail) — Part 1: Concepts, requirements and
evaluation methods.

ISO 13491-2:—1), Banking — Secure cryptographic devices (retail) — Part 2: Security compliance checklists for
devices used in magnetic stripe card systems.

___________

1)   To be published.
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