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Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national 
standards bodies (ISO member bodies). The work of preparing International Standards is normally 
carried out through ISO technical committees. Each member body interested in a subject for which a 
technical committee has been established has the right to be represented on that committee. 
International organizations, governmental and non-governmental, in liaison with ISO, also take part in 
the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all 
matters of electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 
any patent rights identified during the development of the document will be in the Introduction and/or 
on the ISO list of patent declarations received (see www.iso.org/patents). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see 
www.iso.org/iso/foreword.html. 

This document was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 31, 
Data communication. 

This third edition cancels and replaces the second edition (ISO 14229-1:2013), which has been 
technically revised. The main changes compared to the previous edition are as follows: 

— new diagnostic service for Authentication has been introduced to address cyber security topics; 

— new clause "Security sub-layer definition"; 

— some unused SubFunction of ReadDTCInformation service are deleted, e.g. Mirror Memory; 

— the ReadDataByPeriodicIdentifier is updated; and 

— several clarifications and corrections are implemented. 

A list of all parts in the ISO 14229 series can be found on the ISO website. 

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html. 
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Introduction 

ISO 14229 has been established in order to define common requirements for diagnostic systems, 
whatever the serial data link is. 

To achieve this, ISO 14229 is based on the Open Systems Interconnection (OSI) Basic Reference Model 
in accordance with ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication systems into 
seven layers. When mapped on this model, the services used by a diagnostic tester (client) and an 
Electronic Control Unit (ECU, server) are broken into the following layers in accordance with Table 1: 

— Application layer (layer 7), unified diagnostic services specified in this document, ISO 14229-3 
UDSonCAN, ISO 14229-4 UDSonFR, ISO 14229-5 UDSonIP, ISO 14229-6 UDSonK-Line, ISO 14229-7 
UDSonLIN, ISO 14229-81 UDSonCXPI, further standards and ISO 27145-3 VOBD. 

— Presentation layer (layer 6), vehicle manufacturer specific, ISO°27145-2 VOBD. 

— Session layer services (layer 5) specified in ISO 14229-2. 

— Transport layer services (layer 4), specified in ISO 15765-2 DoCAN, ISO 10681-2 Communication 
on FlexRay, ISO 13400-2 DoIP, ISO 17987-2 LIN, ISO 20794-32 CXPI, ISO 27145-4 VOBD. 

— Network layer services (layer 3), specified in ISO 15765-2 DoCAN, ISO 10681-2 Communication on 
FlexRay, ISO 13400-2 DoIP, ISO 17987-2 LIN, ISO 20794-3 CXPI, ISO 27145-4 VOBD. 

— Data link layer (layer 2), specified in ISO 11898-1, ISO 11898-2, ISO 17458-2, ISO 13400-3, 
IEEE 802.3, ISO 14230-2, ISO 17987-3 LIN, ISO 20794-43 CXPI, and further standards, ISO 27145-4 
VOBD. 

— Physical layer (layer 1), specified in ISO 11898-1, ISO 11898-2, ISO 17458-4, ISO 13400-3, 
IEEE 802.3, ISO 14230-1, ISO 17987-4 LIN, ISO 20794-4 CXPI, and further standards, ISO 27145-4 
VOBD. 

NOTE The diagnostic services in this document are implemented in various applications, e.g. road vehicles – 
tachograph systems, road vehicles – interchange of digital information on electrical connections between towing 
and towed vehicles, road vehicles – diagnostic systems, etc. Future modifications to this document will provide 
long-term backward compatibility with the implementation standards as described above. 

  

                                                             

1 Under preparation. Stage at the time of publication: ISO/FDIS 14229-8:2020. 

2 Under preparation. Stage at the time of publication: ISO/FDIS 20794-3:2020. 

3 Under preparation. Stage at the time of publication: ISO/FDIS 20794-4:2020. 
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Table 1 — Example of diagnostic/programming specifications applicable to the OSI layers 

OSI seven 
layera Enhanced diagnostics services VOBD 

Application 
(layer 7) 

ISO 14229-1, ISO 14229-3 UDSonCAN, ISO 14229-4 UDSonFR, ISO 14229-5 
UDSonIP, ISO 14229-6 UDSonK-Line, ISO 14229-7 UDSonLIN, ISO 14229-8 

UDSonCXPI, further standards 

ISO 
27145-3 

Presentation 
(layer 6) vehicle manufacturer specific ISO 

27145-2 

Session  
(layer 5) ISO 14229-2 

Transport  
(layer 4) ISO 

15765-2 
ISO 

10681-2 
ISO 

13400-2 
Not 

applicable 
ISO 

17987-2 
ISO 

20794-3 

further 
standards 

ISO 
27145-4 

Network  
(layer 3) 

further 
standards 

Data link  
(layer 2) 

ISO 
11898-1, 

ISO 
11898-2 

ISO 
17458-2 

ISO 
13400-3, 

IEEE 
802.3 

ISO 
14230-2 

ISO 
17987-3 ISO  

20794-4 

further 
standards 

Physical  
(layer 1) 

ISO 
17458-4 

ISO 
14230-1 

ISO 
17987-4 

further 
standards 

a   Seven layers according to ISO/IEC 7498-1 and ISO/IEC 10731. 

Full document details: ISO 14229-1-2020

http://avadocuments2026.com/doc/iso-14229-1-2020
http://avadocuments2026.com/doc/iso-14229-1-2020


Full document details: ISO 14229-1-2020

http://avadocuments2026.com/doc/iso-14229-1-2020
http://avadocuments2026.com/doc/iso-14229-1-2020


INTERNATIONAL STANDARD ISO 14229-1:2020(E) 
 

© ISO 2020 – All rights reserved 1 

 

Road vehicles — Unified diagnostic services (UDS) — 
 
Part 1:  
Application layer 

1 Scope 

This document specifies data link independent requirements of diagnostic services, which allow a 
diagnostic tester (client) to control diagnostic functions in an on-vehicle electronic control unit (ECU, 
server) such as an electronic fuel injection, automatic gearbox, anti-lock braking system, etc. connected 
to a serial data link embedded in a road vehicle. 

It specifies generic services, which allow the diagnostic tester (client) to stop or to resume non-
diagnostic message transmission on the data link. 

This document does not apply to non-diagnostic message transmission on the vehicle's communication 
data link between two electronic control units. However, this document does not restrict an in-vehicle 
on-board tester (client) implementation in an ECU in order to utilize the diagnostic services on the 
vehicle's communication data link to perform bidirectional diagnostic data exchange. 

This document does not specify any implementation requirements. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies. 

ISO 14229-2, Road vehicles — Unified diagnostic services (UDS) — Part 2: Session layer services 

ISO 7816-8, Identification cards — Integrated circuit cards — Part 8: Commands and mechanisms for 
security operations 

ISO/IEC 9594-8, Information technology — Open Systems Interconnection — The Directory — Part 8: 
Public-key and attribute certificate frameworks 

IEEE 754-2008, IEEE Standard for Floating-Point Arithmetic 

IEEE 1609.2, Standard for Wireless Access in Vehicular Environments — Security Services for Applications 
and Management Messages 

X.509, Information technology — Open Systems Interconnection — The Directory: Public-key and 
attribute certificate frameworks 

RFC 5280, Internet Engineering Task Force — Internet X.509 Public Key Infrastructure Certificate and 
Certificate Revocation List (CRL) Profile 

RFC 5755, Internet Engineering Task Force — An Internet Attribute Certificate Profile for Authorization 
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3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 

— ISO Online browsing platform: available at https://www.iso.org/obp 

— IEC Electropedia: available at http://www.electropedia.org/ 

3.1 
boot memory partition 
area of the server (3.18) memory in which the boot software (3.2) is located 

3.2 
boot software 
software which is executed in a special part of server (3.18) memory which is used primarily to boot the 
ECU (3.9) and perform server programming 

Note 1 to entry: This area of memory is not erased during a normal programming sequence and executes when the 
server application is missing or otherwise deemed invalid to always ensure the capability to reprogram the 
server. 

Note 2 to entry: See 0 and 17.3.1.1. 

3.3 
client 
function that is part of the tester (3.20) and that makes use of the diagnostic services (3.6) 

Note 1 to entry: A tester normally makes use of other functions such as data base management, specific 
interpretation, human-machine interface. 

3.4 
diagnostic channel 
dedicated transmission path from client (3.3) to server (3.18) for diagnostic communication 

Note 1 to entry: Several simultaneously connected clients to one server can be differentiated by an individual 
tester (3.20) source address. 

3.5 
diagnostic data 
data that is located in the memory of an electronic control unit (3.9) which may be inspected and/or 
possibly modified by the tester (3.20) 

Note 1 to entry: Diagnostic data includes analogue inputs and outputs, digital inputs and outputs, intermediate 
values and various status information. 

Note 2 to entry: Examples of diagnostic data are vehicle speed, throttle angle, mirror position, system status, etc. 
Three types of values are defined for diagnostic data: 

— the current value: the value currently used by (or resulting from) the normal operation of the electronic 
control unit; 

— a stored value: an internal copy of the current value made at specific moments (e.g. when a malfunction 
occurs or periodically); this copy is made under the control of the electronic control unit; 

— a static value: e.g. VIN. 
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The server (3.18) is not obliged to keep internal copies of its data for diagnostic purposes, in which case the tester 
may only request the current value. 

Note 3 to entry: Defining a repair shop or development testing session selects different server functionality (e.g. 
access to all memory locations may only be allowed in the development testing session). 

3.6 
diagnostic service 
information exchange initiated by a client (3.3) in order to require diagnostic information from a server 
(3.18) or/and to modify its behaviour for diagnostic purpose 

3.7 
diagnostic session 
state within the server (3.18) in which a specific set of diagnostic services (3.6) and functionality is 
enabled 

3.8 
diagnostic trouble code 
DTC 
numerical common identifier for a fault condition identified by the on-board diagnostic system 

3.9 
ECU 
electronic control unit 
unit providing information regarding the connected sensor and control network 

Note 1 to entry: Systems considered as electronic control units include anti-lock braking system (ABS) and engine 
management system. 

3.10 
functional unit 
set of functionally close or complementary diagnostic services (3.6) 

3.11 
local server 
server (3.18) that is connected to the same local network as the client (3.3) and is part of the same 
address space as the client 

3.12 
permanent DTC 
diagnostic trouble code (3.8) that remains in non-volatile memory, even after a clear DTC request, until 
other criteria (typically regulatory) are met (e.g. the appropriate monitors for each DTC have 
successfully passed) 

Note 1 to entry: Refer to the relevant legislation for all necessary requirements. 

3.13 
record 
one or more diagnostic data (3.5) elements that are referred to together by a single means of 
identification 

Note 1 to entry: A snapshot including various input/output data and trouble codes is an example of a record. 

3.14 
remote server 
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server (3.18) that is not directly connected to the main diagnostic network 

Note 1 to entry: A remote server is identified by means of a remote address. Remote addresses represent an own 
address space that is independent from the addresses on the main network. 

Note 2 to entry: A remote server is reached via a local server (3.11) on the main network. Each local server on the 
main network can act as a gate to one independent set of remote servers. A pair of addresses therefore always 
identifies a remote server: one local address that identifies the gate to the remote network and one remote 
address identifying the remote server itself. 

3.15 
remote client 
client (3.3) that is not directly connected to the main diagnostic network 

Note 1 to entry: A remote client is identified by means of a remote address. 

Note 2 to entry: Remote addresses represent an own address space that is independent from the addresses on the 
main network. 

3.16 
reprogramming software 
part of the boot software (3.2) that allows for reprogramming of the electronic control unit (3.9) 

3.17 
security 
mechanism for protecting vehicle modules from "unauthorized" intrusion through a vehicle diagnostic 
data (3.5) link 

3.18 
server 
function that is part of an electronic control unit (3.9) and that provides the diagnostic services (3.6) 

Note 1 to entry: This document differentiates between the server (i.e. the function) and the electronic control unit 
to ensure independence from implementation. 

3.19 
supported DTC 
diagnostic trouble code (3.8) which is currently configured/calibrated and enabled to execute under 
predefined vehicle conditions. 

3.20 
tester 
system that controls functions such as test, inspection, monitoring, or diagnosis of an on-vehicle 
electronic control unit (3.9) and can be dedicated to a specific type of operator (e.g. an off-board scan 
tool dedicated to garage mechanics, an off-board test tool dedicated to assembly plants, or an on-board 
tester) 

Note 1 to entry: The tester is also referenced as the client (3.3). 

  

Full document details: ISO 14229-1-2020

http://avadocuments2026.com/doc/iso-14229-1-2020
http://avadocuments2026.com/doc/iso-14229-1-2020


ISO 14229-1:2020(E) 

© ISO 2020 – All rights reserved 
5 

 

4 Symbols and abbreviated terms 

.con service primitive .confirmation 

.ind service primitive .indication 

.req service primitive .request 

A_PCI application layer protocol control information 

ACR Authentication with Challenge-Response 

APCE Authentication with PKI Certificate Exchange 

BER Basic Encoding Rules according to ITU-T X.690 

CMAC Cipher-based Message Authentication Code 

CVC Card Verifiable Certificate 

ECU electronic control unit 

EDR event data recorder 

GMAC Galois Message Authentication Code 

HMAC Hash-based Message Authentication Code 

N/A not applicable 

NR_SI negative response service identifier 

NRC negative response code 

OID Object Identifier according to ISO/IEC 9834-1 

OSI open systems interconnection 

PKCS Public-Key Cryptography Standards 

PKI Public-Key Infrastructure 

POWN Proof of Ownership 

RA remote address 

SA source address 

SI service identifier 

TA target address 

TA_type target address type 

X.509 PKI standard according to ISO/IEC 9594-8 

5 Conventions 

This document is based on the conventions discussed in the OSI service conventions (ISO/IEC 10731) 
as they apply for diagnostic services. 

These conventions specify the interactions between the service user and the service provider. 
Information is passed between the service user and the service provider by service primitives, which 
may convey parameters. 

The distinction between service and protocol is summarised in Figure 1. 

  

Full document details: ISO 14229-1-2020

http://avadocuments2026.com/doc/iso-14229-1-2020
http://avadocuments2026.com/doc/iso-14229-1-2020


ISO 14229-1:2020(E) 

6 © ISO 2020 – All rights reserved 

 

 

Figure 1 — The services and the protocol 

This document defines both confirmed and unconfirmed services. 

The confirmed services use the six service primitives request, req_confirm, indication, response, 
rsp_confirm and confirmation. 

The unconfirmed services use only the request, req_confirm and indication service primitives. 

For all services defined in this document, the request and indication service primitives always have the 
same format and parameters. Consequently, for all services, the response and confirmation service 
primitives (except req_confirm and rsp_confirm) always have the same format and parameters. When 
the service primitives are defined in this document, only the request and response service primitives 
are listed. 

6 Document overview 

Figure 2 depicts the implementation of UDS document reference according to OSI model. 
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Figure 2 — Implementation of UDS document reference according to OSI model 

7 Application layer services 

7.1 General 

Application layer services are usually referred to as diagnostic services. The application layer services 
are used in client-server based systems to perform functions such as test, inspection, monitoring or 
diagnosis of on-board vehicle servers. The client, usually referred to as external test equipment, uses 
the application layer services to request diagnostic functions to be performed in one or more servers. 
The server, usually a function that is part of an ECU, uses the application layer services to send response 
data, provided by the requested diagnostic service, back to the client. The client is usually an off-board 
tester, but can in some systems also be an on-board tester. The usage of application layer services is 
independent from the client being an off-board or on-board tester. It is possible to have more than one 
client in the same vehicle system. 

The service access point of the diagnostics application layer provides a number of services that all have 
the same general structure. For each service, six service primitives are specified: 

— a service request primitive, used by the client function in the diagnostic tester application, to pass 
data about a requested diagnostic service to the diagnostics application layer; 
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— a service request-confirmation primitive, used by the client function in the diagnostic tester 
application, to indicate that the data passed in the service request primitive is successfully sent on 
the vehicle communication bus the diagnostic tester is connected to; 

— a service indication primitive, used by the diagnostics application layer, to pass data to the server 
function of the ECU diagnostic application; 

— a service response primitive, used by the server function in the ECU diagnostic application, to 
pass response data provided by the requested diagnostic service to the diagnostics application 
layer; 

— a service response-confirmation primitive, used by the server function in the ECU diagnostic 
application, to indicate that the data passed in the service response primitive is successfully sent on 
the vehicle communication bus the ECU received the diagnostic request on; 

— a service confirmation primitive, used by the diagnostics application layer to pass data to the 
client function in the diagnostic tester application. 

Figure 3 depicts the application layer service primitives - confirmed service. 

 

Figure 3 — Application layer service primitives – Confirmed service 

Figure 4 depicts the application layer service primitives – Unconfirmed service. 
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Figure 4 — Application layer service primitives – Unconfirmed service 

For a given service, the request-confirmation primitive and the response-confirmation primitive always 
have the same service data unit. The purpose of these service primitives is to indicate the completion of 
an earlier request or response service primitive invocation. The service descriptions in this document 
will not make use of those service primitives, but the data link specific implementation documents 
might use those to define, for example service execution reference points (e.g. the ECUReset service 
would invoke the reset when the response is completely transmitted to the client which is indicated in 
the server via the service response-confirm primitive). 

7.2 Format description of application layer services 

Application layer services can have four different formats depending on how the vehicle diagnostic 
system is configured. The format of the application layer service is controlled by parameter A_Mtype. 

If the vehicle system is configured so that the client can address all servers by using the A_SA and A_TA 
address parameters, the default format of application layer services shall be used. This implies A_Mtype 
= diagnostics. 

If the vehicle system is configured so that the client needs address information in addition to the A_SA 
and A_TA address parameters allowing to address certain servers, the remote format of application 
layers services shall be used. This implies A_Mtype = remote diagnostics. 

If the vehicle system is configured so that the client can address the server which treats secure data by 
using the A_SA and A_TA address parameters, the secure format of application layer services shall be 
used. This implies A_Mtype = secure diagnostics. 

If the vehicle system is configured so that the client needs address information in addition to the A_SA 
and A_TA address parameters allowing to address the server which treats secure data, the secure 
remote format of application layers services shall be used. This implies A_Mtype = secure remote 
diagnostics. 

The different formats for application layer services are specified in 7.3. 

7.3 Format description of service primitives 

7.3.1 General definition 

All application layer services have the same general format. Service primitives are written in the form: 
service_name.type ( 
       parameter A, parameter B, parameter C 
       [,parameter 1, ...] 
       ) 
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Where: 

— "service_name" is the name of the diagnostic service (e.g. DiagnosticSessionControl), 

— "type" indicates the type of the service primitive (e.g. request), 

— "parameter A, ..." is the A_SDU (Application layer Service Data Unit) as a list of values passed by the 
service primitive (addressing information), 

— "parameter A, parameter B, parameter C" are mandatory parameters that shall be included in all 
service calls, 

— "[,parameter 1, ...]" are parameters that depend on the specific service (e.g. parameter 1 can be the 
diagnosticSession for the DiagnosticSessionControl service). The brackets indicate that this part of 
the parameter list may be empty. 

7.3.2 Service request and service indication primitives 

For each application layer service, service request and service indication primitives are specified 
according to the following general format: 
service_name.request ( 
         A_MType, 
         A_SA, 
         A_TA, 
         A_TA_type, 
         [A_AE], 
         A_Length, 
         A_Data[,parameter 1, ...], 
         ) 
  
The request primitive is used by the client function in the diagnostic tester application, to initiate the 
service and pass data about the requested diagnostic service to the application layer. 
service_name.indication ( 
         A_MType, 
         A_SA, 
         A_TA, 
         A_TA_type, 
         [A_AE], 
         A_Length 
         A_Data[,parameter 1, ...], 
         ) 
  
The indication primitive is used by the application layer, to indicate an internal event which is 
significant to the ECU diagnostic application and pass data about the requested diagnostic service to the 
server function of the ECU diagnostic application. 

The request and indication primitive of a specific application layer service always have the same 
parameters and parameter values. This means that the values of individual parameters shall not be 
changed by the communicating peer protocol entities of the application layer when the data is 
transmitted from the client to the server. The same values that are passed by the client function in the 
client application to the application layer in the service request call shall be received by the server 
function of the diagnostic application from the service indication of the peer application layer. 
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7.3.3 Service response and service confirm primitives 

For each confirmed application layer service, service response and service confirm primitives are 
specified according to the following general format: 
service_name.response  ( 
         A_Mtype, 
         A_SA, 
         A_TA, 
         A_TA_type, 
         [A_AE], 
         A_Length 
         A_Data[,parameter 1, ...], 
         ) 
  
The response primitive is used by the server function in the ECU diagnostic application, to initiate the 
service and pass response data provided by the requested diagnostic service to the application layer. 
service_name.confirm ( 
         A_Mtype, 
         A_SA, 
         A_TA, 
         A_TA_type, 
         [A_AE], 
         A_Length 
         A_Data[,parameter 1, ...], 
         ) 
  
The confirm primitive is used by the application layer to indicate an internal event which is significant 
to the client application and pass results of an associated previous service request to the client function 
in the diagnostic tester application. It does not necessarily indicate any activity at the remote peer 
interface, e.g if the requested service is not supported by the server or if the communication is broken. 

The response and confirm primitive of a specific application layer service always have the same 
parameters and parameter values. This means that the values of individual parameters shall not be 
changed by the communicating peer protocol entities of the application layer when the data is 
transmitted from the server to the client. The same values that are passed by the server function of the 
ECU diagnostic application to the application layer in the service response call shall be received by the 
client function in the diagnostic tester application from the service confirmation of the peer application 
layer. 

For each response and confirm primitive two different service data units (two sets of parameters) will 
be specified. 

— A positive response and positive confirm primitive shall be used with the first service data unit if 
the requested diagnostic service could be successfully performed by the server function in the ECU. 

— A negative response and confirm primitive shall be used with the second service data unit if the 
requested diagnostic service failed or could not be completed in time by the server function in the 
ECU. 

7.3.4 Service request-confirm and service response-confirm primitives 

For each application layer service, service request-confirm and service response-confirm primitives are 
specified according to the following general format: 
service_name.req_confirm ( 
          A_Mtype, 
          A_SA, 
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          A_TA, 
          A_TA_type, 
          [A_AE], 
          A_Result 
          ) 
  
The request-confirm primitive is used by the application layer to indicate an internal event, which is 
significant to the client application, and pass communication results of an associated previous service 
request to the client function in the diagnostic tester application. 
service_name.rsp_confirm ( 
          A_Mtype, 
          A_SA, 
          A_TA, 
          A_TA_type, 
          [A_AE], 
          A_Result 
          ) 
  
The response-confirm primitive is used by the application layer to indicate an internal event, which is 
significant to the server application, and pass communication results of an associated previous service 
response to the server function in the ECU application. 

7.4 Service data unit specification 

7.4.1 Mandatory parameters 

7.4.1.1 General definition 

The application layer services contain three mandatory parameters. The following parameter 
definitions are applicable to all application layer services specified in this document (standard and 
remote format). 

7.4.1.2 A_Mtype, application layer message type 

Type: enumeration 

Range: diagnostics, remote diagnostics, secure diagnostics, secure remote diagnostics 

Description: 

The parameter Mtype shall be used to identify the format of the vehicle diagnostic system as specified 
in 7.2. This document specifies a range of four values for this parameter: 

— If A_Mtype = diagnostics, then the service_name primitive shall consist of the parameters A_SA, 
A_TA and A_TAtype. 

— If A_Mtype = remote diagnostics, then the service_name primitive shall consist of the parameters 
A_SA, A_TA, A_TAtype and A_AE. 

— If A_Mtype = secure diagnostics, then the service_name primitive shall consist of the parameters 
A_SA, A_TA and A_TAtype. 

— If A_Mtype = secure remote diagnostics, then the service_name primitive shall consist of the 
parameters A_SA, A_TA, A_TAtype and A_AE. 
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7.4.1.3 A_SA, application layer source address 

Type: 2 byte unsigned integer value 

Range: 000016 to FFFF16 

Description: 

The parameter SA shall be used to encode client and server identifiers. 

For service requests (and service indications), A_SA represents the address of the client function that 
has requested the diagnostic service. Each client function that requests diagnostic services shall be 
represented with one A_SA value. If more than one client function is implemented in the same 
diagnostic tester, then each client function shall have its own client identifier and corresponding A_SA 
value. 

For service responses (and service confirmations), A_SA represents the address of the server function 
that has performed the requested diagnostic service. A server function may be implemented in one ECU 
only or be distributed and implemented in several ECUs. If a server function is implemented in one ECU 
only, then it shall be encoded with one A_SA value only. If a server function is distributed and 
implemented in several ECUs, then the respective server function addresses shall be encoded with one 
A_SA value for each individual server function. 

If a remote client or server is the original source for a message, then A_SA represents the local server 
that is the gate from the remote network to the main network. 
NOTE The A_SA value in a response message will be the same as the A_TA value in the corresponding request 
message if physical addressing was used for the request message. 

7.4.1.4 A_TA, application layer target address 

Type: 2 byte unsigned integer value 

Range: 000016 to FFFF16 

Description: 

The parameter A_TA shall be used to encode client and server identifiers. 

Two different addressing methods, called: 

— physical addressing, and 

— functional addressing 

are specified for diagnostics. Therefore, two independent sets of target addresses can be defined for a 
vehicle system (one for each addressing method). 

Physical addressing shall always be a dedicated message to a server implemented in one ECU. When 
physical addressing is used, the communication is a point-to-point communication between the client 
and the server. 

Functional addressing is used by the client if it does not know the physical address of the server 
function that shall respond to a diagnostic service request or if the server function is implemented as a 
distributed function in several ECUs. When functional addressing is used, the communication is a 
broadcast communication from the client to a server implemented in one or more ECUs. 

For service requests (and service indications), A_TA represents the server identifier for the server that 
shall perform the requested diagnostic service. If a remote server is being addressed, then A_TA 
represents the local server that is the gate from the main network to the remote network. 

For service responses (and service confirmations), A_TA represents the address of the client function 
that originally requested the diagnostic service and shall receive the requested data (i.e. A_SA of the 
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request). Service responses (and service confirmations) shall always use physical addressing. If a 
remote client is being addressed, then A_TA represents the local server that is the gate from the main 
network to the remote network. 
NOTE The A_TA value of a response message will always be the same as the A_SA value of the corresponding 
request message. 

7.4.1.5 A_TA_Type, application layer target address type 

Type: enumeration 

Range: physical, functional 

Description: 

The parameter A_TA_type is an extension to the A_TA parameter. It is used to represent the addressing 
method chosen for a message transmission. 

7.4.1.6 A_Result 

Type: enumeration 

Range: ok, error 

Description: 

The parameter 'A_Result' is used by the req_confirm and rsp_confirm primitives to indicate if a message 
has been transmitted correctly (ok) or whether the message transmission was not successful (error). 

7.4.1.7 A_Length 

Type: 4 byte unsigned integer value 

Range: 0d to (232-1)d 

Description: 

This parameter includes the length of data to be transmitted/received. 

7.4.1.8 A_Data 

Type: string of bytes 

Range: not applicable 

Description: 

This parameter includes all data to be exchanged by the higher layer entities. 

7.4.2 Vehicle system requirements 

The vehicle manufacturer shall ensure that each server in the system has a unique server identifier. The 
vehicle manufacturer shall also ensure that each client in the system has a unique client identifier. 

All client and server addresses of the diagnostic network in a vehicle system shall be encoded into the 
same range of source addresses. This means that a client and a server shall not be represented by the 
same A_SA value in a given vehicle system. 

The physical target address for a server shall always be the same as the source address for the server. 

Remote server identifiers can be assigned independently from client and server identifiers on the main 
network. 

In general, only the server(s) addressed shall respond to the client request message. 
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7.4.3 Optional parameters - A_AE, application layer remote address 

Type: 2 byte unsigned integer value 

Range: 000016 to FFFF16 

Description: 

A_AE is used to extend the available address range to encode client and server identifiers. A_AE shall 
only be used in vehicles that implement the concept of local servers and remote servers. Remote 
addresses represent their own address range and are independent from the addresses on the main 
network. 

The parameter A_AE shall be used to encode remote client and server identifiers. A_AE can represent 
either a remote target address or a remote source address depending on the direction of the message 
carrying the A_AE. 

For service requests (and service indications) sent by a client on the main network, A_AE represents the 
remote server identifier (remote target address) for the server that shall perform the requested 
diagnostic service. 

A_AE can be used both as a physical and a functional address. For each value of A_AE, the system builder 
shall specify if that value represents a physical or functional address. 

There is no special parameter that represents physical or functional remote addresses in the way 
A_TA_type specifies the addressing method for A_TA. Physical and functional remote addresses share 
the same 1 byte range of values and the meaning of each value shall be defined by the system builder. 

For service responses (and service confirmations) sent by a remote server, A_AE represents the 
physical location (remote source address) of the remote server that has performed the requested 
diagnostic service. 

A remote server may be implemented in one ECU only or be distributed and implemented in several 
ECUs. If a remote server is implemented in one ECU only, then it shall be encoded with one A_AE value 
only. If a remote server is distributed and implemented in several ECUs, then the remote server 
identifier shall be encoded with one A_AE value for each physical location of the remote server. 

8 Application layer protocol 

8.1 General definition 

The application layer protocol shall always be a confirmed message transmission, meaning that for each 
service request sent from the client, there shall be one or more corresponding responses sent from the 
server. 

The only exception from this rule shall be a few cases when functional addressing is used or the 
request/indication specifies that no response/confirmation shall be generated. In order not to burden 
the system with many unnecessary messages, there are a few cases when a negative response message 
shall not be sent even if the server failed to complete the requested diagnostic service. These exception 
cases are described at the relevant subclauses within this document (e.g. see 8.7). 

The application layer protocol shall be handled in parallel with the session layer protocol. This means 
that even if the client is waiting for a response to a previous request, it shall maintain proper session 
layer timing (e.g. sending a TesterPresent request if that is needed to keep a diagnostic session going in 
other servers; the implementation depends on the data link layer used). 
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8.2 A_PDU, application protocol data unit 

The A_PDU (Application layer Protocol Data Unit) is directly constructed from the A_SDU (Application 
layer Service Data Unit) and the layer specific control information A_PCI (Application layer Protocol 
Control Information). The A_PDU shall have the following general format: 
A_PDU  ( 
   Mtype, 
   SA, 
   TA, 
   TA_type, 
   [RA,] 
   A_Data = A_PCI + [parameter 1, ...], 
   Length 
   ) 
  
Where: 

— "Mtype, SA, TA, TA_type, RA, Length" are the same parameters as used in the A_SDU; 

— "A_Data" is a string of byte data defined for each individual application layer service. The A_Data 
string shall start with the A_PCI followed by all service specific parameters from the A_SDU as 
specified for each service. The brackets indicate that this part of the parameter list may be empty; 

— "Length" determines the number of bytes of A_Data. 

8.3 A_PCI, application protocol control information 

The A_PCI consists of two formats. The format is identified by the value of the first byte of the A_PDU 
parameter. For all service requests and for service responses with the first byte unequal to 7F16, the 
following definition shall apply: 
A_PCI  ( 
   SI 
   ) 
  
Where: 

— "SI" is the parameter service identifier; 

For service responses with first byte equal to 7F16, the following definition shall apply: 
A_PCI  ( 
   NR_SI, 
   SI 
   ) 
  
Where: 

— "NR_SI" is the special parameter identifying negative service responses/confirmations; 

— "SI" is the parameter Service identifier. 

NOTE For the transmission of periodic data response messages as defined in service 
ReadDataByPeriodicIdentifier (2A16, see 11.5) no A_PCI is present in the application layer protocol data unit 
(A_PDU). 
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8.4 SI, service identifier 

Type: 1 byte unsigned integer value 

Range: 0016 to FF16 according to definitions in Table 2. 

Table 2 — Service identifier values 

A_SI Service type (bit 6) Defined in 

0016 Not applicable Reserved by this document 

0116 to 0F16 ISO 15031-5/SAE J1979 specified services ISO 15031-5/SAE J1979 

1016 to 3E16 Service requests specified in this document This document 

3F16 Not applicable Reserved by this document 

4016 Not applicable Reserved by this document 

4116 to 4F16 ISO 15031-5 / SAE J1979 positive service response ISO 15031-5 / SAE J1979 

5016 to 7E16 Positive service responses specified in this document This document 

7F16 Negative response service identifier This document 

8016 to 8216 Not applicable Reserved by this document 

8316 to 8816 Service requests This document 

8916 to B916 Not applicable Reserved by this document 

BA16 to BE16 Service requests Defined by system supplier 

BF16 to C216 Not applicable Reserved by this document 

C316 to C816 Positive service responses specified in this document This document 

C916 to F916 Not applicable Reserved by this document 

FA16 to FE16 Positive service responses Defined by system supplier 

FF16 Not applicable Reserved by this document 
NOTE There is a one-to-one correspondence between service identifiers for request messages and service 
identifiers for positive response messages, with bit 6 of the SI byte value indicating the service type. All request 
messages have SI bit 6 = 0. All positive response messages have SI bit 6 = 1, except periodic data response 
messages of the ReadDataByPeriodicIdentifier (2A16, see 11.5) service. 

Description: 

The SI shall be used to encode the specific service that has been called in the service primitive. Each 
request service shall be assigned a unique SI value. Each positive response service shall be assigned a 
corresponding unique SI value. 

The service identifier is used to represent the service in the A_Data data string that is passed from the 
application layer to lower layers (and returned from lower layers). 

8.5 A_NR_SI, Negative response service identifier 

Type: 1 byte unsigned integer value 

Fixed value: 7F16 

Description: 

The parameter NR_SI is a special parameter identifying negative service responses/confirmations. It 
shall be part of the A_PCI for negative response/confirm messages. 
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NOTE The NR_SI value is coordinated with the SI values. The NR_SI value is not used as a SI value in order to 
make A_Data coding and decoding easier. 

8.6 Negative response/confirmation service primitive 

Each diagnostic service has a negative response/negative confirmation message specified with message 
A_Data bytes according to Table 3. The first A_Data byte (A_PCI.NR_SI) is always the specific negative 
response service identifier. The second A_Data byte (A_PCI.SI) shall be a copy of the service identifier 
value from the service request/indication message that the negative response message corresponds to. 

Table 3 — Negative response A_PDU 

A_PDU parameter Parameter Name Cvt Byte value Mnemonic 

SA Source Address M XXXX16 SA 

TA Target Address M XXXX16 TA 

TAtype Target Address type M XX16 TAT 

RA Remote Address (optional) C XXXX16 RA 

A_Data.A_PCI.NR_SI Negative Response SID M 7F16 SIDNR 

A_Data.A_PCI. SI <Service Name> Request SID M XX16 SIDRQ 

A_Data.Parameter 1 responseCode M XX16 NRC_ 

M (Mandatory):      In case the negative response A_PDU is issued then those A_PDU parameters shall be present. 

C (Conditional):      The RA (Remote Address) PDU parameter is only present in case of remote addressing. 

NOTE A_Data represents the message data bytes of the negative response message. 

The parameter responseCode is used in the negative response message to indicate why the diagnostic 
service failed or could not be completed in time. Values are defined in A.1. 

8.7 Server response implementation rules 

8.7.1 General definitions 

The following subclauses specify the behaviour of the server when executing a service. The server and 
the client shall follow these implementation rules. 

Legend 

Abbreviation Description 

suppressPosRspMsgIndicationBit TRUE = server shall NOT send a positive response message (exception see 
A.1 in definition of NRC 7816) 

FALSE = server shall send a positive or negative response message 

PosRsp Abbreviation for positive response message 

NegRsp Abbreviation for negative response message 

NoRsp Abbreviation for NOT sending a positive or negative response message 

NRC Abbreviation for negative response code 

ALL All of the requested data-parameters of the client request message are 
supported by the server 

At least 1 At least 1 data-parameter of the client request message shall be supported 
by the server 
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None None of the requested data-parameter of the client request message is 
supported by the server 

DataParam Data parameter 

SI Service identifier 

SF SubFunction 
The server shall support its list of diagnostic services regardless of addressing mode (physical, 
functional addressing type). 

IMPORTANT — As required by the tables in the following subclauses, negative response messages with 
negative response codes of SNS (serviceNotSupported), SNSIAS (serviceNotSupportedIn-
ActiveSession), SFNS (SubFunctionNotSupported), SFNSIAS (SubFunctionNotSupportedInActive-
Session), and ROOR (requestOutOfRange) shall not be transmitted when functional addressing was 
used for the request message (exception see A.1 in definition of NRC 7816). 

8.7.2 General server response behaviour 

The general server response behaviour specified in this subclause is mandatory for all request 
messages. The validation steps start with the reception of the request message. The figure is divided 
into three subclauses: 

— mandatory: to be evaluated by every request message; 

— optional: could be optionally evaluated by every request message; and 

— manufacturer/supplier specific: the procedure can be extended by additional 
manufacturer/supplier specific checks. 

NOTE Depending on the choices implemented in all figures specifying NRC handling, a specific NRC is not 
guaranteed for all possible test pattern sequences. 

Figure 5 depicts the general server response behaviour. 
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Key 
1 diagnostic request cannot be accepted because another diagnostic task is already requested and in progress by a 

different client 
2 refer to the response behaviour (supported negative response codes) of each service 

Figure 5 — General server response behaviour 
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8.7.3 Request message with SubFunction parameter and server response behaviour 

8.7.3.1 General server response behaviour for request messages with SubFunction parameter 

The general server response behaviour specified in this subclause is mandatory for all request 
messages with SubFunction parameter. A request message in the context of this subclause is defined as 
a service request message adhering to the formatting requirements defined in this document. Figure 6 
depicts the general server response behaviour for request messages with SubFunction parameter. 

 
Key 
1 at least 2 (SID+SubFunction Parameter) 
2 if SubFunction is subject to sequence check, e.g. LinkControl or SecurityAccess 
3 refer to the response behaviour (supported negative response codes) of each service 

Figure 6 — General server response behaviour for request messages with SubFunction 
parameter 
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8.7.3.2 Physically addressed client request message 

The server response behaviour specified in this subclause is referenced in the service description of 
each service, which supports a SubFunction parameter in the physically addressed request message 
received from the client. 

Table 4 shows possible communication schemes with physical addressing. 

Table 4 — Physically addressed request message with SubFunction parameter and server 
response behaviour 

Server 
case # 

Client request Server capability Server response 

Comments to server 
response 

Address- 
ing 

scheme 

SF 
(suppress-

PosRspMsg-
Ind-Bit) 

SI SF DataParam 
supported 

(only if 
applicable) 

Message NRC 
supported 

a) 

physical 

FALSE  
(bit = 0) 

YES YES 

At least 1 PosRsp --- Server sends positive 
response 

b) 

At least 1 

NegRsp 

NRC= 
XX16 

Server sends negative 
response because error 
occurred processing the 
data-parameters of the 
request message 

c) None NRC= 
ROOR 

Negative response with 
NRC 3116 

d) 
NO -- -- 

NRC= 
SNS or 
SNSIAS 

Negative response with 
NRC 1116 or NRC 7F16 

e) 
YES NO -- 

NRC= 
SFNS or 
SFNSIAS 

Negative response with 
NRC 1216 or NRC 7E16 

f) 

TRUE  
(bit = 1) 

YES YES 

At least 1 NoRsp --- Server does NOT send a 
response 

g) 

At least 1 

NegRsp 

NRC= 
XX16 

Server sends negative 
response because error 
occurred reading the data-
parameters of the request 
message 

h) None NRC= 
ROOR 

Negative response with 
NRC 3116 

i) NO -- -- NRC= 
SNS 

Negative response with 
NRC 1116 or 7F16 

j) YES NO -- NRC= 
SFNS 

Negative response with 
NRC 1216 or 7E16 

Description of server response cases on physically addressed client request messages with 
SubFunction: 

a) Server sends a positive response message because the service identifier and SubFunction 
parameter are supported of the client's request with indication for a response message. 

b) Server sends a negative response message (e.g. IMLOIF: 
incorrectMessageLengthOrIncorrectFormat) because the service identifier and SubFunction 
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parameter are supported of the client's request, but some other error appeared (e.g. wrong PDU 
length according to service identifier and SubFunction parameter in the request message) during 
processing of the SubFunction. 

c) Server sends a negative response message with the negative response code ROOR 
(requestOutOfRange) because the service identifier and SubFunction parameter are supported but 
none of the requested data-parameters are supported by the client's request message. 

d) Server sends a negative response message with the negative response code SNS 
(serviceNotSupported) or SNSIAS (serviceNotSupportedInActiveSession) because the service 
identifier is not supported of the client's request with indication for a response message. 

e) Server sends a negative response message with the negative response code SFNS 
(SubFunctionNotSupported) or SFNSIAS (SubFunctionNotSupportedInActiveSession) because the 
service identifier is supported and the SubFunction parameter is not supported for the data-
parameters (if applicable) of the client's request with indication for a response message. 

f) Server sends no response message because the service identifier and SubFunction parameter are 
supported of the client's request with indication for no response message. 

If a negative response code RCRRP (requestCorrectlyReceivedResponsePending) is used, a final 
response shall be given independent of the suppressPosRspMsgIndicationBit value. 

g) Same effect as in b) (i.e. a negative response message is sent) because the 
suppressPosRspMsgIndicationBit is ignored for any negative response that needs to be sent upon a 
physically addressed request messages. 

h) Same effect as in c) (i.e. the negative response message is sent) because the 
suppressPosRspMsgIndicationBit is ignored for any negative response that needs to be sent upon 
receipt of a physically addressed request messages. 

i) Same effect as in d) (i.e. the negative response message is sent) because the 
suppressPosRspMsgIndicationBit is ignored for any negative response that needs to be sent upon a 
physically addressed request messages. 

j) Same effect as in e) (i.e. the negative response message is sent) because the 
suppressPosRspMsgIndicationBit is ignored for any negative response that needs to be sent upon a 
physically addressed request messages. 

8.7.3.3 Functionally addressed client request message 

The server response behaviour specified in this subclause is referenced in the service description of 
each service, which supports a SubFunction parameter in the functionally addressed request message 
received from the client. 

Table 5 shows possible communication schemes with functional addressing. 
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Table 5 — Functionally addressed request message with SubFunction parameter and server 
response behaviour 

Server 
case # 

Client request Server capability Server response 

Comments to server 
response 

Address- 
ing 

scheme 

SF 
(suppress-

PosRspMsg-
Ind-Bit) 

SI SF 

DataParam 
supported 

(only if 
applicable) 

Message NRC 

a) 

functional 

FALSE  
(bit = 0) 

YES YES 

At least 1 PosRsp --- Server sends positive 
response 

b) 

At least 1 NegRsp NRC= 
XX16 

Server sends negative 
response because error 
occurred processing the 
data-parameters of the 
request message 

c) None 

NoRsp 

-- Server does NOT send a 
response 

d) NO -- -- --- Server does NOT send a 
response 

e) YES NO -- --- Server does NOT send a 
response 

f) 

TRUE  
(bit = 1) 

YES YES 

At least 1 NoRsp --- Server does NOT send a 
response 

g) 

At least 1 NegRsp NRC= 
XX16 

Server sends negative 
response because error 
occurred reading the data-
parameters of the request 
message 

h) None 

NoRsp 

-- Server does NOT send a 
response 

i) NO -- -- --- Server does NOT send a 
response 

j) YES NO -- --- Server does NOT send a 
response 

Description of server response cases on functionally addressed client request messages with 
SubFunction: 

a) Server sends a positive response message because the service identifier and SubFunction 
parameter are supported of the client's request with indication for a response message. 

b) Server sends a negative response message (e.g. IMLOIF: 
incorrectMessageLengthOrIncorrectFormat) because the service identifier and SubFunction 
parameter are supported of the client's request, but some other error appeared (e.g. wrong PDU 
length according to service identifier and SubFunction parameter in the request message) during 
processing of the SubFunction. 

c) Server sends no response message because the negative response code ROOR (requestOutOfRange, 
which is identified by the server because the service identifier and SubFunction parameter are 
supported but a required data-parameter is not supported of the client's request) is always 
suppressed in case of a functionally addressed request message. The 
suppressPosRspMsgIndicationBit does not matter in such case. 
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d) Server sends no response message because the negative response codes SNS 
(serviceNotSupported) and SNSIAS (serviceNotSupportedInActiveSession), which are identified by 
the server because the service identifier is not supported of the client's request, are always 
suppressed in case of a functionally addressed request message. The 
suppressPosRspMsgIndicationBit does not matter in such case. 

e) Server sends no response message because the negative response codes SFNS 
(SubFunctionNotSupported) and SFNSIAS (SubFunctionNotSupportedInActiveSession), which are 
identified by the server because the service identifier is supported and the SubFunction parameter 
is not supported for the data parameters (if applicable) of the client's request, are always 
suppressed in case of a functionally addressed request. The suppressPosRspMsgIndicationBit does 
not matter in such case. 

f) Server sends no response message because the service identifier and SubFunction parameter are 
supported of the client's request with indication for no response message. 

If a negative response code RCRRP (requestCorrectlyReceivedResponsePending) is used, a final 
response shall be given independent of the suppressPosRspMsgIndicationBit value. 

g) Same effect as in b) (i.e. a negative response message is sent) because the 
suppressPosRspMsgIndicationBit is ignored for any negative response. This is also true in case the 
request message is functionally addressed. 

h) Same effect as in c) (i.e. no response message is sent) because the negative response code ROOR 
(requestOutOfRange, which is identified by the server because the service identifier and 
SubFunction parameter are supported but a required data-parameter is not supported of the 
client's request) is always suppressed in case of a functionally addressed request message. The 
suppressPosRspMsgIndicationBit does not matter in such case. 

i) Same effect as in d) (i.e. no response message is sent) because the negative response codes SNS 
(serviceNotSupported) and SNSIAS (serviceNotSupportedInActiveSession), which are identified by 
the server because the service identifier is not supported of the client's request, are always 
suppressed in case of a functionally addressed request message. The 
suppressPosRspMsgIndicationBit does not matter in such case. 

j) Same effect as in e) (i.e. no response message is sent) because the negative response codes SFNS 
(SubFunctionNotSupported) and SFNSIAS (SubFunctionNotSupportedInActiveSession), which are 
identified by the server because the service identifier is supported and the SubFunction parameter 
is not supported of the client's request, are always suppressed in case of a functionally addressed 
request message. The suppressPosRspMsgIndicationBit does not matter in such case. 

8.7.4 Request message without SubFunction parameter and server response behaviour 

8.7.4.1 General server response behaviour for request messages without SubFunction 
parameter 

There is no general server response behaviour available for request messages without SubFunction 
parameter. A request message in the context of this subclause is defined as a service request message 
adhering to the formatting requirements defined in this document. 

8.7.4.2 Physically addressed client request message 

The server response behaviour specified in this subclause is referenced in the service description of 
each service, which does not support a SubFunction parameter but a data-parameter in the physically 
addressed request message received from the client. 
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Table 6 shows possible communication schemes with physical addressing. 

Table 6 — Physically addressed request message without SubFunction parameter and server 
response behaviour 

Server 
case # 

Client request Server capability Server response 

Comments to server response Addressing 
scheme 

SI DataParam 
Message NRC 

supported 

a) 

physical 
YES 

ALL 
PosRsp 

--- Server sends positive response 

b) At least 1 --- Server sends positive response 

c) 
At least 1 

NegRsp 

NRC=XX16 
Server sends negative response 
because error occured processing 
data-parameters of request message 

d) NONE NRC= 
ROOR 

Negative response with NRC 3116 

e) NO --- NRC=SNS 
or SNSIAS 

Negative response with NRC 1116 or 
NRC 7F16 

Description of server response cases on physically addressed client request messages without 
SubFunction (data-parameter follows service identifier): 

a) Server sends a positive response message because the service identifier and all data-parameters 
are supported of the client's request message. 

b) Server sends a positive response message because the service identifier and at least one data-
parameter is supported of the client's request message. 

c) Server sends a negative response message (e.g. IMLOIF: 
incorrectMessageLengthOrIncorrectFormat) because the service identifier is supported and at least 
one data-parameter is supported of the client's request message, but some other error occurred 
(e.g. wrong length of the request message) during processing of the service. 

d) Server sends a negative response message with the negative response code ROOR 
(requestOutOfRange) because the service identifier is supported and none of the requested data-
parameters are supported of the client's request message. 

e) Server sends a negative response message with the negative response code SNS 
(serviceNotSupported) or SNSIAS (serviceNotSupportedInActiveSession) because the service 
identifier is not supported of the client's request message. 

8.7.4.3 Functionally addressed client request message 

The server response behaviour specified in this subclause is referenced in the service description of 
each service, which does not support a SubFunction parameter but a data-parameter in the functionally 
addressed request message received from the client. 

Table 7 shows possible communication schemes with functional addressing. 
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Table 7 — Functionally addressed request message without SubFunction parameter and server 
response behaviour 

Server 
case # 

Client request Server capability Server response 

Comments to server response Addressing 
scheme 

SI DataParam 
Message NRC 

supported 

a) 

functional 
YES 

ALL 
PosRsp 

--- Server sends positive response 

b) At least 1 --- Server sends positive response 

c) 
At least 1 NegRsp NRC= 

XX16 

Server sends negative response 
because error occured processing 
data-parameters of request message 

d) NONE 
NoRsp 

--- Server does NOT send a response 

e) NO --- --- Server does NOT send a response 

Description of server response cases on functionally addressed client request messages without 
SubFunction (data-parameter follows service identifier): 

a) Server sends a positive response message because the service identifier and all data-parameters 
are supported of the client's request message. 

b) Server sends a positive response message because the service identifier and at least one data-
parameter is supported of the client's request message. 

c) Server sends a negative response message (e.g. IMLOIF: 
incorrectMessageLengthOrIncorrectFormat) because the service identifier is supported and at least 
one, more than one, or all data-parameters are supported of the client's request message, but some 
other error occurred (e.g. wrong length of the request message) during processing of the service. 

d) Server sends no response message because the negative response code ROOR (requestOutOfRange; 
which would occur because the service identifier is supported, but none of the requested data-
parameters is supported of the client's request) is always suppressed in case of a functionally 
addressed request. 

e) Server sends no response message because the negative response codes SNS 
(serviceNotSupported) and SNSIAS (serviceNotSupportedInActiveSession), which are identified by 
the server because the service identifier is not supported of the client's request, are always 
suppressed in case of a functionally addressed request. 

8.7.5 Pseudo code example of server response behaviour 

The following is a server pseudo code example to describe the logical steps a server shall perform when 
receiving a request from the client. 
SWITCH (A_PDU.A_Data.A_PCI.SI) 

 { 

 CASE Service_with_SubFunction: /* test if service with SubFunction is supported */ 

  IF (message_length >= 2) THEN /* check minimum length of message with SubFunction */ 

   SWITCH (A_PDU.A_Data.A_Data.Parameter1 & 7F16) 

       /* get SubFunction parameter value without bit 7 */ 

    { 

    CASE SubFunction_00: /* test if SubFunction parameter value is supported */ 

     IF (message_length == expected_SubFunction_message_length) THEN 

      : /* prepare response message */ 

      responseCode = positiveResponse; /* pos. response message; set internal NRC = 0016 */ 
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     ELSE 

      responseCode = IMLOIF;  /* NRC 1316: incorrectMessageLengthOrInvalidFormat */ 

     ENDIF 

     BREAK; 

    CASE SubFunction_01:  /* test if SubFunction parameter value is supported */ 

     :  /* prepare response message */ 

     responseCode = positiveResponse; /* positive response message; set internal NRC = 0016  */ 

     : 

    CASE SubFunction_127:  /* test if SubFunction parameter value is supported */ 

     : /* prepare response message */ 

     responseCode = positiveResponse; /* positive response message; set internal NRC = 0016 */ 

     BREAK; 

    DEFAULT: 

     responseCode = SFNS;  /* NRC 1216: SubFunctionNotSupported */ 

    } 

  ELSE 

   responseCode = IMLOIF;  /* NRC 1316: incorrectMessageLengthOrInvalidFormat */ 

  ENDIF 

  suppressPosRspMsgIndicationBit = (A_PDU.A_Data.Parameter1 & 8016); 

       /* results in either 0016 or 8016 */ 

  IF ( (suppressPosRspMsgIndicationBit) && (responseCode == positiveResponse) && 

   (“not yet a NRC 7816 response sent”)) THEN /* test if pos. response is required and if responseCode 

          is positive 0016 */ 

   suppressResponse = TRUE; /* flag to NOT send a positive response message */ 

  ELSE 

   suppressResponse = FALSE;  /* flag to send the response message */ 

  ENDIF 

  BREAK; 

 CASE Service_without_SubFunction: /* test if service without SubFunction is supported */ 

  suppressResponse = FALSE; /* flag to send the response message */ 

  IF (message_length == expected_message_length) THEN 

   IF (A_PDU.A_Data.Parameter1 == supported) THEN 

       /* test if data-parameter following the SID is supported*/ 

    :   /* read data and prepare response message */ 

    responseCode = positiveResponse; /* positive response message; set internal NRC = 0016 */ 

   ELSE 

    responseCode = ROOR; /* NRC 3116: requestOutOfRange */ 

   ENDIF 

  ELSE 

   responseCode = IMLOIF;  /* NRC 1316: incorrectMessageLengthOrInvalidFormat */ 

  ENDIF 

  BREAK; 

 DEFAULT: 

  responseCode = SNS;  /* NRC 1116: serviceNotSupported */ 

 } 

IF (A_PDU.TA_type == functional && ((responseCode == SNS) ¦¦ (responseCode == SFNS) ¦¦ (responseCode == SNSIAS) ¦¦ 

(responseCode == SFNSIAS) ¦¦ (responseCode == ROOR)) && 

(“not yet a NRC 7816 response sent”)) THEN 

       /* suppress negative response message */ 

ELSE 

 IF (suppressResponse == TRUE) THEN /* suppress positive response message */ 

 ELSE     /* send negative or positive response */ 

 ENDIF 

ENDIF 

  

When functional addressing is used for the request message, and the negative response message with 
NRC=RCRRP (requestCorrectlyReceivedResponsePending) needs to be sent, then the final negative 
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response message using NRC=SNS (serviceNotSupported), NRC=SNSIAS (serviceNotSupportedIn-
ActiveSession), NRC=SFNS (SubFunctionNotSupported), NRC=SFNSIAS (SubFunctionNotSupportedIn-
ActiveSession) or NRC=ROOR (requestOutOfRange) shall also be sent if it is the result of the PDU 
analysis of the received request message. 

8.7.6 Multiple concurrent request messages with physical and functional addressing 

A common server implementation has only one diagnostic protocol instance available in the server. One 
diagnostic protocol instance can only handle one request at a time. The rule is that any received 
message (regardless of addressing mode physical or functional) occupies this resource until the request 
message is processed (with final response sent or application call without response). 

There are only two exceptions which shall be treated separately: 

— The keep-alive logic is used by a client to keep a previously enabled session active in one or 
multiple servers. Keep-Alive-Logic is defined as the functionally addressed valid TesterPresent 
message with SPRMIB=true and shall be processed by bypass logic. It is up to the server to make 
sure that this specific message cannot "block" the server’s application layer and that an 
immediately following addressed message can be processed. 

— If a server supports services in the range of 0016 to 0F16 receives diagnostic requests in the range of 
0016 to 0F16 then any active service outside the range of 0016 to 0F16 shall be aborted, the default 
session shall be started, and the diagnostic service in the range of 0016 to 0F16 shall be processed. 
This requirement does not apply if the programming session is active. 

See Annex J for further information of how multiple clients can be handled. 

9 Service description conventions 

9.1 Service description 

This subclause defines how each diagnostic service is described in this document. It specifies the 
general service description format of each diagnostic service. 

This subclause gives a brief outline of the functionality of the service. Each diagnostic service 
specification starts with a description of the actions performed by the client and the server(s), which 
are specific to each service. The description of each service includes a table, which lists the parameters 
of its primitives: request/indication, response/confirmation for positive or negative result. All have the 
same structure: 

For a given request/indication and response/confirmation A_PDU definition the presence of each 
parameter is described by one of the following convention (Cvt) values: 

Table 8 specifies the A_PDU parameter conventions. 
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Table 8 — A_PDU parameter conventions 

Type Name Description 

M Mandatory The parameter shall be present in the A_PDU. 

C Conditional The parameter can be present in the A_PDU, based on certain criteria (e.g. 
SubFunction/parameters within the A_PDU). 

S Selection Indicates that the parameter is mandatory (unless otherwise specified) and is a 
selection from a parameter list. 

U User option The parameter may or may not be present, depending on dynamic usage by the user. 

The "<Service Name> Request SID" marked as 'M' (Mandatory), shall not imply that this service shall be supported by the 
server. The 'M' only indicates the mandatory presence of this parameter in the request A_PDU in case the server supports 
the service. 

9.2 Request message 

9.2.1 Request message definition 

This subclause includes one or multiple tables, which define the A_PDU (Application layer protocol data 
unit, see Clause 8) parameters for the service request/indication. There might be a separate table for 
each SubFunction parameter ($Level) in case the request messages of the different SubFunction 
parameters ($Level) differ in the structure of the A_Data parameters and cannot be specified clearly in 
single table. 

Table 9 specifies the request A_PDU definition with SubFunction 

Table 9 — Request A_PDU definition with SubFunction 

A_PDU parameter Parameter Name Cvt Byte value Mnemonic 

MType Message type M xx MT 

SA Source Address M xxxx SA 

TA Target Address M xxxx TA 

TAtype Target Address type M xx TAT 

RA Remote Address C xxxx RA 

A_Data.A_PCI.SI <Service Name> Request SID M xx SIDRQ 

A_Data.Parameter 1 SubFunction = [ parameter ] S xx LEV_PARAM 

A_Data.Parameter 2 data-parameter#1 U xx DP_…#1 

 :  : : :  : 

A_Data.Parameter k data-parameter#k-1 U xx DP_…#k-1 

Length Length of A_Data M xxxxxxxx LGT 

C: The RA (Remote Address) PDU parameter is only present in case of remote addressing. 

Table 10 specifies the request A_PDU definition without SubFunction. 
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Table 10 — Request A_PDU definition without SubFunction 

A_PDU parameter Parameter Name Cvt Byte value Mnemonic 

MType Message type M xx MT 

SA Source Address M xxxx SA 

TA Target Address M xxxx TA 

TAtype Target Address type M xx TAT 

RA Remote Address C xxxx RA 

A_Data.A_PCI.SI <Service Name> Request SID M xx SIDRQ 

A_Data.Parameter 1 data-parameter#1 U xx DP_…#1 

 :  : : :  : 

A_Data.Parameter k data-parameter#k U xx DP_…#k 

Length Length of A_Data M xxxxxxxx LGT 

C: The RA (Remote Address) PDU parameter is only present in case of remote addressing. 

In all requests/indications the addressing information MType, TA, SA, TAtype and Length is mandatory. 
The addressing information RA is optionally to be present. 
NOTE The addressing information is shown in the table above for definition purposes. Further service 
request/indication definitions only specify the A_Data A_PDU parameter, because the A_Data A_PDU parameter 
represents the message data bytes of the service request/indication. 

9.2.2 Request message SubFunction parameter $Level (LEV_) definition 

This subclause specifies the SubFunction $Levels (LEV_) parameter(s) defined for the 
request/indication of the service <Service Name>. 

This subclause does not contain any definition in case the described service does not use a SubFunction 
parameter value and does not utilize the suppressPosRspMsgIndicationBit (this implicitly indicates that 
a response is required). 

The SubFunction parameter byte is divided into two parts (on bit-level) as defined in Table 11. 

Table 11 — SubFunction parameter structure 

Bit position Description 

7 suppressPosRspMsgIndicationBit 

  This bit indicates if a positive response message shall be suppressed by the server. 

'0' = FALSE, do not suppress a positive response message (a positive response message is 
required). 

'1' = TRUE, suppress response message (a positive response message shall not be sent; the server 
being addressed shall not send a positive response message). 

Independent of the suppressPosRspMsgIndicationBit, negative response messages are sent by the 
server(s) according to the restrictions specified in 8.7. 

Even if a positive response is not required (i.e. SPRMIB = true), the execution of the service shall 
be completely passed to keep the implementation consistent regardless of SPRMIB value. 

suppressPosRspMsgIndicationBit values of both '0' and '1' shall be supported for all SubFunction 
parameter values (i.e. bits 6-0 of the SubFunction structure) supported by the server for any given 
service. 
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Bit position Description 

6-0 SubFunction parameter value 

  The bits 0-6 of the SubFunction parameter contain the SubFunction parameter value of the service  
(0016 to 7F16). 

The SubFunction parameter value is a 7 bit value (bits 6-0 of the SubFunction parameter byte) that can 
have multiple values to further specify the service behaviour. 

Services supporting SubFunction parameter values in addition to the suppressPosRspMsgIndicationBit 
shall support the SubFunction parameter values as defined in the SubFunction parameter value table. 

Each service contains a table that defines values for the SubFunction parameter values, taking only into 
account the bits 0-6. 
NOTE If SPRMIB is TRUE for responses with a big amount of data, where paged-buffer-handling needs to be 
used, this can result in a situation where the transmission of the first batch of data could be started still within the 
response timing window, but the termination of the service execution is beyond the limits of the response timing 
window. If the response is suppressed in this case, there is no way to inform the client about the delay, but the 
server is still busy and not yet ready to receive another request. 

For the client it is recommended not to ask for a big amount of data and set SPRMIB in the same request 
(e.g. SID 1916 SF 0A16), as this would defeat the purpose of SPRMIB. For the server implementation it is 
recommended to send NRC 7816 (RCRRP) and subsequently also send the positive response, in case 
paged-buffer-handling is used while SPRMIB is TRUE. 

Table 12 specifies the request message SubFunction parameter definition. 

Table 12 — Request message SubFunction parameter definition 

Bits 6 to 
0 Description Cvt Mnemonic 

xx SubFunction#1 M/U SUBFUNC1 

  description of SubFunction parameter#1     

:  : : : 

xx SubFunction#m M/U SUBFUNCm 

  description of SubFunction parameter#m     

The convention (Cvt) column in the Table 12 above shall be interpreted as defined in Table 13. 

Table 13 — SubFunction parameter conventions 

Type Name Description 

M Mandatory The SubFunction parameter shall be supported by the server in case the service is 
supported. 

U User option The SubFunction parameter may or may not be supported by the server, depending 
on the usage of the service. 

The complete SubFunction parameter byte value is calculated based on the value of the 
suppressPosRspMsgIndicationBit and the SubFunction parameter value chosen. 

Table 14 specifies the calculation of the SubFunction byte value. 
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Table 14 — Calculation of the SubFunction byte value 

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0 

SuppressPosRspMsg 
IndicationBit 

SubFunction parameter value as specified in the SubFunction parameter value table of the 
service. 

resulting SubFunction parameter byte value (bit 7 to 0) 

9.2.3 Request message data-parameter definition 

This subclause specifies the data-parameter(s) $DataParam (DP_) for the request/indication of the 
service <Service Name>. This subclause does not contain any definition in case the described service 
does not use any data-parameter. The data-parameter portion can contain multiple bytes. This 
subclause provides a generic description of each data-parameter. Detailed definitions can be found in 
the annexes of this document. The specific annex is dependent upon the service. The annexes also 
specifiy whether a data-parameter shall be supported or is user optional to be supported in case the 
server supports the service. 

Table 15 specifies the request message data-parameters. 

Table 15 — Request message data-parameter definition 

Definition 

data-parameter#1 

description of data-parameter#1 

  : 

data-parameter#n 

description of data-parameter#n 

9.3 Positive response message 

9.3.1 Positive response message definition 

This subclause specifies the A_PDU parameters for the service response/confirmation (see 8.2 for a 
detailed description of the application layer protocol data unit A_PDU). There might be a separate table 
for each SubFunction parameter $Level when the response messages of the different SubFunction 
parameters $Level differ in the structure of the A_Data parameters. 

The positive response message of a diagnostic service (if required) shall be sent after the execution of 
the diagnostic service. In case a diagnostic service requires a different handling (e.g. ECUReset service) 
then the appropriate description of when to send the positive response message can be found in the 
service description of the diagnostic service. 

Table 16 specifies the positive response A_PDU. 

Table 16 — Positive response A_PDU 

A_PDU parameter Parameter Name Cvt Byte value Mnemonic 

SA Source Address M xxxx SA 

TA Target Address M xxxx TA 

TAtype Target Address type M xx TAT 

RA Remote Address C xxxx RA 

A_Data.A_PCI.SI <Service Name> Response SID S xx SIDPR 
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A_PDU parameter Parameter Name Cvt Byte value Mnemonic 

A_Data.Parameter 1 data-parameter#1 U xx DP_…#1 

 :  : : :  : 

A_Data.Parameter k data-parameter#k U xx DP_…#k 

C: The RA (Remote Address) PDU parameter is only present in case of remote addressing. 

In all responses/confirmations the addressing information TA, SA, and TAtype is mandatory. The 
addressing information RA is optionally to be present. 
NOTE The addressing information is shown in the table above for definition purpose. Further service 
response/confirmation definitions only specify the A_Data A_PDU parameter, because the A_Data A_PDU 
parameter represents the message data bytes of the service response/confirmation. 

9.3.2 Positive response message data-parameter definition 

This subclause specifies the data-parameter(s) for the response/confirmation of the service <Service 
Name>. This subclause does not contain any definition in case the described service does not use any 
data-parameter. The data-parameter portion can contain multiple bytes. 

This subclause provides a generic description of each data-parameter. Detailed definitions can be found 
in the annexes of this document. The specific annex is dependent upon the service. The annexes also 
specifiy whether a data-parameter shall be supported or is user optional to be supported in case the 
server supports the service. 

Table 17 specifies the response data-parameters. 

Table 17 — Response data-parameter definition 

Definition 

data-parameter#1 

description of data-parameter#1. In case the request supports a SubFunction parameter byte then this parameter 
is an echo of the 7-bit SubFunction parameter value contained within the SubFunction parameter byte from the 
request message with bit 7 set to zero. The suppressPosRspMsgIndicationBit from the SubFunction parameter 
byte is not echoed. 

: 

data-parameter#m 

description of data-parameter#m 

9.4 Supported negative response codes (NRC_) 

This subclause specifies the negative response codes that shall be implemented for this service. The 
circumstances under which each response code would occur are documented in a table as given below. 
The definition of the negative response message can be found in 8.6. The server shall use the negative 
response A_PDU for the indication of an identified error condition. 

The negative response codes listed in A.1 shall be used in addition to the negative response codes 
specified in each service description if applicable. Details can be found in A.1. 

Table 18 specifies the supported negative response codes. 
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Table 18 — Supported negative response codes 

NRC Description Mnemonic 

XX16 NegativeResponseCode#1 NRC_ 

  1. condition#1 

 : 

m. condition#m 

  

:  : NRC_ 

XX16 NegativeResponseCode#n NRC_ 

  1. condition#1 

 : 

k. condition#k 

  

9.5 Message flow examples 

This subclause contains message flow examples for the service <Service Name>. All examples are 
shown on a message level (without addressing information). 

Table 19 specifies the request message flow example. 

Table 19 — Request message flow example 

Message direction client → server 

Message type Request 

A_Data byte Description (all values are in hexadecimal) Byte value Mnemonic 

#1 (A_PCI) <Service Name> Request SID XX16 SIDRQ 

#2 SubFunction/data-parameter#1 XX16 LEV_/DP_ 

:  : XX16 DP_ 

#n data-parameter#m XX16 DP_ 

Table 20 specifies the positive response message flow example. 

Table 20 — Positive response message flow example 

Message direction server → client 

Message type Response 

A_Data Description (all values are in hexadecimal) Byte value Mnemonic 

#1 (A_PCI) <Service Name> Response SID XX16 SIDPR 

#2 data-parameter#1 XX16 DP_ 

:  : : : 

#n data-parameter#n-1 XX16 DP_ 

There might be multiple examples if applicable to the service <Service Name> (e.g. one for each 
SubFunction parameter $Level). 

Table 21 shows a message flow example for a negative response message. 
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Table 21 — Negative response message flow example 

Message direction server → client 

Message type Response 

A_Data Description (all values are in hexadecimal) Byte value Mnemonic 

#1 (A_PCI.NR_SI) Negative Response SID 7F16 SIDRSIDNRQ 

#2 (A_PCI.SI) <Service Name> Request SID XX16 SIDRQ 

#3 responseCode XX16 NRC_ 

10 Diagnostic and communication management functional unit 

10.1 Overview 

Table 22 specifies the diagnostic and communication management functional unit. 

Table 22 — Diagnostic and communication management functional unit 

Service Description 

DiagnosticSessionControl The client requests to control a diagnostic session with a server(s). 

ECUReset The client forces the server(s) to perform a reset. 

SecurityAccess The client requests to unlock a secured server(s). 

CommunicationControl The client controls the setting of communication parameters in the server (e.g. 
communication baudrate). 

TesterPresent The client indicates to the server(s) that it is still present. 

SecuredDataTransmission The client uses this service to perform data transmission with an extended data 
link security. 

ControlDTCSetting The client controls the setting of DTCs in the server. 

ResponseOnEvent The client requests to set up and/or control an event mechanism in the server. 

LinkControl The client requests control of the communication baudrate. 

10.2 DiagnosticSessionControl (1016) service 

10.2.1 Service description 

The DiagnosticSessionControl service is used to enable different diagnostic sessions in the server(s). 

A diagnostic session enables a specific set of diagnostic services and/or functionality in the server(s). 
This service provides the capability that the server(s) can report data link layer specific parameter 
values valid for the enabled diagnostic session (e.g. timing parameter values). The user of this document 
shall define the exact set of services and/or functionality enabled in each diagnostic session. 

There shall always be exactly one diagnostic session active in a server. A server shall always start the 
default diagnostic session when powered up. If no other diagnostic session is started, then the default 
diagnostic session shall be running as long as the server is powered. 

A server shall be capable of providing diagnostic functionality under normal operating conditions and 
in other operation conditions defined by the vehicle manufacturer (e.g. limp home operation condition). 
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If the client has requested a diagnostic session, which is already running, then the server shall send a 
positive response message and behave as shown in Figure 7 that describes the server internal 
behaviour when transitioning between sessions. 

Whenever the client requests a new diagnostic session, the server shall send the 
DiagnosticSessionControl positive response message before the timings of the new session become 
active in the server. Some situations may require that the new session shall be entered before the 
positive response is sent, while maintaining the old protocol timings for sending the response. If the 
server is not able to start the requested new diagnostic session, then it shall respond with a 
DiagnosticSessionControl negative response message and the current session shall continue (see 
diagnosticSession parameter definitions for further information on how the server and client shall 
behave). The set of diagnostic services and diagnostic functionality in a non-default diagnostic session 
(excluding the programmingSession) is a superset of the functionality provided in the defaultSession, 
which means that the diagnostic functionality of the defaultSession is also available when switching to 
any non-default diagnostic session. A session can enable vehicle manufacturer specific services and 
functions, which are not part of this document. 

To start a new diagnostic session a server may request that certain conditions be fulfilled. All such 
conditions are user defined. Examples of such conditions are: 

— The server may only allow a client with a certain client identifier (client diagnostic address) to start 
a specific new diagnostic session (e.g. a server may require that only a client having the client 
identifier F416 may start the extendedDiagnosticSession). 

— Certain safety conditions may need to be satisfied (e.g. vehicle shall not be moving or engine shall 
not be running). Transitions to, for example programmingSession may lead to loss of normal 
functionality and therefore some ECUs may require the vehicle to be in a safe state. 

In some systems it is desirable to change communication-timing parameters when a new diagnostic 
session is started. The DiagnosticSessionControl service entity can use the appropriate service 
primitives to change the timing parameters as specified for the underlying layers to change 
communication timing in the local node and potentially in the nodes the client wants to communicate 
with. 

Figure 7 provides an overview about the diagnostic session transition and what the server shall do 
when it transitions to another session. 
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Key 
1 defaultSession: When the server is in the defaultSession and the client requests to start the defaultSession then the 

server shall re-initialize the defaultSession completely. The server shall reset all activated/initiated/changed 
settings/controls during the activated session. This does not include long term changes programmed into non-volatile 
memory 

2 other transition to any defaultSession: When the server transitions from the defaultSession to any other session than the 
defaultSession then the server shall only pause the events (similar to stopResponseOnEvent in the time period since the 
non-defaultSession is active) that have been configured in the server via the ResponseOnEvent (8616) service during the 
defaultSession 

3 same or other session: When the server transitions from any diagnostic session other than the defaultSession to another 
session other than the defaultSession (including the currently active diagnostic session) then the server shall (re-) 
initialize the diagnostic session, which means that: 
i) each event that has been configured in the server via the ResponseOnEvent (8616) service shall be stopped 
ii) security shall be relocked. The locking of security access shall reset any active diagnostic functionality that was 

dependent on security access to be unlocked (e.g. active inputOutputControl of a DID)  
iii) all other active diagnostic functionality that is supported in the new session and is not dependent upon security 

access shall be maintained. For example, any configured periodic scheduler shall remain active when transitioning 
from one non-defaultSession to another or the same non-DefaultSession and the states of the 
CommunicationControl and ControlDTCSetting services shall not be affected, which means that normal 
communication shall remain disabled when it is disabled at the point in time the session is switched 

4 transition to defaultSession: When the server transitions from any diagnostic session other than the default session to 
the defaultSession then the server shall resume each event that has been configured in the server via the 
ResponseOnEvent (8616) service and event window is still valid. Further a locked security level shall be activated in the 
server. Any other active diagnostic functionality that is not supported in the defaultSession shall be terminated. For 
example, any configured periodic scheduler or output control shall be disabled and the states of the 
CommunicationControl and ControlDTCSetting services shall be reset, which means that normal communication shall be 
re-enabled when it was disabled at the point in time the session is switched to the defaultSession. The server shall reset 
all activated/initiated/changed settings/controls during the activated session. This does not include long term changes 
programmed into non-volatile memory 

Figure 7 — Server diagnostic session state diagram 

Table 23 specifies the services, which are allowed during the defaultSession and the non-defaultSession 
(timed services). Any non-defaultSession is tied to a diagnostic session timer that shall be kept active by 
the client. 
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