INTERNATIONAL ISO
STANDARD 17894

First edition
2005-03-15

Ships and marine technology —
Computer applications — General
principles for the development and use of
programmable electronic systems in
marine applications

Navires et technologies marines — Applications informatiques —
Principes généraux pour le développement et I'utilisation des systemes
électroniques programmables pour applications marines

Reference number

_—/@\— ISO 17894:2005(E)

IS0 Documents

_W_ Document Sharing Hub
©1S0 2005

Copyright International Organization for Standardization
Reproduced by IHS under license with ISO
No reproduction or networking permitted without license from IHS Not for Resale

Full document details: ISO 17894-2005


http://avadocuments2026.com/doc/iso-17894-2005
http://avadocuments2026.com/doc/iso-17894-2005

ISO 17894:2005(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© 1S0 2005

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office
Case postale 56 « CH-1211 Geneva 20
Tel. +412274901 11
Fax +41 22749 09 47
E-mail copyright@iso.org
Web www.iso.org
Published in Switzerland

. Document Sharing Hub
Copyright Inlllernational Organization for Standardization © |SO 2005 - A” I'|ghtS reserved
Reproduced by IHS under license with ISO
No reproduction or networking permitted without license from IHS Not for Resale

Full document details: ISO 17894-2005


http://avadocuments2026.com/doc/iso-17894-2005
http://avadocuments2026.com/doc/iso-17894-2005

ISO 17894:2005(E)

Contents Page
0T =NV o iv
L e Yo 11T o2 oY o v
1 ST o o -SSP SRR 1
2 L0 o o) 0T g 0 F= T - 1
3 NOIrMAtiVe FEfErE@NCES ..o e e s e e e e e e e e ee e e e e e s mn e e eennn e e e e nnenennn 1
4 Terms and definitioNS ... ... e 2
5 Symbols and abbreviated terms..........ccccii i 5
6 Use of this International Standard ..o e e 5
7 Principles for marine PES ........... . e sme e s s e mnnns 6
71 Intention for marine PES .......... e e s e s 6
7.2 Product principles for marine PES............. s e e 6
4 N 1= 8 o 4 1 T3 1 o[ 6
4% - o oY U I e T 1 0 T | o = P 6
4 T I 114 o I ¢ 4 13 T 1] - 7
42 SO o T U 1 T o 1 e 7
7.2.5 Fifth PrinCIPIe ...t r s s e e e s e s s s n e e e e e s e s s mnme e e e e s sas s sneeneeeasasssnnnnennnns 7
7.2.6  SIXth PriINCIPIE ...t ss s e e s s s s sm e e e e s ee s e s amme e e e e eesan e e e e eeasnssnnnnennnns 7
7.2.7  SeVeNth PriNCIPIE ... ssrrr s sss s e e s s e s s s s s ssme e e e e s se s e mnme e e eeeessa s snnnseessnssnnnnnsnnnns 8
42 T = o 14 4 T o 41 o3 1 o] - 8
4282 TR 11114 4 T o 41 T o3 1 o1 - 8
4 L0 T =Y 14 T o1 T3 T = 8
4 B T = 1= 01 T o T 1T 1 o= 9
7.3 Life cycle principles for maring PES.......... . i 9
4 T € 1Y 4 =Y - | P 9
7.3.2  TWeIth PriNCIPIE.....ceeeeee et e s e e e e e e mmn e e e e s e e e same e e e e e n e mnmn e e nenas 9
7.3.3  Thirteenth PrinCiple..... .. e s mmn e e e e e e s s mmme s e e e mmmn e e e e e s 9
4 T SO o 10T =Y =Y 3 I ] 0 71 o - 10
7.3.5 Fifteenth PrinCiple ...t rr e sss e s e s sm s e e e e e s e nme e e s s s nmnmneennean 10
7.3.6  SiXteenth PriNCIPIe ...t e s e e e s s mn e e e e s e amne e s nnnn e e neen 1
7.3.7 Seventeenth PrinCiPle.........ccc i r s s sr e e e s s s s s s mnn e e e e s e s s s mnnn e e e s sassnnnnneeneees 1
7.3.8 Eighteenth prinCiple..... . s s s s s s s s s s s s s s sr s s s e sr s s e e s s e e e e e e e e e e e e e e e e e e ensnnnnnsannnnnnns 1
A< 752 TR £ 1 11 ==Y 08 oL T e 1 o] - 1
7.3.10 Twentieth PriNCIPIe ... e e e e s mme e e e e s e mmm e ee s mmmn e e e e e s 12
Annex A (informative) Terms and concepts used in this International Standard...............cccceeiicmnnnnnnnnnn. 13
Annex B (informative) Guidance on the principles for marine PES ...........ccccoiiriiiniciinncnnene e 18
Annex C (informative) Guidance on the life cycle of marine PES ... 39
Annex D (informative) Checklist for marine PES life cycle outputs.......c...ccocmiiiiicniiiiicnnccin e 45
Annex E (informative) Application of the principles in the life cycCle ... 57
Annex F (informative) Principles for marine PES........ i csccecrrr s sssmese s s s sssss e s s e s s nnnes 61
=] o1 o |- o 117/ 63

Documents

Document Sharing Hub
lii

A 16A AnnrE A
Copyright International Organization for Standardization ghtS reserved

Reproduced by IHS under license with ISO

No reproduction or networking permitted without license from IHS Not for Resale

Full document details: ISO 17894-2005


http://avadocuments2026.com/doc/iso-17894-2005
http://avadocuments2026.com/doc/iso-17894-2005

ISO 17894:2005(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 17894 was prepared by Technical Committee ISO/TC 8, Ships and marine technology, Subcommittee
SC 10, Computer applications.
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Introduction

Systems which include programmable electronic systems (PES) are not exact substitutes for the
electromechanical systems and/or crew tasks which they replace. A new technology is involved, which can
provide opportunities for integration of traditional system components (including crew tasks) and more
complex behaviour. This allows increases in efficiency and safety through improved monitoring, better
situational awareness on the bridge, etc. However, PES are complex products and, like all products, they can
contain defects. These defects cannot be seen. Software does not respond to traditional engineering methods
for the testing of soundness. The combination of complexity, replacement of a combination of mechanical and
crew functions with computer hardware and software, and industry practice in developing and maintaining
marine PES leads to a wide range of potential defects which cannot be guarded against by prescriptive
standards.

The use of a PES in the management, monitoring or control of a ship may have several effects:
— potential to enhance the ability and efficiency of the crew;

— changes in the organization of work through the automation of lower-level tasks;

— integration of systems through use of several systems by one seafarer;

— shift in the role of the crew towards the management of many linked, complex PES;

— shift of the crew's perception of the ship to that presented by the interfaces of the PES;

— layers of embedded and/or application software interposed between the crew and the ship;
— physical interconnection of ship systems through the use of computer networks.

The overall effect of the use of PES is that the ship becomes one total system of inter-linked PES and crew
which work together to fulfil the operator's business goals for the ship. In order for this total system to be
dependable, both the design of the PES and the management of its use have to support the safe and effective
performance of the crew as a critical component of the total system. Such a human-centred approach has to
be based on a thorough knowledge of the particular skills, working environment and tasks of the crew using
the PES. The total system concept is described further in A.2.

In the traditional approach to maritime safety, ship systems are built to and operated against precise,
prescriptive standards. These standards were developed in response to feedback about incidents or risky
behaviour of previous ship systems. This approach is appropriate for relatively simple systems in a time of
slow technical innovation. However, suppliers and operators nowadays want to innovate with complex, new
solutions. In addition, the base technologies for PES are evolving very quickly. The assurance of dependability
in this case cannot rely on knowledge of previous systems. The solution is for the developer and operator to
assess the risks from and to the particular ship, its systems, crew and its operating philosophy, and to address
these specific risks in the design and operation of the PES. Components of the system can then either be re-
designed or operated in such a way as to minimize these risks. The quality of construction, operation and
maintenance of the system to be sure of the achievement of a required level of dependability of the PES is
also defined.

This International Standard is based on best practice in PES development as stated in existing marine,
electrical and electronic, IT, ergonomics and safety standards. It is not intended to replace any of these
standards. It presents a synoptic view of the requirements of these standards as a framework of principles for
the development of dependable PES.
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INTERNATIONAL STANDARD ISO 17894:2005(E)

Ships and marine technology — Computer applications —
General principles for the development and use of
programmable electronic systems in marine applications

1 Scope

This International Standard provides a set of mandatory principles, recommended criteria and associated
guidance for the development and use of dependable marine programmable electronic systems for shipboard
use. It applies to any shipboard equipment containing programmable elements which may affect the safe or
efficient operation of the ship. It contains information for all parties involved in the specification, operation,
maintenance and assessment of such systems. The principles and guidance in the document are largely
based on requirements in national and International Standards. The source standards and their contribution to
this International Standard are presented in the bibliography.

NOTE This International Standard does not directly address performance, test or test results requirements
associated with specific types of equipment or functions. In such instances existing application or component standards
may be applied, e.g. IEC 60945, in respect of navigation and radio-communications equipment. The responsible body (e.g.
National Administration, Classification Society or other contracted party) will determine the applicability of this International
Standard, and its specific requirements where any potential conflict arises.

2 Conformance

An organization demonstrating compliance to this International Standard shall provide evidence of how its
system fulfils the principles stated in Clause 7. The evidence shall be to the satisfaction of an independent
assessor. This can be achieved through compliance with the criteria given in Clause 7 or by an alternative
means which is to the satisfaction of an independent assessor.

NOTE The criteria for assessment are given in an itemized list below each principle in Clause 7.

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 9000:2000, Quality management systems — Fundamentals and vocabulary

ISO 9241-2, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 2: Guidance
on task requirements

ISO 9241-10, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 10:
Dialogue principles

ISO 9241-11, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 11:
Guidance on usability

ISO 10007, Quality management systems — Guidelines for configuration management
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ISO 13407, Human-centred design processes for interactive systems

ISO/IEC 2382-1, Information technology — Vocabulary — Part 1: Fundamental terms

ISO/IEC 9126-1, Software engineering — Product quality — Part 1: Quality model

ISO/IEC 12207, Information technology — Software life cycle processes

ISO/IEC 12207:1995/Amd.1:2002, Information technology — Software life cycle processes — Amendment 1
ISO/IEC 12207:1995/Amd.2:2004, Information technology — Software life cycle processes — Amendment 2

IEC 61069-1, Industrial-process measurement and control — Evaluation of system properties for the purpose
of system assessment — Part 1: General considerations and methodology

IEC 61508-4, Functional safety of electrical/electronic/programmable electronic safety-related systems —
Part 4: Definitions and abbreviations

IEEE 610.12, Standard glossary of software engineering terminology

BS 4778-3.1, Quality vocabulary. Availability, reliability and maintainability terms. Guide to concepts and
related definitions

BS 4778-3.2, Quality vocabulary. Availability, reliability and maintainability terms. Glossary of international
terms

4 Terms and definitions

For the purposes of this document, the following terms and definitions apply. The following referenced
definitions are stated here since there is some inconsistency between the listed standards and also because
the listed definitions are used frequently in this document. Annex A elaborates the concepts behind key terms
used in this International Standard.

41

context of use

the users, goals, tasks, equipment (hardware, software and materials), and the physical and social
environments in which a product is used

[1SO 9241-11]
NOTE See A.2 for an elaboration of this term as used in this International Standard.

4.2
dangerous failure
failure which has the potential to put the safety-related system into a hazardous or fail-to-function state

[IEC 61508-4]

NOTE Whether or not the potential is realized may depend on the architecture of the system; in systems with multiple
channels to improve safety, a dangerous failure is less likely to lead to the overall dangerous or fail-to-function state.

4.3

dependability

the extent to which a system can be relied upon to perform exclusively and correctly a task under given
conditions at a given instant of time or over a given time interval, assuming that the required external
resources are provided

[IEC 61096-5]
Documents
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4.4
failure
the termination of the ability of an item to perform a required function

[IEC Guide 50(191)]

NOTE An error is that part of the system state which is liable to lead to failure. A failure occurs because the system is
erroneous [IEC 61508-4]. Error is a discrepancy between a computed, observed or measured value or condition and the
true, specified, or theoretically correct value or condition. (IEC Guide 50(191); [BS 4778])

4.5

fault

the state of an item characterized by inability to perform a required function, excluding the inability during
preventive maintenance or other planned actions, or due to lack of external resources

[IEC Guide 50(191)]

4.6

fault tolerance

the attribute of an item that makes it able to perform a required function in the presence of certain given sub-
item faults

[IEC 61508-4, [EC Guide 50(191), BS 4778]

4.7

hazard

a situation that could occur during the lifetime of a product, system or plant that has the potential for human
injury, damage to property, damage to the environment, or economic loss

[BS 4778]

4.8

programmable electronic system

a system based on one or more programmable electronic devices, connected to (and including) input devices
(e.g. sensors) and/or output devices/final elements (e.g. actuators), for the purposes of control, protection or
monitoring

[IEC 61508-4]

NOTE 1 The term PES includes all elements in the system, including power supplies, extending from sensors or other
input devices, via data highways or other communicating paths, to the actuators, or other output devices.

NOTE 2 See A.1 for an elaboration of this term as used in this International Standard.

49
risk
the probable rate of occurrence of a hazard causing harm and the degree of severity of the harm

[IEC 51]
NOTE See A.3 for an elaboration of this term as used in this International Standard.

4.10

software

all or part of the programs, procedures, rules and associated documentation of an information-processing
system

[1SO 2382-1:1993]
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4.11

system life cycle

the activities occurring during a period of time that starts when a system is conceived and ends when the
system is no longer available for use

[IEC 61508-4]

412

task

the smallest indivisible part of an activity when it is broken down to a level best understood and performed by
a specific user

[BS 4778]

NOTE There is a distinction between task and function. Function is defined as an elementary operation performed by
the system which, combined with other elementary operations (system functions), enables the system to perform a task
[IEC 61096-1]. Functions are an attribute of systems whereas tasks are performed by users within work systems.

413

usability

the extent to which a product can be used by specified users to achieve specified goals with effectiveness,
efficiency and satisfaction in a specified context of use

[1SO 9241-11]

4.14

user

The individual interacting with the system, [ISO 9241-10 and -2] or person, who uses software to perform
some task

[IEEE 610.12]

NOTE 1 For a COTS product, the user will include the designer who customizes the product to fulfil required functions
in a specific system. Throughout the life of a system, those who customize or maintain the PES will also be users of some
aspects of the system.

NOTE 2 Individuals or groups that are affected by the output, operation or existence of a PES but who do not directly
interact with the PES are classed as stakeholders.

NOTE 3 In the annexes to this International Standard, the term “user” is occasionally extended to refer to all
prospective or actual users. This usage may include, for example, stakeholders such as maintenance staff, owner
management and different (other) groups of users.

4.15

validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or
application have been fulfilled

[1SO 9000:2000]
NOTE Validation demonstrates that the PES, before or after installation, meets the requirements for the PES.

4.16
verification
confirmation, through the provision of objective evidence, that specified requirements have been fulfilled

[ISO 9000:2000]

NOTE In the context of this International Standard, verification is the act of demonstrating that deliverables for a
specific life cycle stage meet the inputs to that stage.
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5 Symbols and abbreviated terms

COTS commercial off the shelf

PES programmable electronic system
PE programmable electronic devices
SIL safety integrity level

V&V verification and validation

6 Use of this International Standard

This International Standard contains a high level set of principles for the development and use of marine PES.
These principles are not grouped beyond a split between product and process. The lack of grouping of the
principles is intended to prevent readers concluding that a particular principle will only apply in a particular
case.

The terms used are defined but can be interpreted. This range of interpretation is intentional and is intended to
be a strength of the approach. It allows the principles and associated assessment criteria (listed below each
principle) to be interpreted for a broad range of PES. This is important because this International Standard is
intended to apply to all PES. The range of business requirements for ships and their systems is broad and
multi-dimensional and, as described in the Introduction, all systems form part of the total system of the ship.
An assessor, developer or user of a marine PES can place emphasis on particular principles depending on
the context of use of the PES.

During assessment the criteria given as sub-items to each of the principles in Clause 7 are interpreted at the
minimum level necessary for the integrity of the PES. Therefore, those wishing to apply the standard may not
need to fully address all recommendations for all PES, but the underlying intent of the criteria should be
considered for all PES. Risk and context of use should be taken into account at all times, including
assessment.

The guidance given in Annex B provides advice on interpretation of the principles for both low-risk and high-
risk PES. Specific advice on measures to be taken in different risk situations is available in the supporting
standards.

Organizations will have varying degrees of responsibility for different areas of compliance. Degree of risk,
practicalities and stage in the life cycle will all be factors in agreeing the interpretation and application of the
principles in any particular project. The principles should be treated as the general safety requirements for all
PES.

Owners need to consider and document the context of use which they wish to create for PES onboard. They
should then allocate the functions which they wish to be implemented by PES and define the user
requirements of these systems.

Ship builders, or other integrators of PES in a newbuilding/modification, should apply the principles to their
own work and to each sub-contractor and equipment supplier.

Buyers of marine PES should recognize that some part of the operation of their ships is mediated by computer
software. The principles in this document should be applied to the use and maintenance of PES throughout
the life of the ship in order to minimize any risk arising from this particular technology.

Implementation of the approach to development and operation of PES described in this International Standard
require support from management. In most cases, organizations will have a PES development and/or support
life cycle in place already. How closely this matches up with the life cycle and outputs described in Annexes C
and D of this International Standard will have an impact on how easily it can be accepted.
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Annex B contains a general commentary on each principle and also provides specific guidance for particular
participants or stages in the life cycle. Annex E illustrates the issues, actions and responsibilities associated
with use of the standard throughout the life cycle of a system. A list of the principles is given in Annex F.

Implementation of the requirements of this International Standard requires cooperation, thought and shared
responsibility both by PES developers, operators and the organization which is to assess this conformance.
The assessor should work from the principles down to the evidence which is required in order to give
assurance that the particular PES meets the principles. The parties being assessed should work up from the
requirements of the particular PES to the evidence and V&V plan required by the assessor. The result will be
agreed evidence, a test/support programme for the hardware, software, data, documentation and training, and
assigned responsibility for the provision of evidence and fulfilment of requirements. A generic life cycle and list
of project outputs that may be used as a basis for the specification of evidence are given in Annexes C and D.

Readers of this International Standard are expected to have some familiarity with the concepts of quality
management, systems, safety and software engineering, and human factors. The Bibliography lists standards
and other documents that address these topics. In order to gain a clear understanding of the relationship
between this general systems standard and equipment- or application-specific standards, such as those for

navigation equipment, readers are advised to study the annexes, in particular A, B.1 & B.2, C and E before
reading the requirements given in Clause 7.

7 Principles for marine PES

7.1 Intention for marine PES

The PES shall be demonstrably suitable for the user and the given task in a particular context of use. It shall
deliver correct, timely, sufficient and unambiguous information to its users and other systems. The hardware
and software of the PES shall respond correctly throughout its life cycle.

This can be achieved if the following principles are fulfilled by the PES and its associated elements throughout
its life.

7.2 Product principles for marine PES

7.2.1 First principle

P1 The PES shall be free from unacceptable risk of harm to persons or the environment.

a) The risk from hazards arising from both the intrinsic (physical) properties of the PES and its functional
behaviour should be reduced to an acceptable level. These may include mechanical, electrical, thermal,

noise/vibration, fire and explosion, chemical, biological, radiation and occupational health.

b) The acceptable risk associated with the PES should be based on its intended use, covering all defined
operating conditions, and reasonably foreseeable misuse.

7.2.2 - Second principle

P2 In the event of failure, the PES shall remain in or revert to the least hazardous condition.

a) Means should be provided to detect dangerous failures before they lead to a hazardous condition.
b) The PES should remain in, or revert to, a safe state when dangerous failures occur.

¢) Means should be provided to notify users of failures.
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7.2.3 Third principle
P3 The PES shall provide functions which meet user needs.
a) The functional requirements of the PES should be achieved for all defined operating conditions.

b) The set of functions provided should be appropriate for the task. This includes functions for monitoring,
controlling, reporting, protecting and information processing as appropriate.

c) Suitable means should be provided to select and execute functions as and when required.

d) The functions provided should take account of user characteristics.

7.2.4 Fourth principle
P4 Functions shall be appropriately allocated between users and PES.

a) Functions that are outside the capabilities and limitations of human operators should be allocated to the
PES.

b) The complexity of user allocated functions should be matched to user skills and abilities.

c) The functions allocated to the user should form a meaningful set in terms of the task goals and user
workload.

7.2.5 Fifth principle
P5 The PES shall be tolerant of faults and input errors.

a) Incorrect or abnormal inputs from external systems should be rejected or corrected by the PES as
appropriate.

b) The PES interface should assist the user in avoiding input errors and in detecting input errors where they
are made and alert the user when they occur.

c) The PES should minimize the corrective actions needed to achieve results despite faults and input errors.
d) The PES should have specific features to detect and take actions to tolerate

1) residual design faults in the hardware and software; and

2) environmental stresses.

e) The operation of protective functions and equipment should not be interfered with by failures in other
functions and equipment.

7.2.6 Sixth principle

P6 The PES shall maintain specified levels of accuracy, timeliness and resource utilization when
used under specified operational and environmental conditions.

a) The PES should maintain the accuracy, frequency and duration of all outputs at the required levels for
each specified operational and environmental condition.

b) The PES should maintain the required speed of response and the processing durations for all provided
functions.
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7.2.7 Seventh principle

P7 Unauthorized access to the PES shall be prevented.

a)

b)

Unauthorized operation or reconfiguration of the PES should be prevented.

Data, software and hardware should be protected from unauthorized modification.

7.2.8 Eighth principle

P8 The PES shall be acceptable to the user and support effective and efficient operation under
specified conditions.

a)

b)

The PES interface should take account of the task environment and performance requirements, and the
characteristics and competence of typical users.

The amount of information presented to the user should be designed to be understandable, accurate and
acceptable under all operational circumstances.

Unnecessary operational sequences should be avoided.

The operation of the complete system should meet defined requirements for effectiveness and efficiency
of operation under representative task conditions.

The complete system should meet defined requirements for acceptability to typical users.

7.2.9 Ninth principle

P9 The operation of the PES shall be consistent and shall correspond to user expectations of the
underlying process.

f)

The user's model (the required properties, behaviours and analogies to physical or other devices) of the
PES should be defined.

I/0O devices, formats and dialogues should be matched to user characteristics and tasks.
The behaviour and appearance of the interface should be consistent.

The codes and symbols used in the interface should be defined and consistent.
Feedback and explanation should be accurate, understandable and relevant.

The interaction with, and interface and behaviour of the system should match the expectations of
representative users

7.2.10 Tenth principle

P10 The interaction between the PES and the user shall be controllable by the user.

a) The safe limits to operator control of the interface should be defined and reconciled with the expected

range of user characteristics.
b) Output, feedback and explanation should be adjustable to suit user characteristics and the task needs.
c) Alternative representations of input/output data should be available to suit the needs of user groups.
d) The user should be able to control the sequence and speed of interaction with the PES in order to

achieve safe and effective control.
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e) If interrupted, the user should be able to safely restart a dialogue.

f)  Alternative interaction methods should be provided to support safe operation by the expected range of
users.

7.2.11 Eleventh principle
P11 The PES shall support proper installation and maintenance, including repair and modification.
a) The PES structure should be modular and hierarchical with simple interfaces to other equipment.
b) Interchangeable PES components should be straightforward to change with:
1) simple, loosely coupled interfaces to other components; and
2) unambiguous identification.
c) The PES should support effective diagnosis to identify faulty components.
d) The PES should support inspection and testing following repair or modification.

e) Specified times to restore the PES to a functioning state after failure should be achieved.
7.3 Life cycle principles for marine PES

7.3.1 General
The successful realization and use of a dependable marine PES requires a systematic approach throughout

the life of the PES. The key requirements for any approach which aims to meet the product principles given in
7.2 are described below.

7.3.2 Twelfth principle
P12 All PES life cycle activities shall be planned and structured in a systematic manner.

NOTE Adequate shipboard maintenance support in terms of spares, maintenance procedures and trained personnel
is a specific issue covered by this principle.

a) Life cycle phases should be defined and contain elementary tasks with specified inputs, outputs and
activities.

b) Life cycle phases should be organized and structured into a methodical sequence which provides for
iteration.

c) Plans to cover all life cycle activities should be prepared as appropriate and followed.

7.3.3 Thirteenth principle
P13 The required level of safety shall be realized by appropriate activities throughout the life cycle.

a) Hazards associated with the PES should be identified at all stages of production for all operational
conditions and for reasonably foreseeable misuse.

b) The risks associated with each hazard should be estimated and evaluated for acceptability.

c) Risks should be reduced to an acceptable level by hazard elimination or by implementing specified
protective measures.
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d)

f)

g)

Personnel should be informed of assigned safety responsibilities in a timely manner.

A description of the hazards and risk management results should be created and maintained throughout
the life cycle.

Safety requirements for the PES should be specified in terms of safety functions to be provided and the
integrity required of each safety function.

Requirements of applicable legislation, standards and regulations should be addressed when determining
hazards, risks and safety requirements.

The level of safety achieved by the PES should be judged by an appointed, independent assessor.

Justification of the level of safety achieved should be documented and be traceable to the safety
requirements.

7.3.4 Fourteenth principle

P14 Human-centred activities shall be employed throughout the life cycle.

The life cycle of the PES should be iterative such that it meets clearly defined user tasks and goals.
The PES should take account of applicable knowledge from the human sciences.

User characteristics should be taken into account throughout the life cycle of the PES by teams with
appropriate multi-disciplinary skills.

Evolution of the PES is to be led by user feedback obtained by appropriate means from:
1) users from all interest groups;
2) representative users; and

3) direct user experience of the system and prototypes.

7.3.5 Fifteenth principle

P15 Verification and validation activities shall be employed throughout the life cycle.

a) Each life cycle phase should be concluded by a verification activity.
b) Personnel responsible for verification or validation activities should be independent from those personnel
responsible for the life cycle outputs which are being verified or validated.

c) The PES should be validated against the PES requirements.

d) The criteria, techniques and tools used for verification and validation activities should be specified.

e) All safety functions should be tested with test cases that are traceable to safety requirements.

f)  All modifications to the PES should be verified and validated.
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7.3.6 Sixteenth principle

P16 All parties involved in life cycle activities shall have and use a quality management system.
a) The quality system should accord with an appropriate standard or Code of Practice.

b) Quality activities should be performed throughout the life cycle.

c) The independence requirements for roles associated with quality, safety, verification, validation and
assessment activities should be specified and observed.

7.3.7 Seventeenth principle
P17 Existing requirements for marine systems shall be taken into account throughout the life cycle.
a) Applicable legislation, standards and regulations for the PES should be identified.

b) Conformance of the PES to the requirements in applicable legislation, standards and regulations should
be demonstrated.

7.3.8 Eighteenth principle

P18 Suitable documentation shall be produced to ensure that all PES life cycle activities can be
performed effectively.

a) Documentation should be accurate, unambiguous, comprehensible, suitable for its intended purpose and
produced in a timely manner.

b) Conformance of the PES to specified requirements should be traceable.

c) The required documentation from each life cycle phase should be defined, produced and brought under
document control.

NOTE This includes description of the PES, PES requirements, description of hazards and risk management results,
plans, verification and validation specifications and results, design documentation, user manuals, installation and
maintenance manuals.

d) Records of life cycle activities should be retained to demonstrate their successful achievement.

e) User manuals should include procedures for normal and abnormal operating conditions.

7.3.9 Nineteenth principle

P19 Persons who have responsibilities for any life cycle activities shall be competent to discharge
those responsibilities.

a) Personnel competence should include appropriate training, knowledge, experience and qualifications for
their assigned duties.

b) Personnel competencies should be justified and documented.
c) Personnel competencies should be maintained.

d) The competence and culture of teams should support team members in achieving project and/or system
goals. :
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7.3.10 Twentieth principle
P20 The PES configuration shall be identified and controlled throughout the life cycle.
a) The structure and breakdown of the PES in terms of configured components should be clearly identified.

b) The documentation defining the functional and physical characteristics of the PES components, including
modifications, should be identified and traceable to the components.

c) The stages in the life cycle at which components are brought under configuration control should be
defined.

d) The current approved PES configuration covering hardware, software and data elements should be
identifiable for each of the relevant life cycle stages.

e) The current inspection and test status of PES components should be clearly evident.
f)  All modifications to the PES configuration should be under configuration control.

g) The PES configuration documentation should be retained in a manner which prevents degradation due to
environmental effects.
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Annex A
(informative)

Terms and concepts used in this International Standard

A.1 Programmable electronic system

A Programmable Electronic System (PES) in this context is any shipboard system based on one or more sets
of Programmable Electronic (PE) devices that are connected to input devices and output devices for the
purposes of implementing control, safety or monitoring. This wide definition corresponds to that in
[IEC 61508-4] and is equivalent to the [MSC/CIRC.891] definition of a computer-based system. Operations
and maintenance staff are not included in themselves, but requirements on them are, such as: manning levels,
personal competencies, specific training needs, instructions/warnings for use and instructions for maintenance.

The PE element of the system includes any microelectronic device based on a central processing unit and
associated memory. This includes devices such as a microprocessor, a minicomputer unit, a programmable
logic controller (PLC) or the programmable electronics on a ‘smart’ sensor. Any number of PE elements may
be present in the PES and they may exist at several places, for example in a distributed control system with
network controllers and local PLCs.

The input/output elements comprise three main groups: those for human interface functions, those for external
systems interface functions, and those for functions relating to the equipment under control (EUC). The
elements for the equipment under control include all sensors and actuators and their associated
communication paths to the PE elements. Similarly, the human interface elements comprise the input devices
(keyboards, trackerballs, push buttons), output devices (VDU displays, mimic panels, warning lights, printers)
and associated user documents and training. The third group is comprised of those interfaces to external
systems communicating to the PES but not part of the EUC. These may be serial communication, wireless
links or hard-wired inputs.

Finally, it is stressed that the documentation also forms part of the PES. This is particularly important for the
software components of a PES. Documentation includes specifications as well as operating instructions or
procedures.

Figure A.1 illustrates the scope of a PES in relation to its surroundings. The surrounding environment to the
PES comprises its context of use. This includes the operations/maintenance staff, the EUC and external
systems. Note that

a) the EUC and external systems may also be computer-based or contain components that are computer-
based; and

b) power supplies and other utility supplies, e.g. air, are within the scope of the PES.

The PES definition given is the most general and comprehensive case. For a particular instance, the PES
being developed or assessed may not include some of these elements. This may either be because they are
not required, e.g. a simple PES may have no interfaces to external systems, or it may be because they are
part of the installation but are excluded from the scope of supply or excluded from the assessment scope.
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Componements of a PES
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Interface Interface
Input Programmable - Output
Devices Electronics Devices
| |
Documentation

Context of Use of a PES

* Physical environment
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* Operating environment
EXTERNAL EQUIPMENT
SYSTEMS PES UNDER
CONTROL

Figure A.1 — PES structure and boundaries

A.2 Context of use

Programmable electronic systems operate within a broader total system of equipment under control, other
systems (external systems), the users of the system, the work being done by those users, a physical
environment and an operating environment which includes the staff development and management systems
for the ship. All of these components together (as shown in Figure A.2) achieve the business goal for the PES
as intended by the operator of the ship. In order to achieve goals effectively and safely, the total system has to
be designed as an integrated whole. During the life of a ship, the design of this total system will be spread
amongst several interested parties and may change many times. The party responsibility for the dependability
of the system and its components will also change.

To design, test or maintain a PES in a manner which will be cost-effective and safe, the PES developer and/or
owner should be aware of the effect of the other elements in the total system which affect the design of the
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functions and behaviour of the PES, its devices and its interfaces. A convenient way of summarizing all the
other elements of the total system is as a statement of the context of use of the PES.

It is convenient to divide the context of use of a PES into the following elements (taking the example of the
automatic control of track and speed) that is the

a) hardware and software infrastructure in which the PES is to operate (for example, details of networked
industrial PCs running Windows XP),

b) systems with which the PES has to exchange data and commands (for example, details formats and
protocols, of the navigation and engine control software),

c) physical environment in which the PES is to operate (for example, bridge and engine room, lighting, noise
and vibration levels, humidity and temperature),

d) characteristics of the intended end-users (their skills, training, physical abilities, level of responsibility,
etc.) (for example, STCW95 deck officers with one year's experience on Windows and recent courses on
use of the navigation and engine management systems),

e) tasks the end-users are to perform, including maintenance of the PES (for example, determine voyage,
set and change way points, override system), and

f)  organizational and social environment in which the users are to use the PES (for example, type of ship,
crew complement, applicable port state legislation, special notations and certificates, incentive structures,
safety management procedures).

When assessing the risk associated with a PES, all aspects of the total system should be taken into account.
Risks cannot be described unless the tasks of the users and their effect on the ship and its mission are known.
In particular, if there is to be closed-loop control (where hardware or software takes action and the user may
supervise after the event, e.g. machinery control) or open-loop control (where the user takes executive action
based on information received, e.g. navigation). The latter type is frequently called man-in-the-loop control
and requires the likelihood of the user taking the correction action to be included in the risk assessment.

When testing a PES, the context of use should be taken into account and the differences between the context
of use and the context of evaluation should be taken into account when assessing the results of any tests. The
context of evaluation during a factory acceptance test is obviously further from the context of use than that for
the sea trials. However, even sea trials may not take account of day-to-day system requirements,
configurations and the behaviour of typical users.

The providers of COTS products (such as PLCs or operating systems) may not find it possible to define the
context of use of their generic products in full. In this case a generic context of use that identifies the potential
diversity of each element may be defined. A generic context of use is not acceptable for the design and testing
of specific PES for use in a particular ship or for particular shipboard applications.

A document specifying the context of use provides useful guidance to the designers of a PES on how and
where the PES will be used. The specification of the context of use is the main reference document for
usability engineers when planning tests of the system and when selecting users for these tests.
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Figure A.2 — Components of the total system and related standards

A.3 Risk assessment

It may be possible with an uncontrolled development process to produce a safe system. However, the
probability of this occurring is relatively small and there is inherent risk in depending upon that outcome. For a
PES that does not provide any business or safety functions (e.g. a crew or passenger entertainment system),
such a low level of assurance may be acceptable. In the marine sector, most PES onboard ships fulfil mission-
or safety-related functions and will therefore have an impact, to greater or lesser degree, on ship safety. For
these PES, a higher degree of assurance of dependability is needed.

The standards behind the guidance presented in this International Standard provide detailed descriptions of
measures and techniques to provide specified levels of assurance for all aspects of a PES. Each PES in an
integrated ship environment is operating within a specific context of use and as such it is necessary to assess
the level of risk associated with each particular PES. This allows an appropriate development life cycle to be
defined and followed in order to provide the needed assurance that the PES will behave dependably.

For a lower-risk PES, the controls applied, the level of V&V, the development measures and techniques that
are necessary will be less rigorous than for PES whose operation presents a higher risk to the ship, the crew
or the environment. Typical examples of higher-risk systems may include control systems for propulsion and
steering, PES used for navigation or communications, loading instruments, fire detection systems and alarm
systems. Examples of lower-risk PES may include passenger information systems or hotel management
software. The actual risk posed by a particular PES depends upon its specific context of use and the hazards
involved. General risk classifications may not be valid where new hazards or combinations of hazards are

present.
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