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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an

International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 18185-4 was prepared by Technical Committee ISO/TC 104, Freight containers, Subcommittee SC 4,
Identification and communication.

ISO 18185 consists of the following parts, under the general title Freight containers — Electronic seals:
— Part 1: Communication protocol

— Part 2: Application requirements

— Part 3: Environmental characteristics

— ;: Part 4: Data protection

— ' Parts: Physical layer

Documents

Document Sharing Hub
© 1SO 2007 — All rights reserved

Copyright International Organization for Standardization
Provided by IHS under license with ISO
No reproduction or networking permitted without license from IHS Not for Resale

Full document details: ISO 18185-4-2007


http://www.avadocuments.com/doc/iso-18185-4-2007
http://www.avadocuments.com/doc/iso-18185-4-2007

ISO 18185-4:2007(E)

Introduction

This part of ISO 18185 was prepared by ISO Technical Committee 104/Subcommittee 4/Working Group 2,
using the drafting conventions of ISO/IEC Directives, Part 2.

In early 2005, an extensive Vulnerability Assessment took place to analyse the use cases and potential data
integrity threats posed to devices based on the ISO/IEC 18185 series as written. Based on learnings from that
assessment, spoofing and cloning were identified as potential data integrity risks to electronic seals. Device
authentication became the highest priority solution to mitigate those identified risks, and the scope of the
electronic seal standard-setting work was expanded to meet that objective.

Three aspects are discussed in this part of ISO 18185: data protection, device authentication and
conformance.

Data protection addresses the confidentiality and integrity of transmitted data. ISO TC 104/SC 4/WG 2
decided that for this part of ISO 18185, all seal information has been deemed to be public information, and as
such, can be transmitted in clear text. Data confidentiality and integrity requirements are presented in this part
of ISO 18185 for both fixed data (e.g. data items created during the seal manufacturing process) and variable
data (e.g. event information generated by and stored within the seal during use).

Device authenticity addresses the capability to identify the seal as a valid device. This first-generation
specification outlines methods for physical authentication.

Conformance addresses the requirement for electronic seals claiming compliance with 1ISO 18185 to also
contain the physical properties of high security mechanical seals in ISO/PAS 17712, and identifies best
practices for electronic seal manufacturers.

This part of ISO 18185 defines the first-generation specifications for device authentication and data protection.
Further generations of this part of ISO 18185 may be created upon further review of the potential benefits for
these electronic seal devices using additional device authentication and data protection methods.
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