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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. 
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www​.iso​.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 
any patent rights identified during the development of the document will be in the Introduction and/or 
on the ISO list of patent declarations received (see www​.iso​.org/patents).

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following 
URL: www​.iso​.org/iso/foreword​.html.

This document was prepared by Technical Committee ISO/TC 22 Road vehicles Subcommittee SC 32 
Electrical and electronic components and general system aspects.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www​.iso​.org/members​.html.

A list of all parts in the ISO 26262 series can be found on the ISO website.
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Introduction

The ISO 26262 series of standards is the adaptation of IEC 61508 series of standards to address the 
sector specific needs of electrical and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised 
of electrical, electronic and software components.

Safety is one of the key issues in the development of road vehicles. Development and integration of 
automotive functionalities strengthen the need for functional safety and the need to provide evidence 
that functional safety objectives are satisfied.

With the trend of increasing technological complexity, software content and mechatronic 
implementation, there are increasing risks from systematic failures and random hardware failures, 
these being considered within the scope of functional safety. ISO 26262 series of standards includes 
guidance to mitigate these risks by providing appropriate requirements and processes. 

To achieve functional safety, the ISO 26262 series of standards:

a)	 provides a reference for the automotive safety lifecycle and supports the tailoring of the activities 
to be performed during the lifecycle phases, i.e., development, production, operation, service and 
decommissioning;

b)	 provides an automotive-specific risk-based approach to determine integrity levels [Automotive 
Safety Integrity Levels (ASILs)];

c)	 uses ASILs to specify which of the requirements of ISO 26262 are applicable to avoid unreasonable 
residual risk;

d)	 provides requirements for functional safety management, design, implementation, verification, 
validation and confirmation measures; and

e)	 provides requirements for relations between customers and suppliers.

The ISO 26262 series of standards is concerned with functional safety of E/E systems that is achieved 
through safety measures including safety mechanisms. It also provides a framework within which 
safety-related systems based on other technologies (e.g. mechanical, hydraulic and pneumatic) can be 
considered.

The achievement of functional safety is influenced by the development process (including such 
activities as requirements specification, design, implementation, integration, verification, validation 
and configuration), the production and service processes and the management processes.

Safety is intertwined with common function-oriented and quality-oriented activities and work 
products. The ISO 26262 series of standards addresses the safety-related aspects of these activities and 
work products.

Figure  1 shows the overall structure of the ISO 26262 series of standards. The ISO 26262 series of 
standards is based upon a V-model as a reference process model for the different phases of product 
development. Within the figure: 

—	 the shaded “V”s represent the interconnection among ISO  26262-3, ISO  26262-4, ISO  26262-5, 
ISO 26262-6 and ISO 26262-7;

—	 for motorcycles:

—	 ISO 26262-12:2018, Clause 8 supports ISO 26262-3;

—	 ISO 26262-12:2018, Clauses 9 and 10 support ISO 26262-4; 

—	 the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number 
of the particular part and “n” indicates the number of the clause within that part.
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EXAMPLE	 “2-6” represents ISO 26262-2:2018, Clause 6.

Figure 1 — Overview of the ISO 26262 series of standards
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Road vehicles — Functional safety —

Part 11: 
Guidelines on application of ISO 26262 to semiconductors

1	 Scope

This document is intended to be applied to safety-related systems that include one or more electrical 
and/or electronic (E/E) systems and that are installed in series production road vehicles, excluding 
mopeds. This document does not address unique E/E systems in special vehicles such as E/E systems 
designed for drivers with disabilities. 

NOTE	 Other dedicated application-specific safety standards exist and can complement the ISO 26262 series 
of standards or vice versa.

Systems and their components released for production, or systems and their components already under 
development prior to the publication date of this document, are exempted from the scope of this edition. 
This document addresses alterations to existing systems and their components released for production 
prior to the publication of this document by tailoring the safety lifecycle depending on the alteration. 
This document addresses integration of existing systems not developed according to this document and 
systems developed according to this document by tailoring the safety lifecycle.

This document addresses possible hazards caused by malfunctioning behaviour of safety-related E/E 
systems, including interaction of these systems. It does not address hazards related to electric shock, 
fire, smoke, heat, radiation, toxicity, flammability, reactivity, corrosion, release of energy and similar 
hazards, unless directly caused by malfunctioning behaviour of safety-related E/E systems.

This document describes a framework for functional safety to assist the development of safety-
related E/E systems. This framework is intended to be used to integrate functional safety activities 
into a company-specific development framework. Some requirements have a clear technical focus to 
implement functional safety into a product; others address the development process and can therefore 
be seen as process requirements in order to demonstrate the capability of an organization with respect 
to functional safety.

This document does not address the nominal performance of E/E systems.

This document has an informative character only. It contains possible interpretations of other 
parts of ISO  26262 with respect to semiconductor development. The content is not exhaustive with 
regard to possible interpretations, i.e., other interpretations can also be possible in order to fulfil the 
requirements defined in other parts of ISO 26262.

2	 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 26262-1, Road vehicles — Functional safety — Part 1: Vocabulary

3	 Terms and definitions

For the purposes of this document, the terms, definitions and abbreviated terms given in 
ISO 26262-1 apply.

INTERNATIONAL STANDARD� ISO 26262-11:2018(E)
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

—	 IEC Electropedia: available at http:​//www​.electropedia​.org/

—	 ISO Online browsing platform: available at https:​//www​.iso​.org/obp

4	 A semiconductor component and its partitioning

4.1	 How to consider semiconductor components

4.1.1	 Semiconductor component development

If a semiconductor component is developed as a part of an item development compliant with the 
ISO 26262 series of standards, it is developed based on hardware safety requirements derived from the 
top-level safety goals of the item, through the technical safety concept. Targets for diagnostic coverages 
for relevant failure modes to meet hardware architectural metrics and Probabilistic Metric for random 
Hardware Failures (PMHF) or Evaluation of Each Cause of safety goal violation (EEC) are allocated to 
the item: in this case, the semiconductor component is just one of the elements. As mentioned in the 
EXAMPLE  of ISO  26262-5:2018 [66], 8.2, to facilitate distributed developments, target values can be 
assigned to the semiconductor component itself, by either deriving target values for the SPFM, LFM and 
PMHF at the item level or applying EEC to the HW part level. The safety analysis of a semiconductor 
component is performed based on the requirements and recommendations defined in ISO 26262-5:2018, 
7.4.3 and in ISO 26262-9:2018 [70], Clause 8.

NOTE	 If an element has not been developed in compliance with the ISO  26262 series of standards, the 
requirements in ISO 26262-8:2018 [69], Clause 13 can be considered.

The semiconductor component can be developed as a SEooC, as described in ISO 26262-10 [61]. In this 
case, the development is done based on assumptions on the conditions of the semiconductor component 
usage (Assumptions of Use or AoU, see 4.4), and then the assumptions are verified at the next higher 
level of integration considering the semiconductor component requirements derived from the safety 
goals of the item in which the semiconductor component is to be used.

The descriptions and methods in this part are provided assuming the semiconductor component is 
a SEooC, but the described methods (e.g. the method for failure rate computation of a semiconductor 
component) are still valid if the semiconductor component is not considered as an SEooC. When 
those methods are conducted considering the stand-alone semiconductor component, appropriate 
assumptions are made. Sub-clause 4.4 describes how to adapt and verify those methods and assumptions 
at the system or element level. At the stand-alone semiconductor component level, the requirements of 
ISO  26262-2 [63], ISO  26262-5, ISO  26262-6[67], ISO  26262-7[68], ISO  26262-8 and ISO  26262-9 (e.g. 
related to safety analyses, dependent failure analysis, verification, etc.) can be applied.

4.2	 Dividing a semiconductor component in parts

As shown in Figure  2 and according to the definitions in ISO  26262-1:2018, 3.21, a semiconductor 
component can be divided into parts: the whole semiconductor hierarchy can be seen as a component, 
the second level of hierarchy (e.g. a CPU) as a part, the following levels of hierarchy (e.g. the CPU register 
bank) as subparts, till the elementary subparts (its internal registers and the related logic).

NOTE	 The level of detail (e.g. whether to stop at part level or go down to subpart or elementary subpart 
level) as also the definition of the elementary subpart (e.g. flip-flop, analogue transistor) can depend on the safety 
concept, the stage of the analysis and on the safety mechanisms used (inside the semiconductor component or at 
the system or element level).
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Figure 2 — A semiconductor, its parts and subparts

4.3	 About hardware faults, errors and failure modes

Random hardware faults and failure modes of an integrated circuit are linked together as shown in 
Figure 3 below.

NOTE 1	 The failure mode can be abstract or tailored to a specific implementation, e.g. related to a pin of a 
component, part or subpart.

In general, failure modes are described in this document as functional failure modes. Further 
characterisation of failure modes are possible.

EXAMPLE	 An example of failure modes for digital circuits is given in Annex A.

Faults and errors described in this document are related to the physical implementation of a given 
semiconductor component.

NOTE 2	 The terms fault, error, and failure are used according to the ISO 26262-1 definitions, i.e. faults create 
errors which can lead to a failure. In many reliability modelling standards the terms fault and failure are used 
interchangeably.

Figure 3 — Relationship between hardware faults and failure modes

4.3.1	 Fault models

Fault models are an abstract representation of physical faults.
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The failure mode distribution is correlated with the fault models illustrated in Figure 3.

EXAMPLE	 If a failure mode is caused X % by stuck-at faults and Y % by shorts, and if a safety mechanism 
only covers stuck-at faults with a coverage of Z %, then the claimed diagnostic coverage is X % × Z %.

In the context of a semiconductor component, relevant fault models are identified based on the 
technology and circuit implementation.

NOTE 1	 See 5.1.2 for further details on fault models for digital components and 5.1.3 for memories.

NOTE 2	 Typically it is not possible to evaluate every possible physical fault individually due to the number of 
faults and required level of detail.

4.3.2	 Failure modes

A failure mode is described at a level of detail commensurate with the safety concept and the related 
safety mechanism.

EXAMPLE 1	 In the case of a CPU with a hardware lock-step safety mechanism, the failure modes can be 
defined by looking at the CPU function as a whole.

EXAMPLE 2	 In the case of a CPU with a structural software-based hardware test as safety mechanism, the 
failure modes for the CPU function are defined in more detail because the software test will cover different 
failure modes with different failure mode coverage.

EXAMPLE 3	 Examples of different level of detail for digital failure modes are given in Annex A.

To define failure modes, keywords are used if applicable.

EXAMPLE 4	 Examples of keywords are: wrong program flow execution, data corruption, accessing unintended 
locations, deadlock, livelock, incorrect instruction execution.

In special cases, failure modes closer to physical implementation could be more helpful.

EXAMPLE 5	 Analogue failure mode (Table 36).

The association between the identified failure modes and circuit implementation fault models is 
supported by evidence ensuring any failure mode is allocated to a part/subpart of the component, and 
any relevant part/subpart has at least one failure mode.

NOTE	 The goal is to ensure that there are no gaps between circuit implementation and the listed failure modes.

4.3.3	 The distribution of base failure rate across failure modes

The base failure rate (see 4.6) is distributed across failure modes. The accuracy of that distribution is 
aligned with the level of detail of the analysis and the consideration of the relevant safety mechanisms 
available.

EXAMPLE 1	 In the case of a CPU with a hardware lock-step safety mechanism, it is not necessary to have a 
detailed distribution of CPU failure modes.

EXAMPLE 2	 In the case of a CPU with a structural software-based hardware test, the distribution is defined 
in more detail because in this way it will be possible to estimate with enough accuracy the diagnostic coverage of 
failure modes.

In case there is no data available to compute the distribution with the required accuracy, the failure 
rate is distributed uniformly across the failure modes or an expert judgment is provided with related 
arguments.

NOTE	 A sensitivity analysis to the distribution is done to evaluate the impact on the diagnostic coverage and 
quantitative safety analysis results.
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4.4	 About adapting a semiconductor component safety analysis to system level

The adaptation of the semiconductor component safety analysis to system level is done by:

―	 transforming the detailed failure modes of a semiconductor component into the high-level failure 
modes needed during the analysis at system level, as shown in Figure 4;

 

Figure 4 — Example of bottom-up approach to derive system level failure modes

NOTE 1	 By combining top-down (e.g. FTA) and bottom-up methods (e.g. FMEA), it can be possible to identify 
the detailed semiconductor component failure modes and combine them up to the component level.

NOTE 2	 Starting from a low level of abstraction allows a quantitative and precise failure distribution for a 
semiconductor component that otherwise is based on qualitative distribution assumptions.

NOTE 3	 As discussed in 4.2, the necessary level of detail can depend on the stage of the analysis and on the 
safety mechanisms used.

―	 the diagnostic coverage computed at part or subpart level could be improved by measures at the 
part, component level or system or item level; or

EXAMPLE 1	 A semiconductor component includes an ADC with no safety mechanisms implemented in 
hardware. At the component stand-alone level, the diagnostic coverage was considered zero. At system level, 
the ADC is included in a closed-loop, and its faults are detected by a software-based consistency check. In 
this context, the diagnostic coverage of that subpart is increased due to the safety mechanism implemented 
at system-level.

―	 the diagnostic coverage computed at part or subpart level could have been calculated under certain 
specific assumptions (“Assumptions of Use” or AoU).

NOTE 4	 At system level different safety mechanisms or failure masking can be present. This can be taken 
into consideration in safety analysis when a justification is possible.

EXAMPLE 2	 A semiconductor component includes a memory in which each single-error is corrected and 
signalled by the ECC to the CPU. At the component stand-alone level, it was assumed that a software driver 
is implemented to handle this event. At system level, for performance reasons, this software driver is not 
implemented, and therefore the assumption is not fulfilled. The semiconductor component is programmed 
to send the error correction flag directly to the outside world.
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4.5	 Intellectual Property (IP)

4.5.1	 About IP

4.5.1.1	 Understanding IP

In this sub-clause, IP refers to a reusable unit of logical design or physical design intended to be 
integrated into a design as a part or a component. The term “IP integrator” is used in reference to the 
organization responsible for integrating IP designs from one or more sources into a design with safety 
requirements. The term “IP supplier” is used in reference to the organization responsible for designing 
or developing the IP. The IP integrator and the IP supplier can be separate parties as well as the same 
company or different organisations in the same company.

Based on the requirements in ISO 26262 series of standards, four possible approaches are identified 
for IP based designs. These approaches are shown in Figure  5. The IP integrator typically chooses 
the approach based on consideration of the information provided from the IP supplier as well as the 
maturity of the IP.

EXAMPLE	 If no supporting information is available from the IP supplier, possible approaches can be limited 
to the “proven in use” argument, if applicable. If the proven in use argument is not applicable, then the role of the 
IP in the safety architecture is treated differently, e.g. using diverse redundancy to reduce risk of systematic and 
random hardware failures.

Figure 5 — Possible approaches for using IP in safety-related designs

The IP can be an existing design with a predefined set of features. In this case the IP integrator has 
the responsibility of identifying the set of features which are required to support the safety concept of 
the design. IP can also be designed based on an agreed set of safety requirements. In this case the IP 
integrator identifies the requirements for the IP which are necessary to support the safety concept of 
the design.

NOTE 1	 The guidance in this sub-clause can be applied to newly developed IP, modified IP, and existing 
unmodified IP.

NOTE 2	 A common approach is to assume the possible target usage as defined in ISO 26262-2:2018, 6.4.5.7. 
This option is described as SEooC in ISO  26262-10 [61]. Development of an SEooC relies on identification of 
assumed use cases and safety requirements which are verified by the IP integrator.

4.5.1.2	 Types of IP

Commonly used IP types are listed in Table 1. This is not an exhaustive list covering the possible IP 
types. This document considers both the physical and the model representation types of IP as applied 
to semiconductor designs.
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Table 1 — Types of IP

IP type Description
Physical representation A complete chip layout description, containing instantiations of standard cells 

for a specific cell library or analogue cells for a target manufacturing process.
EXAMPLE   ADC macro, PLL macro.

Model representation A description of a design in terms of a hardware description language (HDL) 
such as Verilog or VHDL, or analogue transistor level circuit schematic.
A logic design in model representation is synthesized into a list of gates con-
sisting of basic cells, followed by placement and routing to achieve a semicon-
ductor design.
Analogue circuit schematic components, such as transistors, diodes, resistors, 
and capacitors, are mapped into target technology library components, fol-
lowed by placement and routing to achieve a semiconductor design.
EXAMPLE   Processor or memory controller design exchanged without mapping 
to a particular technology, operational amplifier transistor level schematic.

NOTE 1   Physical representation IPs are also known as “hard IPs”.

NOTE 2   Model representation IPs are also known as “soft IPs”.

NOTE 3   This classification is applicable to generic IP design including digital, analogue, mixed signal, PLD, Sensors and 
Transducers.

NOTE 1	 IP in the form of logic design can also be configurable. In this case, the configuration options are 
specified by the IP integrator.

EXAMPLE 1	 Configuration options to define interface bus width, memory size, and presence of fault detection 
mechanisms.

NOTE 2	 IP can also be generated with dedicated tools (memory compilers, C to HDL compilers, network-on-
chip generators). In this case:

―	 confidence in software tools can be demonstrated using the methods described in ISO  26262-8:2018, 
Clause 11, tailored based on the amount of verification performed on the generated IP;

―	 the necessary verification activities to guarantee the correctness of the generated IP are performed by the 
IP integrator or IP supplier as applicable (e.g. agreement in DIA);

―	 the necessary work products, as listed in following clauses, are made available; and

―	 the IP integrator verifies the correct integration of the IP in its context.

4.5.2	 Category and safety requirements for IP

In general, two categories of IP can be determined based on the allocation of safety requirements: IP 
with no allocated safety requirements, and IP with one or more allocated safety requirements. When 
the IP has no allocated safety requirements, no additional considerations are required for ISO 26262 
series of standards unless identified during the safety analysis. In the case of coexistence of non-safety-
related IPs with safety-related elements, dependent failure(s) analysis is used to evaluate freedom from 
interference. For dependent failure analysis guidance, see ISO 26262-9:2018, Clause 7 together with the 
additional guidance in 4.7 of this document.

If one or more safety requirements are allocated to the IP, the requirements of ISO  26262 series of 
standards are applicable. In particular requirements of ISO  26262-2, ISO  26262-4 [65], ISO  26262-5, 
ISO  26262-8, and ISO  26262-9 are often tailored to apply to IP designs. The following text gives 
guidance for IP with allocated safety requirements, and how to consider these requirements for IP with 
and without integrated safety mechanisms.

Safety-related IPs can be further classified based on the integration of safety mechanisms. Two 
possible cases are illustrated in Figure 6, with subfigure (a) illustrating IP which has integrated safety 
mechanisms, and subfigure (b) illustrating IP which has no integrated safety mechanisms.
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Figure 6 — Types of IP with allocated safety requirements

NOTE 1	 IP safety mechanisms can be included for detection of failure modes of the IP, as well as failure modes 
external to the IP.

NOTE 2	 Safety mechanisms implemented in the IP can provide full or partial diagnostic coverage of a defined 
set of failure modes. It is also possible that only failure mode detection is performed by the IP, with failure mode 
control being provided by components external to the IP.

The IP provider is responsible for providing the usage assumptions made during IP development in 
order to allow the IP integrator to check consistency with safety requirements.

The hardware features of the IP can be initially developed targeting its integration into a safety-related 
hardware environment, by providing safety mechanisms based on assumed safety requirements that 
aim at controlling given failure modes. In this case the requirements of ISO  26262-2, ISO  26262-4, 
ISO 26262-5, ISO 26262-6 (in the case of software based safety mechanisms to cover hardware failures), 
ISO 26262-8, and ISO 26262-9, whenever applicable, can be used for the design of the safety mechanisms 
during the development of the IP.

EXAMPLE 1	 Bus “fabric” with built-in bus supervisors including fault detection and notification logic (e.g. 
interrupt signals).

EXAMPLE 2	 Voltage regulator with monitoring (under-voltage and over-voltage detection), protection 
(current limit or thermal protection) and self-diagnostics (monitoring and protection circuit built-in self-tests).

Alternatively the IP can be developed with no assumed safety requirements or specific safety 
mechanisms to detect and control faults.

EXAMPLE 3	 Bus “fabric” without built-in bus supervisors or error reporting logic.

EXAMPLE 4	 Voltage regulator without monitoring, protection or built-in monitoring or protection circuit 
diagnostics.

Safety analyses defined in ISO  26262-9:2018, Clause  8 can be applied to the IP. A qualitative safety 
analysis, and in some cases a quantitative analysis, can be provided to the IP integrator to justify the 
capabilities of the safety mechanisms to control given failure modes or to provide information on failure 
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modes and related failure mode distribution. Similarly a dependent failure analysis can be provided to 
demonstrate required independence or freedom from interference.

NOTE 3	 The IP supplier includes example information concerning failure mode distribution in the safety 
analysis results, based on specific implementation assumptions. Documentation related to safety mechanisms 
can be provided with other safety-related documentation for the IP. This information can also be combined into a 
single safety manual or safety application note as described in 5.1.11 (for digital components), 5.2.6 (for analogue 
or mixed signal components), 5.3.6 (for PLD) and 5.5.6 (for sensors/transducers).

NOTE 4	 The base failure rate depends on the actual implementation, including the technology, of the IP into 
the integrated circuit and the use condition of the integrated circuit, as described in 4.6. So the base failure rate 
can only be provided as a reference to the IP integrator who is responsible for recalculating the failure rate 
according to the actual use case.

NOTE 5	 This information can be included within existing documentation (e.g. integration guidelines, technical 
reference documents, application notes).

The IP integrator can request additional information from the IP supplier in implementing safety 
requirements. The IP supplier can support the request by providing information concerning measures 
used to avoid systematic faults, as well as safety analysis results. Safety analysis results can be used 
to support the evaluation of hardware metrics for the integrated IP, as well as to demonstrate freedom 
from interference and independence.

Since the IP will be integrated into a safety-related design, consideration of coexistence is important 
to ensure that the integrated IP cannot have an adverse impact on other safety-related functions. In 
order to claim freedom from interference, dependent failure analysis as described in ISO 26262-9:2018, 
Clause 6 and ISO 26262-9:2018, Clause 7 can be used, together with the additional guidance in 4.7 of 
this document.

If the IP integrator determines that the fulfilment of safety requirements is not possible with the 
supplied IP, a change request to the supplier can be raised as described in ISO 26262-8:2018, 5.4.4 and, 
in cases where the IP is an SEooC, ISO 26262-10 [61]. Alternatively, other measures by the IP integrator 
to comply with safety requirements can be applied, such as additional safety mechanisms at integration 
level. Safety mechanisms can be implemented in hardware, software, or a combination of both. If 
evidence of a compliant development is missing, ISO 26262-8:2018, Clause 13 and ISO 26262-8:2018, 
Clause 14, can provide alternative means to argue compliance.

The IP integrator is responsible for each integration and associated verification and testing activities 
related to the allocated safety requirements and safety mechanisms, as applicable.

NOTE 6	 The IP supplier is responsible for ensuring that the delivery complies with the specified properties and 
for avoidance of systematic faults in the generated IP. Moreover the IP supplier provides supporting information 
to allow the IP integrator to conduct integration activities.

4.5.3	 IP lifecycle

4.5.3.1	 Introduction

Avoidance and detection of systematic faults during the IP lifecycle are required to ensure that the 
resulting design is suitable for use in applications with one or more allocated safety requirements. 
Requirements for avoidance and detection of systematic faults are provided in ISO  26262-5:2018, 
Clause  7, in the context of hardware design. In this document, 5.1.9 (for digital components), 5.2.5 
(for analogue or mixed-signal components), 5.3.5.3 (for PLD) and 5.5.5 (for Sensors and Transducers) 
provide further guidance. This guidance can be used to determine the general methods that can be 
used during IP development to avoid and detect systematic faults.

For IP which exhibits programmable behaviour, ISO 26262-4:2018, 6.4.6.5 can be considered as well as 
the guidelines described in 5.3.

The IP integrator is responsible for integrating the supplied IP. For the integration activities the 
assumptions of use and integration guidelines described for the IP are considered. The impact of 
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assumptions of use which cannot be fulfilled by, or which are invalid for, the design into which the IP 
is being integrated is analysed and considered with change management conducted as described in 
ISO 26262-8:2018, Clause 8. Figure 7 provides an example lifecycle based on SEooC development, as 
already provided in ISO 26262-10 [61].

Figure 7 — IP lifecycle when IP is treated as SEooC

NOTE 1	 The references shown in Figure 7 are related to the ISO 26262 series of standards.

NOTE 2	 In Figure 7, ISO 26262-5:2018, Clause 10 is only partially the responsibility of the IP supplier because 
a number of the related requirements are not applicable to IP suppliers, such as ESD tests.

The DIA can define work products (as listed in 4.5.4) to be provided by the IP supplier to support the IP 
integrator in IP integration activities.

4.5.3.2	 IP as SEooC

When developing an SEooC IP, applicable safety activities are tailored as described in ISO 26262-2:2018, 
6.4.5.7. Such tailoring for the SEooC development does not imply that any step of the safety lifecycle 
can be omitted. In cases where certain steps are deferred during the SEooC development, they can be 
completed during the item development.

In cases where a mismatch exists between the SEooC ASIL capability (see ISO 26262-1:2018, 3.2) and 
the ASIL requirements specified by the IP integrator, the IP integrator can implement additional safety 
mechanisms external to the IP. Additional safety measures for systematic failure avoidance are also 
considered. It is possible to use ASIL decomposition as defined in ISO 26262-9:2018, Clause 5, provided 
that it can be shown that there are redundant and independent requirements, and the methods for 
systematic failure avoidance and control for the integrated IP are taken into account.

﻿

10� © ISO 2018 – All rights reserved

Full document details: ISO 26262-11-2018

http://www.avadocuments.com/doc/iso-26262-11-2018
http://www.avadocuments.com/doc/iso-26262-11-2018


﻿

ISO 26262-11:2018(E)

An SEooC is developed based on assumptions of the intended functionality and use context which 
includes external interfaces. These assumptions are set up in a way that addresses a superset of 
components into which the SEooC can be integrated, so that the SEooC can be used later in multiple 
different designs. The validity of these assumptions is established in the context of the actual component 
integrating the SEooC. In that context, IP developed as an SEooC can often be configured to target a 
number of different designs. Configuration can be done before synthesis, after synthesis, or by fuse, 
laser cut, flash, or any other programming. In that case, the IP supplier provides information on the IP 
configurations which have been covered by testing and verification activities.

EXAMPLE	 Configuration options to determine bus width for interconnects, internal cache memory sizes, 
number of interrupts, memory maps.

NOTE 1	 IP configuration differs from configuration data for software: therefore ISO 26262-6:2018, Annex C is 
not directly applicable to IPs.

NOTE 2	 The IP integrator performs the necessary verification activities to guarantee the correctness of 
the generated IP; the necessary work products, as listed in following clauses, are made available; and the IP 
integrator verifies the correct integration of the IP in its context.

4.5.3.3	 IP designed in context

When developing IP in context, the IP supplier tailors the safety activities as described in 
ISO 26262-2:2018, 6.4.5.1. For in context designs, the IP supplier can develop the IP with knowledge of 
the safety requirements.

EXAMPLE	 An analogue component designed in context of a specific safety requirement at the system level.

4.5.3.4	 IP use through evaluation of hardware element

In cases where no SEooC or in-context information is available for the IP, evaluation of hardware 
elements as described in ISO  26262-8:2018, Clause  13 can be used to increase confidence in the IP. 
Activities foreseen for the evaluation of hardware elements can be applied to IP without pre-existing 
supporting information available (as described in 4.5.5).

4.5.3.5	 IP use through the “proven in use” argument

If the evidence for systematic faults avoidance is not available, the “proven in use” argument as 
described in ISO  26262-8:2018, Clause  14 can provide a means for the IP integrator to demonstrate 
compliance with ISO 26262.

The conditions surrounding the validity of the “proven in use” argument can be restricting. Ensuring 
that an effective field monitoring program described in ISO  26262-8:2018, 14.4.5.3 is in place can 
be challenging due to the typically limited field feedback from designs incorporating IP or due to 
differences in IP configuration.

4.5.4	 Work products for IP

4.5.4.1	 List of work products for IP

Example work products are described in 5.1.11 (for digital components), 5.2.6 (for analogue or mixed 
signal components), 5.3.6 (for PLD) and 5.5.6 (for Sensors and Transducers). The following gives 
guidance on contents of work products which can be provided for IP designs in general.

NOTE	 The DIA (see ISO 26262-8:2018, Clause 5) can be used to specify which documents are made available 
to the IP integrator and what level of detail is included.

4.5.4.2	 Safety plan

For IP with one or more allocated safety requirements, the safety plan is developed based on the 
requirements in ISO 26262-2:2018, 6.4.6. A single plan or multiple related plans can be used. Detailed 
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plans are included for applicable supporting processes as described in ISO  26262-8, covering 
configuration management, change management, impact analysis and change requests, verification, 
documentation management and software tool qualification.

4.5.4.3	 Safety requirements allocated to the IP design

The hardware safety requirements can be allocated to the IP design as defined in ISO 26262-5:2018, 
Clause 6.

EXAMPLE	 The requirement for a safety mechanism in the IP is described, allowing the requirement 
to be verified at an appropriate level of integration. The integration and test specifications can be linked to 
requirements defined in the technical safety concept.

4.5.4.4	 Hardware design verification and verification review of the IP design

Defining criteria for design verification, in particular for environmental conditions (vibration, EMI, 
etc.), for an IP design which is provided in the form of logic design is not typically possible since the 
physical characteristics are highly dependent on the physical implementation of the design by the IP 
integrator.

NOTE	 For IP provided as a digital logical design, hardware design verification can be done using the 
techniques listed in 5.1.9.

A verification report includes results of the activities used to verify the IP design. Verification can 
be done as described in ISO  26262-8:2018, Clause  9, including planning, execution and evaluation of 
verification activities.

4.5.4.5	 Safety analysis report

The requirements for safety analysis in ISO 26262-9:2018, Clause 8 are applicable for IP designs. The 
selection of appropriate safety analysis methods is based on ISO 26262-5:2018, Table 2.

For qualitative analysis, the supplier provides the identified failure modes of the IP in order to support 
its integration.

For quantitative analysis, the data included supports the evaluation of hardware architectural 
metrics and evaluation of safety goal violations due to random hardware faults, as specified in 
ISO 26262-9:2018, 8.4.10.

EXAMPLE	 Data includes estimated failure rate and failure mode distribution information.

NOTE 1	 For IP provided as logical design, such as Register Transfer Level (RTL), quantitative analysis relies 
on assumptions about failure rates and failure mode distributions, and can therefore not be representative of 
actual physical designs. The IP integrator verifies the assumptions and quantitative safety analysis results for 
the specific implementation.

NOTE 2	 In estimating the metrics, safety mechanisms embedded in the IP and their expected failure mode 
coverage (at a level that is applicable to the given IP) can be considered.

In the case of configurable IP, the safety analyses can include information about the impact of 
configuration options on the failure modes distribution.

NOTE 3	 An analysis of the impact of configuration options on the implementation and diagnostic coverage of 
safety mechanisms is performed.

Additional safety mechanisms realized by a combination of features internal and external to the IP, 
as well as safety mechanisms implemented outside the IP can be defined. These additional safety 
mechanisms can rely on assumptions of use for the SEooC design, which can be validated at the 
appropriate level as described in ISO 26262-2:2018, 6.4.5.7.
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4.5.4.6	 Analysis of dependent failures

Dependent failure analysis for IP can be performed as described in ISO  26262-9:2018, Clause  7. 
Additional guidance on how to apply dependent failure analysis for semiconductor devices is included 
in 4.7 of this document.

4.5.4.7	 Confirmation measures

Results from conducted confirmation measures include evidence and arguments related to the IP 
development process and about avoidance of systematic faults. Confirmation measures are described in 
ISO 26262-2:2018, Table 1. For semiconductor IP typical confirmation measure reports include:

―	 confirmation review of the safety plan;

―	 confirmation review of the safety analyses;

―	 confirmation review of the completeness of the safety case; and

―	 functional safety audit and assessment reports.

Examples of techniques applicable to IP development activities for systematic fault avoidance are 
included in 5.1.9 (for digital components), 5.2.5 (for analogue or mixed-signal components), 5.3.5.3 (for 
PLD) and 5.5.5 (for Sensors and Transducers).

4.5.4.8	 Development interface agreement

The requirements for distributed development in ISO  26262-8:2018, Clause  5 are applicable to IP 
designs. The DIA defines the exchanged work products for IP designs, and the roles and responsibilities 
for safety between the IP supplier and the IP integrator.

4.5.4.9	 Integration documentation set

An integration documentation set can include a safety manual or safety application note for IP developed 
as an SEooC. The integration documentation set can also include the following information:

―	 description of the tailoring of the lifecycle for the IP development;

―	 assumptions of use for the IP, including for example:

―	 assumed safe states of the IP;

―	 assumptions on maximum fault handling time interval and Multiple Point Fault Detection 
Interval (MPFDI), as applicable;

―	 assumptions on the integration environment for the IP, including interfaces; and

―	 recommended IP configurations.

―	 description of the safety architecture, including:

―	 fault detection and control mechanisms;

―	 fault reporting capabilities;

―	 self-test capabilities and additional requirements for self-testing for potential latent faults, if 
applicable;

―	 fault recovery mechanisms, if applicable; and
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―	 impact of configuration parameters on the above items if applicable.

―	 hardware-software interfaces required to support the IP safety mechanisms, and to control 
failures after detection;

―	 specification of software-based test routines to detect faults of the IP component, if applicable. This 
could also be provided as source code or binary library;

―	 description of safety analysis results for the IP; and

―	 description of confirmation measures used for the IP.

It is possible for the IP integrator to formally identify each hardware feature related to the safety 
mechanisms so that a mapping with hardware safety requirements at the level of the IP integrator can 
be done, and the integration verification and validation activities that are the responsibility of the IP 
integrator can be identified.

NOTE 1	 The IP safety mechanism requirements are specified in a way which allows them to be traceable to IP 
integrator’s requirements.

NOTE 2	 For IP with no specific features for fault detection, providing the assumptions of use can be sufficient 
to comply with the IP integrator’s requirements.

For IP developed in-context, similar documentation is typically provided.

NOTE 3	 For in-context IP, assumptions of use are not required, as the IP is designed with full context 
information in place.

4.5.4.10	 Applicability of work products to IP categories

The applicability of the work products described in 4.5.4.1 to 4.5.4.9 depends on the classification of the 
IP as described in 4.5.2. For intellectual properties without integrated safety mechanisms:

―	 the safety analysis report is limited to the failure modes distribution of the IP. There is no estimation 
of the hardware metrics because there are no integrated safety mechanisms. The failure mode 
distribution is needed to enable the IP integrator to perform safety analyses at the integration level;

―	 the integration documentation set (not a specific work product but rather a collection of information 
as described in 4.5.4.9) is limited to the description of the assumptions on the integration 
environment for the IP, including interfaces;

―	 it does not typically include the analysis of dependent failures.

4.5.5	 Integration of black-box IP

In some developments the IP integrator can encounter a situation where it is necessary to integrate 
an IP of which the contents are not fully disclosed. The IP to be integrated is a “black box” from the 
perspective of the IP integrator.

EXAMPLE 1	 IP integrator's customer requires use of their proprietary logic, such as a specific communications 
interface, timer peripheral, or similar logic.

EXAMPLE 2	 IP integrator is asked to integrate logic from a competitor, in order to facilitate a multi-source 
supply agreement.

Black box IP can be integrated in many forms, including but not limited to:

―	 pre-hardened, or handed off as a gate level layout or transistor level;

―	 as encrypted netlist, which cannot be meaningfully parsed except by trusted tools; and

―	 as obfuscated RTL source (where meaningful variable names are replaced with randomized 
character strings and any explanatory comments are removed).
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NOTE 1	 A black box integration approach can also be applied to cases in which no information is available 
from the IP supplier.

When black box IP is integrated, the division of responsibility between IP supplier, IP integrator and 
the IP integrator’s customer can be defined through a development interface agreement as described in 
ISO 26262-8:2018, Clause 5.

EXAMPLE 3	 In cases where the IP integrator is required to use black box IP, for example because of a 
requirement from their customer, the DIA can specify that it is the customer responsibility to evaluate and accept 
the suitability for the use of the black box IP in a safety-related context.

The development interface agreement can also include details about the tailoring of the safety activities 
as described in ISO 26262-2:2018, 6.4.5.7 and the exchange of documentation across the supply chain.

EXAMPLE 4	 A development interface agreement can specify that integration details are provided by the IP 
supplier in the form of an integration guide which also contains a set of validation tests. These tests can be used 
to confirm proper integration.

Unless the IP has been developed specifically targeting the automotive market, it is possible that 
specific evidence is not available. In this case the responsibility for the acceptance of available evidence 
can be defined in the development interface agreement.

EXAMPLE 5	 IP developed according to other functional safety standards such as IEC 61508:2010 [14].

NOTE 2	 In this case information on the development lifecycle and associated processes used to develop the 
IP can be used to perform a gap analysis to evaluate the suitability of the IP for use in the context of ISO 26262 
series of standards.

The IP integrator does not always have enough data to evaluate the base failure rate of a black box 
IP. Since this can affect the results of quantitative analysis, the development interface agreement can 
specify the responsibilities between the IP supplier, IP integrator and the IP integrator’s customer for 
the estimation of the base failure rate. The responsibilities for safety analysis of the black box IP can be 
defined in a similar way.

NOTE 3	 The integration of black box IP into a hardware development has parallels in software development, 
such as the case in which a developer integrates unit software from a third-party supplier as compiled object 
code. As such, the integrator of black box IP into a hardware development can find methods and techniques in 
5.1.9.1 including the link with applicable tables of ISO 26262-6.

In cases where the black box IP requires safety mechanisms, the IP integrator could not have enough 
information to implement the safety mechanism outside of the IP. The development interface agreement 
specifies requirements for such safety mechanism in these cases.

4.6	 Base failure rate for semiconductors

4.6.1	 General notes on base failure rate estimation

4.6.1.1	 Introduction

The scope of this sub-clause is to give clarifications, guidelines and examples on how to calculate and 
use the base (or raw) failure rate. Base failure rate is a primary input for calculation of the quantitative 
safety analyses and metrics according to ISO 26262-5.

NOTE	 Quantitative safety analysis in ISO  26262-5 focuses on random hardware failures and excludes 
systematic failures. Therefore the base failure rate used in the context of ISO 26262 series of standards focuses 
on random hardware failures only. See also 4.6.1.3.

Each technique available for base failure rate estimation makes assumptions about the failure 
mechanisms to be considered. Differences in results obtained from different base failure rate estimation 
techniques are often due to a lack of consideration for the same set of failure mechanisms. Results from 
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the use of different techniques applied to the same component are unlikely to be comparable without 
harmonization on a common set of failure mechanisms.

EXAMPLE 1	 Harmonization can be done, for instance, by considering the same failure mechanisms and the 
same source of stresses.

Failure mechanisms for semiconductors are dependent on circuitry type, implementation technology, 
and environmental factors. As semiconductor technology is rapidly evolving, it is difficult for published 
recognized industry sources for failure rates to keep pace with the state of the art, particularly for deep 
submicron process technologies. Because of this, it is helpful to consider the publications of industry 
groups such as JEDEC (Joint Electron Device Engineering Council), International Roadmap for Devices 
and Systems (IRDS), and the SEMATECH/ISMI Reliability Council to get a broad view of semiconductor 
state of the art.

EXAMPLE 2	 JEDEC publishes several documents which can be helpful in providing references to understand 
specific failure mechanisms and estimate failure rates:

―	 Reference [16] summarises many different well understood and industry accepted failure mechanisms for 
silicon and packaging; it can also be used to provide a physics of failure mode for estimation of failure rates 
for the identified failure mechanisms;

―	 Reference  [53] provides guidance on developing a reliability evaluation methodology based on an 
application-specific use model (mission profile); and

―	 Reference  [17] summarises a number of transient fault mechanisms related to exposure to naturally 
occurring radiation sources and provides guidance on how to experimentally derive failure rates for 
susceptibility to soft error.

4.6.1.2	 Quantitative target values and reliability prediction

Quantitative target values for the maximum probability of the violation of each safety goal at item 
level due to random hardware failures (PMHF) are sometimes misunderstood as inputs for reliability 
prediction. As stated in ISO  26262-5:2018, 9.4.2.2, NOTE  1, these quantitative target values do not 
have an absolute significance but are useful for comparing a new design with existing ones. They are 
intended to make available design guidance and to make available evidence that the design complies 
with the safety goals. Therefore those values cannot be used “as is” in reliability prediction.

4.6.1.3	 Difference between systematic and random failures

ISO  26262 series of standards makes a distinction between systematic and random failures. Most 
available techniques for base failure rate estimation are intended to provide reliability estimates 
and make no such distinction. The result of such techniques can be excessively conservative due to 
inclusion of factors which estimate systematic failures. For example, estimation techniques based on 
observations of field failures do not, in general, have appropriate sample size or observation quality 
to differentiate between systematic and random failures. Similarly, models which include systematic 
capability as part of the base failure rate calculation can be challenging to use in the context of 
ISO 26262 series of standards (e.g. πpm and πprocess factors defined in Reference [9]).

4.6.1.4	 Effect of failure recovery mechanisms

A concern is the handling of diagnostics which can be used to enhance availability. This can lead to a 
mix of base failure rate with diagnostics while the ISO 26262-5 requires separating them for the metrics 
computation.

EXAMPLE	 Consider a common SEC-DED (Single Error Correct-Dual Error Detect) ECC used in many state 
of the art automotive functional safety electronics. A reported MTTF (mean time to failure) for an SRAM with 
SEC‑DED ECC cannot consider a fault which results in a correctable error — thus mixing effects of base failure 
rate and diagnostics, which is separated for calculation of ISO 26262-5 metrics.
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4.6.1.5	 Considerations about non-constant failure rates

Many standardised models make use of a “bathtub curve” simplification, which assumes that “early life” 
(infant mortality) defects have been effectively screened by the supplier and that “wear out” (end-of-
life) failure mechanisms, such as electro-migration, time-dependent dielectric breakdown, hot carriers, 
or negative bias temperature instability will effectively occur at negligible rates during useful mission 
lifetime.

In some cases, the failure rate distribution from reliability models  does not fit the  constant failure 
rate of the "bathtub curve" simplification. Using a non-constant failure rate is not compatible with the 
computation of hardware architectural metrics as described in ISO 26262-5.

One possibility is to simplify  non-constant failure rate distributions  by using approximations of 
constant failure rate.

EXAMPLE 1	 A constant failure rate is conservatively assumed at the maximum failure rate of the reliability 
model failure rate distribution.

EXAMPLE 2	 Depending on the distribution, it can be possible to limit the operating lifespan of the product 
such that a constant failure rate approximation is more appropriate. This case often applies when an end-of-life 
mechanism becomes dominant in the overall failure rate distribution.

NOTE 1	 If an exponential model is used, reaching the end of the bathtub within the product lifetime is a 
systematic issue when failure rate targets are exceeded. If this is acceptable or not is not evaluated within the 
hardware metrics of ISO 26262-5:2018 Clause 8 and Clause 9. This is evaluated separately, for example based on 
the results of the qualification of an integrated circuit according to AEC-Q100 [62].

Figure 8 — Bathtub curve — Evolution of failure rate over time

NOTE 2	 In Figure 8, the real bath tub curve can be approximated by the ‘Constant value during the useful life 
of the product’ or calculated by the exponential model with the confidence level of 70 %.

If the overall failure rate distribution is a result of integrating multiple fault models, separation of 
failure modes can result in the ability to simplify safety analysis by evaluating the impact of each failure 
mode separately using different (but constant) failure rate approximations, as recommended in 5.1.7.2 
for consideration of transient faults.
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4.6.1.6	 Techniques and sources for base failure rate estimation

There are many different techniques which can be utilised for base failure rate estimation. In general 
these techniques can be summarised as follows:

—	 failure rates derived from experimental testing, such as:

—	 temperature, bias and operating life test (TBOL), also known as High Temp Operational Life 
(HTOL) testing or extended life test (ELT) for intrinsic product operating reliability,

—	 reliability test chip and/or on-chip test structures to assess intrinsic reliability of the silicon 
technology,

—	 soft error testing based on exposure to radiation sources, or

NOTE 1	 JEDEC standards such as JESD89 [17] give guidance for soft error testing.

—	 convergence characteristic of acceleration test for screening.

―	 failure rates derived from observation of field incidents, such as analysis of material returned as 
field failures;

NOTE 2	 For permanent faults: data provided by semiconductor industries can be based on the number of 
(random) failures divided by equivalent device hours. These are obtained from field data or from accelerated 
life testing (as defined in standards such as JEDEC and AEC) scaled to a mission profile (e.g. temperature, on/
off periods) with the assumption of a constant failure rate (random failures, exponential distribution). The 
numbers can be used as inputs for the estimation of the failure rate, provided as a maximum failure rate 
based on a sampling statistics confidence level.

―	 failure rates estimated by application of industry reliability data books or derived from them and 
combined with expert judgment;

EXAMPLE 1	 IEC 61709 [15], SN 29500 [38] or FIDES Guide [9].

EXAMPLE 2	 Model for reliability prediction of electronics components (former IEC TR 62380) as 
described in 4.6.2.1.1.

NOTE 3	 The actual failure rate achieved is expected to be lower than the failure rate derived from those 
methods.

EXAMPLE 3	 Reliability estimations via physics of failure methods as in ISO 26262-5:2018, 8.4.3, Notes 
6 and 7.

―	 The documents maintained by the International Roadmap for Devices and Systems (IRDS) such as 
the International Technology Roadmap for Semiconductor (ITRS [41]) provide projected values for 
the soft error rate for each generation so that this information is useful for a first estimation and 
refined when technology data is available.

4.6.1.7	 Documentation on the assumptions for base failure rate calculation

When calculating the base failure rate the supplier provides documentation describing the assumptions 
made and supporting rationale.

EXAMPLE	 Assumptions can be:

―	 the selected method to calculate the failure rate (e.g. industry source or field data),

―	 the assumed mission profile,

―	 the confidence level of the used failure rate data (e.g. in case of field data or testing based data),

―	 any scaling or de-rating applied to the failure rate data,

―	 how the non-operating time and solder joint were taken into account, or
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―	 the model used for failure rate derived from field data (Weibull or exponential models).

This information can be used by the integrator at element or item level to evaluate, understand, judge, 
compare and possibly harmonize failure rates from different suppliers and components.

4.6.1.8	 Transient fault quantification

As described in 5.1.2, soft errors are a typical example of transient faults.

Transient faults caused by soft errors initiated by internal or external α, β, neutron, or γ radiation 
sources are random hardware failures that can be quantified with a probabilistic method supported by 
measured data.

Transient faults caused by EMI or cross-talk are not quantified. Even if they can lead to the same effects 
as other transient faults, they are mostly related to systematic causes. These can be avoided with 
proper techniques and methods during the design phase (e.g. cross-talk analysis during component 
development back-end).

ISO  26262-5:2018, 8.4.7, NOTE  2 specifies that transient faults are considered when shown to be 
relevant due, for instance, to the technology used. Therefore, depending on the impact of the faults and 
when applicable, they can be considered in the safety analysis. The analysis for transient faults and 
permanent faults is done separately. This holds for qualitative or quantitative analysis.

Each elementary subpart type (e.g. flip flops, latches, memory elements, analogue devices) is 
investigated if it is susceptible to soft errors, specifically with respect to direct or induced alpha 
particles and neutrons. The susceptibility to those phenomena depends on the semiconductor front end 
technology and the materials on top of the die’s surface including the package, e.g. the mould compound 
and the solder material (flip chip) can influence the soft error rate.

EXAMPLE 1	 Base failure rate for alpha particles can be influenced by the type of package, e.g. low alpha (LA) 
or ultra-low alpha (ULA) emitting semiconductor assembly materials.

Depending on factors such as the technology and on the operating frequency, transient fault models like 
single event upset (SEU), multiple-bit upset (MBU) and single event transient (SET) are considered as in 
References [2] and [22].

NOTE 1	 Destructive single event effects like Single Event Latch-up (SEL), Single Event Burnout (SEB), and 
Single Event Gate Rupture (SEGR) are not considered as transient faults because these faults lead to permanent 
effects.

NOTE 2	 See 5.1.2 for more details on digital fault models.

JESD89 [17] is considered as the main reference related to measurement and reporting of alpha particle 
and terrestrial cosmic ray-induced soft errors in semiconductors. In that context, the base failure rate 
for soft errors is provided together with the conditions in which it has been computed or measured.

NOTE 3	 Conditions such as neutron particle flux, altitude, temperature, and supply voltage are relevant to 
transient failure rate estimation of soft errors. JESD89 [17] is used to understand those conditions.

ISO  26262-5:2018, 8.4.3, NOTE  2 states that in applying a selected industry source the following 
considerations are appropriate to avoid artificial reduction of the calculated base failure rate: mission 
profile, the applicability of the failure modes with respect to the operating conditions, or the failure 
rate unit (per operating hour or per calendar hour).

EXAMPLE 2	 In case of soft errors, reducing the base failure rate by only considering the operating time of the 
vehicle leads to an excessive and therefore artificial reduction of the average probability per hour.

NOTE 4	 If the semiconductor provider delivers a de-rated soft error rate, information about the de-rating 
factor is made available for example in the Safety Manual as defined in 5.1.11 (for digital components), 5.2.6 (for 
analogue or mixed signal components), 5.3.6 (for PLD) and 5.5.6 (for Sensors and Transducers).
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Moreover, the base failure rate for soft errors is provided without de-rating it with respect to 
“architectural vulnerability factors” or the effect of safety mechanisms such as ECC.

NOTE 5	 Architectural vulnerability factor (AVF) is the probability that a fault in a design structure will 
result in a visible error in the final output of the function as, for example, described for processor designs in 
Reference[25].

NOTE 6	 Vulnerability factors are taken into account when considering the number of safe faults, as described 
in 5.1.7.2.

4.6.1.9	 Notes on component package failure rate

In the estimation of a hardware component failure rate, the semiconductor providers consider the 
failures relating to the silicon die, to the enclosure/encapsulation (e.g. case) and to the connection 
points (e.g. pins). The connections between the connection points to the board (e.g. solder joints) are 
considered as board failures and are typically considered by the system integrator during the safety 
analysis at the system or element level.

NOTE 1	 According to Reference  [59], the package failure rate λpackage as calculated in the model described 
in Figure 9 corresponds to the fault models inside of the package itself (including e.g. the connection between 
the die and the lead frame) but it also includes the failure rate related to the connection between the package 
connection points and the board (solder joints).

NOTE 2	 The failure rate of the hardware component calculated in SN 29500-2 includes the fault models related 
to the die and to the package however unlike the model described in 4.6.2.1.1 it does not include the failure rate of 
the connection between the package connection points and the board which is treated separately in SN 29500-5.

NOTE 3	 FIDES Guide provides separate failure rates for package (cases) and solder joints due to thermal 
cycling.

NOTE 4	 In reality, the failure rate of the connection between the package connection points and the board 
is dependent on many factors involving the specific design of the circuit board and how the board is packaged 
inside of a protective housing. These factors are constantly changing as both electronic components and circuit 
board material technologies rapidly evolve.

4.6.1.10	 Consideration of power-up time and power-down time

According to ISO  26262-5:2018, 8.4.3, NOTE  2, in applying a selected industry source the following 
considerations are appropriate to avoid artificial reduction of the calculated base failure rate:

―	 mission profile;

―	 the applicability of the failure modes with respect to the operating conditions; and

―	 the failure rate unit (per operating hour or per calendar hour).

The base failure rate is provided along with the mission profile used. If the power-up and power-down 
times are defined in the mission profile then they can be considered for the computation of stress 
factors as described by the method described in 4.6.2.1.1 (τon and τoff) and in SN 29500 (πw).

4.6.2	 Permanent base failure rate calculation methods

4.6.2.1	 Permanent base failure rate calculation using or based on industry sources

4.6.2.1.1	 Model for reliability prediction of electronics components (former IEC TR 62380)

The former IEC TR 62380 [40] is used in this document as the basis for a model for reliability prediction 
of electronics components.

The mathematical model used in this sub-clause is described in Figure 9.
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Figure 9 — Mathematical model for reliability prediction

In the model described in Figure 9, several parameters are used to determine the failure rate:

―	 a parameter per transistor per type of technology used (λ1). A λ1 value is provided for different 
types of integrated circuit families as shown in Figure 10;

―	 a parameter related to the mastering of the technology and valid for the whole component 
regardless the number of integrated elements (λ2), as shown in Figure 10;

―	 a parameter related to the number of transistors of the hardware component (N);

―	 a parameter related to the difference between the year of manufacturing or technology release/
update and the reference year (1998) (α);

―	 a parameter related to the operating and non-operating phases seen by the hardware component 
(τi, τon and τoff);

―	 a parameter related to a temperature stress factor [(πt)i] applicable to the die part of the component;

―	 parameters related to the possible exposure of the integrated circuit to electrical overstress (πl 
and λEOS) as shown in Figure 11;

―	 a parameter related to the number and the amplitude of the temperature cycling seen by the 
hardware component (ni and ΔTi) as shown in Figure 11;

―	 a parameter related to the mismatch between the thermal coefficients of the board and the package 
material (αS and αC), as shown in Figure 11 and Figure 12; and

―	 a parameter related to the package (λ3), either as a function of type of the package and its pin 
number S (as shown in Figure 14) or as a function of the package diagonal D for surface mounted 
integrated circuits packages (as shown in Figure 15).

Selection of parameters can be done based on the process technology and type of circuitry utilised by 
the design.

NOTE 1	 In Figure 10, the “actual number” corresponds to the real number of transistors regardless the sizes 
of those transistors.

NOTE 2	 To calculate the digital component die failure rate for the whole device, the number of equivalent 
gates is used. The number of effective equivalent transistors is computed by multiplying the equivalent gate 
count by the representative number of transistors per gate. When calculating the microcontroller die failure rate 
due to Complementary Metal Oxide Semiconductor (CMOS) digital logic, the contribution of each digital logic of 
the modules (e.g. CPU, CAN, Timer, FlexRay, Serial Peripheral Interface or “SPI”) is included in N.

NOTE 3	 The process maturity de-rating factor was introduced considering Moore’s law and the fact that 
device failure rates are more or less constant. If the failure rate per transistor would have stayed the same, the 
failure rate would have increased according to Moore’s law. This was not observed. Therefore, the transistor 
failure cannot stay constant when changing process nodes. One option is to use the manufacturing date. Another 
option, to reflect process technology changes, the year of first introduction of this particular technology node 
can be used instead of its year of manufacturing. To achieve independence from the silicon vendor, the year from 
the ITRS[41] can be used.
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NOTE 4	 For analogue parts or for the digital component built primarily on analogue process technologies, 
the "Linear Circuits" entry of Figure  10 can be used, unless more precise data are provided by the 
semiconductor vendor.

NOTE 5	 If supported by adequate justification, data specific to the technology under consideration can be used 
in replacement of the parameters described above to achieve a more accurate estimation of base failure rate.

Figure 10 — Values of λ1 and λ2 for integrated circuits families
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Figure 11 — Temperature and overstress factors

Figure 12 — Thermal expansion coefficients αs and αc

Figure 13 — Climates
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Figure 14 — λ3 values for integrated circuits as a function of S
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Figure 15 — λ3 values for surface mounted integrated circuits packages

Once the base FIT rate of the component die has been generated, a de-rating factor is applied based on 
thermal effects and operating time. The de-rating factor is determined based on:

―	 junction temperature of the component die, which is calculated based on:

―	 power consumption of the component die; and

―	 package thermal resistance, based on package type, number of package pins and airflow;

―	 an application profile which defines 1 to Y usage phases, each of which is composed of an application 
“on-time” as a percentage of total device lifetime, and an ambient temperature; and

EXAMPLE	 Two examples for possible automotive profiles: “motor control” and “passenger 
compartment” as shown in Figure 16.

 

Figure 16 — Examples of mission profiles for automotive

―	 activation energy and frequency per technology type to complete the Arrhenius equation.

NOTE 6	 Data specific to the product under consideration, such as package thermal characteristics, 
manufacturing process, Arrhenius equation, etc., could be used in replacement of the general factors 
described above to achieve a more accurate estimation of base failure rate.
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4.6.2.1.1.1	 How to combine λ1 and λ2

With respect to the method described in Figure 9, multiple options exist about how to combine λ1 and 
λ2 in the case of circuit elements with different technologies (CPU, memories, etc.) implemented in the 
same device.

In one option, each circuit element inherits the λ1 and λ2 of the respective technologies, so basically the 
λ1 and λ2 are summed — as shown in Table 2.

NOTE	 The λ2 values are weighted, for example with the transistor counts of the individual circuit elements 
as shown in the Equation (1).
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In this example, we assume a CMOS technology based Micro Controller Unit (MCU) which consumes 
0,5 W power. The digital component die is packaged in a 144 pin quad flat package and cooled by natural 
convection. The MCU is exposed to the “motor control” temperature profile. The resulting increase of the 
junction temperature ΔTj is 26,27 °C. An activation energy of 0,3 eV is assumed for the Arrhenius equation. 
Using the model in Figure 9, this results in a de-rating factor (i.e. the second factor of λdie) of 0,17.

Table 2 — Digital component example with summed λ2

Circuit 
Element

λ1 
(FIT)

N 
(transistors) α λ2 

(FIT)
Base 

failure 
rate (FIT)

De-rating 
for temp

Effective 
failure 

rate (FIT)

50 k gate CPU 3,4 × 10−6 200 000 
(4 transistors/gate) 10 1,7 1,73 0,17 0,06

16 kB SRAM 1,7 × 10−7

786 432 
(6 transistors/ 

bit for a low-power 
consumption SRAM)

10 8,8 8,80 0,17 1,18

Die failure rate (FIT) 1,25

As an alternative approach, it is possible (see Table 3) to use the Equation (2) with a single (conservative) 
maximum λ2 as representative value:
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Table 3 — Mixed signal example with max of λ2

Circuit 
Element

λ1 
(FIT)

N 
(transistors) α

Base failure 
rate without 

λ2 
(FIT)

λ2 
(FIT)

De-rat-
ing 
for 

temp

Effective 
failure 

rate (FIT)

Digital 
circuits 1,0 × 10−6 28 000 10 8,5 × 10−4 1,7

 Linear/digital 
circuits low 
voltage (<6 V)

2,7 × 10−4 30 000 10 0,25 20

Die failure rate (FIT) 0,25 Max(20,1,7) = 20 0,17 3,44
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In the following example the integrated circuit consists of three elements. Its composition and the 
corresponding λ1 and λ2 values from Figure 10 are shown in Table 4.

Table 4 — Composition of the example IC in BiCMOS technology

element 1 Digital circuits
λ1 [FIT] 1,00 × 10−6

N 100 000
λ2 [FIT] 1,70

element 2 Linear circuits LV
λ1 [FIT] 2,70 × 10−4

N 5 000
λ2 [FIT] 20

element 3 Linear circuits HV
λ1 [FIT] 2,70 × 10−3

N 2 000
λ2 [FIT] 20

Using the motor control profile (from Figure 16) as mission profile and 2018 as the manufacturing year, 
the λ1 related term of the die failure rate is computed as in the Equations (3) to (8).

λ
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An analog calculation provides for the other elements following results:
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For the λ2 related term of the die failure rate we get:
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This results in an overall die failure rate of:
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To simplify calculation, if the user can identify a match between its product and one of the integrated 
circuit family types listed in Figure 10 then — as shown in Table 5 below — the user can directly apply 
the failure rate calculation method as described in Figure 9.

Table 5 — Digital component example with matching device type

Circuit Ele-
ment

λ1

(FIT)
N

(transistors)
α

λ2

(FIT)
Base failure 

rate (FIT)
De-rating 
for temp

Effective fail-
ure rate

(FIT)

50 k gate CPU

3,4 × 10−6

200 000
(4 transistors/gate)

10 1,7 1,80 0,17 0,31
16 kB SRAM

786 432
(6 transistors/ 

bit for a low-consump-
tion SRAM)

Die failure rate (FIT) 0,31

4.6.2.1.1.2	 Temperature de-rating

The model in Figure 9 to calculate the temperature de-rating factor δT uses the following parameters:

―	 (πt)i: ith temperature factor related to the ith junction temperature of the integrated circuit mission 
profile;

―	 τi: ith working time ratio of the integrated circuit for the ith junction temperature of the mission 
profile;

―	 τon: total working time ratio of the integrated circuit, with τ τ
on

=
=
∑ i
i

y

1

;

―	 τoff: time ratio for the integrated circuit being in storage (or dormant);

―	 τon + τoff = 1.
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For the calculation of a conservative temperature de-rating factor, the off time τoff can be set to zero, 
resulting in a slightly modified version of δT for the temperature de-rating factor δT,conservative:

δ

π τ

τT,conservative

on

=

( ) ×
=
∑ t i i
i

y

1 	 (18)

In Table 2, Table 3 and Table 4, the de-rating factor is calculated after considering the τon and τoff time. 
In the above digital component example of Table 5, setting the τoff to zero gives a de-rating factor of 
2,91, therefore the effective failure rate value changes from 0,31 to 5,24 FIT.

4.6.2.1.1.3	 Package base failure rate calculation

The package failure rate λpackage as calculated in Figure 9 corresponds to the failure modes inside of 
the package itself (including e.g. the connection between the die and the lead frame) but it also includes 
the failure rate related to the connection between the package connection points and the board 
(solder joints) which represents approximately 20  % of the overall λpackage FIT rate as described in 
Reference [54]. The semiconductor provider could then use 80 % of λpackage value for the distribution of 
the hardware component package FIT rate.

As already described in 4.6.2.1.1, the package failure rate calculation takes into account the following 
parameters:

―	 πα: influence factor related to the thermal expansion coefficients difference between the mounting 
substrate and the package material;

―	 (πn)i: ith influence factor related to the annual cycles number of thermal variations seen by the 
package, with the amplitude ΔTi;

―	 ΔTi: ith thermal amplitude variation of the mission profile; and

―	 λ3: base failure rate of the integrated circuit package.

Table 6 — Package base failure rate calculation example

Package type
ΔTj

(°C)
S

(Number of pins)
D

(mm)
πα

λ3

(FIT)

De-rating for 
temperature 

cycling

Effective 
failure rate

(FIT)
PQFP 144 26,27 144 26,58 1,05 11,87 6 009 206

Package failure rate including solder joints between package and board (FIT) 206
Total package failure rate without solder joints between package and board (FIT) 166

The influencing factor πα is calculated using the formula shown in Figure 11, with αs, αc being the linear 
thermal expansion coefficients for the substrate and for the component respectively. In this example, 
we assume FR4 as mounting substrate and a plastic package for which Figure 12 delivers the values 
αs = 16 and αc = 21,5.

For an automotive profile with number of cycles/year ≤ 8 760, the parameter (πn)i is calculated using 
the formula in Figure 11, with ni: Annual number of cycles with the amplitude ΔTi.

To calculate λ3 in FIT, the formula for peripheral connections packages is used, using a width of 20 mm 
and a pitch of 0,5 mm as shown in Figure 15. Using the “motor control” temperature profile shown in 
Figure 16, this results in a total failure rate for the package without solder joints of:

λpackage = 166 FIT.

The package failure rate is assumed to be equally distributed among the pins, leading to a pin failure 
rate of:
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λpin = 1,15 FIT.

NOTE 1	 The package in the example is a 144 pin quad flat package and cooled by natural convection. The 
power consumption is 0,5 W leading to an increase of the junction temperature ΔTj of 26,27 °C. The value of D and 
λ3 are computed using Figure 15 on the basis of the following values: pitch = 0,5 mm and width = 20 mm.

NOTE 2	 Not all packages are covered by the tables in Figure 14 or Figure 15. In this case expert judgment can 
be used to estimate the contribution of the package to the overall failure rate.

EXAMPLE 1	 Package failure rate estimation is based on the knowledge of the construction and thermal 
characteristics of the device package and the system’s printed circuit board.

NOTE 3	 Equal probability for pins can be used in this example but not for all cases.

EXAMPLE 2	 In BGAs, certain locations can have higher distribution than other locations.

4.6.2.1.1.4	 Example of failure rate resulting from electrical overstress

The failure rate for the whole device due to electrical overstress can be calculated using the formula 
shown in Figure 9. If the device has a direct connection to the external environment, i.e. the device is 
an interface, πI is equal to one. If the device is not an interface, i.e. it has no direct connection to the 
external environment, πI is equal to zero.

Figure  11 shows different λEOS for various electrical environments. Unfortunately, an automotive 
electrical environment is not given. Instead the “civilian avionics (on board calculators)” can be chosen:

λEOS = 20 FIT.

This results in a failure rate due to electrical overstress for the whole device of either

λoverstress = 20 FIT, if the device has a direct contact to the external environment, or

λoverstress = 0 FIT in every other case.

To forecast the impact of electrical overstress on the device is non‑trivial. If no particular impact can be 
argued, then λoverstress can be added to λdie to increase the overall die failure rate of the whole device.

NOTE	 Electrical over-stress can be considered a systematic failure mode and reduced to zero FIT for 
calculation of random hardware failure metrics.

4.6.2.1.2	 SN 29500

The SN 29500 follows a table look up approach. Expected values for failure rates under specified 
reference conditions are given. Values are to be looked up in tables using product type, technology and 
transistor count as an input. If the integrated circuits are operated under conditions different from the 
reference conditions a calculation from reference to operating conditions is to be used. The calculation 
takes into consideration temperature, voltage and drift (for analogue elements). For the temperature 
part of the calculation to operating conditions a modified Arrhenius equation is used.

4.6.2.1.2.1	 Example of computation for a semiconductor component

Parameters required for the calculation of the failure rate with SN 29500:

―	 N, the number of equivalent transistors;

―	 λref , the basic failure rate for the hardware component, based on the process technology;

―	 ΔTj, the junction temperature increase; and

―	 the mission profile of the hardware component.
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NOTE 1	 In cases where the number of equivalent transistors N is not listed in the failure rates families tables 
1, 2 or 3 of SN 29500-2:2010 and when possible the user can use an interpolation or extrapolation method to 
determine the equivalent λref and θvj,1 (virtual junction temperature) values.

EXAMPLE	 For "microprocessors and peripherals, microcontrollers and signal processors" family as defined 
in SN 29500-2:2010, Table 2, the following interpolation example is done to determine λref and θvj,1 values.

Assuming a microcontroller with 500  K gates the calculation of the λref could be done using the 
following steps:

―	 1st step: translating λref values from Table  2 to a same virtual reference temperature qvj,1 for 
example 90 °C by using the temperature dependent factor πT:

π
T

ref ref

=
× + −( ) ×

× + −( ) ×

× ×

× ×

A e A e

A e A e

E z E z

E z E z

a a

a a

1 2

1 2

1

1

	 (19)

SN 29500–2:2010, Table 2 ― CMOS
(19) 1k 10k 100k 1M 10M 100M θvj,1

λref (50°C) 25 50 °C
λref (60 °C) 30 60 °C
λref (80 °C) 50 80 °C
λref (90 °C) 80 120 150 90 °C
πT (90 °C) 5,18 3,47 1,53 1 1 1 ―
λref (90 °C) 130 105 76 80 120 150 FIT

―	 2nd step: linear interpolation of λref at 90 °C for desired complexity, i.e. 500 K transistors:

λref (90 °C)
Gates 1k 10k 100k 1M 10M 100M θvj,1

λref (90 °C) 130 105 76 80 120 150 FIT

λ λ

λ
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500 100
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@
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	 (20)

―	 3rd step: linear Interpolation of θvj,1 for the desired complexity i.e. 500 K transistors:

θ θ
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−
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−( )
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(21)

―	 4th and final step: translate λref(500K@90 °C) to θvj,1(500K) using the temperature dependent factor πT:

πT(90 °C ==>84,4 °C) = 0,79	 (22)

λref(500K@84,4°C) =λref(500K@90°C) × πT(90°C ==> 84,4 °C) = 78,2 × 0,79=62 FIT	 (23)
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SN 29500–2:2010, Table 2 ― CMOS
Gates 1k 10k 100k 1M 10M 100M θvj,1

λref (50 °C) 25 50 °C
λref (60 °C) 30 60 °C
λref (80 °C) 50 80 °C
λref (90 °C) 80 120 150 90 °C

NOTE 2	 The values regarding mission profiles are only examples. The requirements for all semiconductors 
within an ECU are aligned with the requirements of the respective ECU specifications.

4.6.2.1.2.2	 Failure rate calculation for the semiconductor component example without non-
operating phase

For the digital component example described in previous clauses, in CMOS technology with 500 k to 
5 million transistors we get 80 FIT at 90 °C reference temperature condition. The following parameters 
are listed in Table 7 and Table 8:

―	 A, constant;

―	 Ea1, Ea2, constant activation energy in eV.

Table 7 — Parameters required for failure rate calculation example with SN 29500

N
(transistors)

Technology and 
family

λref

(FIT)
ΔTj

(°C)

Temperature 
dependent refer-

ence (Zref)
(1/eV)

A
Ea1

(eV)
Ea2

(eV)

986 432 
(Digital + SRAM)

CMOS, micropro-
cessor 80 26,27 5,11 0,9 0,3 0,7

Assuming 500 working hours per year and using the motor control mission profile as defined in 
Figure 16, we have the result of Table 8.

Table 8 — Digital component failure rate calculation example with SN 29500

Ambient temper-
ature
θU

(°C)

Working time
(h)

Junction temper-
ature
θj,2

(°C)

Dependence factor
Z

(1/eV)

Temperature depend-
ence factor
πT(θu)

32 172,4 58,27 2,04 0,27
60 129,3 86,27 4,77 0,85
85 198,3 111,27 6,87 2,51

Overall Temperature Dependent Factor πT 1,31
Effective failure rate for the overall hardware component (FIT) 105

4.6.2.1.2.3	 Failure rate calculation for the semiconductor component example with non-
operating phase

There is a difference between the model described in 4.6.2.1.1 and SN 29500 in the way the non-
operating phases are considered. In the model described in 4.6.2.1.1 the non-operating hours are by 
default included in the mission profile of the product whereas in SN 29500 only the operating hours are 
by default considered. As described in 4.6.2.1.1.2, an alternative approach for calculating failure rate is 
setting τoff time to zero.
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In a similar way, operating and non-operating phases can also be taken into account in SN 29500 for the 
calculation of the failure rate. This is done by applying a stress factor πω described in SN 29500-2:2010, 
4.4. Using the motor control mission profile as defined in Figure  16 and an average temperature of 
10,5 °C gives a stress factor value of 0,06. Applying the calculated stress factor to the digital component 
example failure rate gives the results of Table 9.

Table 9 — SN 29500 failure rate calculation with or without non-operating phases

N
(transistors)

Technology and 
Family

λref

(FIT)

λ

Without non-oper-
ating phase (FIT)

Stress 
Factor

λ

With non-operating 
phase (FIT)

986 432 
(Digital + SRAM) CMOS, microprocessor 80 104,65 0,06 6,3

NOTE	 The non-operating average temperature is obtained from the average worldwide night and day-light 
temperatures (respectively 5 °C and 15 °C) as defined in Figure 13 and considering a 50 % ratio between night 
and day.

4.6.2.1.2.4	 Method to split SN 29500 overall failure rate into die and package failure rates

As stated by the maintainer of SN 29500, the base failure rate value calculated with SN 29500 is valid 
for the whole hardware component only and does not provide a method to split between package failure 
rate and die failure rate. Therefore, the ratio of die failure rate and package failure rate is estimated 
based on expert judgement, if required.

EXAMPLE	 As example of expert judgment, an estimation of the split of package and die failure rates from 
an SN 29500 base failure rate could be calculated by using the same ratio as determined by method 4.6.2.1.1 or 
based on other industry sources which provide such data or from field data statistics when available.

4.6.2.1.3	 FIDES Guide

The following is an example of the estimation of hardware failure rate as needed to support quantitative 
analysis using the methods detailed in the FIDES guide [9]. The failure rate model for a semiconductor 
per FIDES guide considers the failure rate of the device to be a factor of:

―	 physical contributions (λPhysical);

―	 process contributions (πProcess); and

―	 part manufacturing contributions (πPM).

The first is an additive construction term comprising physical and technological contributing factors 
to reliability. The second is a multiplicative term including the quality and technical control over the 
development, manufacturing and the usage process for the product containing the device. The third 
factor represents for example the quality of the manufacturing site and the experience of the supplier. 
πProcess and πPM are set to 1 as these factors are related to systematic issues.

The physical contribution is composed of stress acceleration factors due to usage conditions and an 
induced (i.e. unexpected overstress) multiplicative term inherent to the application of the product 
containing the device. However for the sake of simplicity, in the current example this induced 
multiplicative factor is set to 1. When actually applying it, the value based upon placement, usage 
controls and sensitivity to over stresses of the component is determined.

The models used in the FIDES guide for integrated circuits include the following physical stress families:

―	 thermal;

―	 temperature cycling;

―	 mechanical; and
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―	 humidity.

NOTE	 For the sake of keeping the examples simple, the following calculations do not include mechanical and 
humidity related failure modes. These additional failure modes are considered in a real application.

To compute the digital component die and package base failure rates (i.e. before application of de-rating 
for operating conditions), it is necessary to consider the following elements:

―	 λ0TH, the basic failure rate associated with the type of device and process technology; and

―	 physical stress parameters a and b associated with the type of package.

Those factors are combined using FIDES. Parameters selection can be based on the process technology, 
type of circuitry and package utilised by the design. Values are available related to Microprocessor, 
Microcontroller, DSP and SRAM, and PQFP package with 144 pins.

Table 10 and Table 11 below show the computation of the failure rates used in the quantitative example 
of a CMOS technology based MCU which consumes 0,5 W power. The digital component die is packaged 
in a 144 pin quad flat package and cooled by natural convection and low-conductivity board.

Table 10 — Base failure rate of the die from UTE FIDES

Circuit element λ0TH 
(FIT)

50 k gate CPU 0,08
16 kB SRAM 0,06
Sum 0,13

Table 11 — Base failure rate of the package from UTE FIDES

Package

λ0TCy_Case λ0TCy_Solderjoints

a b
λ0TCy_Case

(FIT)
a b

λ0TCy_Solder-
joints

(FIT)
144 pin PQFP 12,41 1,46 0,01 10,80 1,46 0,03

Once the base failure rate for the digital component die and package has been generated, a de-rating 
factor is applied based on thermal effects and operating time. The de-rating factor takes into account:

―	 junction temperature of the digital component die, which is calculated based on:

―	 power consumption of the digital component die; and

―	 package thermal resistance, based on package type, number of package pins and airflow.

―	 an application profile which defines 1 to Y usage phases, each of which is composed of an application 
“on-time”, “cycle time”, “cycle delta temperature”, and “cycle max temperature”, and “ambient 
temperature”.

NOTE	 The profile for use in the model considers more/other parameters than those provided in the profile 
of Reference [40].

At first, the simplified mission profile example shown in Table 12 is considered.
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Table 12 — Simplified mission profile example

Thermal Thermal cycling

PHASE On/ 
Off

Tannu-
al-phase 
(hours)

Tambient 
(°C)

ΔTcycling 
(°C)

θcy 
(hours)

Ncy-an-
nual 

(hours)

Tmax-cy-
cling 
(°C)

Non-operational day Off 720 15 10 24,0 30 20
Night start On 168 60 55 0,25 670 60
Day start On 335 60 45 0,25 1 340 60
Off-operational day Off 7,538 15 10 22,5 30 20

The die base failure rate with de-rating factors is computed as in Table 13.

Table 13 — Die base failure rate with temperature de-rating factor

Circuit element
λ0TH

(FIT)
Derating for tem-

perature
Effective failure 

rate (FIT)

50 k gate CPU 0,08 5,79 0,43
16 kB SRAM 0,06 5,79 0,32
Sum 0,13   0,75

For evaluating these de-rating factors, the junction temperature, i.e. ∆Tj due to self-heating is calculated 
as 18 K, using the parameters and formula described in FIDES (see Table 14).

Table 14 — Package base failure rate with temperature cycling de-rating factor

λTCy_case λTCy_solderjoints

Package
λ0TCy_case

(FIT)
Derating 

for cycling
Effective failure 

rate (FIT)
λ0TCy_sol-

derjoints 
(FIT)

Derating 
for cycling

Effective failure 
rate (FIT)

144 pin PQFP 0,01 130 0,75 0,03 10 0,28

Then, the elaborated mission profile example shown in Table 15 is considered. The de-rating factors are 
listed in Table 16.

Table 15 — Elaborated mission profile example

Thermal Thermal cycling

PHASE On/ 
Off

tannual-phase

(hours)
Tambient

(°C)
ΔTcycling

(°C)
Teta cy

(hours)
Ncy-annual

(hours)
Tmax-cycling

(°C)
Non-operational day Off 720 14 10 24,0 30 19
Night start On 117 32 22 0,0 670 32
Day start On 58 32 18 0,0 1 340 32
Full load operation On 201 85 53 1,0 335 85
Highway operation On 131 60 28 4,0 30 60
Off-operational day Off 7,532 14 10 23,0 30 19
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Table 16 — Effective failure rate

Circuit element λ0TH (FIT) Derating for tempera-
ture

Effective failure 
rate (FIT)

50 k gate CPU 0,08 12,44 0,93
16 kB SRAM 0,06 12,44 0,68

Sum (FIT) 0,13   1,61

For evaluating these de-rating factors, the junction temperature, i.e. ∆Tj, due to self-heating is 
calculated as 18 K, using the parameters and formula described in FIDES. As shown in Table 17, the 
component package failure rate is then 0,25 FIT. The solder joints failure rate value in Table 17 is given 
as information only and is not considered as part of the package failure rate.

Table 17 — Package and solder joints failure rate

λTCy_case

(FIT)
λTCy_solderjoints

(FIT)

Package λ0TCy_case 
(FIT)

Derating 
for cycling

Effective failure 
rate (FIT)

λ0TCy_sol-
derjoints 

(FIT)
Derating for 

cycling
Effective failure 

rate (FIT)

144 pin PQFP 0,01 42 0,25 0,03 4 0,12

4.6.2.2	 Permanent base failure rate calculation using field data statistics

It is important to use field data statistics with care, as it is very difficult to get an appropriate estimation. 
A thorough analysis of the field return process is performed and the result of the analysis is used for 
the quantitative evaluations. In particular the following topics are evaluated:

―	 how does the field return process handle known quality issues;

―	 what kind of information is available about the real mission profile; and

―	 what is the effectiveness of the field monitoring process.

Because the methodology used to calculate the failure rate from field data has an influence on the 
confidence level of the resulting failure rate value, the following points are taken into account by the 
semiconductor suppliers:

―	 a proper field data collection system as required in ISO 26262-2:2018, 7.4.2.3, NOTE is put in place;

―	 the goal of the method is not to approximate as close as possible the real failure rate, but to provide 
a failure rate value for which there is a high confidence that it is above the real failure rate value;

―	 significant source of systematic faults are only removed from the field statistics if the source of the 
systematic faults has been mitigated;

EXAMPLE 1	 An example of a major source of systematic faults is EOS.

NOTE 1	 Evidence of mitigation of the source of the systematic fault is documented.

―	 because the semiconductor suppliers could not be aware of all failures in the field, a correction factor 
(CF) can be applied to the total number of returns. That factor can depend on many parameters 
such as the application and the device population used to estimate the field based failure rate;

NOTE 2	 Rationale is provided from those semiconductor suppliers who estimate failure rate based on 
field returns.

―	 an acceleration factor (AF) corresponding to the temperature stress or to the thermal cycling 
stress effects can be respectively calculated using applicable, validated thermal strain or brittle 
fracture model.
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EXAMPLE 2	 Coffin-Manson or Englemaier-Clech methods.

―	 the total operating time of the products in the field can be estimated using the mission profiles of 
the products when available. The variability in car usage from the drivers can also be taken into 
account by estimating the quantity of hours spent in field using for example a mean of 500 hours a 
year with a standard deviation of 145 hours; and

―	 the mission profile of the field data is documented and considered appropriately in the quantitative 
evaluations.

4.6.2.2.1	 Exponential model method

The exponential model can be used in general to determine a constant failure rate from field returns. 
In this model, χ2 (chi-square) statistical function gives a good approximation of the failure rate. It is 
proposed to use an interval estimator with a one-sided upper interval estimation at, at least, 70  % 
confidence level instead of using a point estimator for the failure rate. That means that with 70  % 
probability, the real value of the failure rate is below that value. The failure rate can be calculated using 
the formula below:

FIT
cumulative operational hours AF

=
×

× ×
+χCL n;2 2

2 9
10

2
	 (24)

where

  n number of failures multiplied by the correction factor;

  CL confidence level value (typically 70 %);

  AF acceleration factor.

NOTE	 The acceleration factor is used to adapt failure rate values from one mission profile to another one as 
described in 4.6.2.2.2.

4.6.2.2.2	 Calculation example of hardware component failure rate

In this sub-clause an example of a die failure rate calculation using field data statistics is given using 
the exponential model method. In this example we assume that the semiconductor supplier is collecting 
statistics from three products in the field as described in Table 18 below.

Table 18 — Mission profile and equivalent junction temperature Tj,eq

Tj (°C)
Chip 1 

Phase Duration 
(hours)

Tj (°C)
Chip 2 

Phase Duration 
(hours)

Tj (°C)
Chip 3 

Phase Duration 
(hours)

−20 1 000 −25 100 −20 500
10 2 000 10 500 15 800
30 1 500 35 10 000 45 6 000
45 6 000 55 8 000 80 4 200
70 1 000 90 1 000 100 600

100 1 300 100 200 120 300
130 200 120 200 150 100

Tj,eq (°C) 55,1 Tj,eq 51,4 Tj,eq 67,4
Total duration 13 000 Total duration 20 000 Total duration 12 500

NOTE 1	 The mission profile equivalent temperature Tj,eq corresponds to the temperature that would have the 
same effect as the whole mission profile from a temperature stress perspective. Tj,eq can be calculated using the 
Arrhenius equation. In the above example an activation energy Ea of 0,3 eV was assumed.
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NOTE 2	 The device operating hours of the different devices can be summed up together if they are referred 
to the same reference temperature Tref. In this example Tref is 55 °C and the equivalent devices hours at Tref are 
calculated using Arrhenius equation associated with an activation energy Ea of 0,3 eV.

NOTE 3	 As shown in Table 19, the failure rate per mm2 value at the reference temperature Tref is calculated 
using the χ2 statistical function from the total number of failures and the total number of die area hours. In this 
example an upper confidence level of 70 % has been used.

Table 19 — Calculation of failure rate per mm2 at reference temperature Tref

Product 
Name

Die 
size
mm2

Mission 
profile 

equivalent 
temp Tj,eq 

(°C)

Total 
Device 

Operating 
hours (in 

million de-
vice hours)

Arrhenius 
Acceleration 

Factor

Equivalent 
O p e r a t i n g 
hours at a Tref 
of 55  °C (in 
million de-
vice hours)

Equivalent 
die area 

hours at a 
Tref of 55 °C 
(in million 

mm2 hours)

Nb of 
failures 
during 

warranty 
period

Nb of fail-
ures with 

CF = 5

Chip1 30 55,1 7 000 1,00 7 022,67 210 680 1 5
Chip2 25 51,4 10 200 0,89 9 066,96 226 674 1 5
Chip3 50 67,4 5 000 1,47 7 359,25 367 963 2 10

Total die area hours 805 317 Total nb of 
failures

20

FIT/mm2 at Tref of 55 °C 0,029    

As explained in Figure 17 below, the failure rate per mm2 at Tref derived from the field data statistics 
can then be used to calculate the failure rate of the target product under design (see Table 20).

Figure 17 — Die failure rate calculation method using field data statistics
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Table 20 — Final chip failure rate calculation

Mission 
profile Equiv. 

Temp Tj,eq

(°C)

Die size 
(mm2)

FIT/mm2 
at Tref

Arrhenius 
Accelera-

tion Factor
FIT/mm2 at 

Equiv. Temp Tj,eq

Die base 
failure rate 

(FIT)

Target Chip 
under design 75 23 0,03 1,84 0,05 1,22

NOTE 4	 Same method is applied to calculate package failure rate but the acceleration factor is calculated using 
Coffin-Manson or Norris-Landzberg model (as discussed in Reference [15] sub-clause 5.2.7.10 "Failure Modes", 
Reference  [16] sub-clause 5.14 and Reference  [9] sub-clause 2.5.1 "Physics of failures and models") instead of 
Arrhenius model. Figure 18 gives an overview of the methods used to calculate the package failure rate using 
field data statistics.

Figure 18 — Package failure rate calculation method using field data statistics

NOTE 5	 In case that the field data analysis does not distinguish between die and package (as it is the case for 
example in SN 29500 [38]) then the Arrhenius law can be used to calculate the hardware component (die and 
package) failure rate using the mission profile temperatures and reference temperature Tref as in Figure 18.

4.6.2.3	 Base failure rate calculation using accelerated life tests

To de-rate from the temperature at which the life test is carried out to the maximum operating 
temperature an acceleration factor is applied. This calculation uses Arrhenius equation with activation 
energy of 0,7 eV. It is recommended to estimate and verify activation energy associated with desired 
failure mechanism.
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The number of faults obtained from the sample is used in the χ2 distribution function with a certain 
confidence level to obtain the number of faults that would occur over the entire population tested.

Voltage acceleration is also taken into account when determining the life of devices. For CMOS, this 
is calculated by taking the gate oxide thickness into consideration and de-rating from the stress test 
voltage to the life operating voltage.

AFv = exp (β) × [Vt − Vo]	 (25)

where

  AFv voltage acceleration factor;

  Vo gate voltage under typical operating conditions (in Volts);

  Vt gate voltage under accelerated test conditions (in Volts);

  β voltage acceleration coefficient (in 1/Volts).

4.6.2.4	 Failure rate distribution methods

The previous sub-clauses detail several methods to determine the base failure rate for the 
semiconductor component. Depending on the methods, the overall semiconductor component failure 
rate can be available as a single value or combination of package failure rate and die failure rate. During 
the safety analysis the semiconductor component failure rate is allocated to the failure modes of 
elements composing the semiconductor component.

Different distribution methods can be applied:

―	 failure rate distribution of the die part of the component (i.e. digital blocks, analogue blocks and 
memories). Two methods can be considered to extract or obtain the distribution:

―	 the first method consists of using a failure rate per mm2 value obtained by dividing the die 
failure rate or the whole hardware component failure rate (if not separated into package and 
die contributions) by the die area of the hardware component. The failure rate distribution is 
done by multiplying the part or subpart area related to the failure mode under analysis by the 
failure rate per mm2 value; and

―	 the second method is based on base failure rates and elementary subparts. This is done by 
making an estimation of the number of equivalent gates (or number of transistors) for each 
part, subpart or basic/elementary subpart related to the failure mode under analysis.

―	 failure rate distribution of the package. This can be derived only when the failure rate of the 
package is available. In such a case, for pins that are safety-related, the distribution of the failure 
rate can be done using a failure rate per pin value which is obtained by dividing the package failure 
rate by the total number of pins of the package (safety-related or not).

NOTE	 The selection of the method used can be based on the layout (or planned layout) of the circuit under 
analysis or on the analysis of how failure modes are shared between the hardware elements.
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Figure 19 — Failure rate distribution

4.6.2.5	 Base Failure Rate for MCM

The base failure rate for Multi Chip Modules (MCM) is evaluated with care. If industry sources (or a 
model such as the one described in 4.6.2.1.1) are used to estimate that failure rate, arguments are to be 
provided to justify the applicability or the customisation of that industry source.

4.7	 Semiconductor dependent failure analysis

4.7.1	 Introduction to DFA

The goal of this sub-clause is to provide guidelines for the identification and analysis of possible 
common cause and cascading failures between given elements, the assessment of their risk of violating 
a safety goal (or derived safety requirements) and the definition of safety measures to mitigate such 
risk if necessary. This is done to evaluate potential safety concept weaknesses and to provide evidence 
of the fulfilment of requirements concerning independence resulting from ASIL decomposition (see 
ISO 26262-9:2018, Clause 5) or freedom from interference identified during coexistence analysis (see 
ISO 26262-9:2018, Clause 6).

The scope of this sub-clause is the Dependent Failure Analysis (DFA) between hardware elements 
implemented within one silicon die and between hardware and software elements. The elements under 
consideration are typically hardware-elements and their safety mechanisms (specified during the 
activities of ISO 26262-5).

The scope, analysis method(s) and the necessary safety measures can depend on the nature of the given 
elements (e.g. only software elements, only hardware elements or a mix of hardware and software 
elements) and the nature of the involved safety requirements (e.g. fail safe).

As defined in ISO  26262-1:2018, 3.30, the Dependent Failure Initiator (DFI) is the single root cause 
that leads multiple elements to fail through coupling factors. A list of DFI is provided as a starting 
point, considering different systematic, environmental and random hardware issues (Table  21 to 
Table 26). Some random hardware DFI, e.g. shared resources or interfering elements of the elements 
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under consideration, can be considered within the standard safety analysis once the dependencies 
are identified and can be classified as either residual faults, single-point faults or multiple-point faults 
(ISO 26262-5:2018, 9.4.2.4, NOTE 1). The DFA addresses those DFI, which are not addressable within 
the standard safety analysis, in a qualitative way.

EXAMPLE	 Interfering elements have the capability to corrupt resources of other hardware elements as 
a consequence of a random hardware fault or systematic fault: e.g. a DMA (direct memory access peripheral) 
writes to a wrong address and silently corrupts safety-related data.

The list of DFI also contains some typical safety measures used to address these. The necessary safety 
measures can depend on the nature of the safety requirement. One requirement could be to minimise 
the occurrence of the dependent failures in the field, another could be to ensure that dependent failures 
do not violate a safety goal.

4.7.2	 Relationship between DFA and safety analysis

The elements for which a DFA is relevant, can already be identified from the safety analyses done in 
accordance to ISO 26262-5:2018, 7.4.3.

These can be:

—	 dual-point failure scenarios such as:

—	 functions and their safety mechanisms (including the fault reaction path — the chain of elements 
and/or tasks that are required to implement the fault reaction); and

—	 functional redundancies (e.g. two current drivers or two A/D converters).

—	 and single-point (residual) failure scenarios of shared elements that belong to the semiconductor 
infrastructure like:

—	 clock generation;

—	 embedded voltage regulators; and

—	 any shared hardware resource used by the aforementioned elements.

The safety analysis primarily focuses on identifying single-point faults and dual/multiple-point faults 
to evaluate the targets for the ISO  26262-5 metrics and define safety mechanisms to improve the 
metrics if required. The DFA complements the analysis by ensuring that the effectiveness of the safety 
mechanisms is not affected by dependent failures initiators. As mentioned in ISO 26262-5:2018, 7.4.3, the 
safety analysis can first be used to support the specification of the hardware design and subsequently 
for the verification of the hardware design. The DFA can be applied during the specification of the 
hardware design (e.g. to specify safety mechanisms for the shared elements that have been identified) 
and also to verify that the assumptions taken during the specification are realised and reach the 
intended effectiveness.

4.7.3	 Dependent failure scenarios

In Figure 20, Element A and Element B are elements that have the potential to fail due to an external 
root cause. The root cause can be related to a random hardware fault or to a systematic fault.
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