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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 22, Road Vehicles, Subcommittee SC 33,
Vehicle dynamics and chassis components.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

Documents

Document SharingVHub
© IS0 2022 - All rights reserved

Full document details: ISO 34502-2022


http://www.avadocuments.com/doc/iso-34502-2022
http://www.avadocuments.com/doc/iso-34502-2022

ISO 34502:2022(E)

Introduction

In order to safely introduce automated driving systems (ADS) into the market, socially acceptable and
technically sound scenario-based safety evaluation methodologies need to be developed. A number
of national and international governmental institutions are gradually releasing technical safety
guidelineslZI[819] to support the development of these methodologies, as well as associated regulations
and standards.

In order to evaluate whether ADSs are free from unreasonable risks, it is beneficial to develop safety
evaluation methodologies. Considering emphasis on limited access highways, scenario-based safety
evaluation methodologies are suitable for assessing safety in a repeatable, objective and evidence-
based manner and that is compatible with existing standards.

Functional safety is defined as the absence of unreasonable risks that arise from malfunctions of an
electric/electronic (E/E) system. The ISO 26262 series specifies a hazard analysis and risk assessment
to determine vehicle level hazards. This evaluates the potential risks due to malfunctioning behaviour
of the system and enables the definition of top-level safety requirements, i.e. the safety goals, necessary
to mitigate the risks.

For some E/E systems, which rely on sensing the external or internal environment to build situational
awareness, there can be potentially hazardous behaviour caused by or within the intended functionality.
Examples of the causes of such potentially hazardous behaviour include the inability of the function
to correctly comprehend the situation and operate safely or insufficient robustness of the function,
system, or algorithm. The absence of unreasonable risk resulting from hazardous behaviours related to
functional insufficiencies is defined as the safety of the intended functionality (SOTIF).

Functional safety (the ISO 26262 series) and SOTIF (ISO 21448) are distinct, necessary, and
complementary aspects of safety. This document is conformant with SOTIF and adds specificity to its
content, by incorporating a scenario-based safety evaluation process that identifies risk factors and
related critical scenarios that affect the intended functionality, and apply them to evaluate whether the
ADS is free from unreasonable risks.

The International Organization for Standardization (ISO) draws attention to the fact that it is claimed
that compliance with this document may involve the use of a patent.

ISO takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured ISO that he/she is willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In
this respect, the statement of the holder of this patent right is registered with ISO. Information may be
obtained from the patent database available at www.iso.org/patents.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those in the patent database. ISO shall not be held responsible for identifying
any or all such patent rights.
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INTERNATIONAL STANDARD 1SO 34502:2022(E)

Road vehicles — Test scenarios for automated driving
systems — Scenario based safety evaluation framework

1 Scope

This document provides guidance for a scenario-based safety evaluation framework for automated
driving systems (ADSs). The framework elaborates a scenario-based safety evaluation process that
is applied during product development. The guidance for the framework is intended to be applied to
ADS defined in ISO/SAE PAS 22736 and to vehicle categories 1 and 2 according to Reference [10]. This
scenario-based safety evaluation framework for ADS is applicable for limited access highways.

This document does not address safety-related issues involving misuse, human machine interface and
cybersecurity.

This document does not address non-safety related issues involving comfort, energy efficiency or traffic
flow efficiency.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 34501, Road vehicles — Test scenarios for automated driving systems — Vocabulary
ISO 21448, Road vehicles — Safety of the intended functionality
[SO 26262-3, Road vehicles — Functional safety — Part 3: Concept phase

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 34501 and the following apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
critical scenario
scenario including one or more risk factors (3.3)

3.2
hazardous scenario
scenario in which harm occurs unless prevented by an entity other than the ADS

3.3

risk factor

factor or condition of a scenario that, if present, increases either the probability of the occurrence of
harm, or the severity of harm, or both
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3.4
safety test objective
safety property of the ADS to be shown via a set of tests

Note 1 to entry: The safety test objectives can be derived from the validation targets or the acceptance criteria of
SO 21448.

Note 2 to entry: The safety test objectives also include the aspect of the test end criteria.
Note 3 to entry: Depending on the kind of the safety test objectives the pass/fail-criteria of a concrete test

scenario can be included within the safety test objectives.

4 Test scenario-based safety evaluation process
4.1 Integration into the overall development process

4.1.1 Objectives

The objectives of this clause are:

a) to provide an overview of the overall safety tasks and content of this document;
b) to provide an overview of the scenario-based safety evaluation process;

c) toexplain the relationship between this framework and other standards and legislation.
4.1.2 General

4.1.2.1 Overall safety tasks and content of this document

Figure 1 presents the overall safety task “Identification and risk evaluation of the hazardous scenarios
of the ADS” and its derived subtasks.
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Task: Identification and risk
evaluation of the hazardous
scenarios of the ADS

v v v
Task 1: Identification of the Task 2: Identification of the Task 3: Identification of the
hazardous scenarios of the ADS hazardous scenarios of the ADS hazardous scenarios of the ADS
related to system performance related to user system interaction related to cybersecurity
T
I ]
Strategy: Analysis- Strategy:
based safety Operational-based
evaluation safety evaluation
I
I |
Strategy: Strategy: System- Strategy: Field
Scenario-based based safety operation
evaluation monitoring
v v
Task 1.1: Scenario- Task 1.2: System- Task 1.3: During field operation:
based safety based safety Monitoring of subcritical events,
evaluation evaluation near miss, incidents and accidents

Strategy: Identification
via analysis and
verification via tests

v v

Task 1.1.2: Set of test scenarios cover a
relevant part of the scenario space in
search for unkown hazardous scenarios.
Newly identified hazardous scenarios
are evaluated concerning their risk.

Strategy: Identification
via explorative aproach

Task 1.1.1: Identification and
risk evaluation of potential
hazardous scenarios via
analysis of the scenario space

Figure 1 — Overview of the different safety tasks to identify hazardous scenarios for the ADS

This document proposes to address the identification of potential hazardous scenarios via analysis
from two different starting points:

1. therelevant scenario space (task 1.1);
2. thesystem (task 1.2).

This approach is similar to the approach found in functional safety where the safety analysis is executed
from two different and complementary perspectives: The deductive approach (e.g. Fault Tree Analysis,
FTA) and the inductive approach (e.g. Failure Modes and Effects Analysis, FMEA).

In system-based approaches (task 1.2), the starting point of the analysis is the system itself. In scenario-
based approaches (task 1.1), which are the focus of this document, the starting point is the analysis of
the scenarios belonging to the relevant scenario space. For this approach the relevant scenario space
is analysed to identify risk factors. Only general physical limitations of the systems are considered,
for example, a sensor has a field of view based on the physics of its detection system, but other
implementation specific issues, e.g. the limitations of a machine learning algorithm to classify a detected
object correctly or sensor failures due to random hardware faults, are neglected. These system specific
aspects can be better analysed with system-based approaches. One advantage of the scenario-based
approach is that it can be applied with minimal dependency on the implementation of the system itself
(e.g. for regulatory use). As such, the results of a given analysis can be reused for different systems as
long as the relevant scenario space is the same, considering that the concrete parameters maximizing
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the risk factor for a given scenario still have system dependencies (e.g. exact number and positions of
sensors).

NOTE1 Knowledge gained during the execution of one approach (e.g. the system-based approach) can be used
to support the analysis by another approach (e.g. the scenario-based approach).

NOTE 2  The results of the system-based safety analysis can also be test scenarios to be executed.

Not all the relevant tasks for ADS safety evaluation are addressed by this document. This document
predominantly focuses on:

— task 1.1.1: identification and risk evaluation of potential hazardous scenarios via analysis of the
relevant scenario space (see 4.3); and

— task 1.1.2: derivation of a representative set of test scenarios to argue a sufficient coverage of the
relevant scenario space in search for unknown hazardous scenarios (see Annex K).

Guidelines for the execution of the remaining safety tasks can be found in other standards, e.g.
— task 2: ISO 21448;

— task 3: ISO/SAE 21434;

— task 1.2 and task 1.3: ISO 21448, the ISO 26262 series.

NOTE3  Some safety issues can be assigned to multiple tasks.

EXAMPLE An adversarial attack, also known as “physical hack”, for example, in which sensors are spoofed
with the help of stickers on traffic signs, can be assigned to task 3 and task 1. Within task 3, the relevant attack
scenarios are identified. Within task 1.1 and task 1.2, it is evaluated whether the system is sufficiently robust
against the identified relevant attack scenarios.

NOTE4  Theresult of task 1.2, the system based analysis, can also be scenarios that need to be tested in order
to evaluate the safety of the system.

NOTES5  Overall guidance concerning safety for ADS considering SOTIF, functional safety and security can be
found in, e.g. ISO/TR 4804.

4.1.2.2 Overall flow of this document

Figure 2 shows the overall flow of this document within the scope of product development processes.
Within the figure:

— the first column from the left represents the inputs to the scenario-based safety evaluation process
elaborated within this document;

— thesecond columnrepresents the preparation phase preceding the identification of critical scenarios
phase in which safety test objectives are specified;

— the third column provides an overview of the specification of the relevant scenario space, and
identification of risk factors and critical scenarios for safety evaluation according to the scenario-
based safety evaluation framework;

— the fourth column shows the interconnections among the scenario-based safety testing and
evaluation process (safety analysis phase) and the remaining product development phases;

— the fifth column represents how the output of the scenario-based safety evaluation framework fits
into the overall vehicle safety approval process that includes other safety validation steps;

— lines indicate iteration loops and influence conditions; they can contain new findings and trigger
necessary adaptations, when, for example, functional modifications are necessary due to safety
reasons.
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The subclauses in Clause 4 aim at addressing the following points to contribute to an overall scenario-
based safety evaluation process.

— 4.1 Integration into the overall development process: How the framework integrates into
existing product development processes.

— 4.2 Safety test objectives: Specification of safety test objectives that the system needs to fulfil.
— 4.3 Specification of the relevant scenario space: How the relevant scenario space is defined.

— 4.4 Derivation of critical scenarios based on risk factors: How to define a set of critical scenarios
from which a set of test scenarios are derived.

— 4.5 Derivation of test scenarios based on covering the relevant scenario space: The
identification of critical scenarios to potentially be tested.

— 4.6 Derivation of concrete test scenarios and test scenario allocation: How test scenarios are
generated and allocated to different testing platforms.

— 4.7 Test execution: Requirements that need to be fulfilled while running test scenarios.

— 4.8 Safety evaluation: How the test results are evaluated to achieve an overall result.
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Figure 2 — ISO 34502 flow

Figure 3 illustrates the relationship between ISO 21448 and this document.

4.3 adds specificity to ISO 21448:2022, Clause 7, by identifying reasonably foreseeable risk factors that
may lead to hazardous scenarios. By structuring these risk factors, critical scenarios are generated and
compiled into a scenario catalogue for testing purposes. Therefore, the approach to identifying and
structuring risk factors in this document contributes to maximize the coverage of known hazardous
scenarios in SOTIFE.
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4.5 contributes to address ISO 21448:2022, Clause 9, by defining the concrete scenarios that need to
be tested and their corresponding platforms, which is an essential step to define the verification and
validation strategy.

Finally, 4.3 to 4.8 contribute to address 1SO 21448:2022, Clauses 10 and 11. By using the known
hazardous scenario as additional input to the safety evaluation process, and varying some of the
properties/attributes of these scenarios, unknown hazardous scenarios can also be explored, and the
space and amount of unknown scenarios can be reduced.

NOTE The scenario-based safety evaluation process or parts of it can be applied to the system, subsystem
or component level, in addition to the vehicle level. Accordingly, the process is adapted to the corresponding ADS
under test.
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Requirements and recommendations

4.1.3

This document shall be applied in combination with
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4.1.4 Requirements for conformity

When claiming conformance with this document, each requirement shall be met unless a rationale
is provided, demonstrating that the non-conformity is deemed acceptable, i.e. the corresponding
objectives are still achieved.

4.2 Safety test objectives

4.2.1 Objectives

The objective of 4.2 is to specify the relevant safety test objectives for the ADS safety evaluation.

4.2.2 General

The safety test objectives represent the safety properties of the ADS to be shown via a set of tests. The
objectives are derived from general risk acceptance criteria like the principles of ‘as low as reasonably
practicable’ (ALARP), of ‘minimal endogenous mortality’ (MEM), of ‘positive risk balance’ (PRB), and
of applicable regulations. The safety test objectives are either derived from or provided by an external
source like ISO 21448 or by a related regulation[l1l. The safety test objectives are typically expressed
by using, for example, one of the two following procedures.

a) Safety test objectives specified as a boundary value (upper, or depending on the formulation, lower
boundary value) of the acceptable and demonstratable occurrence rate of a measurable safety-
related behaviour of the ADS (or its elements) during operation within the operational domain.

EXAMPLE1 A hazardous behaviour of the system that is evaluated as critical, does not occur during x
hours of test operation within the operational domain.

EXAMPLE 2  The perception element forwards incorrectly perceived objects to the control element less
than once per y hours during operation within the operational domain.

EXAMPLE 3  The relative frequency of undesired behaviour in a given scenario is lower than x.

b) Safety test objectives specified as a performance reference model regarding the capability of the
ADS to handle certain scenarios safely, based on minimum performance levels required for these
scenarios.

EXAMPLE4  The ADS is capable of preventing any accident that would be preventable according to a
reference performance model of a competent and careful human driver.

The safety test objectives are chosen in such a way that their fulfilment supports the overall safety
argument of the ADS. They represent a measurable or observable property of the ADS.

NOTE Additional safety arguments (e.g. safety analysis) can be a necessary part the fulfilment of the safety
test objectives to demonstrate that the overall safety argument is valid.

4.2.3 Input to this clause

4.2.3.1 Prerequisites

The following information shall be considered if available:

— industry standards (e.g. [SO 21448, the ISO 26262 series);

— operational design domain (ODD);

— design and functionality of the ADS, including the intended behaviour;

— other safety-relevant scenario catalogues (e.g. NCAP).
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4.2.3.2 Further supporting information

The following information can be considered:

— traffic rules and regulations (e.g. Reference [11]);
— government guidelines (e.g. References [7][8][9]);

— regional specific social norms (e.g. Reference [12]).

4.2.4 Requirements and recommendations
The safety test objectives derived from external sources shall be specified.

NOTE Multiple safety test objectives can be specified to reflect the requirements from different external
sources or for different levels of abstraction.

4.2.5 Work products

Safety test objective(s) resulting from requirement 4.2.4.
4.3 Specification of the relevant scenario space

4.3.1 Objectives

The objective of 4.3 is to define and specify the relevant scenario space.

4.3.2 General

The relevant scenario space describes the possible scenarios that the ADS can encounter, in
consideration of the ODD and the possible manoeuvres of the ADS.

4.3.3 Input to this clause

4.3.3.1 Prerequisites
The following information shall be available:

— safety test objectives in accordance with 4.2;

— item definition in accordance with ISO 26262-3;

— specification of the functionality in accordance with ISO 21448;

— capabilities of the ADS (e.g. according to ISO/TR 4804);

— ODD;

— description of the design and the functionality of the ADS, including the intended behaviour;
— other safety-relevant scenario catalogues (e.g. NCAP);

— sources of information based on which parameter ranges can be defined (e.g. traffic monitoring
data, accident data, field operational test, naturalistic driving data, insurance data, map and road
data, expert knowledge, coverage requirements).
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4.3.3.2 Further supporting information

The following information can be considered:

— regulations (e.g. Reference [11]);

— government guidelines (e.g. References [7][8][9]);

— regional specific social norms (e.g. Reference [12]);

— scenario attributes.
4.3.4 Requirements and recommendations

4.3.4.1 Therelevant scenario space shall be specified.

NOTE1 Functional, abstract, logical and concrete scenario definitions can be used to support the specification
of the relevant scenario space.

NOTE 2 The technical representation can be the ASAM OpenSCENARIO format(13],

NOTE 3 The specification of the relevant scenario space can include parameter ranges and statistical
distributions.

4.3.5 Work products

Specification of the relevant scenario space resulting from 4.3.4.
4.4 Derivation of critical scenarios based on risk factors

4.4.1 Objectives
The objectives of 4.4 are:
a) toanalyse the relevant scenario space to identify risk factors;

b) to determine critical scenarios with the help of risk factors.

4.4.2 General

There are different possible approaches to identify safety critical scenarios via analysis (see Figure 1,
ISO 21448 and the ISO 26262 series). This document focuses on the scenario-based approach to identify
critical scenarios with the help of risk factors.

4.4.3 Input to this clause

4.4.3.1 Prerequisites
The following information shall be available:
— the information listed in 4.3.3.1;

— relevant scenario space in accordance with 4.3.5.

4.4.3.2 Further supporting information
The following information can be considered:

— testresults from previously tested scenarios.
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4.4.4 Requirements and recommendations
4.4.4.1 Identification of risk factors

4.4.4.1.1 Therelevant scenario space shall be analysed to identify risk factors.

NOTE1 The physics principles approach can be used to identify the risk factors relevant to the ADS. See
Annexes A, B, C and D for detailed examples.

NOTE 2  The criticality analysis approach can be used to identify risk factors relevant to the ADS. See Annex E
for a detailed example.

4.4.4.2 Derivation of critical scenarios based on the analysis of the risk factors

4.4.4.2.1 The critical scenarios shall be identified under consideration of the identified risk factors.

NOTE1 A structured approach can be used to fulfil this requirement. See Annexes A, B, C and D for detailed
examples.

NOTE 2  For this analysis, specific system issues resulting from, for example, machine learning algorithms, are
not considered. System restrictions are considered as far as physics principle aspects are concerned, e.g. the field
of view of a sensor or the limited ability to decelerate in case of low friction coefficient between the tyres and the
road surface. As such they reflect the general technical and physical limitations of the system.

NOTE 3  The critical scenarios can be described as functional, abstract, logical or concrete scenarios.

4.4.4.2.2 For the critical scenarios identified in 4.4.4.2.1 a representative set of scenarios shall be
specified.

NOTE1 A methodology for the determination of parameter ranges from real traffic data can be found in
Reference [14].

NOTE2 A methodology for the determination of traffic data sufficiency, by establishing a relationship between
the amount of data collected and the accuracy of the parameter ranges defined from the data can be found in
Annex L.

NOTE 3  Regional, national and international ordinance, guidelines and regulations can be used to determine
parameter ranges and statistical distributions.

NOTE4  Asetoflogical scenarios can be used to derive a set of concrete test scenarios.

4.4.5 Work products

Set of critical scenarios resulting from requirements in 4.4.4.
4.5 Derivation of test scenarios based on covering the relevant scenario space

4.5.1 Objectives

The objective of this clause is to derive a set of test scenarios. The set of test scenarios is chosen in such
a way that the relevant scenario space is sufficiently covered.

4.5.2 General

This approach addresses the task 1.1.2 mentioned in Figure 1.
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4.5.3 Input to this clause

4.5.3.1 Prerequisites
The following information shall be available:
— the information listed in 4.3.3.1;

— relevant scenario space in accordance with 4.3.5.

4.5.3.2 Further supporting information
The following information can be considered:

— set of critical scenarios based on risk factors in accordance with 4.4.5;

— testresults from previously tested scenarios.
4.5.4 Requirements and recommendations

4.5.4.1 Incase ofsafety test objectives based on a performance reference model, a set of test scenarios
shall be specified under the consideration of the performance reference model (see 4.2.2).

NOTE The definition of test scenarios can be supported by a scenario database (see Annex G).

4.5.4.2 Asetoftestscenarios shall be specified to ensure a sufficient coverage of the relevant scenario
space (see 4.2.2).

4.5.5 Work products

Set of test scenarios resulting from requirements in 4.5.4.
4.6 Derivation of concrete test scenarios and test scenario allocation

4.6.1 Objectives

The objectives of 4.6 are:

a) to define general requirements for testing concrete scenarios;

b) to provide guidance for the allocation of test scenarios to different testing platforms;

c) to define general capability requirements for tools used for verification and validation.

4.6.2 General

In general, different platforms, including simulation/virtual test platforms (VTP), track-test platforms,
and real-world test platforms, can be used individually or in combination for scenario-based safety
evaluation. While using them, each platform fulfils different requirements relating to accuracy,
repeatability and traceability (see 4.6.4.3).

4.6.3 Input to this clause

4.6.3.1 Prerequisites
The following information shall be available:

— the information listed in 4.3.3.1;
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— relevant scenario space in accordance with 4.3.5;

— information about the capability of the testing platforms to be used (see Annex F).

4.6.3.2 Further supporting information

The following information can be considered:

— set of test scenarios in accordance with 4.5.5;
— results from previously tested scenarios;

— exposure data (e.g. based on recorded data, statistics, etc.).
4.6.4 Requirements and recommendations
4.6.4.1 Derivation of a set of concrete scenarios to be tested

4.6.4.1.1 To achieve a test coverage of the scenario space sufficient for the required safety argument,
parameter ranges and their combinations shall be defined for testing.

NOTE1 An approach to segment the scenario space and to define relevant representative scenarios can be
found in Annex E.

NOTE 2  If the databases of the parameter distribution are insufficient, parameter variation methods can be
used (see Annex G), e.g. Monte Carlo methods, methods considering parameter dependenciesl12] or risk-based
model methods/1€l.

NOTE3  When selecting representative test scenarios, scenarios involving multiple risk factors can be
given special consideration. The combination of multiple mild factors can potentially lead to a severe case. For
example, for snowy weather, non-favourable light conditions, and an aggressive cut-in by a surrounding vehicle,
the combined scenario considering all these factors can potentially be very dangerous.

4.6.4.1.2 The definition of concrete parameter values and their combinations shall be based on the
relevant safety test objectives provided in 4.2.

NOTE1 Using randomly selected concrete test scenarios can support the safety argument against unknown
hazardous scenarios. See Annex K for more details.

NOTE 2  Parameter variation methods can also help to identify new risk factors or the worst case conditions
for these risk factors. See Annex G for more details.

NOTE 3 In the case of logical scenario, adaptive generation of concrete scenarios can be done for each logical
scenario, dynamically, based on results from previous tests.

4.6.4.1.3 All test scenarios that have been identified from 4.3 to 4.5 as relevant with respect to the
safety test objectives defined in 4.2, shall be tested.

4.6.4.2 Allocation of tests to different test platforms
4.6.4.2.1 Relevant test scenarios shall be allocated to at least one test platform.

4.6.4.2.2 The selected test platform shall be suitable for the assigned test scenarios.

NOTE1 Theallocation of tests to VTP can consider large number of scenarios. These platforms are particularly
suitable to execute tests that would be too dangerous or too complicated to execute in real life.

NOTE 2  The allocation of tests to track-test platforms can be based on pre-selected tests, e.g. certification
tests, test with a high relevance regarding drive dynamics and real sensor performance, rare events which can
hardly be seen in real-world tests or events on public road with less repeatability. Docu ments
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NOTE 3  The allocation of tests to real-world platforms can consider public road safety and can be based on
high relevance regarding real system performance. Depending on the possibility to control each single parameter
the surrounding conditions can vary more or less randomly.

4.6.4.3 Capability requirements for qualification of the used platforms (including models)

4.6.4.3.1 VTP and track-test platforms shall deliver the same repeatable and reproducible results,
within reasonable tolerances.

4.6.4.3.2 VTP track-test platforms and real-world platforms shall deliver traceable results.

NOTE Traceable refers to the relation between safety test objectives, test scenarios and test results.
4.6.4.3.3 Platforms shall be suitable to perform their allocated tests.

4.6.4.3.4 Platforms shall provide all necessary functionalities in sufficient quality. The result of an
ADS test can contribute to the validation of the test result itself, as well to the validation of the tool.

NOTE Depending on its architecture, a VTP can contain several systems (e.g. scenario generation system,
test management system, data management system, simulation system, evaluation system). Whether the quality

of the functionalities of those systems is sufficient for the purpose of virtual testing of ADS can be checked. This
is also applicable to other test-platforms.

4.6.4.3.5 To ensure that the used platforms are working correctly, the test results can be validated
by comparison with the test results of a more realistic platform (e.g. vehicle) or of another platform
previously validated (e.g. concrete test scenarios run on track tests to validate the virtual test results
and the functionality of the tools).

4.6.4.3.6 The result of an ADS test can contribute to the validation of the ADS behaviour itself, as well
as to the validation of the tool.

NOTE1 The validation of the platform is done by using a representative subset of the concrete test scenarios.

NOTE 2  One possible way for the qualification of the VTP using statistical methods can be found in Annex F.
Additional metrics can also be considered for, e.g. state changes, integration errors.

NOTE3 IS0 26262-8:2018, Clause 11 provides additional information regarding tool qualification.

EXAMPLE One example is to qualify the hardware-in-the-loop (HiL) by comparison of HiL tests to vehicle-in-
the-loop-tests (ViL) and then qualify the software-in-the-loop (SiL) by comparison with the HiL.

4.6.5 Work products
4.6.5.1 A setof concrete test scenarios in accordance with requirements 4.6.4.1.
4.6.5.2 Testallocation report in accordance with requirements 4.6.4.2.

4.6.5.3 Report of the fulfilment of the capability requirements for qualification of the used platforms
in accordance with 4.6.4.3.

4.7 Test execution

4.7.1 Objectives
The objectives of 4.7 are:

a) to provide relevant information for test execution;
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b) to provide information for efficient testing.
4.7.2 Input to this clause

4.7.2.1 Prerequisites
The following information shall be available:

— the information listed in 4.3.3.1;

— relevant scenario space in accordance with 4.3.5;

— test end criteria (e.g. x % logical or concrete scenario or y % confidence to achieve positive risk
balance);

— set of scenarios to be tested, including test allocation from 4.6.5.
4.7.3 Requirements and recommendations

4.7.3.1 General requirements

4.7.3.1.1 All defined test scenarios from 4.5 shall be executed.

4.7.3.1.2 If complete coverage does not exist within the data, at least one variation method shall be
used until a sufficient coverage according to the safety test objectives defined in 4.2.5 is achieved.

4.7.3.2 Simulation/virtual tests

VTP tools shall fulfil the capability requirement (see 4.6.4.3).
4.7.3.3 Tracktests

4.7.3.3.1 For test execution in track tests, the test scenarios shall be replicated with sufficient
accuracy.

4.7.3.3.2 Track-test tools shall fulfil the capability requirement (see 4.6.4.3).

4.7.3.3.3 Real-world tools shall fulfil the capability requirement (see 4.6.4.3).

4.7.3.3.4 The vehicles used for track tests shall be equipped with qualified measurement equipment.
4.7.3.3.5 The behaviour of all relevant dynamic entities shall be documented for the evaluation.
4.7.3.4 Real-world tests

4.7.3.4.1 Guidelines and limits regarding route selection, weather, surrounding conditions, etc. can
be considered to support the execution of real-world tests.

4.5.3.4.2 The test vehicles used for real-world testing shall be equipped with qualified measurement

equipment.
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4.7.3.5 Test coverage of the provided test scenarios and the relevant scenario space

4.7.3.5.1 All relevant scenarios provided by 4.6.5 shall be executed within at least one of the
platforms.

4.7.3.5.2 A sufficient test scenario coverage of the relevant scenario space shall be fulfilled before
ending the test execution.

NOTE The achieved test coverage of the ODD is part of this evaluation.

4.7.3.5.3 Single representative test scenarios may cover a dedicated set of scenarios.

NOTE It is ensured that the most critical scenarios from the dedicated set are still considered.

4.7.4 Work products

4.74.1 Results report for each test scenario in accordance with requirements in 4.2.5, 4.4.5, and
4.6.5.

4.7.4.2 Overall test report summary.
4.8 Safety evaluation

4.8.1 Objectives
The objectives of this clause are:
a) to define general requirements for the evaluation of each test scenario;

b) to define general requirements for overall risk evaluation.

4.8.2 General

In general, different approaches can be used to enable a safety evaluation and to evaluate that the test
objectives are fulfilled.

4.8.3 Input to this clause

4.8.3.1 Prerequisites
The following information shall be available:

— the information listed in 4.3.3.1;

— relevant scenario space in accordance with 4.3.5;

— stochastic information (optional regional specific);

— results from the test execution 4.7.4.

4.8.3.2 Further supporting information
The following information can be considered:

— safety evaluation method as described in [SO/TR 21934-1.
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4.8.4 Requirements and recommendations
4.8.4.1 A safety evaluation shall be done for each test scenario.

4.8.4.2 Pass/fail criteria for the evaluation of each test scenario shall be adopted from the
corresponding safety test objective.

4.8.4.3 The selection of the safety evaluation approach for each individual test scenario shall be in
accordance with the relevant safety test objective.

NOTE1 An approach for each test scenario evaluation based on a multistage approach can be found in
Annex H.

NOTE 2  Probability distributions can be used to support the safety argumentation.

4.8.4.4 An evaluation regarding the fulfilment of all safety test objectives based on the executed test
scenarios shall be done.

NOTE1 One approach for the evaluation based on the physics principle approach can be found in Annex A.

NOTE 2  One approach for the evaluation based on positive risk balance can be found in Annex J.

4.8.5 Work products

Safety evaluation report in accordance with requirements in 4.8.4.
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Annex A
(informative)

Physics principles scenario-based approach

The objective of this annex is to outline a physics principles scenario-based approach for ADS safety
evaluation.

The number of possible safety-relevant risk factors that an ADS may be confronted with in real traffic
is commonly deemed infinite. When a scenario-based safety evaluation approach is adopted, logically
structured scenarios become necessary to facilitate the handling of a large number of variables and to
enable testing of these scenarios. This structuring of scenarios can be achieved following a number of
approaches, including but not limited to descriptions from the outside of the ADS (e.g. PEGASUS 6-layer),
from the inside the ADS (e.g. SAKURA 3-categories), or by establishing a relationship between the
scenario structures and corresponding patterns reported in accident databases. Independent of the
inside and outside view, the resulting scenarios can be implemented by technical formats such as ASAM
OpenSCENARIO. In this methodology, focus is put on a structuring of scenarios based on a description
from the inside of the ADS.

In contrast with the infinite number of safety-relevant scenarios that an ADS may be confronted with
in real traffic, the number of physics principles that an ADS can rely on for the safe handling of such
scenarios is limited. One approach to ADS design is to decompose the dynamic driving task (DDT)
into perception, judgement and control subtasks, and each of these subtasks is associated with one
or several specific physics principles. For example, perception subtasks are addressed by camera-,
radar- and lidar-based systems that rely on physics principles that govern light ray-, radio wave-, and
laser propagation, respectively. V2X and digital maps, regarded as special perception sensor, are also
included. Similarly, judgement subtasks are addressed by path and speed planning based on traffic
actors’ relative kinematics, which is the branch of physics that describes the motion of points, objects
and systems of groups of objects, without reference to the causes of motion. Finally, control subtasks
are addressed by actuation commands so the vehicle can achieve the targeted path, speed and stability
through vehicle dynamics, which is the branch of physics concerned with the study of forces and their
effects on motion.

It is therefore hypothesized that, if risk factors and their corresponding critical scenarios (scenarios
including one or more risk factors) are decomposed and logically structured in accordance with the
physics of the ADS, then it is possible to provide a holistic coverage of all the reasonably foreseeable
safety-relevant root causes for a given DDT (Figure A.1). This motivates the specific recommendations
for perception-, traffic-, and vehicle control-related risk factors, and the corresponding scenario
structures elaborated in detail in Annex B, Annex C and Annex D, respectively.
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Figure A.1 — Outline of the physics principles scenario-based approach for ADS safety
evaluation

In this context, perception-related risk factors refer to conditions under which the ADS of the subject
vehicle may fail to correctly perceive the situation, possibly leading to a critical scenario (scenario
that includes one or more perception-related risk factors). Perception-related critical scenarios may
be resultant of a combination of conditions that are intrinsic or extrinsic to the sensor or vehicle.
Examples of intrinsic reasons include part mounting (e.g. unsteadiness related to sensor mounting or
manufacturing variability), or vehicle conditions (e.g. vehicle inclination due to uneven loading that
modifies sensor orientation, or sensor shielding with external attachments such as bicycle racks).
External reasons include environmental conditions (e.g. sensor cloudiness, dirt, light) or blind spots
induced by surrounding vehicles.

Traffic-related risk factors refer to conditions under which the ADS of the subject vehicle may fail
to correctly judge the situation, possibly leading to a traffic-related critical scenario (scenario that
includes one or more traffic-related risk factors). Traffic-related critical scenarios may be resultant of
a combination of the following factors: road sector (e.g. main roadway, merging zone), subject-vehicle
behaviour (e.g. lane change manoeuvre), and surrounding vehicle location and motion (e.g. cut-in from
a near side vehicle).

Vehicle control-related risk factors refer to conditions under which perception and judgement work
correctly but the ADS may fail to control the subject vehicle, possibly leading to a vehicle control-related
critical scenario (scenario thatincludes one or more vehicle control-related risk factors). Vehicle control-
related critical scenarios may be resultant of a combination of conditions that are due to intrinsic
vehicle factors (e.g. total weight, weight distribution) or extrinsic vehicle factors (e.g. pot holes, wind).

The methodology proposed in this annex can be linked to different approaches to parameterise the
structured critical scenarios based on traffic situation-, perception- and vehicle control-related risk
factors, and the relevant safety test objectives based on performance reference models, such as UN/
WP29/R157 regulation (Figure A.2). By systematising and defining reasonably foreseeable and
preventable ranges for each of the traffic-related critical scenarios, whenever quantitative criteria are
established by the regulations, these criteria can be incorporated into the testing. When combining
different factors and variables to develop the scenarios and defining the corresponding parameter
ranges, observed real-world data may be used to prevent the generation of scenarios that cannot exist
in reality. Based on these traffic-related critical scenarios, it is then possible to expand the evaluation to
incorporate perception- and vehicle control-related critical scenarios into the assessment.
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Figure A.2 — Determination of a set of structured scenarios to potentially be tested based on
the recommended scenario structure and safety objectives

As ADSs are released into the market, evidence can be gathered to strengthen the hypothesis presented
in this subclause. In general, it will be possible to revisit the proposed scenarios and, if necessary,

update them accordingly, e.g. due to observed incidents/accidents and newly identified risk factors.
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