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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted ie)@pcordance with the

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). ;\3

Attention is drawn to the possibility that some of the elements of this do nt may be the subject of
patent rights. ISO shall not be held responsible for identifying any or l%uch patent rights. Details of
any patent rights identified during the development of the documen e in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.or

Any trade name used in this document is information given%r_t e convenience of users and does not
constitute an endorsement.

expressions related to conformity assessment, a nformatlon about ISO's adherence to
the World Trade Organization (WTO) princi @ chnlcal Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html.

For an explanation of the voluntary nature of sta S s the meaning of ISO specific terms and

This document was prepared by T@lmcal&@mlt O/ TC 178, Lifts, escalators and moving walks.

Alist of all parts in the ISO 81@ser1 &x@be fm\gpql’on the ISO website.

Any feedback or questlxD should be directed to the user’s national standards body. A
complete listing of th od1 be fo at www.iso.org/members.html.

\3
@M* >
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Introduction

This document is a product security publication (see IEC Guide 120:2018).

This document has been developed in response to market requirements and enhanced cybersecurity
awareness. The state of the art cybersecurity standard for operational technology is the IEC 62443
series. This document addresses the industry-specific requirements that are necessary when applying
the IEC 62443 series.

The fundamental principle of cybersecurity is a strong cybersecurity process lifecycle. This lifecycle
needs to include adequate training, tools, resources, and processes to develop, harden and maintain the
resiliency of the equipment under control (EUC) against cyber-attacks. The lifecycle approach is also
a fundamental premise of best practices utilized for various cybersecurity standards and@proaches.
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Electrical requirements for lifts, escalators and moving
walks —

Part 20:
Cybersecurity

1 Scope S

*

This document specifies cybersecurity requirements for new lifts, escal CJand moving walks,
referred to in this document as “equipment under control (EUC)”, desi in accordance with the
ISO 8100 series. It is also applicable with other lift, escalator and movi lk standards that specify
similar requirements, and to other lift-related equipment connected t@ EUC.

This document specifies product and system requirements r. to cybersecurity threats in the
following lifecycle steps:

— product development (process and product requlremeQﬁ
— manufacturing;

— installation; @O .
— operation and maintenance; \(5\'\
— decommissioning. @ QQ

This document address @he r@\ {@JC'[ supplier and system integrator as shown in

IEC 62443-4-1:2018, F1

This document doe Kot adé@s the(Ne of asset owner as shown in IEC 62443-4-1:2018, Figure 2,
but defines req the duct supplier and system integrator of the EUC to establish
documentation wi e ass ner, referred to as the “EUC owner” in this document, to achieve

and mainta'\l@e S ity 0§

This d t 1f1es inimum cybersecurity requirements for:
— %en% ctl(@

— safe%’u

— alarm qu\ ons

This document 1Qpllcab1e to EUCs that are capable of connectivity to external systems such as
building networks, cloud services, or service tools. The capability to connectivity can exist through
equipment permanently available on site, or equipment temporarily brought to the location during the
installation, operation and maintenance, or decommissioning steps.

EUC interfaces to external systems and services are in the scope of this document. External systems
and services as such are out of the scope of this document.

This document does not apply to EUC that are installed before the date of its publication.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 8100-1:2019, Lifts for the transport of persons and goods — Part 1: Safety rules for the construction
and installation of passenger and goods passenger lifts

IEC/TS 62443-1-1:2009, Industrial communication networks — Network and system security — Part 1-1:
Terminology, concepts and models

IEC 62443-3-2:2020, Security for industrial automation and control systems — Part 3-2: Security risk
assessment for system design 6

IEC 62443-3-3:2013, Industrial communication networks — Network and system S%QS)'/ — Part 3-3:
System security requirements and security levels O

[EC 62443-4-1:2018, Security for industrial automation and control systems &t 4-1: Secure product
development lifecycle requirements . @,

IEC 62443-4-2:2019, Security for industrial automation and control syste Part 4-2: Technical security
requirements for IACS components

\0&

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions @ \\

For the purposes of this document pthe t% an% initions given in ISO 8100-1:2019,
IEC/TS 62443-1-1:2009, IEC 62443-3- Q% fol g apply.

[SO and IEC maintain termmologb@abas ruse ﬁ}tandardization at the following addresses:
— ISO Online browsing pla{ avali% leath & www.iso.org/ob

— [EC Electropedia: av eat &hg zzm@?electropedla org/
311
cybersecurity \Q @

measures take a com& or computer system against unauthorized access or attack
Note 1 to en@ %%ume &t %(tor and moving walk control systems are considered to be computer
systems. (gl/

Note 2 to entry: In @ent erm "security" includes cybersecurity.
[SOURCE: IEC 62443- -2@) .1.7, modified — Note 1 to entry changed and Note 2 to entry have been
added.]

3.1.2
equipment under control

EUC
lift, escalator or moving walk

3.1.3

equipment under control owner

EUC owner

individual or organization responsible for the EUC

Note 1 to entry: The EUC owner is equivalent to the term "asset owner" given in IEC 62443-4-1:2018, 3.1.6.
Documents
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[SOURCE: IEC 62443-4-1:2018, 3.1.6, modified — the text "one or more [ACSs" in definition replaced
with the text "the EUC" and Note 1 to entry added]

3.2 Abbreviated terms

CCSC common component security constraint

DM defect management

EDR embedded device requirement

EUC equipment under control

FR foundational requirement .\Q%
HDR host device requirement Oé\'
IACS industrial automation and control systems QQ

NDR network device requirement '\®'

RACI responsible, accountable, consulted and inforn'%_

RE requirement enhancement . \O&

SAR software application requirement OQ\ OQ

SD secure design @ \
SG % \(b
security guideline _ (2, \' \>
| ) O
SI secure 1mp1en@tlon @ K

SIL safety mt&@ le@ O&
SL securléével Q OQ

SL-T y leve)\}
SM \sec r1\§ana

SR %\ é?lty@ulre nt
SUM Q{ curﬁ%pd@%nagemem

SvVv @'ny&%catlon and validation
O

4 Secure dev@;pment lifecycle for lifts, escalators and moving walks

4.1 General

The requirements of this clause shall apply to component development and system integration. See
Annex A for additional information on secure development lifecycle, Annex B for additional information
on security risk assessments and Annex C for a list of security practices.
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4.2 Security management

4.2.1 Development process

The requirements of IEC 62443-4-1:2018, SM-1: Development process, shall apply.

4.2.2 Identification of responsibilities

The requirements of IEC 62443-4-1:2018, SM-2: Identification of responsibilities, shall apply.

4.2.3 Identification of applicability
The requirements of IEC 62443-4-1:2018, SM-3: Identification of applicability, shall app 6@

4.2.4 Security expertise 6
The requirements of IEC 62443-4-1:2018, SM-4: Security expertise, shall appl Q
In addition to cybersecurity, training programmes shall also include EUC- ific safety expertise.

NOTE ISO/TR 22100-4:2018 gives machine manufacturers guidance on potehtial security aspects in relation
to safety of machinery. &%-

4.2.5 Process scoping
The requirements of IEC 62443-4-1:2018, SM-5: Proces @%g @apply
4.2.6 File integrity

The requirements of IEC 62443- 4 1: 2 § e 1nt@y, shall apply.
n

The information for use shall i m
other important files 1ncludedh§n pro

4.2.7 Developmenter&nme@ecur

The requirements o@ 62 -1: 2% -7: Development environment security, shall apply.

st \g?lfy the integrity for all scripts, executables and

4.2.8 Contr vate ke
The require @ 62 4- 1@&% SM-8: Controls for private keys, shall apply.

4.2.9 Securl @nent(br externally provided components

The requirements o 6@2443 4-1:2018, SM-9: Security requirements for externally provided
components, shall apply.

The information for use shall indicate the need to identify and manage the security risks of all externally
provided components used within the product.

4.2.10 Custom developed components from third-party suppliers

The requirements of IEC 62443-4-1:2018, SM-10: Custom developed components from third-party
suppliers, shall apply.
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4.2.11 Assessing and addressing security-related issues

The requirements of IEC 62443-4-1:2018, SM-11: Assessing and addressing security-related issues,
shall apply.

4.2.12 Process verification

The requirements of IEC 62443-4-1:2018, SM-12: Process verification, shall apply.

4.2.13 Continuous improvement

The requirements of IEC 62443-4-1:2018, SM-13: Continuous improvement, shall apply.

4.3 Specification of security requirements °\C)%

S

4.3.1 Product security context @)
The requirements of IEC 62443-4-1:2018, SR-1: Product security cgr@hall apply.
The information for use shall indicate assumptions about the u@on of the EUC.

4.3.2 Threat model & b
The requirements of IEC 62443-4-1:2018, SR-2: Threat el, shall apply.

The threat model shall consider the complete lif of t C.

XD
4.3.3 Product security require@ents \Q \§’b
The requirements of IEC 6244&1:2(&@%—3;@uct security requirements, shall apply.

<& @)
4.3.4 Product securi&équi@&nts 8Qtent

The requirements o 62@-1:6@ SR-4: Product security requirements content, shall apply.

4.3.5 Secu@it})%@ents \\'lew

The requoi@enéj C 62448-4-1:2018, SR-5: Security requirements review, shall apply.
AN

4.4 ec% de@ (l/b‘

4.4.1 &ur @ign lﬁ@ples

The requiremitsd 62443-4-1:2018, SD-1: Secure design principles, shall apply.

4.4.2 Defense in depth design
The requirements of IEC 62443-4-1:2018, SD-2: Defense in depth design, shall apply.

4.4.3 Security design review

The requirements of IEC 62443-4-1:2018, SD-3: Security design review, shall apply.

4.4.4 Secure design best practices

The requirements of IEC 62443-4-1:2018, SD-4: Secure design best practices, shall apply.
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4.5 Secure implementation

4.5.1 Security implementation review

The requirements of IEC 62443-4-1:2018, SI-1: Security implementation review, shall apply.

4.5.2 Secure coding standards

The requirements of IEC 62443-4-1:2018, SI-2: Secure coding standards, shall apply.
4.6 Security verification and validation testing

4.6.1 Security requirements testing 06
The requirements of IEC 62443-4-1:2018, SVV-1: Security requirements testing, sha@ply

4.6.2 Threat mitigation testing Q)
The requirements of IEC 62443-4-1:2018, SVV-2: Threat mitigation testi &;ﬂl apply.

4.6.3 Vulnerability testing %’
The requirements of IEC 62443-4-1:2018, SVV-3: Vulnerabilit@ing, shall apply.

4.6.4 Penetration testing 500 R ()Q
The requirements of IEC 62443-4-1:2018, SVV-4: Pe®t ti0\®ng, shall apply.
4.6.5 Independence of testers QO O \Q

The requirements of IEC 6244&4@@0]@@—5 IIQ gr’endence of testers, shall apply.

4.7 Management of se@ﬁ‘lty-@ed lﬁses

f seg)\y-related issues

4.7.1 Receivin
The requirem &IE@Z 3- 46@18 DM-1: Receiving notifications of security-related issues, shall
apply.

The informati %t@se s}{&llch&% means to report security-related issues.
4.7.2 Rev1ew1ng@ty ;{@éd issues

The requirements ofIEC@ 4-1:2018, DM-2: Reviewing security-related issues, shall apply.

4.7.3 Assessing security-related issues

The requirements of IEC 62443-4-1:2018, DM-3: Assessing security-related issues, shall apply.

4.7.4 Addressing security-related issues
The requirements of IEC 62443-4-1:2018, DM-4: Addressing security-related issues, shall apply.

The information for use shall indicate the need to address security-related issues over the full life-cycle
of the EUC.
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4.7.5 Disclosing security-related issues

The requirements of IEC 62443-4-1:2018, DM-5: Disclosing security-related issues, shall apply.

4.7.6 Periodic review of security defect management practice

The requirements of IEC 62443-4-1:2018, DM-6: Periodic review of security defect management
practice, shall apply.

4.8 Security update management

4.8.1 Security update qualification

The requirements of IEC 62443-4-1:2018, SUM-1: Security update qualificatio@apply.

S

4.8.2 Security update documentation O
The requirements of IEC 62443-4-1:2018, SUM-2: Security update d(}@mation shall apply.

The information for use shall indicate the means to obtain 1nf01@n on security updates.

4.8.3 Dependent component or operating system sec‘cg-update documentation

The requirements of IEC 62443-4-1:2018, SUM-3: Dep s§9nt component or operating system security
update documentation, shall apply. &

4.8.4 Security update delivery @ \\

The requirements of IEC 62443&018@4 4: @Tlty update delivery, shall apply.

The information for use sha@wa@ @o verify security patch authenticity.

\

4.8.5 Timely dellvq fse % pat S
The requiremen @3 44\ , SUM-5: Timely delivery of security patches, shall apply.

The infor @n fo@all i te the means to apply security patches in a timely manner.
4.9 &%ledeh&@

49.1 @dct d@g &th

The require gof 1@443 -4-1:2018, SG-1: Product defense in depth, shall apply.

The information @Q’e shall give an overview of the security defense in depth strategy to the extent
required to maintain the security of the EUC.

4.9.2 Defense in depth measures expected in the environment

The requirements of IEC 62443-4-1:2018, SG-2: Defense in depth measures expected in the environment,
shall apply.

The information for use shall indicate the conditions for use of the EUC to achieve and maintain the
security of the EUC.

4.9.3 Security hardening guidelines

The requirements of IEC 62443-4-1:2018, SG-3: Security hardening guidelines, shall ﬁ%y
cuments
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