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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of
national standards bodies (ISO member bodies). The work of preparing International
Standards is normally carried out through ISO technical committees. Each member
body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, govern-
mental and non-governmental, in liaison with 1ISO, also take part in the work.

Draft International Standards adopted by the technical committees are circulated to
the mémber bodies for approval before their acceptance as International Standards by
the ISO Council. They are approved in accordance with ISO procedures requiring at
least 75 % approval by the member bodies voting.

International Standard ISO 8372 was prepared by Technical Committee ISO/TC 97,
Information processing systems.

Users should note that all International Standards undergo revision from time to time
and that any reference made herein to any other International Standard implies its
latest edition, unless otherwise stated.
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INTERNATIONAL STANDARD

ISO 8372 : 1987 (E)

Information processing — Modes of operation for

a 64-bit block cipher algorithm

1 Scope and field of application

This International Standard describes four modes of operation
for any 64-bit block cipher algorithm using a secret key.

NOTE — The annex, which does not form part of this International
Standard, contains comments on the properties of each mode.

This International Standard establishes four defined modes of
operation so that in any application of a 64-bit block cipher (for
example data transmission, data storage authentication) this
International Standard will provide a useful reference for the
specification of the mode of operation, the formation of the
starting variable, and the values of parameters {as appropriate).

NOTE — For the Cipher Feedback (CFB) mode of operation (see
clause 7), two parameters, j and k, are defined. For the Output Feed-
back (CFB) mode of operation (see clause 8), one parameter, j, is
defined. When one of these modes of operation is used the parameter
value(s) needs to be chosen and used by all communicating parties.

2 Reference

ANSI X3.92-1981, Data Encryption Algorithm.

3 Definitions
3.1 plaintext: Unenciphered information.
3.2 cipher text: Enciphered information.

3.3 block chaining: The encipherment of information such
that each block of ciphertext is cryptographically dependent
upon the preceding ciphertext block.

3.4 initializing value (/V): Value used in defining the start-
ing point of an encipherment process.

3.5 starting variable (SV): Variable derived from the
initializing value and used in defining the starting point of the
modes of operation.

NOTE — The method of deriving the starting variable from the initializ-
ing value is not defined in this International Standard. It needs to be
described in any application of the modes of operation.

3.6 cryptographic synchronization: The co-ordination of
the encipherment and decipherment process.
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4 Notation

For the purposes of this International Standard the functional
relation defined by the block encipherment algorithm is written

C = eK(P)
where

P is the plaintext biock;
C is the ciphertext block;
K is the key.

The expression eX is the operation of encipherment using the
key K.

The corresponding decipherment function is written
P = dK(C)

A variable, such as P and C above, denoted by a capital letter,
represents a one-dimensional array of bits, for example:

A={a1,az,...,am} B={b1,b2,...,bm}
i.e. arrays of m bits, numbered from 1 to m.
The operation of addition, modulo 2, also known as the ex-

clusive ‘or’ function is shown by the symbol &. The operation
applied to arrays such as A and B is defined as

A@B={a,®Bby,a,®by,...,a,Pb,}

The operation of selecting the left-most j bits of A to generate
a j bit array is written

A~j={a1,a2,...,aj}

This operation is defined only when j < m, where m is the
number of bits in A.

A “shift function” S, is defined as follows.
Given an m-bit variable X and a k-bit variable F where k < m,
the effect of a shift function S,(X|F) produces the m-bit
variable

Sk(XIF) = {Xk+1, X +20 ¢« « ,xm,f1,f2, PR ,fk}

The effect is to shift the bits of array X left by k places, discard-

ing x; . . . x; and to place the array F in the rightmost k places
of X.
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