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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 9594-10:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboration with
ITU-T. The identical text is published as ITU-T Rec. X.530 (11/2008).

This fourth edition cancels and replaces the third edition (ISO/IEC 9594-10:2005), which has been technically
revised.

ISO/IEC 9594 consists of the following parts, under the general title Information technology — Open Systems
Interconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

— Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part 6: Selected attribute types

— Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide Directory services. A set of
such systems, together with the Directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminas
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;

—  of different levels of complexity; and
—  of different ages.

The purpose of Directory management is to assure that needed, accurate Directory information is available to users as
scheduled with the expected response time, integrity, security and level of consistency. Furthermore, systems
management may be accomplished with the minimum burden on processing time and memory on platforms and the
communications system.

The Directory may support open systems applications such as message handling systems, File Transfer, Access and
Management (FTAM) systems, and transaction processing systems. Therefore, the Directory system may be
manageable from an integrated system management platform.

This Recommendation | Internationa Standard provides the foundation frameworks upon which industry profiles can be
defined by other standards groups and industry forums. Many of the features defined as optional in these frameworks
may be mandated for use in certain environments through profiles. This sixth edition technically revises and enhances,
but does not replace, the fifth edition of this Recommendation | International Standard. Implementations may still claim
conformance to the fifth edition. However, at some point, the fifth edition will not be supported (i.e., reported defects
will no longer be resolved). It is recommended that implementations conform to this sixth edition as soon as possible.

Annex A, which is an integral part of this Recommendation | International Standard, defines the managed objects used
for Directory System Agent administration.

Annex B, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems I nter connection — The Directory:
Use of systems management for administration of the Directory

SECTION 1 — GENERAL

1 Scope

This Recommendation | International Standard describes the requirements for Directory management, and analyses
these requirements to identify those that may be realized by OSl Systems Management services (and protocols), those
that are realized by Directory services (and protocols), and those that are realized by local means.

Based on the requirements, this Directory Specification defines amodel for Directory management that encompasses all
of the requirements.

Management of the Directory is divided into four major segments:
a) management of the DIT Domain: Management of Directory information;
b) management of the operation of asingle DSA within aDMD;
c) management of the operation of a single DUA withinaDMD; and

d) management of the Directory Management Domain (DMD): Integrated management of the functional
components of the Directory.

This Recommendation | International Standard covers items a), b) and c). Item d), Management of the Directory
Management Domain, is for further study.

Based on the model, this Recommendation | International Standard describes the detailed OSI Systems Management
Managed Objects used to manage Directory System Agents (DSAS) and Directory User Agents (DUAS) within a
Directory Domain, and describes the detailed OSI Systems Management Managed Objects used to manage the
interfaces to DUAs and DSAs in other domains as shown in Figure 1.

Global X.500 Directory

e

AN

-~ -~
/ ~ __ _ —
Management

responsiblility DMD

X.530_F1

Figure 1 — Scope of Directory management

2 Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.
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2.1 Identical Recommendations| International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The basic model.

— ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

— ITU-T Recommendation X.501 (2008) | | SO/IEC 9594-2:2008, |nformation technology — Open Systems
Interconnection — The Directory: Models.

— ITU-T Recommendation X.509 (2008) | | SO/IEC 9594-8:2008, Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

— ITU-T Recommendation X.511 (2008) | | SO/IEC 9594-3:2008, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (2008) | | SO/IEC 9594-5:2008, |nformation technology — Open Systems
Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.520 (2008) | | SO/IEC 9594-6:2008, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2008) | I SO/IEC 9594-7:2008, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2008) | ISO/IEC 9594-9:2008, Information technology — Open Systems
Interconnection — The Directory: Replication.

— ITU-T Recommendation X.701 (1997) | ISO/IEC 10040:1998, Information technology — Open Systems
I nter connection — Systems management overview.

— ITU-T Recommendation X.710 (1997) | ISO/IEC 9595:1998, Information technology — Open Systems
I nter connection — Common Management Information service.

— ITU-T Recommendation X.711 (1997) | ISO/IEC 9596-1:1998, Information technology — Open Systems
Inter connection — Common Management Information Protocol: Specification.

— CCITT Recommendation X.720 (1992) | ISO/IEC 10165-1:1993, Information technology — Open
Systems I nter connection — Sructur e of management information: Management information model.

— CCITT Recommendation X.721 (1992) | ISO/IEC 10165-2:1992, Information technology — Open
Systems | nter connection — Sructure of management information: Definition of management information.

— CCITT Recommendation X.722 (1992) | ISO/IEC 10165-4:1992, Information technology — Open
Systems Interconnection — Sructure of management information: Guidelines for the definition of
managed objects.

— ITU-T Recommendation X.723 (1993) | ISO/IEC 10165-5:1994, Information technology — Open Systems
I nterconnection — Structure of management information: Generic management information.

2.2 Paired Recommendations | I nternational Standards equivalent in technical content

— CCITT Recommendation X.700 (1992), Management framework for Open Systems Interconnection
(O9) for CCITT applications.

ISO/IEC 7498-4:1989, Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 4: Management framework.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Communication Model definitions
The following terms are defined in ITU-T Rec. X.519 | ISO/IEC 9495-5:
a) application-entity;
b) application Layer;
c) application process.
Documents
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3.2 M anagement Framework definitions

Thefollowing terms are defined in CCITT Rec. X.700 | ISO/IEC 7498-4.
a) management information base;
b) managed object.

33 System Management Overview definitions
Thefollowing terms are defined in ITU-T Rec. X.701 | ISO/IEC 10040:
a) agent;
b) manager;

¢) notification;
d) managed object class.

34 Management Information M odel definitions

The following terms are defined in CCITT Rec. X.720 | ISO/IEC 10165-1:
a) behaviour;
b) conditional package;
¢) inheritance;
d) naming tree;
e) package;
f)  subclass;
g) superclass.

35 Directory Model definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) access control;
b) Administration Directory Management Domain;
c) dias
d) attribute;
e) attributetype;
f) attribute value;
g) authentication;
h) Directory Information Tree;
i)  Directory Management Domain;
j)  Directory System Agent;
k) DSA-Specific Entry;
[) Directory User Agent (DUA);
m) distinguished name;
n) entry;
0) name
p) object (of interest);
q) Private Directory Management Domain;
r) relative distinguished name;
s) root;
t) schema;
u) security policy;
v) subordinate object;
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W) superior entry;
X)  superior object;
y) tree;
z) (Directory) user.

3.6 Distributed Operation definitions

The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
a) hierarchical operationa binding;
b) non-specific hierarchical operational binding.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ADDMD Administration Directory Management Domain

CMIP Common Management Information Protocol

DAP Directory Access Protocol

DIB Directory Information Base

DISP Directory Information Shadowing Protocol

DIT Directory Information Tree

DMD Directory Management Domain

DOP Directory Operational Binding Management Protocol

DSA Directory System Agent

DSE DSA-Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical Operational Binding

MIB Management Information Base

NHOB Non-specific Hierarchical Operational Binding

NSAP Network Service Access Point

NSSR Non-specific Subordinate Reference

osl Open Systems Interconnection

PRDMD Private Directory Management Domain

RDN Relative Distinguished Name

TMN Telecommuni cations Management Network
5 Conventions

The term "Directory Specification” (as in "this Directory Specification") shall be taken to mean
ITU-T Rec. X.530 | ISO/IEC 9594-10. The term "Directory Specifications' shall be taken to mean the X.500-series
Recommendations and all parts of |SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations and the
| SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the

|SO/IEC 9594:1998 edition. Documents
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This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521, X.525,
and X.530, the 2000 edition of ITU-T X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:2008 edition.

This Directory Specification presents ASN.1 notation and Managed Object Definitions in the bold Helvetica, 9 point
typeface. When ASN.1 types and values or Managed Object Definitions are referenced in normal text, they are
differentiated from normal text by presenting them in the bold Helvetica, 9-point typeface. Access control permissions
are presented in italicized Helvetica.
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SECTION 2 — MANAGEMENT REQUIREMENTS

6 Directory management requirements

The collection and processing of management information is an overhead set against the primary objective of the
Directory. Consequently, it is essential to ensure that al activities involved in acquiring management information are
useful, valid and present the minimum overhead to the natural processes of Directory components.

In order to derive the required management information and associated actions, it is necessary to analyse the various
entities which both provide the Directory service and also interact with it so that the relevant management needs are
identified. Furthermore, the Directory will operate in conjunction with other networks and services. The
Telecommunications Management Networkd (TMN) is designed to provide a framework for management across
differing networks and services. Hence, the management features of Directory components are aligned with the
expectations of TMN.

6.1 Introduction
This Section analyses the environment in which a Directory will operate and isolates the management requirements.

The management requirements are defined by analysis of the activities of roles concerned with using, operating and
owning a Directory service. The motivation for the selection of these roles has been influenced by the functional
hierarchy view of management, defined within the TMN. This takes a broad view of an organization offering Directory
services and encompasses the need for low-level component management, the customer-oriented requirements of
offering services and the effects of the business objectives of the owners of Directory systems.

6.2 Sour ces of management requirements
6.2.1 Service agreement

6.2.1.1 Directory customer service agreement

A Directory service agreement is a set of terms and conditions governing the provision of the Directory services and
establishing the contractual relationship between the Directory customer and a Directory service provider. A service
agreement may cover a number of items relating to the expected operation of the Directory, such as accessible Directory
information (including maintenance of indirect data links such as seeAlso attributes and groupOfName entries),
allowed operations on accessible Directory information, quality of service operation, conditions for settlement for usage
of the service, and availability of the service and access points.

Of these items, some are directly embodied by Directory components and management activities (for example,
detecting aliases that point to non-existent distinguished names). Conversely, some service agreement items (for
example, settlement) are indirectly embodied by Directory components in that a management process uses a record of
Directory component activity as abasis for fulfilling the service agreement.

Associated with a service agreement there are a number of roles such as:
— Directory user;
—  Directory customer;
—  Directory service manager;
—  Directory system manager/administrator (see 6.2.2); and
—  Directory business manager (see 6.2.3 and 6.3.5).

A Directory customer, acting on behalf of Directory users, enters into an agreement with the Directory management
organization which determines an agreed service to be presented to users. The Directory customer may represent any
arbitrary group of users, the structure and content of which are not restricted by the Directory management organi zation.

A Directory user is a consumer of Directory services. Actions of Directory users stimulate the Directory components to
produce management information in order that the Directory service manager may ascertain whether the Directory is
operating within the bounds of the Directory user's service agreement.

1) ITU-T Rec. M.3010, Princi ples for a telecommunications management network.
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A Directory service manager is responsible for ensuring that a service agreement is implemented and maintained. The
Directory service manager functions may encompass a number of areas such as:
registration (e.g., of Directory users, Directory customers);
— configuration changes (e.g., enabling or disabling DSAS);
— assistance (e.g., help desk, technical support);

—  service configuration changes (e.g., changes to service characteristics);
— quality of service monitoring and reporting; and
— accounting, billing and settlement.

6.2.1.2 Peer serviceprovider service agreement

In order to fully satisfy a service offered to a Directory user, it may be necessary to make use of Directory services
provided by other Directory service providers. The essence of a peer service provider service agreement may be similar
to that constructed for the basis of interaction with Directory users. That is, available information, allowed operations,
access details, etc., will need to be agreed between two Directory service providers before interaction can occur.

6.2.2 Operations

An essential part of attaining an agreed service is the ongoing monitoring and maintenance of the Directory components
which provide the service:

— Reconfiguration of Directory components:

a) predictable downtime due to equipment maintenance;

b) unpredictable downtime due to equipment failure.
—  Management reconfiguration:

a) for example, redirecting collected management information out of office hours.
—  Management of product operating limitations:

a) observing product maximum operating parameters (e.g., maximum number of associations for a
DSA, maximum number of entriesfor aDSA);

b) observing inter-provider operating parameters.
—  Troubleshooting:
a) configuring componentsto act in a specific way for the purposes of problem solving.

The role associated with Operations is Directory system administrator.

6.2.3 Business processes

Business processes reflect the activities undertaken by business managers in the pursuit of business objectives through
the offering of Directory services. Objectives and motivations differ from one organization to another, e.g., financial
gain is one motivation. Different objectives/motivations will result in different sets of management information being
relevant to different organizations. The Directory management facilities shall enable the construction of management
policies by organizations.

Information regarding the performance against those objectivesis required. Activities which are undertaken will include
sell/(advertise) services, expand/contract system, procure equipment, and evolve services.

The role associated with business processes is the Directory business manager who will strive to meet business
objectives through the setting of service targets (for example, in terms of reducing operating costs), selling/advertising
services, expanding/contracting capacity, procuring capital equipment, instigating new service offerings, etc.

6.3 Analysis of management requirements

The identification of management requirements illustrates the roles and activities concerned with both using, providing
and owning a Directory service. A closer analysis of these roles and activities will identify a set of required
management information and management actions which serve to maintain a successful Directory service.
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6.3.1 General requirements

There are anumber of issues to consider:

—  Management information can be expressed in a number of different forms such as maintaining logs and
counters, establishing gauges and thresholds, and generating events and alarms. It is expected that the
management system will supply standardized mechanisms for the expression of different management
information formats.

— Management activities, and thus the need for specific elements of management information, may vary
over time. Thereis aneed for the dynamic configuration of the collection of management information.

— Implementation of management policies should not be hindered by Directory management specifications.
—  Operational information produced by Directory systems may change status according to which type of
organization is operating the service and which type of service agreement has been made.
6.3.2 Directory user
6.3.2.1 Allowed Directory user activity

6.3.2.1.1 Successful Directory user access

Record Directory DAP, DSP, DISP, DOP activity:
— Log operation counts.
—  Log operation details.
— Log details against the data retrieved rather than the operation invoked.
—  Log resource usage.

— Notifications of an exceptional valid operation that will take place may be required. This may be required
if, for example, the operation would cause a large amount of activity within the Directory system (e.g., a
subtree search at the country level, or a shadow update is occurring).

6.3.2.1.2 Unsuccessful Directory user access

Directory reports no errors, but service operation is not as expected. It will be necessary to report the details to service
management as a violation of the service agreement. The Directory components will only collect management
information as described in 6.3.2.1.1.

The unexpected event may be against any of the items of the service agreement that the user is aware of, for example:
— unableto invoke a specific Directory operation on the DIB;

— returned data is not of a quality agreed within the service agreement (e.g., the data is out of date or
certain agreed optional attributes are not included).

A condition caused by avalid operation which fails because of:
direct information failure (e.g., alias dereference failure, knowledge problem);

indirect information failure (e.g., an entry does not exist with the distinguished name found on a previous
read of agroupOfNames entry or seeAlso);

— equipment failure.
6.3.2.2 Disallowed Directory user activity

6.3.2.2.1 Disallowed unsuccessful Directory service access

The Directory detects and shall notify an attempt at illegal accessto:
— theDirectory service (i.e., the bind);
— gpecific information and (invocation of) operations (i.e., detection by access control procedures).

Logging of all unauthorized activity may also occur.

Additionally, resource usage incurred when making an unauthorized access. This information allows system and service
administrators to assess the cost of unauthorized access.

6.3.2.2.2 Disallowed successful Directory service access

This situation occurs when a Directory user has successfully accessed the Directory in away which breaches the service
agreement but the Directory did not detect this as an error. This indicates an error in the system configuration against
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the service agreement. Detection would only take place if sufficient log information was available and was analysed
off-line.
6.3.3 Directory customer
—  Establishment of service agreement:
a) scope assigned to the user (i.e., anywhere, within the DMD, within the DSA).

—  Represents users of service — The specific combination of users in terms of numbers, structure and
service agreement featuresis arbitrary and not inhibited by the Directory management capabilities.

—  Query status of service against service agreement.
—  Query capabilities of service with aview to extending/curtailing existing service agreement.

—  Settle for usage of service. Settlement arrangement is based upon an internal calculation of service
management and can include:

a) query-oriented, based on resources used in querying;

b) datasupplier oriented, based on resources used by information residing in DIT;

¢) predefined absolute time limit usage of the Directory (as opposed to a specific association time);
d) apre-settled resource usage of the Directory.

The customer may represent a number of users; the settlement process will need to be able to identify users with the
billable customer.

6.34 Directory service manager

The Directory service manager acts upon requests made by Directory customers and the need to monitor the operation
of the Directory servicein order that service agreements are maintained:

—  Create Directory configuration necessary for meeting a service agreement.
— Respond to requests for service information from customer:

a) Billing information — Based upon customer, rather than user.

b) Problem reports.

— Make decision as to exactly what management information is required to be collected and when, in order
that the service agreement is maintained.

— Inhibit binds (for example, due to user not registered for a service, service available during limited times,
service unavailable due to customer/service contravening service agreement).

—  Vadlidate operation requests against service agreements.

When considering the management of Directory information extraction, there are anumber of issues:

—  Control is needed over the amount of data that may be extracted, and the Directory currently addresses
this concern through the setting of size and time limits on requests. Additionally, control may be imposed
on users who would otherwise attempt to destroy the integrity of information within the Directory.

—  Waste of resources through either retrieval of Directory information based upon an inappropriate choice
of filter, which resultsin alarge number of entries being processed (e.g., search using a substring filter of
"Hotel" within a DIT subtree holding UK data).

—  Waste of resources through specification of an operation that it is known will not succeed (e.g., searching
for an entry with alocalityName filter which is non-existent).

— Attempting to retrieve directory information on an illegal basis. This may either be through the usage of
a particular attribute type within a filter (e.g., filtering entries against their telephone number is not
allowed within the UK) or through the use of a particular matching algorithm (e.g., it is not permitted
within France to use final substring filter match on surnames).

— A Directory service provider may not allow a user awide-ranging browsing capability. This would result
in adesignated set of DIT access locations (distinguished names).
6.3.5 Directory business manager
—  Specify monitoring conditions concerned with detecting;:
a) specific usage patterns (for example, from particular known groups or geographical areas);

b) candidates for the expansion/contraction of service resources (either through procurement or
reconfiguration) — due to demand;
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¢) candidates for identifying groups of users which do/do not use particular service features (as basis
of marketing exercises);

d) configuration to cope with localized (temporally and/or geographically) demand (e.g., for special
events).

6.3.6 Management of the DIT domain

The schema, including DIT, object classes, attributes, attribute syntaxes, structure rules and matching rules shall be
implemented and maintained. The schema may be "published” in subentries. Provision is made for adding, modifying
and deleting Directory names and entry information for both user and operational attributes. The Directory
administrator ensures that relative distinguished names are registered and that the contents of entries are correct and in
accordance with the schema. Tools for content error detection and analysis should be available.

6.3.6.1 Management of aliasesand other pointers

Management of aliases and similar pointersis not standardized. The Directory system manager may require solutions to
ensure consistency between object entries and alias entries. That is, it should be possible for a manager to list those
aliases the target entries of which do not exist.

6.3.6.2 Management of listsand seeAlso

Consistency between Directory lists and seeAlso attributes may be managed; that is, there should be an entry for each
member of alist and the entry named in a seeAlso attribute should exist. The Directory Specifications do not provide
this service. An example of alist isgroupOfNames, defined in these Directory Specifications.

6.3.7 Management of a DSA

Requirements for management of the DSA application process may be divided into the accounting, configuration, fault,
performance and security functional areas; the same information may be applicable to more than one functional area.
The management requirements can be divided further into those that can be considered monitoring and those that can be
considered controlling. Some notifications from the managed system may require real-time reporting to a manager and
others may be logged for future analysis.

6.3.7.1 Configuration management

Configuration management is the maintenance and exchange of information with regard to actual physical and logical
placement of the components of a system. With regard to Directory management, requirements for the management of
the Directory information should be distinguished from requirements for the management of the DSA:

—  Requirements for the management of the Directory information: some of the important requirements are:

a) provide the capability to ensure that the Directory information is configured according to the
appropriate subschema; and

b) provide the capability to manage the subschemas including adding, deleting and modifying the
subschema;

¢) providetoolsto redistribute the Directory Information Base to other DSAs.
— Requirements for the management of the DSA: some of the important requirements are:

a) provide the capability to initiate user service, e.g., registering a user with a DUA and setting some
of the default service control parameters;

b) provide the capability of managing inventory and location of deployed Directory components
(inventory to be managed includes software resource details, license details, and vendor contact
information);

¢) provide the Directory managers with the capability to configure, add, or delete components, as well
as the capability to enable (e.g., starting a DSA process) or disable Directory entities;

d) provide the Directory managers with the capability to lock and unlock the Directory;

€) provide the capability to list the operational bindings of which the DSA is cognizant, and to which
other DSAs can make an application association or to which areferral can be returned;

f)  providethe ahility to reconfigure the DSA to improve performance and/or overcome faults;
g) accommodate topology changes;

h) provide the ability to examine and be notified of changes of state, monitor overall operability, and
usage of the DSA;
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i) provide the controls for the monitoring and distribution of configuration information to other
DMDs;

j) provide information for neighbour DSAs including: DSA name and security credentials,
presentation address, lower layers supported, naming contexts and availability;

k) provide the ability to summarize shadowing agreements;

I) provide the ability to set administrative limits and thresholds (e.g., maximum time for an operation,
maximum number of associations); and

m) provide the capability to configure support for matching rules and attribute syntaxesin the DSA.

6.3.7.2 Fault management

Fault management deals with identifying, isolating, reporting, and correcting faults arising in a system. With regard to
Directory management, requirements for the management of the Directory information should be distinguished from
reguirements for the management of the DSA:

—  Requirements for the management of the Directory information: some of the important requirements are:

a) provide the capability to report errors (such as nameError, attributeError or updateError) returned
from the invocation of a Directory operation to a Directory manager (note the DAP only returns
errorsto a Directory user);

b) provide the capability for a Directory user to report any inconsistency in the returned Directory
information (such as missing mandatory attributes or improper attribute values) to a Directory
manager;

¢) providethe capability to log and analyse errors mentioned above; and
d) providefor remote back-up of Directory information.
—  Requirements for the management of the DSA: some of the important requirements are:

a) provide the capability to detect and report failures in the Directory service, including connectivity
failures and failures of any Directory operations, or any of the Directory system components,

b) provide the capability to recover from faults (e.g., via reconfiguration or back-up of selected
components);

¢) providethe capability to log and analyse faults (e.g., fault correlation);

d) provide the capability to interact with other management areas such as configuration management
and performance management;

e) specify fault alarm threshold values and faults to be alarmed,;
f)  specify types of natifications required,;

g) determine frequency of polling for abnormalities;

h) anticipate faults by analysing logged operations,

i) provide the capability to manipulate the stored information in the Directory database such as
back-up, restore, audit, resource management, etc.;

j) analyselogged datafor operations which have exceeded quality of service for response time; and
k) log knowledge inconsistencies reported during chaining.

6.3.7.3 Performance management

Performance management enables the evaluation of the behaviour of system resources. It provides the functions to
gather and disseminate statistical data, maintain historical logs of system performance, and simulate various system
modes of operations. With regard to Directory management, requirements for the management of the Directory
information should be distinguished from requirements for the management of the DSA:

—  Requirements for the management of the Directory information: some of the important requirements are:

a) provide the capability to collect performance data on the usage of Directory information, such as
maintaining counters which measure the number of invocations of a Directory operation on an
entry;

b) provide the capability to detect severe performance problems, such as placing thresholds on relevant
counters; and

¢) provide the capability to replicate frequently accessed Directory information to selected DSAS.
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—  Requirements for the management of the DSA: some of the important requirements are:

a) provide the capability to collect system performance data, such as maintaining counters for the
number of Directory operations served by a DSA, and the number of chainings performed by a
DSA;

b) provide the capability to detect severe performance problems, such as placing thresholds on relevant
counters;

¢) provide sufficient knowledge references (such as cross-references) for DSAs which have high
traffic;

d) providereplication of Directory information to appropriate DSAS;

€) provide performance measurement tools (such as simulation packages) which can be used to
measure and optimize system performance;

f) analyse volume and source of requests satisfied locally and those satisfied outside the DSA to
satisfy cost and response time;

g) providetoolsto analyse trace information;

h) log shadow updates including shadow consumer name;

i) provide statistics to support analysis per entry or per operation; and

j)  provide the ability to collect and analyse statistics on operations and associations with neighbour
DSAs.

6.3.7.4 Security management

Security management provides the functions to support security services, maintain security logs, and distribute relevant
information to other systems. With regard to Directory management, requirements for the management of the Directory
information should be distinguished from requirements for the management of the Directory system:

—  Requirements for the management of the Directory information: some of the important requirements are:

a) provide an access control policy to protect Directory information from illegal usage by Directory
users; and

b) provide mechanismsto monitor security threats to Directory information.
— Requirements for the management of the DSA: some of the important requirements are:
a) provide an access control policy to protect DSA system files from illegal usage by managers/agents;
b) provide mechanismsto monitor security threatsto DSAS;
C) reporting security violations;
d) provide an audit trail; and
€) providefor the establishment and maintenance of aDSA's credentials.

An audit trail of accesses to the Directory should be created and maintained. This audit trail should be protected from
unauthorized access, modification and destruction.

The audit system will record security-related events in a manner that will alow detection and/or after-the-fact
investigations to trace security violations to the responsible party. A security-relevant event is defined as any event that
attempts to change the security state of the system (e.g., change access control information, change user password, €tc.)
and any event that attempts to violate the security policy of the system, e.g., too many attempts to bind, an attempt to
access unauthorized objects, etc.

The audit capabilities shall be configurable by the security officer so that the events audited and the information
captured for an event can be enabled or disabled. There shall be provisions for operating although the audit trail has
been filled to its capacity. An alarm shall notify the security officer that the audit trail is filled. Experience has shown
that a great deal of audit information can be generated if one is not selective in the criteria for auditing. One wants
flexibility so that, under normal circumstances, little audit information is collected, but that, in the event that suspicion
is aroused, more detailed auditing can be enabled.
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Each recorded event will include at least the following:
— eventtime;
— origin of request or response;
—  operation;
—  target of operation;
—  outcome of request or response.

The following security problems are specified in the Directory specifications for operations including binding, and
should be logged as security violations for possible inclusion in an audit:

inappropriateAuthentication
invalidCredentials
insufficientAccessRights
invalidSignature
protectionRequired
blockedCredentials
nolnformation

6.3.7.5 Accounting management

Accounting management may provide the following functions:

— accounting functions to provide facilities to generate, collect, store and process the customer's accounting
information (e.g., the time of usage of services/resources);

— charging and billing functions for the computation/establishment of every individual customer-based
tariff and usage records; and

—  cost accounting functions for keeping track of costs (for providing the services) and revenues as part of
the business management.
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SECTION 3 — MANAGEMENT MODELS

7 Directory Management M odel
This clause specifies the Directory Management Model.

7.1 I ntroduction

A Directory Management Model serves three purposes.
a) itidentifiesthe managed objects;

b) it identifies the entities (in terms of their roles and their functionality) involved in Directory
management; and

c) itidentifiesthe dataflow between the communicating entities.

The objects to be managed depend on the management requirements. For example, a Directory service provider may
need to manage objects such as service access points and Directory customers.

7.2 Directory Management M odel components
The entities involved in a Directory Management Model include DUASs, DSAs, Directory managers, Directory agents,
Directory users, and possibly Directory customers. Some explanations of the entities follow:

— A Directory user isauser of the Directory service.

— A Directory customer is an organization or a person representing an organization, that procures Directory
services, which for some reason makes a value judgement on whether the Directory service is doing its
function or not. In an organization, there is typically only one Directory customer but possibly hundreds
or thousands of Directory users.

— A Directory manager is an entity involved in Directory management. It may play a number of roles. The
management roles reflect the management requirements for the DMD. Each role can be mapped to a set
of management functions and managed objects. Examples of roles are given below:

e Helpdesk: Will receive requests for help from the Directory users/customers, and attempt to either
solve the problem or make another Directory manager solveit.

e Subscription manager: Will process the requests for Directory users to be added or deleted from the
Directory system, or to change credentials.

e Configuration manager: Will take care of adding, removing or changing the Directory components.

e Fault manager: Takes actions or passes the problems on by way of the event reports indicating
faults in the functioning of the Directory service.

e Security manager: Will protect from theillegal access to the Directory system by intruders.
*  Accounting manager: Will decide the reasonable monetary settlement based on the accounting data.

e Schema manager: Will manage the Directory subschemas which includes the DIT structure rules,
DIT content rules, name forms, object classes, attribute types, and matching rules.

«  Planning manager: Takes decisions, based on statistical data and inputs about the needed changes to
be made to the Directory system to meet future demands.

— A Directory agent is an entity working on behalf of a Directory manager. It controls one or more
Directory managed objects. Quite often, a Directory agent is collocated with a managed Directory entity,
e.g., aDSA is collocated with a Directory agent. The relation between Directory managers and Directory
agents can be many-to-many. That is, more than one Directory agent can act on behalf of a Directory
manager, and a Directory agent can act on behalf of more than one Directory manager. The Directory
Management Model should not constrain the Directory management protocols used between a Directory
manager and a Directory agent.

7.3 L ayered Directory Management Model

It is useful to structure the management functions or roles into layers. An example of a layered model can be derived
from the TMN Model. Figure 2 defines such alayered model for Directory management.
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Directory Directory Directory
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Figure 2 — Layered Directory M anagement M odel

The different layers of this model are defined as follows:

— Layer 1, the Network Element Layer, consists of the managed objects chosen for Directory management
inaDMD. The Directory Management Information Model (see clause 9) gives a refinement of this layer.

— Layer 2, the Network Element Management Layer, shows the different object managers. Logically, there
is an object manager for every managed object class. For example, there is a manager for DSAS, a
manager for Directory customers, a manager for entries, etc. Note that more than one managed object can
be managed by the same manager.

— Layer 3, the Network Management Layer, consists of functional area managers involved in the
management of the internal resources of a DMD. For example, there is a configuration manager, a fault
manager, a security manager, etc. A functional area manager may need the support of more than one
object manager in layer 2. For example, a configuration manager needs the support of a DSA manager as
well as a DUA manager. Note that accounting managers, whose roles are to manage external resources
such as Directory customers, are not included in this layer.

— Layer 4, the Service Management Layer, is concerned with the interface to the customer. It includes
Accounting Management, the Helpdesk, and Service Contract Management as well as Security
Management. The Helpdesk is the human point of contact for assistance with using the service, including
the reporting of faults. Service Contract Management is the interface to the customer. It handles the order
and sendsinformation to the elements, information necessary to set up an account, for example.

— Layer 5, the Business Management Layer, is concerned with a total enterprise (i.e., all service and
networks) and carries out an overall business coordination. Between service providers, for example, it
would include billing and settlement.
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7.4 Directory Information Model and System Management Infor mation M odel

Not al the information needed by a Directory manager can be placed in the DIB as operational attributes. Management
information which does not change frequently can be safely placed in the DIB. For example, it is unlikely that
operational attributes such as dITStructureRules and prescriptiveACI would change often. The advantage of placing
these static operational attributes in the DIB is that a Directory manager can use the Directory Access Protocol to
manage the static aspects.

Management information such as counters to monitor traffic for an entry are quite dynamic in nature. The DIB is not
designed to hold dynamic information. Thus, dynamic management information should be placed in a Management
Information Base. For this reason, every entry in the DIB shall be able to be managed. However, it is not necessarily the
case that there is a managed object instance for every entry. The Directory managed entry in Figure 3 shows the related
DSE managed object. Note that the name of the Directory entry and the name of the corresponding managed object are
quite different from each other. For example, the Relative Distinguished Name of the managed object DSE may be the
Directory name of the DSE.

NOTE — Managed object definitions defined in this Directory Specification do not define such dynamic information. However,
implementations may choose to extend these management object definitions to hold such information as desired.

DIB MIB
Directory
Entry DSE
‘ T X.530_F3
* User attributes Dynamic management information

* Operational attributes
(Static management information)

Figure 3—Directory Managed entry

75 Directory Service M odel

The role that X.500 components play in providing a Directory service to a Directory user has two main aspects. The
first aspect is that of maintaining control over the information processing capability of the Directory and the second
aspect is that of maintaining control over other service parameters (such as maximum numbers of entries returnable).

The Directory service is a managed object, maintained by the directory service managers, which can be accessed by
both a DSA and a DUA. The Directory service MO will specify the information aspects of the service and the control
aspects of the service.

751 Directory Information Service

The Directory information processing capability is defined to be a combination of Directory request parameters,
namely:

—  Directory Operation;

—  atributetype;

— attribute valuesto be used in filtering; and
—  matching rules applied.

In general, the DSA will service arequest on any combination of these parameters, whereas it is sometimes (as outlined
within Section 2 above) not desirable for the full set of combinations of parameters to be applied to the schemalstructure
presented by the Directory to the user. Specific combinations of parameters may contravene some policy adhered to by
the service management which operates the Directory system. It is, therefore, desirable to be able to instruct X.500
components to prevent requests with these combinations from being executed.
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The Directory information processing capabilities of the Directory service has the following components:
— aset of allowed parameter combinations;
— aset of disallowed parameter combinations;

— aset of allowed distinguished names which denote which parts of the DIT are alowed to be specified
with arequest as either the target object or base object;

— aset of disallowed distinguished names which denote parts of the DIT which cannot be specified within
arequest as either the target object or base object;

— anidentifier for the Directory service: this recognizes that a particular Directory system may be used to
support a number of different Directory services; and

— adescription of the Directory service.

Apart from the service identifier, all other components are not required. Thus, a particular Directory service may
contain any or none of the components, depending on how the Directory service manager would like to influence the
DSA behaviour.

The alowed and disallowed parameter combinations are expressed as specific combinations of the Directory request
parameters listed above. It is expected that a typical Directory service will have a number of these combinations
defined.

The set of allowed and disallowed distinguished names which may be supplied limits 'entry points' into the DIT. Thisis
useful for inhibiting Directory requests which result in (for example) full country searching.

75.2 Directory Control Service

Directory Control Service covers the parts of the Directory system activity which manages Directory service activity.
This includes such activities as:

—  limiting the numbers of entries to be returned; and
— limiting the time allowed for return of results.

Thisinformation is largely defined as part of the DSA managed object attributes.

8 Provision of management services

Management requirements can be met using a combination of Directory services, the Common Management
Information Service, and by local means.

The user attributes in the Directory are usually maintained using DAP. Operationa attributes can be maintained using
either DAP or the manageDSAIT extension to DAP.

DOP is usualy used to update knowledge references. Subordinate references, non-specific subordinate references, and
immediate superior references, as well as the context prefix information for naming contexts, can be created and
maintained by relevant hierarchical operational bindings.

Shadowing is used to create and maintain references in two ways: first, when shadowing agreements are established or
terminated, access points are added or removed from the consumerKnowledge and optionally the secondaryShadow
operational attributes. This information can then be used by the relevant hierarchical operational bindings to update the
subordinate reference in the superior master DSA and the immediate superior reference in the subordinate master DSA.
Second, the DISP propagates the knowledge references held by supplier DSAs to shadow consumer DSAS.

Cross-reference distribution is a feature of the DSP; cross-references may be returned in chaining results and referrals.

Management protocols may be used to manage the Directory components. For example, the operationa status of the
DSA may be controlled using the Common Management Information Protocol (CMIP) and the Directory service
controls may be managed using CMIP. The management protocols also provide for notifications of events that may be
logged or sent to the manager. The logs can be analysed by an application to provide performance and accounting
information.

In Figure 4, an example of the use of Directory and management protocols is depicted. The figure shows which protocol
is used between components. Where no protocol is shown, such as between a DSA and a CMIS agent, the interface is
not standardized.
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Figure 4 — Entitiesin Directory M anagement

A management workstation, which includes both a Common Management Information Service (CMIS) manager and a
Directory User Agent, presents a single-user interface to the DSA administrator. Such a management workstation uses
the appropriate service and protocol to affect the management operations requested by the DSA administrator.

A DSA administrator may also use a DUA to set values of DSA-specific or DSA-shared attributes in the DSA
Information Tree.

A DSA administrator may also use the CMIS manager to start and stop the DSA or to initiate a shadowing operation.

Figure 4 also shows two other DUAS. One is used by a user or Directory administrator to maintain user attributes,
and the other is used by a Directory administrator to maintain operational attributes, such as Access Control
Information (ACI).

Shadowed information is maintained using DISP. The DOP, DISP and DSP may be used to update knowledge
references as explained above.

The use of Directory services to satisfy some of the requirements which are identified in clause 6 is described elsewhere
in these Directory Specifications. The use of management protocols to satisfy some of the requirements involves a
Management Information Model as described in clauses 9 and 10. The use of local means to satisfy some of the
reguirements is outside the scope of these Directory Specifications.

9 Directory Management | nformation Model

The Directory Management Information Model is a refinement of Layer 2, i.e., Network Element Management Layer,
of the layered Directory Management Model. It defines a structure for the Directory managed object classes that are
used in management protocols to address some of the requirements which are identified in clause 6. It also gives a
formal definition of each Directory managed object class. The managed objects for Directory management are
described in clause 10, and GDMO definitions are specified in Annex A.

Figure 5 shows the Directory Management containment hierarchy for a managed Directory system. Conceptually,
underneath the DMD, we find DSAs and Directory customers as components. Underneath DSAs, we find known DSAS,
known DUAs, DSEs, NHOBs, HOBs and Shadowing Agreements as further subcomponents:

—  DMD represents a Directory Management Domain;
—  DSA represents a DSA within the DMD;
—  Directory Customer represents a Directory customer of the DMD;
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— Directory Service represents a managed object to manage the Directory service provided to a Directory
Customer;
— Directory User represents a managed object to manage asingle user of a Directory Customer;
—  DSE represents a managed object to manage a DSE, including knowledge, subentries and entries;
—  Known DSA represents the containing managed object's view of apeer DSA,;
—  Known DUA represents the containing managed object's view of a peer DUA;
— UL Connection End represents an application association between aDSA and a DSA/DUA,;
—  HOB represents a managed object to manage hierarchical operational binding;
—  NHOB represents a managed object to manage non-specific hierarchical operational binding;
—  Shadowing Agreement represents a managed object to manage shadowing agreement;
—  DUA represents a managed object to manage a DUA.
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Figure5— Directory management containment hierarchy
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SECTION 4 — MANAGED OBJECTS

10 Directory managed objects

This clause describes the managed objects that enable Directory components to be managed by Systems Management
protocols, in order to meet some of the management requirements which are identified in clause 6.

Throughout these definitions, the arcs in the naming tree are characterized by name bindings, which may have various
semantics. This Directory Specification gives optional name bindings so that those who use them may have a
standardized approach to naming. This does not preclude users from defining other naming trees for their own purposes.

101 DSA managed object

A DSA is represented in the OSI Environment as an application process with an application entity representing its
communications capabilities. This Section identifies the managed objects used to represent and manage a DSA, its
application entity invocations, application associations and operations.

10.1.1 DSA managed object definitions
A DSA isrepresented by a DSA managed object instance.

Each DSA managed object is named immediately subordinate to the DMD managed object which represents the DMD
of whichitisapart.

Each DSA is characterized by a DSA package which includes the following attributes:

— Access Point; The myAccessPoint attribute of the root DSE in the DSA. This attribute contains the
presentation address, protocol information and AE Title of the DSA.

—  Supported Application contexts: The object identifiers of the application contexts supported by the DSA.
—  Operational State: The operationa state of the DSA.

— Administrative State: The administrative state of the DSA.

—  Master Entries: The number of entries mastered by the DSA.

—  Copy Entries: The number of entry copies held by the DSA.

—  Loops Detected: The number of loops detected by the DSA.

—  Security Errors: The number of security errors detected by the DSA.

— Name Errors: The number of name errors detected by the DSA.

— Found Local Entries: The number of target entries found by the DSA.

—  Service Errors. The number of Service Errors detected by the DSA.

— Reéferrals: The number of referrals used by the DSA.

—  Alias Dereferences. The number of alias dereferences performed by the DSA.

—  Chainings: The number of chained operations initiated by the DSA.

— Invalid References. The number of invalid references reported by the DSA.

—  Unableto Proceed: The number of unable to proceed errors reported by the DSA.

—  Out of Scope: The number of out of scope errors reported by the DSA.

—  No Such Object: The number of no such object errors reported by the DSA.

—  Alias Problem: The number of alias problem errors reported by the DSA.

—  Alias Dereferencing problem: The number of alias dereferencing problem errors reported by the DSA.
—  Affects Multiple DSAs: The number of affects Multiple DSA errors reported by the DSA.

— Unavailable Critical Extension: The number of unavailable critical extension errors reported by the DSA.
—  TimeLimit Exceeded: The number of time limit exceeded errors reported by the DSA.

—  SizeLimit Exceeded: The number of size limit exceeded errors reported by the DSA.

—  Admin Limit Exceeded: The number of administrative limit exceeded errors reported by the DSA.

—  Size Limit: The maximum size limit policy for the DSA. The DSA uses this value as the size limit if the
size limit service control exceeds this value or is not included in an operation.
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