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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication
as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

International Standard ISO/IEC 10021-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 18, Document processing and related communication, in collaboration with ITU-T. The
identical text is published as ITU-T Recommendation X.411.

This second edition cancels and replaces the first edition (ISO/IEC 10021-4:1990), which has been technically revised.
It also incorporates Amendment 1:1994, Technical Corrigendum 1:1991, Technical Corrigendum 2:1991, Technical
Corrigendum 3:1992, Technical Corrigendum 4:1992, Technical Corrigendum 5:1992, Technical Corrigendum 6:1993,
Technical Corrigendum 7:1994, Technical Corrigendum 8:1994 and Technical Corrigendum 9:1994.

ISO/IEC 10021 consists of the following parts, under the general title Information technology — Message Handling
Systems (MHS):

—  Part 1: System and Service Overview
—  Part 2: Overall architecture
—  Part 3: Abstract Service Definition Conventions
—  Part 4: Message transfer system: Abstract service definition and procedures
— Part 5: Message store: Abstract service definition
—  Part 6: Protocol specifications
—  Part 7: Interpersonal Messaging System
—  Part 8: Electronic Data Interchange Messaging Service
—  Part 9: Electronic Data Interchange Messaging System
—  Part 10: MHS routing
— Part 11: MTS routing
—  Part 12: PICS proforma for MOTIS
~— Part 13: PICS proforma for message transfer access protocol

—  Part 14: PICS proforma for message store access protocol
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—  Part 15: PICS proforma for interpersonal messaging
— Part 16: Inter application message service definition protocol

—  Part 17: Inter application specification

Annexes A and C form an integral part of this part of ISO/IEC 10021. Annexes B and D are for information only.
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Introduction

This Service Definition is one of a set of Recommendations | International Standards defining Message Handling in a
distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to one
or more other users (the recipients).

The MTS comprises a number of message-transfer-agents (MTAs), which transfer messages and deliver them to their
intended recipients.

This Service Definition was developed jointly by ITU-T and ISO/IEC. It is published as common text as
ITU-T Rec. X.411 | ISO/IEC 10021-4.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY -
MESSAGE HANDLING SYSTEMS (MHS):
MESSAGE TRANSFER SYSTEM: ABSTRACT SERVICE DEFINITION
AND PROCEDURES

SECTION 1 — INTRODUCTION

1 Scope

This Recommendation | International Standard defines the abstract-service provided by the MTS (the MTS Abstract
Service), and specifies the procedures to be performed by MTAs to ensure the correct distributed operation of the MTS.

ITU-T Rec. X.402 | ISO/IEC 10021-2 identifies the other Recommendations | International Standards which define other
aspects of Message Handling Systems.

Access to the MTS Abstract Service defined in this Recommendation | International Standard may be provided by the
MTS Access Protocol (P3) defined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The distributed operation of the MTS
defined in this Recommendation | International Standard may be provided by the use of the MTS Transfer Protocol (P1)
also defined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The means by which messages may be routed through the MTS is
specified in ISO/IEC 10021-10.

Section 2 defines the MTS Abstract Service. Clause 6 describes the Message Transfer System Model. Clause 7 provides
an overview of the MTS Abstract Service. Clause 8 defines the semantics of the parameters of the MTS Abstract
Service. Clause 9 defines the abstract-syntax of the MTS Abstract Service.

Section 3 defines the MTA Abstract Service. Clause 10 refines the model of the MTS, first presented in clause 6, to
show that the MTS comprises a number of MTAs that interwork with one another to provide the MTS Abstract Service.
Clause 11 provides an overview of the MTA Abstract Service. Clause 12 defines the semantics of the parameters of the
MTA Abstract Service. Clause 13 defines the abstract-syntax of the MTA Abstract Service.

Section 4 specifies the procedures performed by MTAs to ensure the correct distributed operation of the MTS.

Annex A provides a reference definition of the MTS object identifiers cited in the ASN.1 modules in the body of this
Recommendation | International Standard.

Annex B provides a reference definition of the upper bounds of the size constraints imposed upon variable length data
types defined in ASN.1 modules in ITU-T Rec. X.411.

Annex C gives the definition of 1988 Message Transfer System Abstract service.

Annex D identifies the technical differences between the ISO/IEC and ITU-T versions of ITU-T Rec. X.411 and
ISO/IEC 10021-4.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently

valid ITU-T Recommendations.
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2.1 Open Systems Interconnection

This Service Definition cites the following OSI specifications.

2.1.1 Identical Recommendations | International Standards

—  ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

—  ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

—  ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote
Operations — Concepts, model and notation.

2.2 Message Handling Systems

This Service Definition cites the following Message Handling System specifications.

2.2.1 Identical Recommendations | International Standards

—  ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1996, Information technology — Message
Handling Systems (MHS): Overall architecture.

—  ITU-T Recommendation X.413 (1995) | ISO/IEC 10021-5:1996, Information technology — Message
Handling Systems (MHS): Message store: Abstract service definition.

—  ITU-T Recommendation X.419 (1995) | ISO/IEC 10021-6:1996, Information technology — Message
Handling Systems (MHS): Protocol specifications.

—  ITU-T Recommendation X.420 (1996) | ISO/IEC 10021-7Y, Information technology — Message Handling
Systems (MHS): Interpersonal messaging system.
222 Paired Recommendations | International Standards equivalent in technical content

—  ITU-T Recommendation F.400/X.400 (1993), Message handling services: Message handling system and
service overview.

ISO/IEC 10021-1:1990 — Information technology — Text Communication — Message-Oriented Text
Interchange Systems (MOTIS) — Part 1: System and service overview.

2.2.3 Additional references

—~  CCITT Recommendation X.408 (1988), Message handling systems: Encoded information type
conversion rules.

— ISO/IEC 10021-102), Information technology - Message Handling Systems (MHS) — Part 10:
MHS Routing.

23 Directory Systems

This Service Definition cites the following Directory System specifications.

231 Identical Recommendations | International Standards

—  ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:1995, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models, and services.

—  ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995, Information technology — Open Systems
Interconnection — The Directory: Models.

—  ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology — Open Systems
Interconnection — The Directory: Authentication framework.

) To be published.

2 Currently at the stage of draft.
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— ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:1995, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

—  ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4: 1995, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

—  ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1995, Information technology — Open Systems
Interconnection — The Directory. Protocol specifications.

—  ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

—  ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1995, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

—  ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:1995, Information technology — Open Systems
Interconnection — The Directory: Replication.

24 Country codes
This Service Definition cites the following Country Code specifications.
24.1 Additional references

— IS0 3166:19933), Codes for the representation of names of countries.
—  CCITT Recommendation X.121 (1992), International numbering plan for public data networks.

25 Telematic services
This Service Definition cites the following Telematic Service specifications.

2.5.1 Additional references

—  CCITT Recommendation F.170 (1992), Operational provisions for the international public facsimile
service between public bureaux (bureaufax).

—  ITU-T Recommendation T.30 (1993), Procedures for document facsimile transmission in the general
switched telephone network.

3 Definitions

For the purposes of this Service Definition the definitions given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

4 Abbreviations
For the purposes of this Service Definition the abbreviations given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

5 Conventions

This Service Definition uses the descriptive conventions described below.

5.1 Terms

Throughout this Service Definition the words of defined terms and the names and values of the parameters of the MTS
Abstract Service and the MTA Abstract Service, unless they are proper names, begin with a lower-case letter and are
linked by a hyphen thus: defined-term. Proper names begin with an upper-case letter and are not linked by a hyphen
thus: Proper Name. The names and values of the parameters of the MTS Abstract Service and the MTA Abstract Service
(including components of O/R address defined in ISO/IEC 10021-2) are printed in bold.

3) Currently under revision.
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5.2 Presence of parameters

In the tables of parameters in clauses 8 and 12, the presence of each parameter is qualified as follows:
—  Mandatory (M): A mandatory parameter shall always be present.

—  Optional (O): An optional argument shall be present at the discretion of the invoker of the abstract-
operation; an optional result shall be present at the discretion of the performer of the abstract-operation.

—  Conditional (C): A conditional parameter shall be present under the circumstances prescribed by this
Service Definition.

Where a conditional parameter shall be present due to some action on the message, probe or report by the
MTS, this is explicitly defined. The presence of other conditional parameters is dependent on the presence
of those parameters in other abstract-operations (for example, the presence of a conditional argument of
the Message-transfer abstract-operation is dependent on the presence of the same optional argument in the
related Message-submission abstract-operation).

5.3 Abstract Syntax definitions

This Service Definition defines the abstract-syntax of the MTS Abstract Service and the MTA Abstract Service using the
Abstract Syntax Notation (ASN.1) defined in ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 |
ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service
definition conventions described in ITU-T Rec. X.402 | ISO/IEC 10021-2 which use the remote operations notation
defined in ITU-T Rec. X.880 | ISO/IEC 013712-1.

Where there are changes implied to the protocols defined in Recommendation X.411 (1984), these are highlighted in the
Abstract Syntax definitions by means of underlining.

SECTION 2 — MESSAGE TRANSFER SYSTEM ABSTRACT SERVICE

6 Message Transfer System Model

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to one
or more other users (the recipients).

The MTS is described using an abstract model in order to define the services provided by the MTS as a whole — the
MTS Abstract Service.

The MTS is modelled as an object, whose overall behaviour can be described without reference to its internal structure.
The services provided by the MTS object are made available at ports. A type of port represents a particular view of the
services provided by the MTS object.

A user of the MTS is also modelled as an object, which obtains the services provided by the MTS through a port which
is paired with an MTS port of the same type.

A type of port corresponds to a set of abstract-operations which can occur at the port; those which can be performed by

the MTS object (invoked by the MTS-user object), and those which can be invoked by the MTS object (performed by
the MTS-user object).

A port may be symmetrical, in which case the set of operations performed by the MTS object may also be invoked by
the MTS object, and vice versa. Otherwise, the port is asymmetrical, in which case the object is said to be the supplier or
consumer with respect to the type of port. The terms supplier and consumer are used only to distinguish between the
roles of a pair of ports in invoking or performing operations. The assignment of the terms is usually intuitive when one
object is providing a service used by another object; the service object (e.g. the MTS) is usually regarded as being the
supplier, and the user object (e.g. an MTS-user object) is usually regarded as being the consumer.

Before objects can invoke operations on one another, they must be bound into an abstract association. The binding of an
association between objects establishes a relationship between the objects which lasts until the association is released.
An association is always released by the initiator of the association. The binding of an association establishes the
credentials of the objects to interact, and the application-context and security-context of the association. The
application-context of an association may be one or more types of port paired between the two objects. D ocuments
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The model presented is abstract. That is, it is not always possible for an outside observer to identify the boundaries
between objects, or to decide on the moment or the means by which operations occur. However, in some cases the
abstract model will be realised. For example, a pair of objects which communicate through paired ports may be located
in different open systems. In this case, the boundary between the objects is visible, the ports are exposed, and the
operations may be supported by instances of OSI communication.

The MTS object supports ports of three different types: a submission-port, a delivery-port and an administration-port.

A submission-port enables an MTS-user to submit messages to the MTS for transfer and delivery to one or more
recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept reports on the delivery
or non-delivery of messages and probes.

An administration-port enables an MTS-user to change long term parameters held by the MTS associated with message
delivery, and enables either the MTS or the MTS-user to change their credentials with one another.

A message submitted by one MTS-user via a submission-port will normally be delivered to one or more recipient
MTS-users via delivery-ports. The originating MTS-user may elect to be notified of the delivery or non-delivery of a
message via its delivery-port.

Figure 1 models the Message Transfer System (MTS).

Clause 7 provides an overview of the MTS Abstract Service.

Originator

Message-submission Message-delivery

—>

Report delivery
(non-delivery) Message Transfer System

(MTS) Intended-recipients

Non-delivery @

T0712060-91/d01

Figure 1 — Message Transfer System model

7 Message Transfer System Abstract Service overview

This Service Definition defines the following services that comprise the MTS Abstract Service:
MTS Bind and Unbind
a) MTS-bind;
b) MTS-unbind.
Submission Port Abstract operations
c) Message-submission;
d) Probe-submission;
e) Cancel-deferred-delivery;
f)  Submission-control.
Delivery Port Abstract operations
g) Message-delivery;
h) Report-delivery;
1)  Delivery-control.
Administration Port Abstract operations
J)  Register;
k) Change-credentials.
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7.1 MTS Bind and Unbind
The MTS-bind enables either the MTS-user to establish an association with the MTS, or the MTS to establish an
association with the MTS-user. Abstract-operations other than MTS-bind can only be invoked in the context of an

established association.

The MTS-unbind enables the release of an established association by the initiator of the association.

7.2 Submission Port

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whether or not a
message could be transferred and delivered to one or more recipient MTS-users if it were to be submitted.

The Cancel-deferred-delivery abstract-operation enables an MTS-user to request cancellation of a message previously
submitted (for deferred-delivery) by invocation of the Message-submission abstract-operation.

The Submission-control abstract-operation enables the MTS to constrain the use of the submission-port abstract-
operations by the MTS-user.

The Message-submission and Probe-submission abstract-operations may cause subsequent invocation of the Report-
delivery abstract-operation by the MTS.

7.3 Delivery Port
The Message-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

The Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user the outcome of a previous
invocation of the Message-submission or Probe-submission abstract-operations. For the Message-submission abstract-
operation, the Report-delivery abstract-operation indicates the delivery or non-delivery of the submitted message. For
the Probe-submission abstract-operation, the Report-delivery abstract-operation indicates whether or not a message
could be delivered if it were to be submitted. The Report-delivery abstract-operation may also convey a notification of
physical-delivery by a PDS.

The Delivery-control abstract-operation enables an MTS-user to constrain the use of the delivery-port abstract-
operations by the MTS.

7.4 Administration Port

The Register abstract-operation enables an MTS-user to change long term parameters of the MTS-user held by
the MTS, associated with message delivery.

The Change-credentials abstract-operation enables either an MTS-user to change it’s credentials with the MTS, or
the MTS to change it’s credentials with the MTS-user.

8 Message Transfer System Abstract Service Definition
This clause defines the semantics of the parameters of the MTS Abstract Service.

Subclause 8.1 defines the MTS-bind and MTS-unbind. Subclause 8.2 defines the submission-port. Subclause 8.3 defines
the delivery-port. Subclause 8.4 defines the administration-port. Subclause 8.5 defines some common parameter types.

The abstract-syntax of the MTS Abstract Service is defined in clause 9.

8.1 MTS-bind and MTS-unbind

This subclause defines the MTS-bind and MTS-unbind used to establish and release associations between an MTS-user

d the MTS.
e Documents

Document Sharing Hub
6 ITU-T Rec. X.411 (1995 E)

Full document details: ISO_IEC 10021-4_1997


http://www.avadocuments.com/doc/iso-iec-10021-4-1997
http://www.avadocuments.com/doc/iso-iec-10021-4-1997

ISO/IEC 10021-4 : 1997 (E)

8.1.1 Abstract-bind and Abstract-unbind

This subclause defines the following abstract-bind and abstract-unbind operations:
a) MTS-bind;
b) MTS-unbind.

8.1.1.1 MTS-bind

The MTS-bind enables an MTS-user to establish an association with the MTS, or the MTS to establish an association
with an MTS-user.

The MTS-bind establishes the credentials of an MTS-user and the MTS to interact, and the application-context and

security-context of the association. An association can only be released by the initiator of that association (using
MTS-unbind).

Abstract-operations other than MTS-bind can only be invoked in the context of an established association.
The successful completion of the MTS-bind signifies the establishment of an association.

The disruption of the MTS-bind by a bind-error indicates that an association has not been established.
8.1.1.1.1 Arguments

Table 1 lists the arguments of the MTS-bind, and for each argument qualifies its presence and indicates the subclause in
which the argument is defined.

Table 1 — MTS-bind Arguments

Argument Presence Subclause

Bind Arguments
Initiator-name M 8.1.1.1.1.1
Initiator-credentials M 8.1.1.1.1.2
Security-context (0] 8.1.1.1.1.3
Messages-waiting (0] 8.1.1.1.1.4

8.1.1.1.1.1  Initiator-name
This argument contains a name for the initiator of the association. It shall be generated by the initiator of the association.

If the initiator is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS
(see 8.4.1.1.1.1). The initiator-name shall contain the OR-address, and may optionally also contain the
directory-name, of the MTS-user (OR-address-and-optional-directory-name). The initiator-name shall also indicate
whether the initiator is a UA or an MS.

If the initiator is the MTS (or an MTA - see clause 11), the name is an MTA-name, which is known to the MTS-user.

8.1.1.1.1.2 Initiator-credentials

This argument contains the credentials of the initiator of the association. It shall be generated by the initiator of the
association.

The initiator-credentials may be used by the responder to authenticate the identity of the initiator (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the initiator-credentials comprise a simple password associated with the
initiator-name.

If protected-authentication is used, the initiator-credentials comprise a password protected as described in clause 6 of
ITU-T Rec. X.509 | ISO/IEC 9594-8 (either Protectedl or Protected2) and optionally arguments for that protection
process (timel, time2, random] and random?2) which derive their meaning by bilateral agreement.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an
initiator-certificate. Documents
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The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g. one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source
(e.g. a certification-authority). It may be supplied by the initiator of the association, if the initiator-bind-token is an
asymmetric-token. The initiator-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-key (subject-public-key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key
may be used by the responder to validate the initiator-bind-token and to compute encrypted-data in the responder-
bind-token. If the responder is known to have, or have access to, the initiator’s certificate (e.g.via the
Change-credentials abstract-operation, or via the Directory), the initiator-certificate may be omitted.

8.1.1.1.1.3  Security-context

This argument identifies the security-context that the initiator of the association proposes to operate at. It may be
generated by the initiator of the association.

The security-context comprises one or more security-labels that define the sensitivity of interactions that may occur
between the MTS-user and the MTS for the duration of the association, in line with the security-policy in force. The
security-context shall be one that is allowed by the registered user-security-labels of the MTS-user and by the
security-labels associated with the MTA of the MTS.

Once established, the security-context of the submission-port and delivery-port can be temporarily restricted using the
Submission-control (see 8.2.1.4.3) and Delivery-control (see 8.3.1.3.1.7) abstract-operations, respectively.

If security-contexts are not established between the MTS-user and the MTS, the sensitivity of interactions that may
occur between the MTS-user and the MTS may be at the discretion of the invoker of an abstract-operation.

8.1.1.1.1.4  Messages-waiting

This argument indicates the number of messages and total number of octets waiting to be delivered by the MTS to the
MTS-user, for each priority. It may be generated by the initiator of the association.

This argument shall only be present when the MTS is initiating an association with an MTS-user, and when the
MTS-user subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X.400 and ISO/IEC 10021-1).

8.1.1.1.2 Results

Table 2 lists the results of the MTS-bind, and for each result qualifies its presence and indicates the subclause in which
the result is defined.

Table 2 — MTS-bind Results

Result Presence Subclause
Bind Results
Responder-name M 8.1.1.1.2.1
Responder-credentials M 8.1.1.1.2.2
Messages-waiting O 8.1.1.1.23
Documents
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8.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association. It shall be generated by the responder of the
association.

If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS (see
8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally also contain the directory-name,
of the MTS-user (OR-address-and-optional-directory-name). The responder-name shall also indicate whether the
responder is a UA or an MS.

If the responder is the MTS (or an MTA — see clause 11), the name is an MTA-name, which is known to the MTS-user.
8.1.1.1.2.2  Responder-credentials

This argument contains the credentials of the responder of the association. It shall be generated by the responder of the
association.

The responder-credentials may be used by the initiator to authenticate the identity of the responder (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the responder-credentials comprise a simple password associated with the
responder-name.

If protected-authentication is used, the responder-credentials comprise a password protected as described in clause 6
of ITU-T Rec. X.509 | ISO/IEC 9594-8 (either Protected]l or Protected2) and optionally arguments for that protection
process (timel, time2, random1 and random2) which derive their meaning by bilateral agreement.

If strong-authentication is used, the responder-credentials comprise a responder-bind-token. The responder-bind-
token is a token generated by the responder of the association. The responder-bind-token shall be the same type of
token as the initiator-bind-token. If the responder-bind-token is an asymmetric-token, the signed-data comprises a
random-number (which may be related to the random-number supplied in the initiator-bind-token). The
encrypted-data of an asymmetric-token may be used to convey secret security-relevant information (e.g. one or more
symmetric-encryption-keys) used to secure the association, or may be absent from the responder-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).
8.1.1.1.2.3  Messages-waiting

This argument indicates the number of messages and total number of octets waiting to be delivered by the MTS to the
MTS-user, for each priority. It may be generated by the responder of the association.

This argument shall only be present when the MTS is responding to an association initiated by an MTS-user, and when

the MTS-user subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X.400 and
ISO/IEC 10021-1).

8.1.1.1.3 Bind-errors

The bind-errors that may disrupt the MTS-bind are defined in 8.1.2.

8.1.1.2 MTS-unbind

The MTS-unbind enables the release of an established association by the initiator of the association.
8.1.1.2.1 Arguments

The MTS-unbind has no arguments.

8.1.1.2.2 Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1.2.3 Unbind-errors

There are no unbind-errors that may disrupt the MTS-unbind.

Documents

Document Sharing Hub
ITU-T Rec. X.411 (1995 E)

Full document details: ISO_IEC 10021-4_1997


http://www.avadocuments.com/doc/iso-iec-10021-4-1997
http://www.avadocuments.com/doc/iso-iec-10021-4-1997

ISO/IEC 10021-4 : 1997 (E)

8.1.2 Bind-errors

This subclause defines the following bind-errors:
a) Authentication-error;
b) Busy;
¢) Unacceptable-dialogue-mode;
d) Unacceptable-security-context.

8.1.2.1 Authentication-error

The Authentication-error bind-error reports that an association cannot be established due to an authentication error; the
initiator’s credentials are not acceptable or are improperly specified.

The Authentication-error bind-error has no parameters.

8.1.2.2 Busy

The Busy bind-error reports that an association cannot be established because the responder is busy.
The Busy bind-error has no parameters.

8.1.2.3 Unacceptable-dialogue-mode

The Unacceptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the association
is unacceptable to the responder (see ITU-T Rec. X.419 | ISO/IEC 10021-6).

The Unacceptable-dialogue-mode bind-error has no parameters.
8.1.2.4 Unacceptable-security-context

The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator of the
association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.

8.2 Submission Port
This subclause defines the abstract-operations and abstract-errors which occur at a submission-port.
8.2.1 Abstract-operations

This subclause defines the following submission-port abstract-operations:
a) Message-submission;
b) Probe-submission;
c) Cancel-deferred-delivery;

d) Submission-control.
8.2.1.1 Message-submission

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The successful completion of the abstract-operation signifies that the MTS has accepted responsibility for the message
(but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume responsibility for the
message.

8.2.1.1.1 Arguments

Table 3 lists the arguments of the Message-submission abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.
Documents
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Table 3 — Message-submission Arguments

Full document details: ISO_IEC 10021-4_1997

Argument Presence Subclause
Originator Argument
Originator-name M 8.2.1.1.1.1
Recipient Arguments
Recipient-name M 8.2.1.1.1.2
Alternate-recipient-allowed 0o 8.2.1.1.1.3
Recipient-reassignment-prohibited (6] 8.2.1.1.14
Originator-requested-alternate-recipient o 82.1.1.15
DL-expansion-prohibited 0} 8.2.1.1.1.6
Disclosure-of-other-recipients (6] 8.2.1.1.1.7
Priority Argument
Priority O 8.2.1.1.1.8
Conversion Arguments
Implicit-conversion-prohibited O 8.2.1.1.19
Conversion-with-loss-prohibited (0] 8.2.1.1.1.10
Explicit-conversion (6] 8.2.1.1.1.11
Delivery Time Arguments
Deferred-delivery-time (0] 8.2.1.1.1.12
Latest-delivery-time (6] 8.2.1.1.1.13
Delivery Method Argument
Requested-delivery-method (0] 82.1.1.1.14
Physical Delivery Arguments
Physical-forwarding-prohibited (¢} 8.2.1.1.1.15
Physical-forwarding-address-request O 8.2.1.1.1.16
Physical-delivery-modes O 8.2.1.1.1.17
Registered-mail-type (0] 82.1.1.1.18
Recipient-number-for-advice (6] 8.2.1.1.1.19
Physical-rendition-attributes (0] 8.2.1.1.1.20
Originator-return-address O 8.2.1.1.1.21
Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Content-return-request (0] 8.2.1.1.1.23
Physical-delivery-report-request 8.2.1.1.1.24
Security Arguments
Originator-certificate (0] 8.2.1.1.1.25
Message-token (0] 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier (0] 8.2.1.1.1.27
Content-integrity-check (6] 8.2.1.1.1.28
Message-origin-authentication-check (0] 8.2.1.1.1.29
Message-security-label (6} 8.2.1.1.1.30
Proof-of-submission-request o 8.2.1.1.1.31
Proof-of-delivery-request (0] 8.2.1.1.1.32
Content Arguments
Original-encoded-information-types O 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier o 8.2.1.1.1.35
Content-correlator (0] 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type (6] 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39
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8.2.1.1.1.1  Originator-name

This argument contains the OR-name of the originator of the message. It shall be generated by the originating
MTS-user. If OR-address is not included in originator-name on submission it shall be inserted by the originating
MTA. The originator-name shall remain unchanged in the subsequent progress of the submitted message through

the MTS. Where security arguments use the originator-name, its OR-address shall be generated by the originating
MTS-user.

™ . e . PRI T S S 5 JI s B oinator :A SR i md mmd o 2oa o wmamman ~f o

The originator-name contains the GR-name of an individual origin i.€. it shall not contain the OR-name of a DL

8.2.1.1.1.2  Recipient-name

This argument contains the OR-name of a recipient of the message. It shall be generated by the originator of the
message. A value of this argument shall be specified for each recipient of the message.

The recipient-name contains the OR-name of an individual recipient or DL.

o~ 2 2 2 ~

8.2.1.1.1.3  Alternate-recipient-aiiowed

This argument indicates whether the message may be delivered to an alternate-recipient assigned by the recipient-MD, if

the specified recipient-name does not identify an MTS-user. It may be generated by the originator of the message.
This argument may have one of the following values: alternate-recipient-allowed or alternate-recipient-prohibited.

If this argument has the value alternate-recipient-allowed and the recipient-name (specified by the originator of the
message, or added by DL-expansion, or substituted by redirection to the recipient-assigned-alternate-recipient or to
the originator-requested-alternate-recipient, or present by any combination of redirection and expansion) does not
identify an MTS-user, the message may be redirected to an alternate-recipient assigned by the recipient-MD to receive

such messages. If no such alternate-recipient has been assigned by the recipient-MD, or if this argument has the value
alternate-recipient-prohibited, a non-delivery report shall be generated.

In the absence of this argument, the default alternate-recipient-prohibited shall be assumed.

8.2.1.1.14  Recipient-reassignment-prohibited

This argument indicates whether the message may be reassigned to another MTS-user registered as a recipient-
assigned-alternate-recipient by the intended-recipient. It may be generated by the originator of the message.

This argument may have one of the following values: recipient-reassignment-prohibited or recipient-reassignment-
allowed.

If this argument has the value recipient-reassignment-allowed and the intended-recipient has registered an applicable
recipient-assigned-alternate-recipient, the message shall be redirected to that recipient-assigned-alternate-recipient.

If this argument has the value recipient-reassignment-prohibited and the intended-recipient has registered an
applicable recipient-assigned-alternate-recipient, then if an originator-requested-alternate-recipient has been
specified by the originator of the message, the message shall be redirected to the originator-requested-alternate-
recipient, or if no originator-requested-alternate-recipient has been specified by the originator of the message, a
non-delivery-report shall be generated.

In the absence of this argument, the default recipient-reassignment-allowed shall be assumed.

8.2.1.1.1.5  Originator-requested-alternate-recipient

This argument contains the OR-name of the alternate-recipient requested by the originator of the message. It may be

generated by the originator of the message. A different value of this argument may be specified for each recipient of the
message.

The originator-requested-alternate-recipient contains the OR-name of an individual, or DL, alternate-recipient.

If this argument is present and delivery of the message to the recipient-name (specified by the originator of the
message, or added by DL-expansion, or substituted by redirection to a recipient-assigned-alternate-recipient) is not
possible, the message shall be redirected to the originator-requested-alternate-recipient specified by this argument.

If an originator-requested-alternate-recipient has been specified by the originator of the message, the message shall
be redirected to that alternate-recipient in preference to the one assigned by the recipient-MD. DOC uments
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82.1.1.1.6  DL-expansion-prohibited

This argument indicates whether DL-expansion within the MTS shall occur for any recipient-name which denotes
a DL. It may be generated by the originator of the message.

This argument may have one of the following values: DL-expansion-prohibited or DL-expansion-allowed.

In the absence of this argument, the default DL-expansion-allowed shall be assumed.

8.2.1.1.1.7  Disclosure-of-other-recipients

This argument indicates whether the recipient-name of all recipients are to be indicated to each recipient MTS-user
when the message is delivered. It may be generated by the originator of the message.

This argument may have one of the following values: disclosure-of-other-recipients-requested or disclosure-of-
other-recipients-prohibited.

In the absence of this argument, the default disclosure-of-other-recipients-prohibited shall be assumed.

8.2.1.1.1.8  Priority

This argument specifies the relative priority of the message: normal, non-urgent or urgent. It may be generated by the
originator of the message.

In the absence of this argument, a default priority of normal shall be assumed.
8.2.1.1.1.9  Implicit-conversion-prohibited

This argument indicates whether implicit-conversion may be performed on the message content. It may be generated by
the originator of the message.

This argument may have one of the following values: implicit-conversion-prohibited or implicit-conversion-allowed.
In the absence of this argument, the default implicit-conversion-allowed shall be assumed.

See also 8.2.1.1.1.10.

8.2.1.1.1.10 Conversion-with-loss-prohibited

This argument indicates whether encoded-information-type conversion(s) may be carried out on the message content,
if such conversion(s) would result in loss of information. Loss of information is defined in Recommendation X.408.

It may be generated by the originator of the message.

This argument may have one of the following values: conversion-with-loss-prohibited or conversion-with-
loss-allowed.

In the absence of this argument, the default conversion-with-loss-allowed shall be assumed.

The combined effect of the implicit-conversion-prohibited and conversion-with-loss-prohibited arguments relate to
implicit-conversion only and is defined in Table 4.

Table 4 — Combined effect of Conversion Arguments

Implicit conversion Conversion with loss Combined effect

allowed with-loss-allowed allowed

allowed with-loss-prohibited with-loss-prohibited

prohibited with-loss-allowed prohibited

prohibited with-loss-prohibited prohibited
Documents
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8.2.1.1.1.11 Explicit-conversion

This argument indicates the type of conversion of the message content explicitly requested by the originator for the
recipient. It may be generated by the originator of the message. A different value of this argument may be specified for
each recipient of the message.

This argument may have one of the following values: iaS-text-to-teletex, iaS-text-to-g3-facsimile, ia5-text-to-g4-
class-1, ia5-text-to-videotex, teletex-to-ia5S-text, teletex-to-g3-facsimile, teletex-to-gd-class-1, teletex-to-videotex,

NI, e W W R P N S B P O O Y R - Ty
videotex-to-ia5-text, or videotex-to-teletex. Other types of

Py PR B

explicit-conversion may be defined by addenda or future
versions of this Recommendation | International Standard. Explicit-conversion shall be performed as specified in
Recommendation X.408.

In the absence of this argument, no explicit conversion shall be performed.

NOTE - When specified for a recipient DL, explicit-conversion applies to all members of the DL.
8.2.1.1.1.12 Deferred-delivery-time

This argument specifies the Time before which the message should not be delivered to the recipient(s). It may be
generated by the originator of the message.

8.2.1.1.1.13 Latest-delivery-time

This argument contains the Time after which the message should not be delivered to the recipient(s). It may be
generated by the originator of the message.

The handling of non-delivery because of expired latest-delivery-time is described in 14.3.2.4.

8.2.1.1.1.14 Requested-delivery-method

This argument indicates the preferred method of delivery of the message to the recipient. It may be generated by the
originator of the message. A different value of this argument may be specified for each recipient of the message.

This argument may have one or more of the following values: any-delivery-method, mhs-delivery, physical-delivery,
telex-delivery, teletex-delivery, g3-facsimile-delivery, g4-facsimile-delivery, ia5-terminal-delivery, videotex-
delivery, or telephone-delivery.

If more than one value of this argument is specified for a recipient, the sequence of the values shall be assumed to imply
the originator’s order of preference of delivery-methods.

In the absence of this argument, the default any-delivery-method shall be assumed.

If the recipient-name generated by the originator of the message contains a directory-name but omits an OR-address,
the MTS may use the requested-delivery-method as an indication of which form of OR-address the directory-name
should be mapped to by the MTS (e.g. using the Directory). If an OR-address cannot be found, either a recipient-
improperly-specified abstract-error or a non-delivery report shall be returned to the originator of the message.

If the originator-supplied requested-delivery-method conflicts with the recipient’s preferred delivery-method
(e.g. as registered in the Directory in the preferredDeliveryMethod attribute), the originator’s requested-delivery-
method takes precedence. If the originator’s requested-delivery-method conflicts with the originator’s conversion
requirements (see 8.2.1.1.1.9 to 8.2.1.1.1.11), a non-delivery report shall be returned to the originator of the message.

8.2.1.1.1.15  Physical-forwarding-prohibited

This argument indicates whether physical-forwarding of the message is prohibited. It may be generated by the originator
of the message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient,
or if the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument
may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-allowed, or physical-forwarding-
prohibited.

In the absence of this argument, the default physical-forwarding-allowed shall be assumed.
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8.2.1.1.1.16  Physical-forwarding-address-request

This argument indicates whether the physical-forwarding-address of the recipient is to be returned in the report. It may
be generated by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address for the recipient.
A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-address-requested or physical-
forwarding-address-not-requested.

In the absence of this argument, the default physical-forwarding-address-not-requested shall be assumed.
A physical-forwarding-address may be requested when physical-forwarding is prohibited or allowed (see 8.2.1.1.1.15).
8.2.1.1.1.17 Physical-delivery-modes

This argument indicates the mode of physical-delivery to the recipient to be used. It may be generated by the originator
of the message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient,
or if the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument
may be specified for each recipient of the message.

This argument’s value is the combination of two independent components. If present, the first component shall have one
of the following values: ordinary-mail, special-delivery, express-mail, counter-collection, counter-collection-with-
telephone-advice, counter-collection-with-telex-advice, or counter-collection-with-teletex-advice. If present, the
second component shall have the value bureau-fax-delivery. When bureau-fax-delivery is requested and the first
component is also present, then the first component is activated by the Bureaufax service.

Bureau-fax-delivery comprises all A to H modes of delivery defined in Recommendation F.170, i.e.:

A —Regular Delivery, B —Special Delivery, C—Express Mail, D - Counter Collection, E - Counter
Collection with telephone advice, F — Telefax, G — Counter Collection with Telex advice, and H — Counter
Collection with Teletex advice.

In the absence of this argument, the default ordinary-mail shall be assumed.

8.2.1.1.1.18 Registered-mail-type

This argument indicates the type of registered mail service to be used to physically deliver the message to the recipient.
It may be generated by the originator of the message if the requested-delivery-method argument specifies that
physical-delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address for the
recipient. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: non-registered-mail, registered-mail, or registered-mail-to-
addressee-in-person.

In the absence of this argument, the default non-registered-mail shall be assumed.

8.2.1.1.1.19 Recipient-number-for-advice

This argument contains the Telephone, Telex or Teletex number of the recipient, to be used in conjunction with the
counter-collection-with-advice and bureau-fax-delivery physical-delivery-modes. It may be generated by the
originator of the message if the requested-delivery-method argument specifies that physical-delivery is required to the
recipient, or if the originator of the message supplied a postal-OR-address for the recipient, and the physical-delivery-
modes argument specifies a counter-collection-with-advice or bureau-fax-delivery physical-delivery-mode.
A different value of this argument may be specified for each recipient of the message.

8.2.1.1.1.20 Physical-rendition-attributes

This argument indicates the physical-rendition-attributes of the message. It may be generated by the originator of the
message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient, or if
the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument may be
specified for each recipient of the message.

This argument may have one of the following values: basic. Addenda or future versions of this Recommendation |
International Standard may define other values of this argument. Other values of this argument may be used by bilateral
agreement between MDs.

In the absence of this argument, the default basic shall be assumed.
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8.2.1.1.1.21 Originator-return-address

This argument contains the postal-OR-address of the originator of the message. It may be generated by the originator of
the message if the requested-delivery-method argument specifies that physical-delivery is required to one or more
recipients of the message, or if the originator of the message supplied one or more postal OR-addresses for the

e
recipients. It may also be generated by the originator of the message if a reci
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one or more members for whom physwal-dehvery 18 requrred.
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The originator-return-address shall contain the postal-OR-address of an individual
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i.e. shall not contain the directory-name of an individual originator nor the directory-name of a DL.

8.2.1.1.1.22 Originator-report-request

This argument indicates the kind of report requested by the o gmator of the message. It
originator of the message. A different value of this argument may be specified for each recipien of the message.

This argument may have one of the following values:
- no-report: The originator of the message requested the suppression of non-delivery-reports.
- non-delivery-report: A report is returned only in case of non-delivery.

—  report: A report is returned in case of delivery or non-delivery.

The value of this argument may be changed at a DL expansion-point in line with the reporting-policy of the DL. Such a
change may affect the number and type of reports the originator of the message may receive about delivery to a DL.

8.2.1.1.1.23 Content-return-request

This argument indicates whether the message content is to be returned with any non-delivery-report(s). It may be
generated by the originator of the message.

This argument may have one of the following values: content-return-requested or content-return-not-requested.
In the absence of this argument, the default content-return-not-requested shall be assumed.

The suppression of non-delivery-reports by the originator of the message (see 8.2.1.1.1.22) takes precedence over a
request for the return of the content.

In the case of non-delivery-reports delivered to the owner of a DL (see 8.3.1.2.1.4), the message content shall not be
present.

8.2.1.1.1.24 Physical-delivery-report-request

This argument indicates the type of physical-delivery-report requested by the originator of the message. It may be
generated by the originator of the message if the requested-delivery-method argument specifies that physical-delivery

is required to the recipient or if the originator of the message supplied a postal-OR-address for the recipient. A different
value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: return-of-undeliverable-mail-by-PDS, return-of-notification-
by-PDS, return-of-notification-by-MHS, or return-of-notification-by-MHS-and-PDS.

In the absence of this argument, the default return-of-undeliverable-mail-by-PDS shall be assumed.
8.2.1.1.1.25 Originator-certificate

This argument contains the certificate of the originator of the message. It shall be generated by a trusted source
(e.g. a certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message.

The originator’s public-asymmetric-encryption-key may be used by the recipient(s) of the message to validate the
message-token, if an asymmetric-token is used with an asymmetric algorithm (see 8.5.8).

The originator’s public-asymmetric-encryption-key may also be used by the recipient(s) of the message, and any MTA
through which the message is transferred, to validate the message-origin-authentication-check. Doc uments
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8.2.1.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of the message. A
different value of this argument may be specified for each recipient of the message.

If the message-token is an asymmetric-token, the signed-data may comprise:

—  any of the following arguments: the content-confidentiality-algorithm-identifier, the content-integrity-
check, the message-security-label, and the proof-of-delivery-request; and

— a message-sequence-number, that identifies the position of the message in a sequence of messages from
the originator to the recipient to which the message-token relates (to provide the Message Sequence
Integrity element-of-service, as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). The first occurrence
of a sequence number can be a random number.

If the message-token is an asymmetric-token, the encrypted-data may comprise:

— a content-confidentiality-key: a symmetric-encryption-key used with the content-confidentiality-
algorithm-identifier by the originator of the message to encrypt the message content, and by the
recipient to decrypt the message content; and/or

— the content-integrity-check: may be included in the encrypted-data if confidentiality of the content-
integrity-check is required, and/or if the message-security-label is included in the encrypted-data (for
confidentiality of the message-security-label) and the association between the content-integrity-check and
the message-security-label is to be maintained;

— the message-security-label: may be included in the encrypted-data if confidentiality of the message-
security-label is required;

— a content-integrity-key: a symmetric-encryption-key used with the content-integrity-algorithm-
identifier by the originator of the message to compute the content-integrity-check, and by the recipient
to validate the content-integrity-check;

— a message-sequence-number: as defined for the signed-data above, but may be included in the
encrypted-data if confidentiality of the sequence is required. The first occurrence of a sequence number
can be a random number.

If the message-token is an asymmetric-token and the signed-data of the message-token includes the content-integrity-
check, the message-token provides for non-repudiation-of-origin of the message content (the Non-Repudiation of Origin
element-of-service, as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). If the signed-data of the message-token
includes both the content-integrity-check and the message-security-label, the message-token provides proof of
association between the message-security-label and the message content.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8). If symmetric algorithms are used
for both the message-token and the content-integrity-check, then the message-token can only support
Non-Repudiation of Origin elements-of-service if the security policy in force provides for the involvement of a third
party acting as a notary.

8.2.1.1.1.27 Content-confidentiality-algorithm-identifier

This argument contains an algorithm-identifier, which identifies the algorithm used by the originator of the message to
encrypt the message content (to provide the Content Confidentiality element-of-service as defined in ITU-T Rec. X.400
and ISO/IEC 10021-1). It may be generated by the originator of the message.

The algorithm may be used by the recipient(s) of the message to decrypt the message content.
The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, the content-confidentiality-key used by the originator to encrypt the
message content, and which the recipient may use to decrypt the message content, may be derived from the message-
token sent with the message. Alternatively, the content-confidentiality-key may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-key may be used
by the originator of the message to encrypt the message content. The recipient may use the recipient’s
secret-asymmetric-encryption-key to decrypt the message content. If an asymmetric-encryption-algorithm is used, the
message can only be addressed to a single recipient, or to a set of recipients which share the same asymmetric-
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8.2.1.1.1.28 Content-integrity-check

This argument provides the recipient(s) of the message with a means of validating that the message content has not been
modified (to provide the Content Integrity element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It
may be generated by the originator of the message. A different value of the argument may be specified for each recipient
of the message.

The content-integrity-check enables content-integrity to be validated on a per-recipient basis using either a symmetric-
or an asymmetric-encryption-algorithm.

NOTE 1 - The message-origin-authentication-check provides a means of validating content-integrity on a per-message

basis using an asymmetric-encryption-algorithm.

The content-integrity-check may be included in the signed-data or the encrypted-data of the message-token to
provide for non-repudiation-of-origin of the message content, and proof of association between the message-security-
label and the message content.

The content-integrity-check is computed using the algorithm identified by the content-integrity-aigorithm-identifier
(an algorithm-identifier).

The content-integrity-check contains the content-integrity-algorithm-identifier, and an encrypted function
(e.g. a compressed or hashed version) of the message content and conditionally the content-integrity-algorithm-

[ PRNPLY R
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The definition of the content integrity algorithm shall specify both the encryption function and whether or not the
content-integrity-algorithm-identifier is included in the input to the encryption function.

NOTE 2 - The content-integrity-check could be computed using the clear (i.e. unencrypted) or the encrypted content. This
choice can be made independently for each occurrence of the content integrity check in the message. This choice is dictated by the
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security policy in force and may be indicated by content-integrity-algorithm-identifier.

The content-integrity algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

NOTE 3 - The use of a symmetric-encryption-algorithm may permit simultaneous compression and encryption of the
message content.

If a symmetric-encryption-algorithm is used, the content-integrity-key used to compute the content-integrity-check,
and which the recipient may use to validate the content-integrity-check, may be derived from the message-token sent
with the message. Alternatively, the content-integrity-key may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the originator’s secret-asymmetric-encryption-key may be used by the
originator of the message to compute the content-integrity-check. The recipient may use the originator’s public-

asymmetric-encryption-key (subject-public-key) derived from the originator-certificate to validate the content-
integrity-check.

8.2.1.1.1.29 Message-origin-authentication-check

This argument provides the recipient(s) of the message, and any MTA through which the message is transferred, with a
means of authenticating the origin of the message (to provide the Message Origin Authentication element-of-service as
defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It may be generated by the originator of the message.

The message-origin-authentication-check provides proof of the origin of the message (Message Origin
Authentication), assurance that the message content has not been modified (the Content Integrity element-of-service as

defined in ITU-T Rec. X.400 and ISO/IEC 10021-1), and proof of association between the message-security-label and
the message.

The message-origin-authentication-check is computed using the algorithm (asymmetric-encryption-algorithm and
hash-function) identified by the message-origin-authentication-algorithm-identifier (an algorithm-identifier).

The message-origin-authentication-check contains the message-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: the message-origin-authentication-algorithm-identifier; the message
content; the content-identifier and the message-security-label. Optional components are included in the message-
origin-authentication-check if they are present in the message.
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If content-confidentiality (see 8.2.1.1.1.27) is also used, the message-origin-authentication-check is computed using
the encrypted version of the message content (to allow the message-origin-authentication-check to be validated by
other than the intended-recipient (e.g. by an MTA) without compromising the confidentiality of the message content). If
the clear (i.e. unencrypted) version of the message content is used to compute the message-origin-authentication-
check, the message-origin-authentication-check provides for both Message Origin Authentication and
Non-Repudiation of Origin of the message content (a signature), as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1.
If, however, the encrypted version of the message content is used, the message-origin-authentication-check provides
for Message Origin Authentication, but not for Non-Repudiation of Origin of the message content.

The message-origin-authentication-check may be computed by the originator of the message using the originator’s
secret-asymmetric-encryption-key. The message-origin-authentication-check may be validated by the recipient(s) of
the message, and any MTA through which the message is transferred, using the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message derived from the originator-certificate.

Addenda or future versions of this Recommendation | International Standard may define other forms of message-origin-

authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
message is transferred to authenticate the origin of the message.

8.2.1.1.1.30 Message-security-label

This argument associates a security-label with the message (or probe). It may be generated by the originator of the
message (or probe), in line with the security-policy in force.

The message-security-label of a report shall be the same as the message-security-label of the subject-message
(or -probe).

If security-labels are assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports bearing message-security-labels may be determined by the security-policy in force. If
security-labels are not assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports bearing message-security-labels may be discretionary.

If security-contexts are established between the originator and an MTA (the originating-MTA) of the MTS
(see 8.1.1.1.1.3 and 8.2.1.4.1.5), the message-security-label that the originator may assign to a message (or probe) may
be determined by the security-context (submission-security-context), in line with the security-policy in force. If
security-contexts are not established between the originator and the originating-MTA, the assignment of a message-
security-label to a message (or probe) may be at the discretion of the originator.

If security-contexts are established between two MTAs (see 12.1.1.1.1.3), the transfer of messages, probes or reports
between the MTAs may be determined by the message-security-labels of the messages, probes or reports, and the
security-context, in line with the security-policy in force. If security-contexts are not established between the MTAs,
the transfer of messages, probes and reports may be at the discretion of the sender.

If security-contexts are established between an MTS-user and an MTA (the delivering-MTA) of the MTS
(see 8.1.1.1.1.3 and 8.3.1.3.1.7), the delivery of messages and reports may be determined by the message-security-
labels of the messages and reports, and the security-context (delivery-security-context), in line with the security-policy
in force. If the message-security-label of a message or report is allowed by the registered user-security-labels of the
recipient, but disallowed by the recipient’s current security-context (delivery-security-context), then the
delivering-MTA may hold-for-delivery. If security-contexts are not established between the MTS-user and the
delivering-MTA, the delivery of messages and reports may be at the discretion of the delivering-MTA.

8.2.1.1.1.31 Proof-of-submission-request

This argument indicates whether or not the originator of the message requires proof-of-submission (to provide the Proof
of Submission element-of-service) as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) of the message to the MTS.
It may be generated by the originator of the message.

This argument may have one of the following values: proof-of-submission-requested or proof-of-submission-
not-requested.

In the absence of this argument, the default proof-of-submission-not-requested shall be assumed. D ocuments
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8.2.1.1.1.32  Proof-of-delivery-request

This argument indicates whether or not the originator of the message requires proof-of-delivery (to provide the Proof of
Delivery element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) of the message to the recipient. It
may be generated by the originator of the message. A different value of this argument may be specified for each
recipient of the message.

This argument may have one of the following values: proof-of-delivery-requested or proof-of-delivery-
not-requested.

In the absence of this argument, the default proof-of-delivery-not-requested shall be assumed.

8.2.1.1.1.33 Original-encoded-information-types

This argument identifies the original encoded-information-types of the message content. It may be generated by the
originator of the message.

The absence of this argument indicates that the original-encoded-information-types of the message content are
unspecified.

8.2.1.1.1.34 Content-type

This argument identifies the type of the content of the message. It identifies the abstract syntax and the encoding rules
used. It shall be generated by the originator of the message. The content-type shall be either built-in or extended.

A built-in content-type may have one of the following values:

— unidentified: Denotes a content-type unidentified and unconstrained; the use of this unidentified
content-type is by bilateral agreement between MTS-users.

— external: Denotes a content-type which is reserved for use when interworking between 1988 systems

and 1984 systems; it shall only be used with mts-transfer-protocol-1984 (see ITU-T Rec. X.419 |
ISO/IEC 10021-6).

NOTE 1 - The interworking rules ensure that the external content-type is never used in conjunction with mts-
transfer or mts-transfer-protocol. Although the external content-type is designed to allow interworking between
1988 systems through intermediate 1984 systems, a 1984 system may deliver (or submit) a content of the external
content-type provided that the MTS-user (or the MTA itself) performs the equivalent of the upgrading
(or downgrading) rules given in ITU-T Rec. X.419 | ISO/IEC 10021-6.

—  interpersonal-messaging-1984: Identifies the interpersonal-messaging-1984 content-type defined in
ITU-T Rec. X.420 | ISO/IEC 10021-7.

— interpersonal-messaging-1988: Identifies the interpersonal-messaging-1988 content-type defined in
ITU-T Rec. X.420 | ISO/IEC 10021-7.

— edi-messaging: Identifies the edim content-type defined in CCITT Rec. X.435 and ISO/IEC 10021-9.

—  voice-messaging: Identifies the vin content-type defined in Recommendation X.440.
An extended content-type is specified using an object identifier.

One specific value of an extended content-type which has been defined by this Service Definition is:

— inner-envelope: An extended content-type that is itself a message (envelope and content). When
delivered to the recipient named on the outer-envelope, the outer-envelope is removed and the content is
deciphered, if needed, resulting in an inner-envelope and its content. The information contained in the
inner-envelope is used to transfer the content of the inner-envelope to the recipients named on the
inner-envelope. The type of the content OCTET STRING is an MTS-APDU (see Figure 6 in
ITU-T Rec. X.419| ISO/IEC 10021-6) encoded using the Basic Encoding Rules of ASN.1. [The
inner-envelope and content may be protected by securing the content of the outer-envelope using the
security arguments (see 8.2.1.1.1.25 to 8.2.1.1.1.32)].

Other standardised extended content-types may be defined by other MHS Specifications or other Recommendations |
International Standards. Other values of this argument may be used by bilateral agreement between MTS-users.

NOTE 2 - In the case where the content confidentiality service is used, the syntax and encoding identified by the
content-type are the syntax and encoding of the content before encryption. D
ocuments
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8.2.1.1.1.35 Content-identifier

This argument contains an identifier for the content of the message. It may be generated by the originator of the
message.

The content-identifier may be delivered to the recipient(s) of the message, and is returned to the originator with any
report(s). This argument is not altered by the MTS.

8.2.1.1.1.36 Content-correlator

This argument contains information to enable correlation of the content of the message by the originator of the message.
It may be generated by the originator of the message.

The content-correlator is not delivered to the recipient(s) of the message, but is returned to the originator with any
report(s). This argument is not altered by the MTS.

8.2.1.1.1.37 Content

This argument contains the information the message is intended to convey to the recipient(s). It shall be generated by the
originator of the message.

Except when conversion is performed, the content of the message is not modified by the MTS, but rather is passed
transparently through it.

The content may be encrypted to ensure its confidentiality (see 8.2.1.1.1.27).

NOTE - The value of the octet string containing the encoded content does not change as the message crosses the MTS.
8.2.1.1.1.38 Notification-type

This argument indicates that the content is a notification, and indicates that it is one of three types of notification
(type-1, type-2 or type-3); the use of these values is defined in the relevant content specification. It may be generated by
the originator of the message, but shall be generated only if the content is a notification as defined in the relevant
content specification.

The notification-type indication is not delivered to the recipient(s) of the message and is not returned to the originator
with any report(s). Depending upon policy, this argument may be verified by the MTS.

8.2.1.1.1.39  Service-message

This argument indicates that the message is for service purposes. It may be generated by the originator of the message,
but shall be used only by bilateral agreement.

The service-message indication is not delivered to the recipient(s) of the message and is not returned to the originator
with any report(s). Depending upon policy, this argument may be verified by the MTS.

8.2.1.1.2 Results

Table 5 lists the results of the Message-submission abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

Table 5 — Message-submission Results

Result Presence Subclause
Message-submission-identifier M 8.2.1.1.2.1
Message-submission-time M 8.2.1.1.2.2
Originating-MTA-certificate O 8.2.1.1.23
Proof-of-submission C 8.2.1.1.24
Content-identifier C 8.2.1.1.1.35

Documents
ITU-T Rec. X.411 (1955 )" 5319 Fub

Full document details: ISO_IEC 10021-4_1997


http://www.avadocuments.com/doc/iso-iec-10021-4-1997
http://www.avadocuments.com/doc/iso-iec-10021-4-1997

ISO/IEC 10021-4 : 1997 (E)

8.2.1.1.2.1  Message-submission-identifier

This result contains an MTS-identifier that uniquely and unambiguously identifies the message-submission. It shall be
generated by the MTS.

The MTS provides the message-submission-identifier when notifying the MTS-user, via the Report-delivery abstract-
operation, of the delivery or non-delivery of the message.

The MTS-user provides the message-submission-identifier when cancelling, via the Cancel-deferred-delivery abstract-
operation, a message whose delivery it deferred.

8.2.1.1.2.2  Message-submission-time

This result indicates the Time at which the MTS accepts responsibility for the message. It shall be generated by
the MTS.

8.2.1.1.2.3  Originating-MTA-certificate

This result contains the certificate of the MTA to which the message has been submitted (the originating-MTA). It shall
be generated by a trusted source (e.g. a certification-authority), and may be supplied by the originating-MTA, if the
originator of the message requested proof-of-submission (see 8.2.1.1.1.31) and an asymmetric-encryption-algorithm is
used to compute the proof-of-submission.

The originating-MTA-certificate may be used to convey to the originator of the message a verified copy of the
public-asymmetric-encryption-key (subject-public-key) of the originating-MTA.

The originating-MTA’s public-asymmetric-encryption-key may be used by the originator of the message to validate the
proof-of-submission.

8.2.1.1.24 Proof-of-submission

This result provides the originator of the message with proof of submission of the message to the MTS (to provide the
Proof of Submission element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). Depending on the
encryption-algorithm used and the security policy in force, this argument may also provide the Non-Repudiation of
Submission element-of-service (as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It shall be generated by the
originating-MTA of the MTS, if the originator of the message requested proof-of-submission (see 8.2.1.1.1.31).

The proof-of-submission is computed using the algorithm identified by the proof-of-submission-algorithm-identifier
(an algorithm-identifier).

The proof-of-submission contains the proof-of-submission-algorithm-identifier, and an encrypted function (e.g. a
compressed or hashed version) of the proof-of-submission-algorithm-identifier, the Message-submission arguments
(see 8.2.1.1.1) of the subject message, and the message-submission-identifier and message-submission-time.

Receipt of this result provides the originator of the message with Proof of Submission of the message. Non-receipt of

this result provides neither Proof of Submission nor proof of non-submission (unless a secure link and trusted
functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-submission may be computed by the originating-MTA
using the originating-MTA’s secret-asymmetric-encryption-key. The originator of the message may validate the
proof-of-submission using the originating-MTA’s public-asymmetric-encryption-key (subject-public-key) derived
from the originating-MTA-certificate. An asymmetric proof-of-submission may also provide for Non-Repudiation of
Submission.
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If a symmetric-encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA used to compute
the proof-of-submission, and which the originator may use to validate the proof-of-submission, may be derived from
the bind-tokens (see 8.1.1.1.1.3 and 8.1.1.1.2.2) exchanged when the association was initiated. Alternatively, the
symmetric-encryption-key used for proof-of-submission may be exchanged by some other means. If a symmetric-

encryption-algorithm is used, then the proof-of-submission can only support Non-Repudiation of Submission if the
security-policy in force provides for the involvement of a third party acting as a notary.

8.2.1.1.3 Abstract-errors

Table 6 lists the abstract-errors that may disrupt the Message-submission abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 6 — Message-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8.2.2.5
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.2.9
Remote-bind-error 8.2.2.10

8.2.1.2 Probe-submission

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whether or not a

message (the subject-message) could be transferred and delivered to one or more recipient MTS-users if it were to be
submitted.

Success of a probe does not guarantee that a subsequently submitted message can actually be delivered, but rather that,
currently, the recipient is valid and the message would encounter no major obstacles to delivery.

For any recipient-names that denote a DL, the Probe-submission abstract-operation determines whether expansion of
the specified DL (but not of any nested DLs) would occur.

For any recipient-names for which redirection would occur, the Probe-submission abstract-operation determines
whether the message could be transferred and delivered to the replacement recipient.

The MTS-user supplies most of the arguments used for message-submission and the length of the content of the subject-
message. The Probe-submission abstract-operation does not culminate in delivery to the intended recipients of the
subject-message, but establishes whether or not the Message-submission abstract-operation would be likely to do so.

The successful completion of the abstract-operation signifies that the MTS has agreed to undertake the probe (but not
that it has yet performed the probe).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot undertake the probe.
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8.2.1.2.1 Arguments

Table 7 lists the arguments of the Probe-submission abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

Table 7 — Probe-submission Arguments

Argument Presence Subclause

Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 8.2.1.1.1.2

Alternate-recipient-allowed (6] 82.1.1.13

Recipient-reassignment-prohibited 0] 8.2.1.1.14

Originator-requested-alternate-recipient (6] 8.2.1.1.1.5

DL-expansion-prohibited 0] 8.2.1.1.1.6
Conversion Aroument
Conversion Arguments

Implicit-conversion-prohibited (6} 8.2.1.1.1.9

Conversion-with-loss-prohibited (0] 8.2.1.1.1.10

Explicit-conversion o 8.2.1.1.1.11
Delivery Method Argument

Requested-delivery-method (¢} 8.2.1.1.1.14
Physical Delivery Argument

Physical-rendition-attributes 0O 8.2.1.1.1.20
Report Request Argument

Originator-report-request M 8.2.1.1.1.22
Security Arguments

Originator-certificate 6] 8.2.1.1.1.25

Probe-origin-authentication-check 0 8.2.1.2.1.1

Message-security-label (6] 8.2.1.1.1.30
Content Arguments

Original-encoded-information-types o 8.2.1.1.1.33

Content-type M 8.2.1.1.1.34

Content-identifier (0] 8.2.1.1.1.35

Content-correlator o 8.2.1.1.1.36

Content-length (0] 8.2.12.1.2

Notification-type ¢} 8.2.1.1.1.38

Service-message ¢} 8.2.1.1.1.39

8.2.1.2.1.1  Probe-origin-authentication-check

This argument provides any MTA through which the probe is transferred, with a means of authenticating the origin of
the probe (to provide the Probe Origin Authentication element-of-service as defined in ITU-T Rec. X.400 and
ISO/IEC 10021-1). It may be generated by the originator of the probe.

The probe-origin-authentication-check provides proof of the origin of the probe (Probe Origin Authentication), and
proof of association between the message-security-label and the content-identifier of the subject-message.

The probe-origin-authentication-check is computed using the algorithm identified by the probe-origin-
authentication-algorithm-identifier (an algorithm-identifier).

The probe-origin-authentication-check contains the probe-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: the probe-origin-authentication-algorithm-identifier; and the
content-identifier and message-security-label of the subject-message. Optional components are included in the probe-
origin-authentication-check if they are present in the probe. DOC uments
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The probe-origin-authentication-check may be computed by the originator of the probe using the originator's secret-
asymmetric-encryption-key. The probe-origin-authentication-check may be validated by any MTA through which the

probe is transferred, using the public-asymmetric-encryption-key (subject-public-key) of the originator of the probe
derived from the originator-certificate.

Addenda or future versions of this Recommendation | International Standard may define other forms of probe-origin-

authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
probe is transferred to authenticate the origin of the probe.

8.2.1.2.1.2  Content-length

This argument specifies the length, in octets, of the content of the subject-message. It may be generated by the
originator of the probe.

8.2.1.2.2 Results

Table 8 lists the results of the Probe-submission abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

Table 8 — Probe-submission Results

Result Presence Subclause
Probe-submission-identifier M 8.2.12.2.1
Probe-submission-time M 8.2.12.22
Content-identifier C 8.2.1.1.1.35

8.2.1.2.2.1 Probe-submission-identifier

This result contains an MTS-identifier that uniquely and unambiguously identifies the probe-submission. It shall be
generated by the MTS.

The MTS provides the probe-submission-identifier when notifying the MTS-user, via the Report-delivery
abstract-operation, of its ability or otherwise to deliver the subject-message.

8.2.1.2.2.2  Probe-submission-time
This result indicates the Time at which the MTS agreed to undertake the probe. It shail be generated by the MTS.
8.2.1.2.3 Abstract-errors

Table 9 lists the abstract-errors that may disrupt the Probe-submission abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 9 — Probe-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8225
Inconsistent-request 8.2.2.7
Security-error 8228
Unsupported-critical-function 8.2.29
Remote-bind-error 8.2.2.10
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8.2.1.3 Cancel-deferred-delivery

The Cancel-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of a message
previously submitted by that user via the Message-submission abstract-operation.

The MTS-user identifies the message whose delivery is to be cancelled by means of the message-submission-identifier
returned by the MTS as a result of the previous invocation of the Message-submission abstract-operation.

The successful completion of the abstract-operation signifies that the MTS has cancelled the deferred-delivery of the
message.

The disruption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot be cancelled. The
deferred-delivery of a message cannot be cancelled if the message has already been progressed for delivery and/or
transfer within the MTS. The MTS may refuse to cancel the deferred-delivery of a message, if the MTS provided the
originator of the message with proof-of-submission.

8.2.1.3.1 Arguments

Table 10 lists the arguments of the Cancel-deferred-delivery abstract-operation, and for each argument qualifies its
presence and identifies the subclause in which the argument is defined.

Table 10 — Cancel-deferred-delivery Arguments

Argument Presence Subclause

Submission Argument

Message-submission-identifier M 8.2.13.1.1

8.2.1.3.1.1 Message-submission-identifier

This argument contains the message-submission-identifier of the message whose deferred-delivery is to be cancelled. It
shall be supplied by the MTS-user.

The message-submission-identifier (an MTS-identifier) is that returned by the MTS as a result of a previous
invocation of the Message-submission abstract-operation (see 8.2.1.1.2.1), when the message was submitted for
deferred-delivery.

8.2.1.3.2 Results
The Cancel-deferred-delivery abstract-operation returns an empty result as indication of success.
8.2.1.3.3 Abstract-errors

Table 11 lists the abstract-errors that may disrupt the Cancel-deferred-delivery abstract-operation, and for each
abstract-error identifies the subclause in which the abstract-error is defined.

Table 11 — Cancel-deferred-delivery Abstract-errors

Abstract-error Subclause
Deferred-delivery-cancellation-rejected 8.2.23
Message-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10

8.2.1.4 Submission-control

The Submission-control abstract-operation enables the MTS to temporarily limit the submission-port abstract-operations

that the MTS-user may invoke, and the messages that the MTS-user may submit to the MTS via the Message-submission
abstract-operation.

The MTS-user should hold until a later time, rather than abandon, abstract-operations and messages prese%clulments
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The successful completion of the abstract-operation signifies that the specified controls are now in force. These controls
supersede any previously in force, and remain in effect until the association is released or the MTS re-invokes the
Submission-control abstract-operation.

The abstract-operation returns an indication of any abstract-operations that the MTS-user would invoke, or any message
types that the MTS-user would submit, were it not for the prevailing controls.

8.2.1.4.1 Arguments

Table 12 lists the arguments of the Submission-control abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.

Table 12 — Submission-control Arguments

Argument Presence Subclause

Submission Control Arguments

Restrict 0} 8.2.14.1.1
Permissible-operations (6] 8.2.14.1.2
Permissible-lowest-priority (0] 8.2.14.13
Permissible-maximum-content-length (0] 82.14.1.4
Permissible-security-context (6] 8.2.14.1.5

8.2.1.4.1.1 Restrict

This argument indicates whether the controls on submission-port abstract-operations are to be updated or removed.
It may be generated by the MTS.

This argument may have one of the following values:
—  update: The other arguments update the prevailing controls.

— remove: All controls are to be removed; the other arguments are to be ignored.

In the absence of this argument, the default update shall be assumed.

8.2.1.4.1.2  Permissible-operations

This argument indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be generated by
the MTS.

This argument may have the value allowed or prohibited for each of the following:

—  message-submission: The MTS-user may/may not invoke the Message-submission abstract-operation;
and

—  probe-submission: The MTS-user may/may not invoke the Probe-submission abstract-operation.
Other submission-port abstract-operations are not subject to controls, and may be invoked at any time.

In the absence of this argument, the abstract-operations that the MTS-user may invoke on the MTS are unchanged. If no
previous controls are in force, the MTS-user may invoke both the Message-submission abstract-operation and the
Probe-submission abstract-operation.

8.2.1.4.1.3  Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS-user shall submit to the MTS via the
Message-submission abstract-operation. It may be generated by the MTS.

This argument may have one of the following values of the priority argument of the Message-submission
abstract-operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS-user shall submit to the MTS is
unchanged. If no previous controls are in force, the MTS-user may submit messages of any priority.Docu ments
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8.2.1.4.14  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS-user shall submit to
the MTS via the Message-submission abstract-operation. It may be generated by the MTS.

In the absence of this argument, the permissible-maximum-content-length of a message that the MTS-user may submit
to the MTS is unchanged. If no previous controls are in force, the content length is not explicitly limited.

8.2.1.4.1.5  Permissible-security-context

This argument temporarily limits the sensitivity of submission-port abstract-operations (submission-security-context)
that the MTS-user may invoke on the MTS. It is a temporary restriction of the security-context established when the
association was initiated (see 8.1.1.1.1.3). It may be generated by the MTS.

The permissible-security-context comprises one or more security-labels from the set of security-labels established as
the security-context when the association was established.

In the absence of this argument, the security-context of submission-port abstract-operations is unchanged.
8.2.1.4.2 Results

Table 13 lists the results of the Submission-control abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

Table 13 — Submission-control Results

Result Presence Clause

'Waiting' Results

Waiting-operations O 8.2.1.4.2.1
Waiting-messages (6] 8.2.14.2.2
Waiting-encoded-information-types (6] 8.2.14.23
Waiting-content-types 6] 8.2.14.24

8.2.1.4.2.1  Waiting-operations

This result indicates the abstract-operations being held by the MTS-user, and that the MTS-user would invoke on the
MTS if it were not for the prevailing controls. It may be generated by the MTS-user.

This result may have the value holding or not-holding for each of the following:

—  message-submission: The MTS-user is/is not holding messages, and would invoke the Message-
submission abstract-operation on the MTS if it were not for the prevailing controls; and

—  probe-submission: The MTS-user is/is not holding probes, and would invoke the Probe-submission
abstract-operation on the MTS if it were not for the prevailing controls.

In the absence of this result, it may be assumed that the MTS-user is not holding any messages or probes for submission
to the MTS due to the prevailing controls.

8.2.1.4.2.2  Waiting-messages

This result indicates the kind of messages the MTS-user is holding for submission to the MTS, and would submit via the
Message-submission abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS-user.

This result may have one or more of the following values:

— long-content: The MTS-user has messages held for submission to the MTS which exceed the
permissible-maximum-content-length control currently in force.

—  low-priority: The MTS-user has messages held for submission to the MTS of a lower priority than the
permissible-lowest-priority control currently in force.

—  other-security-labels: The MTS-user has messages held for submission to the MTS bearing message-
security-labels other than those permitted by the current security-context. Documents
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In the absence of this result, it may be assumed that the MTS-user is not holding any messages or probes for submission

to the MTS due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-
context controls currently in force.

8.2.1.4.2.3  Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS-user for
submission to the MTS due to prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the encoded-information-types of any messages held by the MTS-user for submission to
the MTS are unspecified.

8.2.1.424  Waiting-content-types

This result indicates the content-types of any messages held by the MTS-user for submission to the MTS due to
prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the content-types of any messages held by the MTS-user for submission to the MTS are
unspecified.

8.2.1.4.3 Abstract-errors

Table 14 lists the abstract-errors that may disrupt the Submission-control abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 14 — Submission-control Abstract-errors

Abstract-error Subclause
Security-error 8.2.2.8
Remote-bind-error 8.2.2.10

8.2.2 Abstract-errors

This subclause defines the following submission-port abstract-errors:
a) Submission-control-violated,;
b) Element-of-service-not-subscribed;
c) Deferred-delivery-cancellation-rejected;
d) Originator-invalid;
e) Recipient-improperly-specified,;
f) Message-submission-identifier-invalid;
g) Inconsistent-request;
h) Security-error;
1)  Unsupported-critical-function;

j)  Remote-bind-error.

8.2.2.1 Submission-control-violated

The Submission-control-violated abstract-error reports the violation by the MTS-user of a control on submission-port
services imposed by the MTS via the Submission-control service.

The Submission-control-violated abstract-error has no parameters.
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8.2.2.2 Element-of-service-not-subscribed

The Element-of-service-not-subscribed service reports that the requested abstract-operation cannot be provided by the
MTS because the MTS-user has not subscribed to one of the elements-of-service the request requires.

The Element-of-service-not-subscribed abstract-error has no parameters.

8.2.2.3 Deferred-delivery-cancellation-rejected

The Deferred-delivery-cancellation-rejected abstract-error reports that the MTS cannot cancel the deferred-delivery of a
message, either because the message has already been progressed for transfer and/or delivery, or because the MTS had
provided the originator with proof-of-submission.

The Deferred-delivery-cancellation-rejected abstract-error has no parameters.

8.2.2.4 Originator-invalid

The Originator-invalid abstract-error reports that the message or probe cannot be submitted because the originator is
incorrectly identified.

The Originator-invalid abstract-error has no parameters.
8.2.2.5 Recipient-improperly-specified

The Recipient-improperly-specified abstract-error reports that the message or probe cannot be submitted because one or
more recipients are improperly specified.

The Recipient-improperly-specified abstract-error has the following parameters, generated by the MTS:
—  improperly-specified-recipients: The improperly specified recipient-name(s).
8.2.2.6 Message-submission-identifier-invalid

The Message-submission-identifier-invalid abstract-error reports that the deferred-delivery of a message cannot be

cancelled because the specified message-submission-identifier is invalid, or identifies a message submitted by another
MTS-user.

The Message-submission-identifier-invalid abstract-error has no parameters.
8.2.2.7 Inconsistent-request

The Inconsistent-request abstract-error reports that the requested abstract-operation cannot be provided by the MTS
because the MTS-user has made an inconsistent request.

The Inconsistent-request abstract-error has no parameters.
8.2.2.8 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS or
MTS-user because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters:
—  security-problem: An identifier for the cause of the violation of the security-policy.
8.2.2.9 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-submission (see 9.2) but is unsupported by the MTS.

The Unsupported-critical-function abstract-error has no parameters.
8.2.2.10 Remote-bind-error

The Remote-bind-error abstract-error reports that the requested abstract-operation cannot be provided by the MS
because the MS is unable to bind to the MTS, or because there is no association in existence between the MS and

the UA. This abstract-error occurs on an indirect submission to the MTS via an MS, or on invocation by the MTS of a
submission-control abstract-operation via an MS.

The Remote-bind-error abstract-error has no parameters.
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8.3 Delivery Port
This subclause defines the abstract-operations and abstract-errors which occur at a delivery-port.
8.3.1 Abstract-operations

This subclause defines the following delivery-port abstract-operations:
a) Message-delivery;
b) Report-delivery;
¢) Delivery-Control.

8.3.1.1 Message-delivery
The Message-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

The MTS-user shall not refuse delivery of a message unless the delivery would violate the Delivery-control restrictions
then in force.

8.3.1.1.1 Arguments

Table 15 lists the arguments of the Message-delivery abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

8.3.1.1.1.1  Message-delivery-identifier

This argument contains an MTS-identifier that distinguishes the message from all other messages at the delivery-port. It
shall be generated by the MTS, and shall have the same value as the message-submission-identifier supplied to the
originator of the message when the message was submitted.

83.1.1.1.2  Message-delivery-time

This argument contains the Time at which delivery occurs and at which the MTS is relinquishing responsibility for the
message. It shall be generated by the MTS.

In the case of physical delivery, this argument indicates the Time at which the PDAU has taken responsibility for
printing and further delivery of the message.

The value of this argument shall be the same as the value of the message-delivery-time argument reported to the
originator of the message (see 8.3.1.2.1.9) in a delivery-report.

8.3.1.1.1.3  This-recipient-name

This argument contains the OR-name of the recipient to whom the message is being delivered. It shall be generated by
the MTS.

The value of this argument shall be the same as the corresponding value of the recipient-name argument (i.e. the one

that caused the message to be delivered to this recipient) which was present in the message immediately prior to
delivery.

The this-recipient-name contains the OR-name of the individual recipient, i.e. shall not contain the OR-name of a DL.

The OR-name of the intended-recipient (if different, and the message has been redirected or DL-expanded) is contained
in the originally-intended-recipient-name argument.

8.3.1.1.1.4  Originally-intended-recipient-name

This argument contains the OR-name of the recipient specified by the originator at the time of submission, as modified
by the message-submission procedure (see 14.6.1). It shall be generated by the MTS (at the MTA performing message-
delivery or report-generation) if the originally-specified OR-name of the recipient has been replaced as a result of
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Table 15 — Message-delivery Arguments

Argument Presence Subclause
Delivery Arguments
Message-delivery-identifier M 8.3.1.1.1.1
Message-delivery-time M 83.1.1.1.2
Message-submission-time M 8.2.1.1.2.2
Trace-information (6] 12.2.1.1.1.3
Internal-trace-information (6] 12.2.1.1.1.4
Originator Argument
Originator-name M 8.2.1.1.1.1
Recipient Arguments
This-recipient-name M 83.1.1.1.3
Originally-intended-recipient-name C 83.1.1.1.4
Redirection-history C 83.1.1.1.5
Other-recipient-names C 8.3.1.1.1.6
DL-expansion-history C 83.1.1.1.7
Priority Argument
Priority C 8.2.1.1.1.8
Conversion Arguments
Implicit-conversion-prohibited C 8.2.1.1.1.9
Conversion-with-loss-prohibited C 8.2.1.1.1.10
Converted-encoded-information-types C 83.1.1.1.8
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Physical Delivery Argument
Physical-forwarding-prohibited ca 8.2.1.1.1.15
Physical-forwarding-address-request c? 8.2.1.1.1.16
Physical-delivery-modes (op) 8.2.1.1.1.17
Registered-mail-type (of) 8.2.1.1.1.18
Recipient-number-for-advice c? 8.2.1.1.1.19
Physical-rendition-attributes c? 8.2.1.1.1.20
Originator-return-address ca 8.2.1.1.1.21
Physical-delivery-report-request ca 8.2.1.1.1.24
Security Arguments
Originator-certificate C 8.2.1.1.1.25
Message-token C 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27
Content-integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of-delivery-request C 8.2.1.1.1.32
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content M 8.2.1.1.1.37

a)

cases (e.g. redirection).

Indicates that these arguments are normally absent for non-PD-recipients but may appear in special
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8.3.1.1.1.5  Redirection-history

This argument documents the redirection events which have occurred during the transfer of the message through
the MTS. It shall be generated by the MTS if redirection has occurred. For each redirection event that has occurred, it
contains the OR-name of the intended recipient prior to the redirection, the time at which redirection occurred, and the
reason for the redirection.

The redirection-reason has one of the following values:

—  recipient-assigned-alternate-recipient: The intended-recipient of the message requested that the
message be redirected to a recipient-assigned-alternate-recipient; the originator of the message did not
prohibit recipient-reassignment (see 8.2.1.1.1.4); the MTS redirected the message to the
recipient-assigned-alternate-recipient.

— originator-requested-alternate-recipient: The message could not be delivered to the intended-recipient
or recipient-assigned-alternate-recipient (if registered); the originator-requested-alternate-recipient
argument identified an alternate-recipient requested by the originator of the message; the MTS redirected
the message to the originator-requested-alternate-recipient.

—  recipient-MD-assigned-alternate-recipient: The recipient-name argument did not identify a recipient
MTS-user; the alternate-recipient-allowed argument generated by the originator of the message allowed
delivery to an alternate-recipient; the MTS redirected the message to an alternate-recipient assigned by the
recipient-MD to receive such messages.

—  directory-look-up: The OR-address of the intended-recipient did not identify a recipient MTS-user; the
OR-name of that intended-recipient also contained a directory-name which was used to obtain from the
Directory a different OR-address for that intended-recipient; the MTS redirected the message to the
replacement OR-address for that intended-recipient.

— alias: The recipient-name argument did not contain a preferred address of the specified MTS-user;
the MTS redirected the message to a preferred address of that MTS-user.

NOTE 1 - The distinction between preferred and non-preferred addresses is established by local configuration.

Some systems conforming to earlier versions of this Specification may not support the values alias or
directory-look-up. These values shall not be transmitted to systems that do not support them, except by bilateral
agreement.

NOTE 2 - In order to achieve this, it is recommended that MTA implementations intended for use at the boundary between
old and new systems (e.g. at domain boundaries) be provided with a configurable facility to modify the redirection-history. This
facility would replace alias by recipient-assigned-alternate-recipient or replace directory-look-up by originator-assigned-
alternate-recipient as required when transferring to specified adjacent MTAs.

8.3.1.1.1.6  Other-recipient-names

If the originator of the message requested disclosure of other recipients, this argument contains the OR-names of the
originally-specified recipients other than the one (if any) identified by either the originally-intended-recipient-name
argument, if present, or else by the this-recipient-name argument. This argument shall be generated by the MTS if, and
only if, the message-submission abstract-operation had the disclosure-of-other-recipients argument set to disclosure-
of-other-recipients-requested and there is at least one such other recipient.

Each other-recipient-name contains the OR-name of an individual recipient or a DL.

NOTE - If DL expansion has been performed, the OR-names of the DL’s members are not disclosed. The OR-name of
the DL is disclosed if, and only if; it is that of an originally-specified recipient.

8.3.1.1.1.7  DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add recipients to the copy
of the message delivered to the recipient and the Time of each expansion. It shall be generated by the MTS if any
DL-expansion has occurred.

8.3.1.1.1.8  Converted-encoded-information-types

This argument identifies the encoded-information-types of the message content after conversion, if conversion took
place. It may be generated by the MTS.

8.3.1.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.
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Table 16 — Message-delivery Results

Result Presence Subclause

Proof of Delivery Results

Recipient-certificate (6] 83.1.1.2.1
Proof-of-delivery C 8.3.1.1.2.2
8.3.1.1.2.1  Recipient-certificate

This argument contains the certificate of the recipient of the message. It shall be generated by a trusted source (e.g. a
certification-authority), and may be supplied by the recipient of the message, if the originator of the message requested
proof-of-delivery (see 8.2.1.1.1.32) and an asymmetric-encryption-algorithm is used to compute the proof-of-delivery.

The recipient-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key (subject-
public-key) of the recipient of the message.

The recipient’s public-asymmetric-encryption-key may be used by the originator of the message to validate the
proof-of-delivery.

8.3.1.1.2.2  Proof-of-delivery

This argument provides the originator of the message with proof that the message has been delivered to the recipient (to
provide the Proof of Delivery element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). Depending on
the encryption-algorithm used and the security-policy in force, this argument may also provide the Non-Repudiation of
Delivery element-of-service (as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It shall be generated by the
recipient of the message, if the originator of the message requested proof-of-delivery (see 8.2.1.1.1.32).

The proof-of-delivery is computed using the algorithm identified by the proof-of-delivery-algorithm-identifier (an
algorithm-identifier).

The proof-of-delivery contains the proof-of-delivery-algorithm-identifier, and an encrypted function (e.g. a
compressed or hashed version) of the proof-of-delivery-algorithm-identifier, the delivery-time, and the
this-recipient-name, the originally-intended-recipient-name, the message content, the content-identifier, and the
message-security-label of the delivered message. Optional components are included in the proof-of-delivery if they are
present in the delivered message. The proof-of-delivery is computed using the message content as delivered (i.e. either
unencrypted or encrypted).

Receipt of this argument provides the originator of the message with Proof of Delivery of the message to the recipient.
Non-receipt of this argument provides neither Proof of Delivery nor proof of non-delivery (unless a secure route and
trusted functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-delivery may be computed by the recipient of the message
using the recipient’s secret-asymmetric-encryption-key. The originator of the message may validate the
proof-of-delivery using the recipient’s public-asymmetric-encryption-key (subject-public-key) derived from the
recipient-certificate. An asymmetric proof-of-delivery may also provide for Non-Repudiation of Delivery.

If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to compute the proof-of-delivery,
and by the originator to validate the proof-of-delivery. If a symmetric-encryption-algorithm is used, then the
proof-of-delivery can only provide Non-Repudiation of Delivery if the security-policy in force provides for the

involvement of a third party acting as a notary. The means by which the symmetric-encryption-key is distributed is not
currently defined by this Service Definition.

8.3.1.1.3 Abstract-errors
Table 17 lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for each abstract-error

identifies the subclause in which the abstract-error is defined.

Documents
34 ITU-T Rec. X.411 (1995 E) Document Sharing Hub

Full document details: ISO_IEC 10021-4_1997


http://www.avadocuments.com/doc/iso-iec-10021-4-1997
http://www.avadocuments.com/doc/iso-iec-10021-4-1997

