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ANSI/IEEE Std 802.1D, 1993 edition 

(This edition contains ANSVIEEE Std 802.1D-1990, 
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Abstract: An architecture for the interconnection of IEEE 802 Local Area Networks (LANs) below the 
level of the MAC SeMce,which is transparent to logical link control (LLC) and higher layer protocols, 
is defined. Transparent Bridging between Fibre Distributed Data Interface (FDDI) LANs and between 
FDDI LANs and IEEE 802 LANs is included. The operation and management of the connecting Bridg- 
es is specified. A Spanning Tree Algorithm and Protocol ensures a loop-free topology and provides re- 
dundancy. The Bridging method is not particular to any MAC Type; criteria for additional MAC- 
specific Bridging methods are defined. Source-Routing Transparent (SRT) Bridges are defined in an 
annex, and the protocols for the operation of source routing in an SRT Bridge are specified. 
Keywords: data processing, information interchange, local area networks, metropolitan area net- 
works, fibre distributed data interface (FDDI), mode of data transmission, network interconnection, 
models, source routing, Source-Routing Transparent (SRT) Bridge 
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International Standard ISO/IEC 10038 : 1993 

IS0 (the International Organization for Standardization) and IEC (the International Elec- 
trotechnical Commission) form the specialized system for worldwide standardization. 
National bodies that are members of IS0 or IEC participate in the development of Interna- 
tional Standards through technical committees established by the respective organization to  
deal with particular fields of technical activity. IS0 and IEC technical committees collaborate 
in fields of mutual interest. Other international organizations, governmental and nongovern- 
mental, in liaison with IS0 and IEC, also take part in the work. 

In the field of information technology, IS0 and IEC have established a joint technical com- 
mittee, ISO/IEC JTC 1. Draft International Standards adopted by the joint technical commit- 
tee are circulated to national bodies for voting. Publication as an International Standard 
requires approval by at least 75% of the national bodies casting a vote. 

In 1992, ANSMEEE Std 802.1D-1990 was adopted by ISOAEC JTC 1, as draft Interna- 
tional Standard ISO/IEC/DIS 10038. A further revision was subsequently approved by ISO/ 
IEC JTC 1 in the form of this new edition, which is published as International Standard ISO/ 
IEC 10038 : 1993. 

International organization for Standardization/Intemational Electrotethical Commission 
Case postale 56 CH-1211 Genève 20 Switzerland 
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Foreword to International Standard ISO/IEC 10038 : 1993 

This standard is part of a family of standards for Local and Metropolitan Area Networks. This family of 
standards deals with the Physical and Data Link layers as defined by the IS0 Open Systems Interconnec- 
tion Basic Reference Model (IS0 7498 : 1984). The access standards define several types of medium access 
technologies and associated physical media, each appropriate for particular applications or system objec- 
tives. Other types are under investigation. 

The standards defining these technologies are as follows: 

(1) ISO/IEC8802-3 [ANSUIEEE Std 802.3, 1992 Edition], a bus utilizing CSWCD as the access 

(2) ISO/IEC 8802-4 [ANSUIEEE Std 802.4-19901, a bus utilizing token passing as the access method, 
(3) ISO/IEC 8802-5 [ANSUIEEE Std 802.5-19921, a ring utilizing token passing as the access method, 
(4) IS0 8802-7, a ring utilizing slotted ring as the access method. 

method, 

IS0 8802-2 [ANSUIEEE Std 802.2-19891, Logical Link Control protocol, is used in conjunction with the 

ISO/IEC 10038 [ANSI/IEEE Std 802.1D, 1993 Edition], Media access control (MAC) bridges, specifies an 

The reader of this document is urged to become familiar with the complete family of standards. 
The main body of this standard serves for both the ISODEC 10038 and the IEEE Std 802.1D standards. 

IS0 and IEEE each have unique foreword sections. The Annexes contain normative and informative mate- 
rial to both standards. 

medium access standards. 

architecture and protocol for the interconnection of IEEE 802 L A N s  below the MAC service boundary. 
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ANSI/IEEE Std 802.1D, 1993 Edition 

IEEE Standards documents are developed within the Technical Committees of the IEEE Societies and 
the Standards Coordinating Committees of the IEEE Standards Board. Members of the committees serve 
voluntarily and without compensation. They are not necessarily members of the Institute. The standards 
developed within IEEE represent a consensus of the broad expertise on the subject within the Institute as 
well as those activities outside of IEEE which have expressed an interest in participating in the develop- 
ment of the standard. 

Use of an IEEE Standard is whoìly voluntary. The existence of an IEEE Standard does not imply that 
there are no other ways to produce, test, measure, purchase, market, or provide other goods and services 
related to  the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is 
approved and issued is subject to change brought about through developments in the state of the art and 
comments received from users of the standard. Every IEEE Standard is subjected to review at least once 
every five years for revision or reaffirmation. When a document is more than five years old, and has not been 
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect 
the present state of the art. Users are cautioned to check to determine that they have the latest edition of 
any IEEE Standard. 

Comments for revision of IEEE Standards are welcome from any interested party, regardless of member- 
ship affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change 
of text, together with appropriate supporting comments. 

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they 
relate to  specific applications. When the need for interpretations is brought to the attention of IEEE, the 
Institute will initiate action to prepare appropriate responses. Since IEEE Standards represent a consensus 
of all concerned interests, it is important to ensure that any interpretation has also received the concurrence 
of a balance of interests. For this reason IEEE and the members of its technical committees are not able to 
provide an instant response to  interpretation requests except in those cases where the matter has previously 
received formal consideration. 

Comments on standards and requests for interpretations should be addressed to: 

Secretary, IEEE Standards Board 
345 East 47th Street 
New York, NY 10017 
USA 

IEEE Standards documents are adopted by the Institute of Electrical and Electronics Engineers with- 
out regard to whether their adoption may involve patents on articles, materials, or processes. Such adop- 
tions does not assume any liability to any patent owner, nor does it assume any obligation whatever to  
parties adopting standards documents. 

r,.. . -' 
i. . 

r. 
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Foreword to ANSI/TEEE 802.1D, 1993 Edition 
(This edition contains ANSUIEEE Std 802.1D-1990, 

ANSUIEEE Std 802.1i-1992, and IEEE Std 802.5m-1993) 

(This Foreword is not a part of this International Standard or of ANSUIEEE 802.1D, 1993 Edition.) 

This standard is part of a family of standards for local and metropolitan area networks. The relationship 
between the standard and other members of the family is shown below. (The numbers in the figure refer to 
IEEE standard numbers.) 

I 8022 LOGICAL UNK I 
DATA 
UNK 

8021 ERIDGIN5 5 

ACCESS ACCESC 

PHYSICAL PHYSICAL 

LAYER 

PHYSICAL 
LAYER 

- 
* Formerly IEEE Std 802. iA. 

"his family of standards deals with the Physical and Data Link layers as defined by the International 
Organization for Standardization (ISO) Open Systems Interconnection Basic Reference Model 
(IS0 7498 : 1984). The access standards defme several types of medium access technologies and associated 
physical media, each appropriate for particular applications or system objectives. Other types are under 
investigation. 

IEEE Std 802+: 
The standards defining these technologies are as follows: 

Overview and Architecture. This standard provides an overview 
to the family of IEEE 802 standards. This document forms part 
of the 802.1 scope of work. 

IEEE Std 802.1B: LA" Management. Defines an Open Systems Inter- 
connection (OS11 management-compatible architecture, and 
services and protocol elements for use in a W / M A N  environ- 
ment for performing remote management. 

ISO/IEC 10038 : 1993 
[ANSUIEEE Std 802.1Dl: MAC Bridging. Specifies an architecture and protocol for the 

interconnection of IEEE 802 LANs below the MAC service 
boundary. 

IEEE Std 802.1E: System Load Protocol. Specifies a set of services and protocol for 
those aspects of management concerned with the loading of 
systems on IEEE 802 LANs. 

IS0 8802-2 [ANSUIEEE Std 802.21: 
ISODEC 8802-3 [ANSULEEE Std 802.31: CSMA/CD Access Method and Physical Layer Specifications 
ISODEC 8802-4 [ANSUIEEE Std 802.41: Token Bus Access Method and Physical Layer Specifications 

Logical Link Control 

'The 802 Architecture and Overview Speciñcation, originally known as EEE Std 802.lA, has been renumbered as IEEE Std 802 This has been done to 
accommodate recognition of the base standard in a family of standards. References to IEEE Std 802.M should be considered as references to IEFE Std 802 
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ISODEC 8802-5 [ANSUIEEE Std 802.53: Token Ring Access Method and Physical Layer Specuications 
IEEE Std 802.6: 

IEEE Std 802.10: 

Metropolitan Area Network Access Method and Physical Layer 
Specifications 
Interoperable Local Area Network (LAN) Security, Currently 
Contains Secure Data Exchange (SDE) 

In addition to the family of standards, the following is a recommended practice for a common technology: 

IEEE Std 802.7: IEEE Recommended Practice for Broadband Local Area 
Networks 

The reader of this document is urged to become familiar with the complete family of standards. 

Conformance Test Methodology 

Another standards series, identified by the number 1802, has been established to identQ the conform- 
ance test methodology documents for the 802 family of standards. This makes the correspondence between 
the various 802 standards and their applicable conformance test requirements readily apparent. Thus the 
conformance test documents for 802.3 are numbered 1802.3, the conformance test documents for 802.5 will 
be 1802.5, and so on. Similarly, IS0 will use 18802 to number conformance test standards for 8802 stan- 
dards. 

Participants 

The following is an alphabetical list of participants in the IEEE Project 802.1 Working Group at the time 
it approved IEEE Std 802.1D-1990: 

William B. Lidinsky, Chair* 
Mick Seaman, Chair, Interworking Task Group* 

Fumio Akashi 
Ann Ambler 
Paul D. Amer 
Charles Arnold 
Floyd Backes* 
Ann Ballard 
Richard Bantel 
Sy Bederman 
Amatzia Ben-Artzi 
Robert Bledsoe 
Kwame Boakye 
Frank Bruns 
Juan Buines 
Red Burg 
Peter Carbone 
Alan Chambers' 
Ken Chapman 
Alice Chen 
Jade Chien 
Jim Corrigan 
Paul Cowell* 
Peter Dawe 
Stan Degen* 
Frank Deignan 
Ron Dhondy 
EUi Doi 
Barbara J. Don Carlos 
Walter Eldon 
Eldon D. Feist 
Len Fishier. 
Kevin Flannagan* 

Pat Gonia 
Richard Graham* 
Michael A. Gravel 
Mogens Hansen 
Harold Harrington 
John Hart* 
Mike Harvey* 
Bob Herbst 
Jack R. Hung 
Thomas Hytry 
Jay Israel 
Tony Jef€ree* 
Henry D. Keen* 
Alan Kirby 
Kimberly Kirkpatrick 
Steve Kieiman 
James KristoT 
H. Eugene Latham* 
Bing Liao' 
George Lin* 
Andy Luque 
Phillip Magnuson 
Bruce McClure 
Tom McGowan 
Margaret A. Merrick 
Jim Montrose 
Jerry O'Keefe 
Richard Patti* 
Roger PfBterC 
Thomas L. Phinney 
Daniel Pitt* 

Ran L. G. Prince 
Nigel Ramsden 
h d y  Reuaser 
Edouard Rocher 
Paul Rosenblum* 
John Salter 
Alan Sarsby 
Susan Mann ing  
Gerry Segai* 
Rich Seifert* 
Howard Sherry 

Mike Soha 
Dan Stokesberry 
Lennart Swartz 
Kenta Takumi 
Robin Tasker' 
Angus Telfer 
Dave Thompson 
Nathan Tobo1 
Wendell Turner 
Peter Videcrantz* 
P a d  Wainright 
Scott Wasson* 
Daniel Watts 
Alan Weissberger 
Deborah Wilbert 
Val Wilson 
Igor Zhomirovsky. 
Carolyn Zimmer* 
Nick Zucchero 

WU-Shi S h w  

*Voting member of the 802.1 Working Group at the time of approval of this document. 
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The following persons were on the balloting committee of ANSVIEEE Std 802.1D-1990: 

William B. Adams 
Hasan S. Aikhatib 
Kit A thd  
William E. Ayen 
Eduardo W. Bergamini 
Peter I. P. Boulton 
Paul W. Campbell 
George S. Carson 
Chih-Tsai Chen 
Michael H. Coden 
Robert Crowder 
Mitchell G. Duncan 
John E. Emrich 
Philip H. Enslow 
John W. Fendrich 
Donald A. Fisher 
Harvey A. Freeman 
Ingrid Fromm 
D. G. Gan 
Patrick Gonia 
Michael D. Graebner 
Maris Graube 
J. Scott Haugdahl 

Richard J. Iliff 
Raj Jain 
Anthony A. Jeffree 
K. H. Kellermayr 
Samuel Kho 
Thomas M. Kurihara 
Anthony B. Lake 
Michael Lawler 
Jai Yong Lee 
William Lidinsky 
F. C. Lim 
Randolph S. Little 
William D. Livingston 
Donald C. Loughry 
Andy J. Luque 
Kelly C. McDonald 
Richard H. Miller 
David S. Millman 
John E. Montague 
Kinji Mon 
Charles Oestereicher 
Young Oh 
Rafat Pinada 

Ud0 W. Pooch 
John P. Riganati 
Gary S. Robinson 
Robert Rosenthal 
Norman Schneidewind 
Adarshpal S. Sethi 
Donald A. Sheppard 
Leo Sintonen 
John Spragins 
Carel M. Stillebroer 
Fred J. Strauss 
Efstathios D. Sykas 
Daniel Sze 
Nathan Tobo1 
L. David Umbaugh 
Thomas A. Varetoni 
James T. Vorhies 
Donald F. Weir 
Alan J. Weissberger 
Earl J. Whitaker 
George B. Wright 
Oren Yuen 
Lixia Zhang 

When the IEEE Standards Board approved ANSVIEEE Std 802.1D on May 31,1990, it had the following 
membership: 

Marco W. Migliaro, Chair James M. Daly, Vice Chair 
Andrew G. Salem, Secretary 

Paul L. Borrill 
Fletcher J. Buckley 
Allen L. Clapp 
James M. Daly 
Stephen R. Dillon 
Donald C. Fleckenstein 
Jay Forster* 
Thomas L. Hannan 

*Member Emeritus 

Kenneth D. Hendrix 
John W. Horch 
Joseph L. Koepfinger* 
Irving Kolodny 
Michael L. Lawler 
Donald C. Loughry 
John E. May, Jr. 

Lawrence V. McCall 
L. Bruce McClung 
T. Don Michael* 
Stig Nilsson 
Roy T. Oishi 
Gary S. Robinson 
Terrance R. Whittemore 
Donald W. Zipse 

ANSUIEEE Std 802.1D-1990 was approved by the American National Standards Institute (ANSI) on 

At the time that IEEE Std 802.1i-1992 was completed, the 802.1 Working Group had the following 
October 18,1990. 

membership: 

William B. Lidinsky, Chair* 
Mick Seaman, Chair, Interworking Task Group" 

Floyd Backes* 
Alan Chambers* 
Paul Cowell* 
Stan Degen* 
Eiji Doi 
Len Fishler* 
Kevin Flannagan 
Richard Graham* 
John Hart* 
Mike Harvey* 

Tony Jeffree* 
Henry D. Keen* 
Kimberly Kirkpatrick 
James E. K r i s t o F  
H. Eugene Latham* 
Bing Liao* 
George Lin* 
Andy Luque 
Phillip Magnuson* 

Richard Patti* 
Roger Pfister* 
Daniel Pitt* 
Edouard Rocher* 
Gerry Segai* 
Mike Soha* 
Robin Tasker* 
Peter Videcrantz* 
Scott Wasson* 
Igor Zhovnirovsky* 

*Voting member of the 802.1 Working Group at the time of approval of this document. 
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The following persons were on 
William B. Adams 
Don Aelmore 
Lorenzo Aguilar 
Hasan S. Alkhatib 
Robert M. Amy 
Kit Athul 
Karl Auerback 
William E. Ayen 
Ali Bahroloomi 
L. Bernstein 
Peter 1. P. Boulton 
Joe B. Brame 
Alan L. Bridges 
Richard Caasi 
Mehmet U. Caglayan 
Paul W. Campbell 
George S. Carson 
Brian J. Casey 
Alessandro Castaldo 
Chih-Tsai Chen 
Kilnam Chon 
Ricardo Ciciliani 
Michael H. Coden 
Keith Collins 
Robert Crowder 
Jose A. Cueto 
Andrew Davidson 
Luis F. M. De Moraes 
F. Deravi 
Ashwani K. Dhawan 
Michel Diaz 
N. I. Dimopoulos 
Mitchell G. Duncan 
Andrew M. Dunn 
Sourav Dutta 
Ted Dzik 
Leo G.  Egan 
John E. Emrich 
Philip H. Enslow 
Changxin Fan 
John W. Fendrich 
John N. Ferguson 
Samuel Fineberg 
Donald A. Fisher 
John G. Fletcher 
Harold C. Folta 
Sandra J. Forney 
Harvey A. Freeman 
Ingrid Fromm 
Eithan Fioumine 
Gordon Fullerton 
Poon f i n g  
Robert Gagliano 
D. G. Gan 
Thomas F. Gannon III 
Warren W. Garman 
Isaac Ghansah 
Patrick Gonia 
Maris Graube 
Abraham Grund 
Craig Guarnieri 
Sandor V. Haiasz 
R. Harish 
Stephen Harris 
Allen W. Hathaway 
Clark M. Hay 
Dickey Hitchcock 
Lee A. Hollaar 
Marsha D. Hopwood 
Chris Hsieh 

the balloting committee of IEEE Std 802.11-1992: 
Paul L. Hutton 
Richard J. Ilif€ 
Bob Jacobsen K. H. h igh  
Raj Jain Andris PutniM 
Thomas J. Jasinski V. L. Rebbapragad 
Anthony A. Jebe Thad L. D. Regulinski 
Ola Jeppsson Eugene J. Reilly 
Jack R. Johnson John P. Riganati 
ReijoJuvonen Saber Rizk 
Richard H. Karpinski Gary S. Robinson 
Julian Kateley Philip T. Robinson 
K. H. Kellermayr Robert Rosenthaì 
Peter M. Kelly Daniel Rosich 
Gary C. Kessler Floyd E. Ross 
Robert W. Klessig Victor Rozentouler 
Jens Kolind David J. Rypka 
Viaya Konangi Chiseki Sagawa 
Peter Komerup Mark S. Sanders 
Stephen B. Kruger Dave Sanford 
Thomas M. Kurihara Ravi sankar 
Anthony B. Lake Julio Gonzalez Sanz 
LakMingLam Vidyadhar S. Savant 
Glen Langdon Brian P. Schanning 
Michael Lawler Carlos Scheel 
John E. Lecky Norman Schneidewind 
Michael E. Lee 
Jai Yong Lee 
Lewis E. Leinenweber 
Edward Levinson Donald A. Sheppard 
William Lidinsky Dan Shia 
F. C. Lim Moh 
Randolph S. Little 
William D. Livingston Leo Sintonen 
Mauro Lolli William T. Smith 
Joseph Loo Harry P. Solomon 
Wayne M. Loucks Charles Spurgeon 
K. D. Loughner 
Donald C. Loughry 
Nam C. Low Efstathiois Sykaa 
Wen-Pai Lu Gregory M. Sylvain 
Gottfried Luderer Daniel Sze 
Joseph F. P. Luhukay Nhi P. Ta 
Andy J. Luque Hao Tang 
Eduardo G. Marmol Ahmed N. Tantawy 
Peter Martini Patricia Thaler 
Richard McBride Geof€rey O. Thompson 
Kelly C. McDonald Nathan Tobo1 
William McDonald Barry A. Trent 
Michael J. McGuire Robert Tripi 
Darrell B. McIndoe Wei-Tek Tsai 
Richard H. Miiler David B. Tumer 
David S. Millman Mark-Rene Uchida 
C. B. Madhar Mishra L. David Umbaugh 
Aditya N. Mishra Thomas A. Varetoni 
Wen Hsien Lim Moh James T. Vorhiea 
Nirode C. Mohanty Ailan D. Waren 
John E. Montague Clarence M. Weaver, Jr. 
M. A. F. Morganti Donald F. Weir 
Kiqji Mon Alan J. Weissberger 
Gerald Moseley Raymond Wenig 
Ruth Nelson William J. Wenker 
Alok C. Nigam Earl J. Whitaker 
Daniel A. Nortan Pad A. Willis 
Donai O’Mahony George B. Wright 
Charles Oestereicher Jen-Kun Yang 
Young Oh Oren Yuen 
Attila Ozgit William H. Yundt 
Jeffrey L. Paige 
Art J. Pina Lixia Bang 
Rafat Pinada Wei Zhao 
Ud0 W. Pooch 

M. N. Powers 
Robert s. Printif3 

Gregory D. Schumacher 
Jeffrey R. Schwab 
Adarshpal S. Sethi 

David M. Siefert 
R. M. Simmons 

Carel M. Stillebroer 
Fred J. Strauss 

J. J. Zaborowski 
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When the IEEE Standards Board approved IEEE Std 802.li on March 19, 1992, it had the following 
membership: 

Marco W. Migliaro, Chair Donald C. Loughry, Vice Chair 
Andrew G. Salem, Secretary 

Dennis Bodson 
Paul L. B o d  
Clyde Camp 
Donald C. Fleckenstein 
Jay Forster* 
David F. Franklin 
Ramim Garcia 
Thomas L. Hannan 

*Member Emeritus 

Donaid N. Heirman 
Ben C. Johnson 
Walter J. Karplua 
Ivor N. Knight 
Joseph Koepfmger* 
Irving Kolodny 
D. N. "Jim" Logothetis 
Lawrence V. M c C d  

T. Don Michael. 
John L. Rankine 
WallaceS. Read 
Ronald H. Reimer 
Gary S. Robinson 
Martin V. Schneider 
Terrance R. Whittemore 
Donald W. Zipse 

ANSUEEE Std 802.1i-1992 was approved by the American National Standards Institute (ANSI) on 

Those who participated in the development of IEEE Std 802.5rn-1993 were as follows: 
October 12, 1992. 

Floyd Backes 
Robert Barrett 
Stephen Belisle 
Laura Bridge 
Claude A. Cartee 
Alan Chambers 
Johnny A. Chang 
Thomas Coradetti 
Robert Dalgleish 
Roy C. Dixon 
Rick Downs 
Candace C. Elder 
Philiip A. Emer 
Richard Fox 
William T. Futral 
Lionel Geretz 
Harry Gold 
Tom Gulick 
Sharam Hakimi 

Robert Donnan, Chair, 802.5 
Kirk Preiss, Chair, Source-Routing Task Group 

David Hammond 
Charles F. Hanes 
John Hart 
Douglas Ingraham 
Tony Jeffree 
Hal Keen 
Chwn Lee 
Chao-yu Liang 
George Lin 
Arthur Miiler 
John E. Montague 
Alan Oppenheimer 
Richard Patti 
John Pickens 
Dennis Picker 
Daniel A. Pitt 
Venkat Prasad 
Everett O. Rigsbee III 
Phil Robinson 
Paul Rosenblum 

Bob R o s  
Floyd Ross 
Jacques Roth 
Chris Roussel 
Mick Seaman 
Himanshu Shah 
Richard Siefert 
Somsubhra Sikdar 
W. Earl Smith 
Magnus Stallknecht 
Richard Sweatt 
Andre Szczepanek 
Peter Tan 
Jeff Tong 
Ric Waller 
ChangJung Wang 
Robert w u  
Amnon Yacoby 
Carolyn Zimmer 
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The following persons were on the balloting committee of IEEE SM 802.5m-1993: 

William B. Adams 
Don Aelmore 
Kit Athd 
Yong Myung Baeg 
Tim Batten 
Alan L. Bridges 
Richard Caasi 
George Careon 
George C. Chachia 
Robert A. Ciampa 
Gerald W. Cichanowski 
Michael H. Coden 
Bernard Cousin 
Robert Crowder 
Jose A. Cueto 
R. T. Denton 
Robert Donnan 
Mitchell G. Duncan 
Andrew M. Dunn 
Sourav Kumar Dutta 
John E. Emrich 
Philip H. Enslow 
Changxin Fan 
John W. Fendrich 
Harold C. Folts 
Sandra J. Forney 
Harvey A. Freeman 
Thomas F. Gannon III 
Patrick Gonia 
Abraham Grund 
Craig Guarnieri 
Sandor V. Halasz 

Joseph L. Hammond 
J. Scott Haugdahl 
Lee A. Hollaar 

Paul L. Hutton 

Jack R. Johnson 
ReUo Juvonen 
Robert W. Kiessig 
Jens Koiind 
Jon &amp 
Michael Lawler 
Jai Yong Lee 
Lewis E. Leinenweber 
F. C. Lim 
Randolph S. Little 
Donald C. Loughry 
Eduardo G. Marmol 
William McDonald 
Richard H. Miller 
David S. Millman 
Wen Hsien Lim Moh 
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Information technology- 
Telecommunications and information exchange 

between systems-Local area networks- 
Media access control (MAC) bridges 

1. Overview 

IEEE 802 Local Area Networks (LANs) of all types may be connected together with media access control 
(MAC) Bridges. Each individual LAN has its own independent MAC. The Bridged Local Area Network cre- 
ated allows the interconnection of stations attached to separate LANs as if they were attached to a single 
LAN. A MAC Bridge operates below the MAC Service Boundary, and is transparent to protocols operating 
above this boundary, in the Logical Link Control (LLC) Sublayer or Network Layer (IS0 7498:1984 [911). A 
Bridged Local Area Network may provide for the following: 

(i) The interconnection of stations attached to 802 LANs of different MAC types. 
(2) An effective increase in the physical extent, the number of permissible attachments, or the total per- 

formance of a LAN. 
(3) Partitioning of the physical LAN support for administrative or maintenance reasons. 

1.1 Scope. For the purpose of compatible interconnection of data processing equipment using the IEEE 
802 MAC Service supported by interconnected IEEE 802 Standard Local Area Networks using different or 
identical Media Access Control methods, this standard specifies a general method for the operation of MAC 
Bridges. TO this end it 

(i) Positions the bridging function within an architectural description of the MAC Sublayer. 
(2) Defines the principles of operation of the MAC Bridge in terms of the support and preservation of 

the MAC Service, and the maintenance of Quality of Service. 
(3) Specifies the MAC Internal Sublayer Service provided by individual LANs to  the Media Access 

Method Independent Functions that provide frame relay in the Bridge. 
(4) Identifies the functions to be performed by Bridges, and provides an architectural model of the 

internal operation of a Bridge in terms of Processes and Entities that provide those functions. 
(5) Establishes the requirements for a protocol between the Bridges in a Bridged Local Area Network to  

configure the network, and specifies the distributed computation of a Spanning Tree active topology. 
(6) Specifies the encoding of the Bridge Protocol Data Units (BPDUs). 
(7) Establishes the requirements for Bridge Management in the Bridged Local Area Network, identi& 

ing the managed objects and defining the management operations. 
(8) Specifies how the management operations are made available to a remote manager using the proto- 

col and architectural description provided by IEEE Std 802.1B 131. 
(9) Specifies performance requirements and recommends default values and applicable ranges for the 

operational parameters of a Bridge. 
(10) Specifies the requirements to  be satisfied by equipment claiming conformance to this standard. 

'The numbers in brackets correspond to those of the references listed in 1.2. 
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(11) Specifies criteria for the use of MAC-specific bridging methods. 
This standard specifies the operation of MAC Bridges that attach directly to LANs as specified in the 

relevant MAC standards for the MAC technology or technologies implemented. Though not part of the 
IEEE 802 or IS0 8802 series LAN standards, the Fibre Distributed Data Interface (FDDI) token ring, 
described in the IS0 9314 series of standards, can be considered an equivalent MAC. Unless indicated 
otherwise, mention in this standard of 802 LANs includes FDDI. 

The specification of Remote Bridges, which interconnect LANs using Wide Area Network (%?AN) media 
for the transmission of frames between Bridges, is outside the scope of this standard. 

1.2 References. This standard shall be used in conjunction with the following publications or their 
approved revisions. References to  IEEE and ANSI standards are not a part of this International Standard. 

[ 11 ANSI X3.159-1989, American National Standards for Information Systems-Programming Language  
C.2 

[2] IEEE Std 802-1990, IEEE Standards for Local and Metropolitan Area Networks: Overview and Archi- 
tecture O ~ S I ) . ~  

[31 IEEE Std 802.1B-1992, IEEE Standards for Local and Metropolitan Area Networks: L A N W  Man- 
agement (ANSI). 

[41 IS0 8802-2:1989 [ANSUIEEE Std 802.2-19891, Information processing systems-local area networks- 
Part 2: ~ogical  link 

[51 ISOLíEC 8802-3:1992 [ANSUIEEE Std 802.3, 1992 Edition], Information technology-Local area net- 
works-Part 3: Carrier sense multiple access with collision detection (CSWCD) access method and phys- 
ical layer specifications. 

[6] ISO/IEC 8802-4: 1990 [ANSUIEEE Std 802.4-19901, Information processing systems-Local area net- 
works-Part 4: Token-passing bus access method and physical layer specifications. 

[7] ISO/IEC 8802-5:1992 [ANSUEEE Std 802.5-19921, Information technology-Local area networks- 
Part 5:  Token ring access method and physical layer specifications. 

181 IS0 6937-21983, Information processing-Coded character sets for text communication-Part 2: Latin 
alphabetic and non-alphabetic graphic  character^.^ 

[91 IS0 7498: 1984, Information processing s y s t e d p e n  Systems Interconnection-Basic Reference 
Model. 

D O I  IS0 8824: 1987, Information processing systems-Open Systems Interconnection-Specification of 
Abstract Syntax Notation One (ASN. 1). 

[ 111 IS0 8825: 1987, Information processing systerns-Open Systems Interconnection-Specification of 
Basic Encoding Rules for Abstract Syntax Notation One (ASN.1). 

'ANSI publications are available from the Sales Department, American National Standards Institute, 11 West 42nd Street, 13th 
Floor, New York. NY 10036. USA. 

'IEEE publi&tions are available from the institute of Electrical and Electronics Engineers, Service Center, 445 Hoes Lane, P.O. 
Box 1331, Piscataway, N J  08855-1331, USA. 

'IS0 íIEEE1 and ISO/IEC D E E 1  documenta are available from IS0 Central Secretariat, 1 rue de Varembé, Case Postale 56, CH- 
1211, Genève 20, SwitzerlandSuisae; and from the Service Center, Institute of Electrical and Electronics Engineers, 445 Hoes Lane, 
P.O. Box 1331, Piscataway, NJ 08855-1331. 

'IS0 and ISOITEC documenta are available from the IS0 Central Secretariat, 1 rue de Varembé, Case Postale 66, CH-1211, Genève 
20, SwitzerlandSuieee; and from the Sales Department, American National Standards Institute, 1430 Broadway, New York, NY 
10018, USA. 
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[12] ISO/IEC 9595:1990 , Information processing systems-Open Systems Interconnection-Common man- 
agement information service definition. 

[13] ISODEC 9596:1990, Information processing systems-Open Systems Interconnection-Common man- 
agement information protocol specification. 

[ 141 IS0 9314-2:1989, Information processing systems-Fibre Distributed Data Interface-Part 2: FDDI 
Token Ring Media Access Control (MAC). 

[ 151 ISODEC 10039: 1991, Information technology-open Systems Interconnection-Local area networks- 
Medium Access Control (MAC) service definition. 

1.3 Definition. The following definition is specific to this standard 

Bridged Local Area Network. A concatenation of individual Local Area Networks interconnected by 
MAC Bridges. 

1.4 Abbreviation. The following abbreviation is specific to  this standard 

BPDU. Bridge Protocol Data Unit. 

1.5 Conformance. A MAC Bridge that claims conformance to this standard 
Shall conform to 
(a) The relevant MAC standards for the MAC technology or technologies implemented, i.e., ISOI 

IEC 8802-3 [5], ISO/IEC 8802-4 [6], ISO/IEC 8802-5 [71, or IS0 9314-2 [141 as described in 2.5, 
and 

(b) IS0 8802-2: 1989 [41 for the implementation of a Class I or Class II LLC, to support Type 1 Oper- 
ation as required by 3.2,3.3, and 3.12. 

Shall relay and filter frames as described in 3.1 and specified in 3.5,3.6, and 3.7. 
Shall either 
(a) Filter frames with equal source and destination addresses, or 
(b) Not filter frames with equal source and destination addresses, as specified in 3.7. 
May provide the capability to control the mapping of the priority of forwarded frames as specified 
in 3.7. 
Shall maintain the information required to make frame-filtering decisions as described in 3.1 and 
specified in 3.8 and 3.9. 
Shall use stated values of the following parameters of the Filtering Database (3.9): 
(a) Filtering Database Size, the maximum number of entries that can be held in the Filtering 

Database. 
(b) Permanent Database Size, the maximum number of entries that can be held in the Permanent 

Database. 
May provide the capability to read and update the Filtering and Permanent Databases as speciñed 
in 3.9. 
May provide the capability to  set the Ageing Time as specified in 3.9. A Bridge that provides this 
capability shall implement the full range of values specified in Table 3-3. 
This number has been deleted. 
Shall conform to the provisions for addressing specified in 3.12. 
May implement the optional provisions for addressing Bridge Management as specified in 3.12.4, 
for associating the Bridge Address with a Bridge Port as specified in 3.12.5, and for preconfiguring 
group addresses in the Permanent Database as specified in 3.12.6. 
Shall provide 
(a> A means of assigning a group MAC Address to identify the Bridge Protocol Entity if 48-bit Uni- 

versally Administered Addresses are not used, 

19 
Full document details: ISO IEC 10038-1993

http://avadocuments2026.com/doc/iso-iec-10038-1993
http://avadocuments2026.com/doc/iso-iec-10038-1993


= 4 8 5 3 9 0 3  Ob24982 587  

ISO/IEC 10038 : 1993 
ANSWEEE Std 802.1D, 1993 Edition 

(b) A means of assigning an address unique within a Bridged Local Area Network to uniquely iden- 
tfi the Bridge if 16-bit Locally Administered Addresses are used, as specified in 4.5, and 

(c) A distinct Port identifier for each Port of the Bridge, as specified in 4.5, as required by 4.2 for 
operation of the Spanning Tree Algorithm and Protocol. 

Shall implement the Spanning Tree Algorithm and Protocol described in Section 4, as specified 
in 4.7. 
Shall not exceed the values given in 4.10.2 for the following parameters: 
(a) Maximum bridge transit delay 
(b) Maximum Message Age increment overestimate 
(c) Maximum BPDU transmission delay 
Shall use the value given in Table 4-3 for the following parameter: 
(a) HoldTimer 

May provide the capability to assign values to the following parameters to allow configuration of the 
Spanning Tree active topology: 
(a) Bridge Priority 
(b) Port Priority 
(c) Path Cost for each Port A Bridge that provides this capability shall implement the range of val- 

ues specified in 4.10.2 and Tables 4-4 and 4-5. 
May provide the capability to  set the values of the following parameters of the Spanning Tree Algo- 
rithm and Protocol: 
(a) Bridge Max Age 
(b) Bridge Hello Time 
(c) Bridge Forward Delay 
A Bridge that provides this capability shall implement the range of values specified in 4.10.2 and 
Table 4-3. 
Shall encode transmitted BPDUs and validate received BPDUs as specified in Section 5.  
May support management of the Bridge. Bridges claiming to support management shall support all 
the management objects and operations defined in Section 6. 
May support IEEE 802.1 remote management. Bridges claiming to support IEEE 802.1 remote 
management shall 
(a) Conform to IEEE Std 802.1B [3]. 
(b) Support remote management by the use of the network management operations and encodings 

specified in Section 7. 
Shall specify a Guaranteed Port Filtering Rate for each Bridge Port, a Guaranteed Bridge Relaying 
Rate for the Bridge, and the related time intervals TF and TR as specified in Section 8. Operation of 
the Bridge within the specified parameters shall not violate any of the other conformance provisions 
of this standard. 

The supplier of an implementation that is claimed to conform to this standard shall complete a copy of 
the PICS proforma provided in Annex A and shall provide the information necessary to  identi& both the 
supplier and the implementation. 

1.6 Recommendations 

1.6.1 Management. Support of the managed objects and management operations specified in Section 6 
is highly recommended. 

1.7 MAC-specific Bridging Methods. MAC-specific bridging methods may exist. Use of a MAC-speciñc 
bridging method and the method specified in this standard on the same LAN shall 
(i) Not prevent communication between stations in a Bridged Local Area Network. 
(2) Preserve the MAC Service. 
(3) Preserve the characteristics of each bridging method within its own domain. 
(4) Provide for the ability of both bridging techniques to coexist simultaneously 

adverse interaction. 

,- 

on a LAN without 
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2. Support of the MAC Service 

MAC Bridges interconnect the separate LANs that comprise a Bridged Local Area Network by relaying 
frames between the separate MACs of the bridged LANs. The position of the bridging function within the 
MAC Sublayer is shown in Fig 2-1. 

End Station Bridge End Station 

- 
--- --- 

MAC Service 
User 

MAC Service 
Provi der -- 

Fig 2-1 
Internai Organization of the MAC Sublayer 

The MAC Service is provided to the MAC Service User in the end stations and is supported by the relay 
function in the Bridge. This may exclude features specific to individual medium access technologies. 

This section discusses provision of the MAC Service to end stations, support of the MAC Service by 
Bridges, preservation of the MAC Service offered by the Bridged Local Area Network, maintenance of 
Quality of Service in the Bridged Local Area Network, and the Internal Sublayer Service offered to Bridges 
themselves to  enable them to connect individual LANs. 

2.1 Support of the MAC Service. The MAC Service provided to end stations attached to a Bridged Local 
Area Network is supported by the Bridges in that Bridged Local Area Network. Bridges support MA- 
UNITDATA.request primitives and corresponding MA-UNITDATA.indication primitives conveying user 
data with unconfirmed service. The use of c o n b e d  service by end stations communicating across a 
Bridge is not supported. 

The style of Bridge operation maximizes the availability of the MAC Service to end stations and assists 
in the maintenance of the Bridged Local Area Network. It is therefore desirable that Bridges be capable of 
being configured in the Bridged Local Area Network 

(i) So as to provide redundant paths between end stations to enable the Bridged Local Area Network to 
continue to provide the Service in the event of component failure (of Bridge or LAN). 

(2) So that the paths supported between end stations are predictable and configurable given the avail- 
ability of Bridged Local Area Network components. 

2.2 Preservation of the MAC Service. The MAC Service offered by a Bridged Local Area Network con- 
sisting of LANs interconnected by MAC Bridges is similar (2.3) to that offered by a single LAN. In 
consequence, 

. .  
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(i) A Bridge is not directly addressed by communicating end stations, except as an end station for man- 
agement purposes: frames transmitted between end stations c a n y  the MAC Address of the peer-end 
station in their Destination Address field, not the MAC Address, if any, of the Bridge. 

(2) All MAC Addresses must be unique and addressable within the Bridged Local Area Network. 
(3) The MAC Addresses of end stations are not restricted by the topology and configuration of the 

Bridged Local Area Network. 

2.3 Quality of Service Maintenance, The quality of the MAC Service supported by a Bridge should not 
be significantly inferior to that provided by a single LAN. The Quality of Service parameters to  be consid- 
ered are those which relate to 

(i) Service availability 
(2) Frame loss 
(3) Frame misordering 
(4) Frame duplication 
(5) The transit delay experienced by frames 
(6) Frame lifetime 
(7) The undetected frame error rate 
(8) Maximum service data unit size supported 
(9) User priority 

( 1 O) Throughput 

2.3.1 Service Availabiiity. The MAC Sublayer provides the MAC Service to end stations attached to a 
LAN or a Bridged Local Area Network. Service availability is measured as that fraction of some total time 
during which the service is provided. The operation of a Bridge can increase or lower the service 
availability. 

The service availability can be increased by automatic reconfiguration of the Bridged Local Area Net- 
work in order to avoid the use of a failed component (e.g., repeater, cable, or connector) in the data path. 
The service availability can be lowered by failure of a Bridge itself, through denial of service by the Bridge, 
or through frame filtering by the Bridge. 

ABridge may deny service and discard frames (2.3.2) in order to preserve other aspects of the MAC Serv- 
ice (2.3.3; 2.3.4) when automatic reconfiguration takes place. Service may be denied to end stations that do 
not benefit from the reconfiguration; hence, the service availability is lowered for those end stations. 
Bridges may filter frames in order to localize traffic in the Bridged Local Area Network. Should an end sta- 
tion move, it may then be unable to receive frames from other end stations until the filtering information 
held by the Bridges is updated. 
To maximize the service availability, no loss of service or delay in service provision should be caused by 

Bridges, except as a consequence of a failure, removal, or insertion of a Bridged Local Area Network compo- 
nent, or as a consequence of the movement of an end station. These are regarded as extraordinary events. 
The operation of any additional protocol necessary to maintain the quality of the MAC Service is thus lim- 
ited to the configuration of the Bridged Local Area Network, and is independent of individual instances of 
service provision. 

2.3.2 Frame Loss. The service provided by the MAC Sublayer does not guarantee the delivery of Service 
Data Units. Frames transmitted by a source station arrive, uncorrupted, at the destination station with 
high probability. The operation of a Bridge introduces minimal additional fiame loss. 

A frame transmitted by a source station can fail to reach its destination station as a result of 
(i) Frame corruption during physical layer transmission or reception. 
(2) Frame discard by a Bridge because 

(a) It is unable to  transmit them within some maximum time and, hence, must discard the frame to 
prevent the maximum frame lifetime (2.3.6) being exceeded. 

(b) It is unable to continue to store the frame due to exhaustion of internal buffering capacity as 
frames continue to arrive at a rate in excess of that at which they can be transmitted. 

(c) The size of the service data unit carried by the fiame exceeds the maximum supported by the 
medium access control procedures employed on the LAN to which the frame is to  be relayed. 
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(d) Changes in the connected topology of the Bridged Local Area Network necessitate frame discard 
for a limited period of time to maintain other aspects of Quality of Service. 

2.3.3 Frame Misordering. The service provided by the MAC Sublayer does not permit the reordering of 
frames transmitted with a given user priority. MA-TJNITDATA.indication service primitives corresponding 
to MA-UNITDATA.request primitives with the same requested priority are received in the same order as 
the request primitives were processed. The operation of the Bridges does not misorder frames transmitted 
with the same user priority. 

Where Bridges in a Bridged Local Area Network are capable of connecting the individual MACs in such a 
way that multiple paths between any source station-destination station pairs exist, the operation of 
a protocol is required to ensure that multiple paths do not occur. 

2.3.4 Frame Duplication. The service provided by the MAC Sublayer does not permit the duplication of 
frames. The operation of Bridges does not introduce duplication of user data frames. 

The potential for frame duplication in a Bridged Local Area Network arises through the possibility 
of duplication of received frames on subsequent transmission within a Bridge, or through the possibility of 
multiple paths between source and destination end stations. 

A Bridge shall not duplicate user data frames. 

2.3.5 “ransit Delay. The service provided by the MAC Sublayer introduces a frame transit delay that is 
dependent on the particular media and media access control method employed. Frame transit delay is the 
elapsed time between an MA-UNITDATA.request primitive and the corresponding MA-UNITDATA.indi- 
cation primitive. Elapsed time values are calculated only on Service Data Units that are successfully trans- 
ferred. 

Since the MAC Service is provided at an abstract interface within an end station, it is not possible to 
speci& precisely the total frame transit delay. It is, however, possible to  measure those components of delay 
associated with media access and with transmission and reception; and the transit delay introduced by an 
intermediate system, in this case a Bridge, can be measured. 

The minimum additional transit delay introduced by a Bridge is the time taken to receive a frame plus 
that taken to access the media onto which the frame is to be relayed. Note that the frame is completely 
received before it is relayed as the Frame Check Sequence (FCS) is to be calculated and the frame dis- 
carded if in error. 

2.3.6 Frame Lifetime. The service provided by the MAC Sublayer ensures that there is an upper bound 
to the transit delay experienced for a particular instance of communication. This maximum frame lifetime 
is necessary to ensure the correct operation of higher layer protocols. The additional transit delay intro- 
duced by a Bridge is discussed above. 
Tb enforce the maximum frame lifetime a Bridge may be required to discard frames. Since the informa- 

tion provided by the MAC Sublayer to  a Bridge does not include the transit delay already experienced by 
any particular frame, Bridges must discard frames to enforce a maximum delay in each Bridge. 

The value of the maximum bridge transit delay is based on both the maximum delays imposed by all the 
Bridges in the Bridged Local Area Network and the desired maximum frame lifetime. A recommended and 
an absolute maximum value are specified in Table 4-2. 

2.3.7 Undetected Frame Error Rate. The service provided by the MAC Sublayer introduces a very low 
undetected frame error rate in transmitted frames. Undetected errors are protected against by the use of a 
FCS that is appended to  the frame by the MAC Sublayer of the source station prior to transmission, and 
checked by the destination station on reception. 

The FCS calculated for a given Service Data Unit is dependent on the medium access control method 
employed. It is therefore necessary to recalculate the FCS within a Bridge providing a relay function 
between IEEE 802 MACs of dissimilar types. This introduces the possibility of additional undetected 
errors arising from the operation of a Bridge. For frames relayed between LANs of the same MAC type, the 
Bridge shall not introduce an undetected frame error rate greater than that which would be achieved by 
preserving the FCS. 
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2.3.8 Maximum Service Data Unit Size. The Maximum Service Data Unit Size that can be supported 
by an IEEE 802 LAN varies with the media access control method and its associated parameters (speed, 
etc.). It may be constrained by the owner of the LAN. 

The Maximum Service Data Unit Size supported by a Bridge between two LANs is the smaller of that 
supported by the LANs. No attempt is made by a Bridge to relay a frame to a LAN that does not support 
the size of Service Data Unit conveyed by that frame. 

2.3.9 Priority. The service provided by the MAC Sublayer includes user priority as a Quality of Service 
parameter. MA-UNITDATAxequest primitives with a high priority may be given precedence over other 
request primitives made at the same station, or at other stations attached to the same LAN, and can give 
rise to earlier MA-UNITDATA.indication primitives. 

The MAC Sublayer maps the requested user priorities onto the access priorities supported by the indi- 
vidual medium access control method. The requested user priority may be conveyed to  the destination sta- 
tion. 

Since a Bridge shall not reorder frames originating from MA-TJNITDATAxequest primitives of the same 
user priority, the mapping of priority must be static. 

2.3.10 Throughput. The total throughput provided by a Bridged Local Area Network can be signifi- 
cantly greater than that provided by an equivalent single LAN. Bridges may localize traffic within the 
Bridged Local Area Network by filtering frames. 

The throughput’between end stations on individual LANs, communicating through a Bridge, can be low- 
ered by frame discard in the Bridge due to the inability to transmit at the required rate on the LAN form- 
ing the path to  the destination for an extended period. 

2.4 Internal Sublayer Service Provided within the MAC Bridge. The Internal Sublayer Service pro- 
vided by the MAC entities to the MAC Relay Entity within a Bridge is that provided by the individual, 
independent MACs. The Bridge observes the appropriate MAC procedures and protocol for each LAN to  
which it is connected. No control frames (also known as MAC frames) that govern the operation of an indi- 
vidual LAN are forwarded off the LAN of their origin. 

The Internal Sublayer Service is derived from the MAC Service ISO/IEC 10039 [15] by augmenting that 
specification with elements necessary to  the performance of the relay function. Within the attached end 
station, these additional elements can be considered to be either below the MAC Service boundary, and per- 
tinent only to the operation of the service provider; or local matters not forming part of the peer-to- 
peer nature of the MAC Service. Three parameters are added to the list of parameters associated with the 
MA-UNITDATA.request and MA-UNITDATA.indication primitives defined by the Local Area Networks 
MAC Service Definition [151. These are frame-type, MAC-action, and frame-check-sequence. The defini- 
tion of the Internal Sublayer Service does not add any new service primitives to be defined by the LAN 
MAC Service Definition. 

The Internal Sublayer Service excludes MAC-specific features and procedures whose operation is con- 
fined to that of the individual LANs. The unit-data primitives that describe this service are 

M-UNITDATA.indication ( 
frame-type, 
mac-action, 
destinationaddress, 
source-address, 
mac-service-data-unit , 
user- priority, 
frame-check-sequence 
1 

Each data indication primitive invoked corresponds to the receipt of a MAC frame from an individual 
LAN. 
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The frame-type parameter indicates the class of frame. The value of this parameter is one of user-data- 
frame, mac-specific-frame, or reserved-frame. 

The mac-action parameter indicates the action requested of a MAC entity receivllig the indication. If the 
value of the frame-tme parameter is user-data-fiame, then the mac-action parameter is one of request- 
with-response, request-with-no-response, or response. For mac-specific-fiames and reserved-frames, this 
parameter does not apply. 

The destination-address parameter is either the address of an individual MAC entity or a group of MAC 
entities. 

The source-address parameter is the individual address of the source MAC entity. 
The mac-service-data-unit parameter is the service user data. 
The usergriority parameter is the priority requested by the originating service user, The value of this 

parameter, if specified, is in the range O (lowest) through 7 (highest). 
The frame-check-sequence parameter is explicitly provided as a parameter of the primitive so that it can 

be used as a parameter to a related request primitive without recalculation. 
The identification of the LAN from which particular frames are received is a local matter and is not 

expressed as a parameter of the service primitive. 

M-UNITDATA.request ( 
frame-type, 
mac- action, 
destination-address, 
source-address, 
mac-service-data-unit, 
usergriority, 
accessgriority, 
frame-check-sequence 
1 

A data request primitive is invoked to transmit a frame to  an individual LAN. 
The frame-type parameter indicates the class of frame. 
The mac-action parameter indicates the action requested of the destination MAC entity. 
The destination-address parameter is either the address of an individual MAC entity, or a group of MAC 

The source-address parameter is the individual address of the source MAC entity. 
The mac-service-data-unit parameter is the service user data. 
The usergriority parameter is the priority requested by the originating service user. The value of this 

parameter, if specified, is in the range O (lowest) through 7 (highest). 
The accessgriority parameter is the priority used by the local service provider to convey the request. It 

can be used to determine the priority attached to the transmission of frames queued by the local MAC 
Entity, both locally and amongst other stations attached to the same individual LAN-if the media access 
method permits. The value of this parameter, if specified, is in the range O (lowest) through 7 (highest). 

The frame-check-sequence parameter is explicitly provided as a parameter of the primitive so that it can 
be used without recalculation. 

The identification of the LAN to which a frame is to be transmitted is a local matter and is not expressed 
as a parameter of the service primitive. 

entities. 

2.5 Support of the Internal Sublayer Service by Specific MAC Procedures. This section specifies 
the mapping of the Internal Sublayer Service to the MAC Protocol and Procedures of each individual IEEE 
802 MAC type, and the encoding of the parameters of the service in MAC frames. The mapping is specified 
by reference to the IEEE 802 Standards that specify the individual media access methods. The mapping 
draws attention to any special responsibilities of Bridges attached to LANs of that MAC type. 
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2.6.1 Support by ISO/IEC 8802-3 161 (CSWCD). The CSWCD access method is specified in ISO/ 
IEC 8802-3 [5]. Section 3 of that standard specifies the media access control frame structure, and Section 4 
specifies the media access control method. 

On receipt of an M-UNITDATA.request primitive, the local MAC Entity performs Transmit Data Encap- 
sulation, assembling a frame using the parameters supplied as specified below. It appends a preamble and 
a Start Frame Delimiter before handing the frame to the Transmit Media Access Management Component 
in the MAC Sublayer for transmission ([51,4.2.3). 

On receipt of a MAC frame by Receive Media Access Management, the MAC frame is passed to Receive 
Data Decapsulation which validates the FCS and disassembles the frame, as specified below, into the 
parameters that are supplied with an M-UN1TDATA.indication primitive ( [Ei] ,  4.2.4). 

The frame-type parameter only takes the value user-data-frame and is not explicitly encoded in MAC 
frames. 

The mac-action parameter only takes the value request-with-no-response and is not explicitly encoded 
in MAC frames. 

The destination-address parameter is encoded in the destination address field of the MAC frame ([Ei], 
3.2.3). 

The source-address parameter is encoded in the source address field of the MAC frame ( [5] ,  3.2.3). 
The number of octets in the mac-service-data-unit parameter is encoded in the length field of the MAC 

frame (151, 3.2.61, and the octets of data are encoded in the data field ([51,3.2.7). 
The usergriority parameter is not encoded in MAC frames and takes the value unspecified on corre- 

sponding M-UNITDATkindication primitives. 
The frame-check-sequence parameter is encoded in the FCS field of the MAC frame ([Eil, 3.2.8). The FCS 

is computed as a function of the destination address, source address, length, data and pad fields. This 
parameter, therefore, also conveys the value of the PAD field necessary to meet the requirement for a min- 
imum frame size (151, 3.2.7). If an M-UNITDATA.request primitive is not accompanied by this parameter, 
it is calculated in accordance with [5], 3.2.8. 

No special action, above that specified for the support of use of the MAC Service by LLC, is required for 
the support of the MAC Internal Sublayer Service by the C S W C D  access method. 

. 

2.6.2 Support by ISO/IEC 8802-4 [6] (Tbken-Passing Bus). The token-passing bus access method is 
specified in ISO/IEC 8802-4 [SI. Section 4 of that standard specifies frame formats. Section 5 discusses the 
basic concepts of the access protocols, and Section 7 provides the definitive specification of the token-pass- 
ing bus MAC operation. 

On receipt of an M-UNITDATAxequest primitive the local MAC Entity Interface Machine (IFM) queues 
a frame for transmission by the Access Control Machine (ACM) ([6], Section 7). On transmission the frame 
fields are set using the parameters supplied as specified below, and the Preamble, Start Delimiter, and End 
Delimiter are added (161, Section 4). 

On receipt of a valid MAC frame by the Receive Machine (RxM) (163, 7.1.51, an M-UNITDATA.indication 
primitive is generated, with parameters derived from the frame fields as specified below. 

The frame-type parameter is encoded in the FF bits (bit positions 1 and 2) of the frame control field ([61, 
4.1.3.1, 4.1.3.2). A bit pattern of O 1 denotes a user-data-frame, a bit pattern of O O or 1 O denotes a mac- 
specific-frame, and a bit pattern of 1 1 denotes a reserved-frame. 

The mac-action parameter is encoded in the MMM bits (bit positions 3, 4, and 5) of the frame control 
field ([61,4.1.3.2). For user-data-frames these take the values O O O for request-with-no-response, O O 1 for 
request-with-response, and O 1 O for response. 

The destination - address parameter is encoded in the destination address field of the MAC frame ([6], 
4.1.4.1). 

The source-address parameter is encoded in the source address field of the MAC frame ([SI, 4.1.4.2). 
The mac-service-data-unit parameter is encoded in the MAC Data Unit field ([6], 4.1.5). 
The usergriority parameter is encoded in the PPP bits (bit positions 6, 7, and 8) of the frame control 

field ([61, 4.1.3.2; 161, 5.1.7). 
The frame-check-sequence parameter is encoded in the FCS field of the MAC frame ([61,4.1.6). The FCS 

is computed as a function of the frame control, destination address, source address, and data fields. If an 

.. 
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M-UNITDATA.request primitive is not accompanied by this parameter, it is calculated in accordance with 
[6], 4.1.6. 

No special action, above that specified for the support of use of the MAC Service by LLC, is required for 
the support of the MAC Internal Sublayer Service by the token-passing bus access method. 

2.5.3 Support by ISO/IEC 8802-6 [7] (Token-Passing Ring). The token-passing ring access method is 
specified in ISO/IEC 8802-5 171. Section 3 of that standard specifies formats and facilities, and Section 4 
specifies token-passing ring protocols. 

On receipt of an M-ü"DATA.request primitive the local MAC Entity composes a frame using the 
parameters supplied as specified below, appending the frame control, destination address, source address, 
and FCS fields to the user data, and enqueuing the frame for transmission on reception of a suitable token 
([7], 4.1.1). On transmission, the starting delimiter, access control field, ending delimiter, and frame status 
fields are added. 

On receipt of a valid MAC frame ([7], 4.1.4) that was not transmitted by the Bridge Port's local MAC 
Entity, with the Routing Information Indicator bit (which occupies the same position in the source address 
field as does the Group Address bit in the destination address field) set to zero, an M-U"DATA.indica- 
tion primitive is generated, with parameters derived from the frame fields as specified below. 

The frame type parameter is encoded in the frame-type bits (FF bits) of the frame control field (171, 
3.2.3.1). A bitpattern of O 1 denotes a user-data-frame, a bit pattern of O O denotes a mac-specific-frame, 
and a bit pattern of 1 O or 1 1 denotes a reserved-frame. 

The mac-action parameter only takes the value request-with-no-response and is not explicitly encoded 
in MAC frames. 

The destination-address parameter is encoded in the destination address field of the MAC frame ([7], 
3.2.4.1). 

The source-address parameter is encoded in the source address field of the MAC frame ([7], 3.2.4.2). 
The mac-service-data-unit parameter is encoded in the information field ([7], 3.2.6). 
The usergriority parameter associated with user-data-frames is encoded in the YYY bits of the frame 

control field ([713.2.3). 
The frame-check-sequence parameter is encoded in the FCS field of the MAC frame ([7], 3.2.7). The FCS 

is computed as a function of the frame control, destination address, source address, and information fields. 
If an M-UNITDATA.request primitive is not accompanied by this parameter, it is calculated in accordance 
with [71, 3.2.7. 

The Address Recognized (A) bits in the Frame Status field of a frame ([7], 3.2.9) may be set to 1 if an M- 
UN1TDATA.indication primitive with frame-type and mac-action parameter values of user-data-frame 
and request-with-no-response respectively is generated, or if such an indication would be generated if 
buffering had been available; otherwise the A bits shall not be set except as required by [7]. 

If the A bits are set to 1, the Frame Copied (C) bits ([71,3.2.9) may be set to 1 to reflect the availability of 
receive buffering; otherwise the C bits shall not be set. 

In order to  support the MAC Internal Sublayer Service, a Token Ring Bridge must be capable of recog- 
nizing and removing frames transmitted by itself, even though they can carry a source address different 
from that of the Bridge Port that transmitted them. 

2.5.4 Support by Fibre Distributed Data Interface (FDDI). The FDDI access method is specified in 
IS0 9314-2 [141. Clause 6 of that standard specifies Services, and clauses 7 and 8 specify Facilities and 
Operation, respectively. 

On receipt of a valid frame (1141, 8.3.1) that was not transmitted by the Bridge Port's local MAC entity, 
with the first bit of the source address equal to zero, an M-UNITDATA.indication primitive is generated. 
The parameters associated with the primitive are derived from the frame fields as specified shortly below. 

The Address Recognized (A) indicator in the Frame Status field of the frame ([141,7.3.8) on the ring from 
which it was received shall not be set except as required by [14]. The Frame Copied (Cl indicator ([141, 
7.3.8) may be set if an M-UNITDATAindication primitive with frame-type and mac-action parameter val- 
ues of user-data-frame and request-with-no-response, respectively, is generated, if the frame is to be for- 
warded, and if receive buffering is available. Otherwise, the C indicator shall not be altered except as 
required by 1141. 
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NOTES: (i) This specification of the setting of the C indicator by MAC Bridges enhances that given in [14] and has been included in 
the onmine: work of ANSI ASC X3T9.5 and is known as MAC-2. IEEE SM 802.D does not, however, require JA MAC-2 functions or 
conformance to MAC-2. 

end station, or when receiving a frame associated with the operation of the FDDI MAC. 
(2) A Bridge can be required by [14] to alter the A and/or C indicators when receiving a frame addressed to the Bridge as an FDDI 

The parameters associated with the M-UNITDATA.indication that is generated on receipt of a frame 
now follow: 

The frame-type parameter is encoded in the frame format bits (CL, FF, and ZZZZ bits) of the Frame Con- 
trol field ([14], 7.3.3). The bit pattern OLOlrxxX denotes a user-data-frame (asynchronous LLC frame, 
where L represents the address length and can be O or 1, r is reserved and can be received as O or 1, and 
XXX can range from O00 to ill). All other bit patterns yield a frame-type parameter value of not-user- 
data-frame. 

The mac-action parameter takes only the value request-with-no-response and is not explicitly encoded 
in MAC frames. 

The destination-address parameter is enclosed in the destination address field of the MAC frame (1141, 

The source-address parameter is encoded in the source address field of the MAC frame ([141, 7.3.4- 

The mac-service-data-unit parameter is encoded in the information field (1141, 7.3.5). 
The usergriority parameter associated with user-data-frames is encoded in the PPP bits of the frame 

control field ([14], 7.3.3.4) when the frame is an asynchronously transmitted LLC frame whose frame con- 
trol field value is OLOlOPPP, where L represents the address length ([14], 7.3.3.2). 

The frame-check-sequence parameter is encoded in the Frame Check Sequence Field of the MAC frame 
(1141, 7.3.6). The frame-check-sequence is computed as a function of the frame control, destination 
address, source address, and information fields. 

On receipt of an M-UNITDATA.request primitive, the local MAC entity composes a frame using the 
parameters supplied as specified above, appending the frame control, destination address, source address, 
and frame check sequence to the user data, and enqueueing the frame for transmission on reception of a 
suitable token ([14], 8.3. i). On transmission, the preamble, starting delimiter, ending delimiter, and frame 
status fields are added. 

If an M-UNITDATA.request primitive is not accompanied by a frame check sequence, one is calculated 
in accordance with 1141, 7.3.6. 

The bit pattern of the frame control field shall be OLOlrPPP, indicating an asynchronous LLC frame with 
L representing the address length (1141, 7.3.3.21, r being reserved and set to zero, and PPP indicating the 
frame’s priority ([141, 7.3.3.4). 

If the user priority parameter value is specified, it is encoded in the PPP bits and the access priority 
(1141, 8.1.4) is derived from the token-holding timer THT or otherwise by implementor option. If the user- 
priority parameter value is unspecified, the PPP bits shall be set to  zero and the access priority derived 
from the THT. 

In order to support the MAC Internal Layer Service, an FDDI bridge removes frames transmitted by 
itself as required by 1141, even though they can carry a source address different from that of the bridge port 
that transmitted them. 

7.3.4-7.3.4.1). 

7.3.4.2). 
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3. Principles of Operation 

This section establishes the principles and a model of the operation of a Bridge as follows: 
(i) Explains the principal elements of Bridge operation and lists the functions that support these. 
(2) Establishes an architectural model for a Bridge that governs the provision of these functions. 
(3) Provides a model of the operation of a Bridge in terms of Processes and Entities that support the 

functions. 
(4) Details the addressing requirements in a Bridged Local Area Network and specifies the addressing 

of Entities in a Bridge. 

3.1 Bridge Operation. The principal elements of Bridge operation are 
(i) Relay and filtering of frames. 
(2) Maintenance of the information required to make frame filtering and relaying decisions. 
(3) Management of the above. 

3.1.1 Relay. A MAC Bridge relays individual MAC user data frames between the separate MACs of the 
Bridged Local Area Networks connected to its Ports. The order of frames of given usergriority received on 
one Port and transmitted on another shall be preserved. 

The functions that support the relaying of frames and maintain the Quality of Service supported by the 
Bridge are 

(i) Frame reception. 
(2) Discard on received frame in error (2.3.2). 
(3) Frame discard if the frame-type is not user-data-frame, or if its mac-action parameter is not 

request-with-noresponse (2.4). 
(4) Frame discard following the application of filtering information. 
(5) Frame discard on transmittable service data unit size exceeded (2.3.8). 
(6) Forwarding of received frames to other Bridge Ports. 
(7) Frame discard to ensure that a maximum bridge transit delay is not exceeded (2.3.6). 
(8) Selection of outbound access priority (2.3.9). 
(9) Mapping of service data units and recalculation of Frame Check Sequence (2.3.7). 
(10) Frame transmission. 

3.1.2 Filtering Information. A Bridge filters frames, i.e., does not relay frames received by a Bridge 
Port to  other Ports on that Bridge, in order to prevent the duplication of frames (2.3.4). Frames transmit- 
ted between a pair of end stations can be coníìned to LANs that form a path between those end stations 
(2.3.10). 

The functions that support the use and maintenance of filtering information are 
(i) Permanent configuration of reserved addresses. 
(2) Explicit configuration of static filtering information. 
(3) Automatic learning of dynamic filtering information through observation of Bridged Local Area Net- 

work trafñc. 
(4) Ageing out of filtering information that has been automatically learned. 
( 5 )  Calculation and configuration of Bridged Local Area Network topology. 
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3.1.3 Bridge Management. The functions that support Bridge Management control and monitor the 
provision of the above functions. They are specified in Section 6. 

I Port 1 
Bridge 

, [ Port1 
LAN 

LAN r 
I J 1 I 

Fig 3-1 
A Bridged Local Area Network 

3.2 Bridge Architecture. Each Bridge Port receives and transmits frames to and from the LAN to which 
it is attached using the services provided by the individual MAC Entity associated with that Port. The 
MAC Entity for each Port handles all the Media Access Method Dependent Functions (MAC protocol and 
procedures) as specified in the relevant IEEE 802 standard for that MAC technology. 
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The MAC Relay Entity handles the Media Access Method Independent Functions of relaying frames 

The Bridge Protocol Entity handles calculation and configuration of Bridged Local Area Network 
topology. 

The MAC Relay Entity uses the Internal Sublayer Service provided by the separate MAC Entities for 
each Port. This service and its support is described in 2.4 and 2.5. It is not specific to any MAC technology. 

The Bridge Protocol Entity and other higher layer protocol users, such as Bridge Management, make use 
of Logical Link Control procedures. These procedures are provided separately for each Port, and use the 
MAC Service provided by the individual MAC Entities. 

Figures 3-2 and 3-3 illustrate a Bridge and its Ports and the architecture of the Bridge for a Bridge with 
two Ports. A Bridge may have more than two Ports. 

between Bridge Ports, filtering frames, and learning filtering information. 

Bridge 

li 

Fig 3-2 
Bridge Ports 

3.3 Model of Operation. The use, by the MAC Relay Entity, of the Internal Sublayer Service provided by 
the individual MAC Entities associated with each Bridge Port is specifled in 3.5 and 3.6. 

Frames are accepted for transmission and delivered on reception to and from Processes and Entities that 
model the operation of the MAC Relay Entity in a Bridge. These are 

The Forwarding Process (3.71, which forwards received frames that are to be relayed to other Bridge 
Ports, filtering frames on the basis of information contained in the Filtering Database (3.9) and on 
the state of the Bridge Ports (3.4). 
The Learning Process (3.81, that, by observing the source addresses of frames received on each Port, 
updates the Filtering Database (3.9) conditionally on the state of the Port (3.4) on which frames are 
observed. 
The Filtering Database (3.91, which holds filtering information either explicitly configured by man- 
agement action or automatically entered by the Learning Process, and which supports queries by 
the Forwarding Process as to whether frames with given values of the destination MAC address 
field should be forwarded to a given Port. 
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Fig 3-3 
Bridge Architecture 

Each Bridge Port also functions as an end station providing the MAC Service to LLC that supports 
(1) The Bridge Protocol Entity (3.10), which operates a MAC Sublayer configuration protocol (Section 4) 

between Bridges, which determines, in part, the state of each Bridge Port (3.4) and its participation 
in the active topology of the Bridged Local Area Network. 

(2) Other users of LLC, such as protocols providing Bridge Management (3.11). 
Each Bridge Port shall support the operation of LLC Type 1 procedures in order to support the operation 

of the Bridge Protocol Entity. Bridge Ports may support other types of LLC procedures, which may be used 
by other protocols. 

Figure 3-4 illustrates a single instance of frame relay between the Ports of a Bridge with two Ports. 
Figure 3-5 illustrates the inclusion of information carried by a single frame, received on one of the Ports 

Figure 3-6 illustrates the reception and transmission of Bridge Protocol Data Units by the Bridge Proto- 
of a Bridge with two Ports, in the Filtering Database. 

col Entity. 

3.4 Port State Information. State information associated with each Bridge Port governs its participation 
in the Bridged Local Area Network. If management permits a Port to  participate in frame relay, and if it is 
capable of doing so, then it is described as active. 

This standard specifies the use of a Spanning Tree Algorithm and Protocol, which reduces the topology of 
the Bridged Local Area Network to  a simply connected active topology (Section 4). Subsection 4.4 specifies 
the Port States associated with that mechanism. Ports that continue to participate in frame relay are 
described as being in a forwarding state. 

The incorporation of end station location information in the Filtering Database by the Learning Process 
also depends on the active topology. If information associated with frames received on a Port is to be incor- 
porated in the Filtering Database by the Learning Process, then the Port is described as being in a learning 
state; otherwise, it is in a non-learning state. 

. .  . "  
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Relaying MAC Frames 

Fig 3-6 
Observation of Network Traffic 
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Fig 3-6 
Operation of Inter-Bridge Protocol 

Figure 3-6 illustrates the operation of the Bridge Protocol Entity which operates the Spanning Tree Algo- 
rithm and Protocol, and its modification of Port state information as part of determining the active topol- 
ogy of the Bridged Local Area Network. 

Figure 3-5 illustrates the use of the Port state information for a Port receiving a frame, by the Learning 
Process, in order to  determine whether the station location information should be incorporated in the Fil- 
tering Database. 

Figure 3-4 illustrates the use of the Port state information for a Port receiving a frame, by the Forward- 
ing Process, in order to  determine whether the received frame should be relayed through other Ports on the 
Bridge; and the use of the Port state information for a second Bridge Port in order to determine whether 
the relayed frame should be forwarded through that Port. 

3.5 Frame Reception. The individual MAC Entity associated with each Bridge Port examines all frames 
transmitted on the LAN to which it is attached. 

Frames that are in error as defined by the relevant media access method shall be discarded; this includes 
frames whose FCS is in error. 

All other frames shall be submitted to the Learning Process. 
Frames with M-UNITDATA.indication primitive frame-type and mac-action parameter values of user- 

data- frame and request-with-no-response, respectively (2.51, are submitted to the Forwarding Process. 
Frames with other values of frame-type and mac-action parameters, such as request-with-response and 
response frames, are discarded and shall not be relayed by the Bridge. 

Frames addressed to the Bridge Port as an end station, with a frame-type of user-data-frame, shall be 
submitted to LLC. Such frames carry either the individual MAC Address of the Port or a group address 
associated with the Port (3.12) in the destination address field. 

Frames relayed to  a Bridge Port from other Bridge Ports in the same Bridge, and addressed to that 
Bridge Port as an end station, shall also be submitted to LLC. 

3.6 Frame Transmission. The individual MAC Entity associated with each Bridge Port transmits frames 
submitted to it by the MAC Relay Entity. 
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Relayed frames are submitted for transmission by the Forwarding Process. The M-UNITDATA.request 
primitive associated with such frames conveys the values of the source and destination address fields 
received in the corresponding M-UNITDATA.indication primitive. 

LLC Protocol Data Units are submitted by LLC as a user of the MAC Service provided by the Bridge 
Port. Frames transmitted to convey such Protocol Data Units cany the individual MAC Address of the Port 
in the source address field. 

Each frame is transmitted subject to the MAC procedures to be observed for that specific IEEE 802 LAN 
technology. The values of the frame-type and mac-action parameters of the corresponding M-UNIT- 
DATA.request primitive shall be user-data-frame and request-with-no-response respectively (2.5). 

Frames transmitted following a request by the LLC user of the MAC Service provided by the Bridge Port 
shall also be submitted to the MAC Relay Entity. 

3.7 Frame Forwarding. The Forwarding Process forwards received frames that are to be relayed to other 
Bridge Ports, filtering frames on the basis of information contained in the Filtering Database and on the 
state of the Bridge Ports. 

3.7.1 Forwarding Conditions. A frame received on a Bridge Port and submitted to the Forwarding 

(i) The Port on which the frame was received was in a forwarding state (4.4), and 
(2) The Port on which the frame is to be transmitted Is in a forwarding state, and 
(3) Either 

(a) The Filtering Database indicates that frames with this value of the destination MAC address 
field should be forwarded through the transmission Port (as would happen, for example, if the 
destination address was not in the database), or 

(b) The values of the source and destination MAC address fields are the same, and the Bridge is 
configured to not filter such frames, 

and 
(4) The Maximum Service Data Unit Size supported by the LAN to which the transmission Port is 

attached and would not be exceeded. 

Process shall be queued for transmission on each of the other Bridge Ports if, and only if 

3.7.2 LLC Duplicate Address Check. ABridge may either: 
(i) Filter frames whose source and destination MAC address fields have the same value, in order to 

localize traffic, or 
(2) Forward such frames, in order to support the optional LLC duplicate address check function. 

3.7.3 Queued Frames. The Forwarding Process provides storage for queued frames, awaiting an oppor- 
tunity to submit these for transmission to the individual MAC Entities associated with each Bridge Port. 
The order of queued frames shall be maintained. 

A frame queued by the Forwarding Process for transmission on a Port shall be removed from that queue 
on submission to  the individual MAC Entity for that Port; no further attempt shall be made to transmit the 
frame on that Port even if the transmission is known to have failed. 

A frame queued by the Forwarding Process for transmission on a Port can be removed from that queue, 
and not subsequently transmitted, if the time for which buffering is guaranteed has been exceeded for that 
frame. 

A frame queued for transmission on a Port shall be removed from that queue, and not subsequently 
submitted to the individual MAC Entity for that Port, if that is necessary to ensure that the maximum 
bridge transit delay (2.3.6) will not be exceeded at the time at which the frame would be subsequently 
transmitted. 

A frame queued for transmission on a Port shall be removed from that queue if the associated Port leaves 
the Forwarding state. 

Removal of a frame from a queue for transmission on any particular Port does not of itself imply that it 
shall be removed from a queue for transmission on any other Port. 
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Recommended 

Default Value 
or R=%e 

O 0-7 

O 0-7 

LOCAL AREX NE'IWORKS 

~~~~ ~~~ 

Outbound User Priority (ISODEC 8802-5 Token Ring) O 0-7 

Outbound User Priority (FDDI) O 0-7 

3.7.4 Priority Mapping. The Forwarding Process performs the mapping of the priority of forwarded 
frames (2.3.9). It determines the values of the usergriority and accessgriority parameters used to  relay 
frames. 

The usergriority parameter in an M_UNITDATA.request primitive (2.5) shall be 
(1) Equal to the value of the usergriority of the corresponding M-UNITDATA.indication primitive, if 

that was specified; Le., if the frame was received from a LAN using the token-passing bus, token- 
passing ring, or FDDI access method; or 

(2) Set to the value of the Outbound User Priority parameter (see below) for the transmission Port, if 
the value in the corresponding M-UNITDATA.indication primitive was unspecified; i.e., if the frame 
was received from a LAN using the CSWCD access method. 

(a) Set to the value of the Outbound Access Priority parameter (see below) for the transmission 
Port, or 

(b) Equal to  the value of the user priority parameter in the request primitive, or 
(c) For the case of FDDI [141, derived from the THT as a default or otherwise, by implementor 

option. 
The Outbound User Priority and Outbound Access Priority parameters may be set by management. If 

this capability is provided, the value of the parameters shall be independently settable for each transmis- 
sion Port, and the Bridge shall have the capability to  use the full range of values in the parameter ranges 
specified in Tables 3-1 and 3-2. If this capability is not provided, the Bridge shall use the default values 
specified in Tables 3-1 and 3-2. 

The accessgriority parameter in an M-UNITDATA.request primitive (2.5) shall be either 

Outbound Access Priority (ISO/IEC 8802-3 CSWCD) 

Outbound Access Priority (ISO/IEC 8802-4 Token Bus) 

Outbound Access Priority (ISO/IEC 8802-5 Token Ring) 

Table 3-1 
Outbound User Priorities 

O 0-7 

O 0-7 

4 0-7 

Table 3-2 
Outbound Access Priorities 

Parameter 
Recommended 

or 
Default Value 

Note that the CSWCD access method treats all values of accessgriority equally and does not signal 
usergriority. The Outbound User Priority and Outbound Access Priority parameters are still specified for 
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this access method to  allow a consistent approach to the management of Bridge Ports of different MAC 
types. 

3.7.5 FCS Recalculation. Where a frame is being forwarded between two individual MAC Entities of 
the same IEEE 802 or FDDI LAN type the FCS received in the M-UNITDATA.indication primitive may be 
supplied in the corresponding M-UNITDATA.request primitive and not recalculated (2.3.7). 

Where the LANs are of different types this is not possible, and the FCS is recalculated according to the 
specific MAC procedures of the transmitting MAC Entity. 

3.7.6 Model. Figure 3-4 illustrates the operation of the Forwarding Process in a single instance of frame 
relay between the Ports of a Bridge with two Ports. 

3.8 The Learning Process. The Learning Process observes the source addresses of frames received on 
each Port and updates the Filtering Database conditionally on the state of the receiving Port. 

Frames are submitted to the Learning Process by the individual MAC Entities associated with each 
Bridge Port as specified in 3.5. 

The Learning Process may deduce the path through the Bridged Local Area Network to particular end 
stations by inspection of the source address field of received frames. It shall create or update a dynamic 
entry (3.9, 3.9.2) in the Filtering Database, associating the Port on which the frame was received with the 
MAC address in the source address field of the frame, if and only if 

(i) The Port on which the frame was received is in a state that allows learning (4.4), and 
(2) The source address field of the frame denotes a specific end station, i.e., is not a group address, and 
(3) A static entry (3.9,3.9.1) for the associated MAC address does not already exist, and 
(4) The resulting number of entries would not exceed the capacity of the Filtering Database. 
If the Filtering Database is already filled up to its capacity, but a new entry would otherwise be made, 

Figure 3-5 illustrates the operation of the Learning Process in the inclusion of station location informa- 
then an existing entry may be removed to make room for the new entry. 

tion carried by a single frame, received on one of the Ports of a Bridge, in the Filtering Database. 

3.9 The Filtering Database. The Filtering Database holds filtering information that is either explicitly 
configured by management action or automatically entered by the Learning Process. It supports queries by 
the Forwarding Process as to  whether frames with given values of the destination MAC address field 
should be forwarded to a given Port. 

The Filtering Database shall contain static entries (3.9.1). It shall be capable of containing dynamic 
entries (3.9.2). Both types of entry shall not exist for a given MAC address: a dynamic entry shall not be 
created if a static entry for the same MAC address already exists; creation of a static entry shall cause the 
removal of a dynamic entry for the same address if one exists. 

The Filtering Database may be interrogated and updated by management. Such management may be 
carried out by local or private means, or by use of the remote management capability provided by Bridge 
Management (3.11) using the operations specified in Section 6. 

3.9.1 Static Entries. Static entries may be added to and removed from the Filtering Database under 

Static entries speci€j 
(i) The MAC address for which filtering is specified. 
(2) For each inbound Port on which frames are received, a Port map that specifies for each outbound 

Port on which frames may be transmitted, whether frames shall be filtered or forwarded to  that 
Port. 

explicit management control. They are not automatically removed by any timeout mechanism. 

The MAC addresses that can be specified shall include group addresses and the broadcast address. 

3.9.2 Dynamic Entries. Dynamic entries are created and updated by the Learning Process as described 
in 3.8. They shall be automatically removed after a specified time has elapsed since the entry was created 
or last updated. This timing out of entries ensures that end stations that have been moved to a different 
part of the Bridged Local Area Network will not be permanently prevented from receiving frames. It also 
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takes account of changes in the active topology of the Bridged Local Area Network which can cause end sta- 
tions to appear to move from the point of view of a Bridge; i.e., the path to those end stations subsequently 
lies through a different Bridge Port. 

The timeout value, or Ageing Time, after which a dynamic entry is automatically removed, may be set by 
management (Section 6). A recommended default value for use in IEEE 802 Bridged Local Area Networks 
is specified in Table 3-3; this is suggested in order to remove the need for explicit setting of the value in 
most cases. Table 3-3 also specifies a range of applicable values. If the value of Ageing Time can be set by 
management, the Bridge shall have the capability to  use values in the range specified, with a granularity 
of 1 s. 

Table 3-3 
Ageing Time Parameter Value 

I AgeingTime I 300.0 I 10.0-1.ox 106 I 
All times are in seconds. 

The Spanning Tree Algorithm and Protocol specified in Section 4 includes a procedure for no twng  all 
Bridges in the Bridged Local Area Network of topology changes and specifies a short value for the timeout 
value which is enforced for a period after any topology change. This procedure allows the normal timeout, 
operable during periods in which the topology does not change, to be long enough to cope with periods for 
which addressed end stations do not generate frames themselves, perhaps through being powered down, 
while not sacrificing the ability of the Bridged Local Area Network to continue to provide a service after 
automatic reconfiguration. 

Dynamic entries specify 
(i) The MAC address for which filtering is specified. 
(2) A Port number. 
Frames with the specified destination MAC address shall be forwarded only to the specified Port. A 

The MAC addresses specified in dynamic entries shall not include group addresses and the broadcast 
dynamic entry acts like a static entry with a single Port selected in the Port map. 

address. 

3.9.3 Permanent Database. The Filtering Database contains a Permanent Database which provides 
fixed storage for static entries. The Filtering Database shall be initialized with the static entries contained 
in this fixed data store. 

Static entries may be added to and removed from the Permanent Database under explicit management 
control. 

3.9.4 Model of Operation. Figure 3-6 illustrates the operation of the Bridge Protocol Entity (3.10), 
which operates the Spanning Tree Algorithm and Protocol, and its notification of the Filtering Database of 
changes in active topology signalled by that protocol. 

Figure 3-5 illustrates the creation or update of a dynamic entry in the Filtering Database by the Learn- 
ing Process. 

Figure 3-4 illustrates the use of the Filtering Database by the Forwarding Process in a single instance of 
frame relay between the Ports of a Bridge with two Ports. 

3.10 Bridge Protocol Entity. The Bridge Protocol Entity operates the Spanning Tree Algorithm and 
Protocol. 

The Bridge Protocol Entities of Bridges attached, through their Ports, to the same individual LANs in a 
Bridged Local Area Network, communicate by exchanging Bridge Protocol Data Units CBPDUs). 

38 

Full document details: ISO IEC 10038-1993

http://avadocuments2026.com/doc/iso-iec-10038-1993
http://avadocuments2026.com/doc/iso-iec-10038-1993


4851903 Ob25001 037 

MEDIAACCESS CONTROL (MAC) BRIDGES 
ISO/IEC 10038 : 1993 

ANSUIEEE Sîd 802.1D, 1993 Edition 

Figure 3-6 illustrates the operation of the Bridge Protocol Entity including the reception and transmis- 
sion of frames containing BPDUs, the modification of the state information associated with individual 
Bridge Ports, and notification of the Filtering Database of changes in active topology. 

3.11 Bridge Management. Remote management facilities may be provided by the Bridge. 
The facilities provided and the operations that support these are specified in Section 6. 
Section 7 specifies the protocol operations, identifiers, and values to be used in realizing these manage- 

Bridge Management protocols use the Service provided by the operation of LLC Procedures, which use 
ment operations through the use of IEEE Std 802.1B [31. 

the MAC Service provided by the Bridged Local Area Network. 

3.12 Addressing. All MAC Entities communicating across a Bridged Local Area Network shall use 48-bit 
addresses, which may be Universally Administered or Locally Administered Addresses, or both. 

A Bridge may use 
(i) 48-bit Universally Administered Addresses, or 
(2) 48-bit Locally Administered Addresses, or 
(3) 16-bit Locally Administered Addresses. 
The specific MAC address used by every MAC Entity communicating across the Bridged Local Area Net- 

work shall be unique in that network in order to  speciSr the addressed station unambiguously. 

3.12.1 End Stations. Frames transmitted between end stations using the MAC Service provided by a 
Bridged Local Area Network carry the MAC address of the source and destination peer end stations in the 
source and destination address fields of the frames, respectively. The address, or other means of identifica- 
tion, of a Bridge is not carried in frames transmitted between peer users for the purpose of frame relay in 
the Bridged Local Area Network. 

The broadcast address and other group addresses apply to the use of the MAC Service provided by the 
Bridged Local Area Network as a whole. Frames with such values of the destination address field are, in 
the absence of explicit management configuration of the Filtering Database (3.9, Section 61, relayed 
throughout the Bridged Local Area Network. 

3.12.2 Bridge Ports. The individual MAC Entity associated with each Bridge Port shall have a separate 
specific MAC Address. This address is used by the MAC procedures operated by the MAC Entity, if 
required by the particular Media Access Method employed. 

Frames that are received from the LAN to which a Port is attached and which carry a MAC address for 
the Port in the destination address field are submitted to the MAC Service User (LLC) exactly as for an end 
station. 

3.12.3 Bridge Protocol Entities. Bridge Protocol Entities only receive and transmit BPDUs. These are 
only received and transmitted from other Bridge Protocol Entities (or in circumstances where two Bridge 
Ports are connected to the same LAN, to and from themselves). 

A Bridge Protocol Entity uses the DL-UNITDATA.request primitive provided by the individual LLC 
Entities associated with each active Bridge Port to transmit BPDUs. Each BPDU is transmitted on one 
selected Bridge Port. BPDUs are received through corresponding DL-UNITDATA.indication primitives. 
The source-address and destination-address parameters of the DL-UNITDATA.request primitive shall 
both denote the Standard LSAP assigned to the Bridge Spanning Tree Protocol. This identifies the Bridge 
Protocol Entity among other users of LLC. 

Each DL-UNITDATAxequest primitive gives rise to  the transmission of an LLC U1 command PDU 
which conveys the BPDU in its information field. The source and destination LSAP address fields are set to  
the values supplied in the request primitive. 

- .  
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The value assigned to the Bridge Spanning Tree Protocol LSAP is given in Table 3-4.6 

Table 3-4 
Standard LSAP Assignment 

I Value I Assignment I 
I Bridge Spanning Tree Protocol I 01000010 I 

.. . . -  , s 

Code Representation: The least significant bit of the value shown is the left- 
most. The bits increase in significance from left to right. 

This standard defines a Protocol Identifier field, present in all BPDUs (Section 51, which serves to iden- 
tify different protocols supported by Bridge Protocol Entities, within the scope of the LSAP Assignment. 
This standard specifies a single value of the Protocol Identifier in Section 5. This value serves to  i d e n t e  
BPDUs exchanged between Bridge Protocol Entities operating the Spanning Tree Algorithm and Protocol 
specified in Section 4. Further values of this field are reserved for future standardization. 

A Bridge Protocol Entity that receives a BPDU with an unknown Protocol Identifier shall discard that 
BPDU. 

A Bridge Protocol Entity that operates the Spanning Tree Algorithm and Protocol specified in Section 4 
of this standard always transmits BPDUs addressed to all other Bridge Protocol Entities attached to  the 
LAN on which the frame containing the BPDU was transmitted. A group address shall be used in the des- 
tination address field to address this group of Entities. This group address shall be configured in the Per- 
manent Database (3.12.6) in order to coníìne BPDUs to the individual LAN on which they are transmitted. 

A 48-bit Universal Address, known as the Bridge Group Address, has been assigned for this purpose. Its 
value is specified in Table 3-5. Bridges that use 48-bit Universally Administered Addresses shall use this 
address in the destination address field of all MAC frames conveying BPDUs. 

The source address field of MAC frames conveying BPDUs contains the specific MAC Address for the 
Bridge Port through which the BPDU is transmitted (3.12.2). 

3.12.4 Bridge Management Entities. Bridge Management Entities transmit and receive protocol data 
units using the Service provided by the individual LLC Entities associated with each Bridge Port. Each of 
these in turn uses the MAC Service, which is provided by the individual MAC Entities associated with that 
Port and supported by the Bridged Local Area Network as a whole. 
As a user of the MAC Service provided by a Bridged Local Area Network, the Bridge Management 

Entity may be attached to any point in the Bridged Local Area Network. Frames addressed to the Bridge 
Management Entity will be relayed by Bridges if necessary to reach the LAN to which it is attached. 

In order to ensure that received frames are not duplicated, the basic requirement in a single LAN or a 
Bridged Local Area Network that a unique address be associated with each point of attachment shall be 
met. 

A Bridge Management Entity for a specific Bridge is addressed by one or more specific MAC addresses in 
conjunction with the higher layer protocol identifier and addressing information, It may share one or more 
points of attachment to the Bridged Local Area Network with the Ports of the Bridge with which it is asso- 
ciated. It is recommended that it make use of the MAC Service provided by all the MAC Entities associated 
with each Bridge Port, i.e., that it be reachable through each Bridge Port using frames carrying the specific 
MAC address of that Port in the destination address field. 

This standard specifies a standard group address for public use which serves to convey management 
requests to the Bridge Management Entities associated with all Bridge Ports attached to a Bridged Local 
Area Network. A management request that is conveyed in a MAC frame carrying this address value in the 

%e full list of standard LSAP assignments and criteria for assignment is contained in ISOAEC Draft Technical Report 10178. 
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~~ 

Reserved for future standardization 

Reserved for future standardization 

destination address field will generally elicit multiple responses from a single Bridge. This address is 
known as the All LANs Bridge Management Group Address and takes the value specified in Table 3-6. 

01-80-C2-00-00-07 

01-80-C2-00-00-08 

Table 3-5 
Reserved Addresses 

~~ 

Reserved for future standardization 01-80-C2-00-00-OF 

1 -  I I 

Assignment 

All LANs Bridge Management Group Address 

I Reserved for future standardization I O 1-80-C2-00-00-0 1 

Value 

01-80-C2-00-00-10 

I r v e d  for future standardization I 01-80-C2-00-00-02 I 
1-Reserved for future standardization I I 01-80-C2-00-00-03 

heserved for future standardization I O 1-80-C2-00-00-04 I 
heserved for future standardization I 01-80-C2-00-00-05 I 
I I I 

w r f o r f u t u r e  standardization I O 1-80-C2-00-00-06 I 
I I I 

I -  I I 

F e d  for future standardization I 01-80-C2-00-00-09 I 
I -  , I 

I Reserved for future standardization I 01-80-C2-00-00-OA 
[ X e L e d  for future standardization I 01-80-C2-00-00-OB I 
1-Reserved for future standardization I 01-80-C2-00-00-0C I 
Ixserved  for future standardization 

~ 01-80-C2-00-00-OD I 
I Reserved for future standardization I 01-80-C2-00-00-OE I 

3.12.5 Unique Identification of a Bridge. It is necessary for the operation of the Bridge Protocol spec- 
ified in Section 4, that a single unique identifier be associated with each Bridge. This identifier is derived 
from a unique MAC address for the Bridge, known as the Bridge Address. 

In a Bridged Local Area Network utilizing locally assigned 16-bit addresses, this address shall be unique 
among all those assigned in the Bridged Local Area Network. 

In a Bridged Local Area Network utilizing 48-bit addresses, this address shall be assigned to be globally 
unique, i.e., it shall be a 48-bit Universally Administered Address. 

It is recommended that this address be the specific MAC Address of the lowest numbered Bridge Port 
(Port i). 

i_  
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The unique Bridge Identifier used by the Spanning Tree Algorithm and Protocol is derived from the 
Bridge Address, as specified in 4.5.3 and 5.2.5. 

3.12.6 Reserved Addresses. Frames containing any of the group addresses specified in Table 3-5 in 
their destination address field shall not be relayed by the Bridge. They shall be configured in the Perma- 
nent Database. Management shall not provide the capability to remove these addresses from the Perma- 
nent or the Filtering Databases. These group addresses are reserved for assignment to  standard protocols, 
according to the criteria for such assignments (IEEE Std 802 [21,5.5). 

Other group addresses may be configured as static entries in the Permanent Database, without the need 
for explicit initialization through management. Management may provide the capability to  remove these 
addresses from the Permanent or Filtering Database. 

7. .. . . ..-.*. , .. ...-. - . .  
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4. The Spanning Tree Algorithm and Protocol 

The configuration algorithm and protocol described in this section reduce the Bridged Local Area Net- 
work topology to a single Spanning Tree. 

4.1 Requirements to be Met by the Algorithm. The Spanning Tree Algorithm and its associated Bridge 
Protocol operate to Support, Preserve, and Maintain the Quality of the MAC Service in alì its aspects as 
discussed in Section 2. In order to perform this function, the algorithm meets the following requirements, 
each of which is related to the discussion in that section: 

It will configure the active topology of a Bridged Local Area Network of arbitrary topology into a sin- 
gle spanning tree, such that there is at most one data route between any two end stations, eliminat- 
ing data loops (2.3.3; 2.3.4). 
It will provide for fault tolerance by automatic reconfiguration of the spanning tree topology as a 
result of Bridge failure or a breakdown in a data path, within the confines of the available Bridged 
Local Area Network components, and for the automatic accommodation of any Bridge or Bridge Port 
added to the Bridged Local Area Network without the formation of transient data loops (2.1). 
The entire active topology will stabilize in any sized Bridged Local Area Network. It will, with a 
high probability, stabilize within a short, known bounded interval in order to minimize the time for 
which the service is unavailable for communication between any pair of end stations (2.1). 
The active topology will be predictable and reproducible, and may be selected by management of the 
parameters of the algorithm, thus allowing the application of Configuration Management, following 
traffic analysis, to  meet the goals of Performance Management (2.1; 2.3.10). 
It will operate transparently to  the end stations, such that they are unaware of their attachment to  
a single LAN or a Bridged Local Area Network when using the MAC Service (2.2). 
The communications bandwidth consumed by the Bridges in establishing and maintaining the 
spanning tree on any particular LAN will be a small percentage of the total available bandwidth 
and independent of the total traffic supported by the Bridged Local Area Network regardless of the 
total number of Bridges or LANs (2.3.10). 

Additionally, the algorithm and protocol meet the following goals which limit the complexity of Bridges 

(a) The memory requirements associated with each Bridge Port are independent of the number of 
Bridges and LANs in the Bridged Local Area Network. 

(b) Bridges do not have to be individually configured before being added to the Bridged Local Area Net- 
work, other than having their MAC addresses assigned through normal procedures. 

and their configuration: 

4.2 Requirements of the MAC Bridges. In order for the Bridge Protocol to operate, the following are 
required: 
(1) Aunique MAC group address, recognized by all the Bridges within the Bridged Local Area Network, 

that identifies the Bridge Protocol Entities of all Bridges attached to an individual LAN. 
(2) An identifier for each Bridge, unique within the Bridged Local Area Network. 
(3) A distinct Port identifier for each Bridge Port, that can be assigned independently of the values used 

in other Bridges. 
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Values for each of these parameters, or a mechanism for assigning values to them, shall be provided by 
each Bridge. In the case of MAC Bridges that use 48-bit Universally Administered Addresses, the unique 
MAC Address that identifies the Bridge Protocol Entities is the Bridge Group Address (3.12.3). 

In addition, to allow the configuration of the Spanning Tree active topology to  be managed, the following 
are required: 

(a) A means of assigning the relative priority of each Bridge within the set of Bridges in the Bridged 
Local Area Network. 

(b) A means of assigning the relative priority of each Port within the set of Ports of an individual 
Bridge. 

(c) A means of assigning a path cost component to each Port. 
These parameters may be set by management. 
The unique identifier for each Bridge is derived, in part, from the Bridge Address (3.12.5) and, in part, 

from a manageable priority component (5.2.5). The relative priority of Bridges is determined by the numer- 
ical comparison of the unique identifiers, with the lower numerical value indicating the higher priority 
identifier. 

Part of the identifier for each Port is k e d  and is different for each Port on a Bridge, and part is a man- 
ageable priority component (5.2.7). The relative priority of Ports is determined by the numerical compari- 
son of the unique identifiers, with the lower numerical value indicating the higher priority identifier. 

The path cost associated with each Port may be manageable. Additionally, 4.10.2 recommends default 
values for Ports attached to LANs of specific MAC types and speeds. 

4.3 Overview 

4.3.1 The Active Topology and Its Computation. The Spanning Tree Algorithm and Protocol config- 
ure a simply connected active topology from the arbitrarily connected components of a Bridged Local Area 
Network. Frames are forwarded through some of the Bridge Ports in the Bridged Local Area Network and 
not through others, which are held in a blocking state. At any time, Bridges effectively connect just the 
LANs to which Ports in a forwarding state are attached. Frames are forwarded in both directions through 
Bridge Ports that are in a forwarding state. Ports that are in a blocking state do not forward frames in 
either direction but may be included in the active topology, i.e., be put into a forwarding state if compo- 
nents fail, are removed, or are added. 

Figure 2-2 shows an example of a Bridged Local Area Network. Figure 4-1 shows the active topology, i.e., 
the logical connectivity, of the same Bridged Local Area Network following configuration, 

One of the Bridges is known as the Root or the Root Bridge in the Bridged Local Area Network. Each 
individual LAN has a Bridge Port connected to it that forwards frames from that LAN towards the Root 
and forwards frames from the direction of the Root onto that LAN. This Port is known as the Designated 
Port for that LAN, and the Bridge of which it is part is the Designated Bridge for the LAN. The Root is the 
Designated Bridge for all the LANs to which it is connected. The Ports on each Bridge that are in a for- 
warding state are the Root Port (that closest to  the Root-see below) and the Designated Ports (if there are 
any). 

In Fig 4-1, Bridge 1 has been selected as the Root (though one cannot tell simply by looking at the topol- 
ogy which Bridge is the Root) and is the Designated Bridge for LAN 1 and LAN 2. Bridge 2 is the Desig- 
nated Bridge for LAN 3 and LAN 4, and Bridge 4 is the Designated Bridge for LAN 5 .  Figure 4-2 shows the 
logical tree topology of this configuration of the Bridged Local Area Network. 

The stable active topology of a Bridged Local Area Network is determined by 
(i) The unique Bridge Identifiers associated with each Bridge. 
(2) The Path Cost associated with each Bridge Port. 
(3) The Port Identifier associated with each Bridge Port 
The Bridge with the highest priority Bridge Identifier is the Root (for convenience of calculation this is 

the identifier with the lowest numerical value). Every Bridge Port in the Bridged Local Area Network has a 
Root Path Cost associated with it. This is the sum of the Path Costs for each Bridge Port receiving frames 
forwarded from the Root on the least cost path to the Bridge. The Designated Port for each LAN is the 
Bridge Port for which the value of the Root Path Cost is the lowest: if two or more Ports have the same 
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Fig 4-1 
Active Topology 

value of Root Path Cost, then ñrst the Bridge Identifier of their Bridges and then their Port Identifiers are 
used as tie- breakers. Thus, a single Bridge Port is selected as the Designated Port for each LAN, the same 
computation selects the Root Port of a Bridge from amongst the Bridge's own Ports, and the active topology 
of the Bridged Local Area Network is completely determined. 

A component of the Bridge Identifier of each Bridge, and the Path Cost and Port Identifier of each Bridge 
Port, can be managed, thus allowing a manager to  select the active topology of the Bridged Local Area 
Network. 
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Spanning Tree 

4.3.2 Propagating the Topology Information. Bridges send a type of Bridge Protocol Data Unit 
known as a Configuration BPDU to each other in order to  communicate and compute the above informa- 
tion. A MAC frame conveying a BPDU carries the Bridge Group Address in the destination address field 
and is received by all the Bridges connected to  the LAN on which the fiame is transmitted. 

Bridge Protocol Data Units are not directly forwarded by Bridges, but the information in them may be 
used by a Bridge in calculating its own BPDU to transmit, and may stimulate that transmission. The Con- 
figuration BPDU, which is conveyed between the Bridge Ports attached to a single LAN, is distinguished 
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from the notion of a Configuration Message, which expresses the propagation of the information carried 
throughout the Bridged Local Area Network. 

Each Configuration BPDU contains, among other parameters, the unique identifier of the Bridge that 
the transmitting Bridge believes to be the Root, the cost of the path to the Root from the transmitting Port, 
the identifier of the transmitting Bridge, and the identifier of the transmitting Port. This information is 
sufficient to allow a receiving Bridge to determine whether the transmitting Port has a better claim to be 
the Designated Port on the LAN on which the Configuration BPDU was received than the Port currently 
believed to be the Designated Port, and to determine whether the receiving Port should become the Root 
Port for the Bridge if it is not already. 

Timely propagation throughout the Bridged Local Area Network of the necessary information to allow all 
Bridge Ports to determine their state (blocking or forwarding) is achieved through three basic mechanisms: 

(i) A Bridge that believes itself to be the Root (all Bridges start by believing themselves to be the Root 
until they discover otherwise); originates Configuration Messages (by transmitting Configuration 
BPDUs) on all the LANs to which it is attached, at regular intervals. 

(2) A Bridge that receives a Configuration BPDU on what it decides is its Root Port conveying better 
information (i.e., highest priority Root Identifier, lowest Root Path Cost, highest priority transmit- 
ting Bridge and Port), passes that information on to all the LANs for which it believes itself to be 
the Designated Port. 

(3) A Bridge that receives inferior information on a Port it considers to be the Designated Port on the 
LAN to which it is attached, transmits its own information in reply for all other Bridges attached to 
that LAN to hear. 

Hence, Spanning Tree paths to the Bridge with highest priority Root Identifier are quickly learned 
throughout the Bridged Local Area Network, with inferior information about other potential roots and 
paths being contradicted. 

4.3.3 Reconfiguration. To allow for reconfiguration of the Bridged Local Area Network when compo- 
nents are removed or when management changes are made to parameters determining the topology, the 
topology information propagated throughout the Bridged Local Area Network has a limited lifetime. This 
is effected by transmitting the age of the information conveyed (the time elapsed since the Configuration 
Message originated from the Root) in each Configuration BPDU. Every Bridge stores the information from 
the Designated Port on each of the LANs to which its Ports are connected, and monitors the age of that 
information. 

In normal stable operation, the regular transmission of Configuration Messages by the Root ensures that 
topology information is not timed out. 

If the Bridge times out the information held for a Port, it will attempt to  become the Designated Port for 
the LAN to  which that Port is attached, and will transmit protocol information received from the Root on 
its Root Port on to that LAN. 

If the Root Port of the Bridge is timed out, then another Port may be selected as the Root Port. The infor- 
mation transmitted on LANs for which the Bridge is the Designated Bridge will then be calculated on the 
basis of information received on the new Root Port. 

If no record of information from the current Root remains, then the Bridge will reconfigure by claiming to 
be the Root itself. If the Root has indeed failed, other Bridges will also be timing out protocol information; 
information as to the best successor and the new topology will rapidly propagate throughout the Bridged 
Local Area Network. It is also possible that the path to the current Root has changed, perhaps by increas- 
ing in cost, and that the reconfiguring Bridge has timed out because it considered more recent information 
from the Root inferior since it had a higher Root Path Cost. In this latter case, neighboring Bridges will 
immediately reply to BPDUs transmitted by the aspiring Root. 

To ensure that all Bridges in the Bridged Local Area Network share a common understanding of when 
old information should be timed out, the timeout value is transmitted in all Configuration Messages from 
the Root. This value takes account of the propagation delays in transmitting and receiving BPDUs on each 
of the LANs in the Bridged Local Area Network, and thus of propagation of protocol information down the 
Spanning Tree. To minimize the probability of triggering reconfiguration through the loss of Configuration 
Messages, it includes an additional multiple of the time interval at which these are transmitted by the 
Root. 
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4.3.4 Changing Port State. Since there are propagation delays in passing protocol information 
throughout a Bridged Local Area Network, there cannot be a sharp transition from one active topology to 
another. Topology changes may take place at different times in different parts of the Bridged Local Area 
Network and to move a Bridge Port directly from non-participation in the active topology to the forwarding 
state would be to  risk having temporaxy data loops and the duplication and rnisordering of frames. It is 
also desirable to allow other Bridges time to reply to  inferior protocol information before starting to for- 
ward frames. 

Bridge Ports must therefore wait for new topology information to propagate throughout the Bridged 
Local Area Network, and for the frame lifetime of any frames forwarded using the old active topology to 
expire, before forwarding frames. 

During this time it is also desirable to time out station location information in the Filtering Database 
that may no longer be true and, during the latter part of this interval, to  learn new station location infor- 
mation in order to  minimize the effect of initial flooding of frames when the Port enters a forwarding state. 
When the algorithm decides that a Port should be put into the Forwarding State, it is, therefore, first put 
into a Listening State where it waits for protocol information that suggests it should return to the Blocking 
State, and for the expiry of a protocol timer that would move it into a Learning State. In the Learning 
State, it still blocks the forwarding of frames, but learned station location information is included by the 
Learning Process in the Filtering Database. Finally the expiry of a protocol timer moves it into the For- 
warding State where both forwarding of relayed frames and learning of station location information are 
enabled. 

Figure 4-3 shows the transitions between the Port States. 

I Disabled I 

(1) Port enabled, by management or initialization 
(2) Port disabled, by management or failure 
(3) Algorithm selects as Designated or Root Port 
(4) Algorithm selects as not Designated or Root Port 
( 5 )  Protocol timer expiry (Forwarding Timer) 

Fig 4-3 
Port States 
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