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ISOhEC 10118-1 :1994(E) 

Foreword 

ISO (the International Organization for Standardization) and IEC (the Inter- 
national Electrotechnical Commission) form the specialized System for 
worldwide standardization. National bodies that are members of ISO or 
IEC participate in the development of International Standards through 
technical committees established by the respective organization to deal 
with particular fields of technical activity. ISO and IEC technical com- 
mittees collaborate in fields of mutual interest. Other international organ- 
izations, governmental and non-governmental, in liaison with ISO and IEC, 
also take part in the work. 

In the field of information technology, ISO and IEC have established a joint 
technical committee, lSO/IEC JTC 1. Draft International Standards adopted 
by the joint technical committee are circulated to national bodies for vot- 
ing. Publication as an International Standard requires approval by at least 
75 % of the national bodies casting a vote. 

International Standard lSO/lEC 10118-1 was prepared by Joint Technical 
Committee lSO/IEC JTC 1, Information technology, Subcommittee SC 27, 
IT Security techniques. 

ISO/IEC 10118 consists of the following Parts, under the general title In- 
forma tion technology - Security techniques - Hash-functions: 

- Part 7: General 

- Part 2: Hash-functions using an n-bit block tipher algorithm 

Annexes A, B and C of this patt of lSO/IEC 10118 are for information only. 
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0 ISO/IEC ISO/IEC 10118-1 : 1994 (E) 

Introduction 

Hash-functions map arbitrary strings of bits to a given range. They tan be used for 

- reducing a message to a short imprint for input to a digital signature mechanism; 

- committing the user to a given string of bits without revealing this string. 

The purpose of ISO/IEC 10118 is toprovide avariety of hash-functions which are suitable 
forsecuritytechniques. Hash-functions maybeusedforotherpurposesoutsidethescope 
of this International Standard, such as simulating a random number generator. 
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