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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This fourth edition cancels and replaces the third edition (ISO/IEC 10118-3:2004), which has been
technically revised. It also incorporates the Amendment ISO/IEC 10118-3:2004/Amd1:2006 and
Technical Corrigendum ISO/IEC 10118-3:2004/Cor1:2011.

The main changes compared to the previous edition are as follows:

— SHA-3, STREEBOG and SM3 hash-functions have been included;

— SHA-3 extendable-output functions have been included;

— cautionary notes for hash-functions with short hash-codes have been added.
Alist of all parts in the ISO/IEC 10118 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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INTERNATIONAL STANDARD ISO/IEC 10118-3:2018(E)

IT Security techniques — Hash-functions —

Part 3:
Dedicated hash-functions

1 Scope

This document specifies dedicated hash-functions, i.e. specially designed hash-functions. The hash-
functions in this document are based on the iterative use of a round-function. Distinct round-functions
are specified, giving rise to distinct dedicated hash-functions.

The use of Dedicated Hash-Functions 1, 2 and 3 in new digital signature implementations is deprecated.
NOTE As a result of their short hash-code length and/or cryptanalytic results, Dedicated Hash-Functions
1, 2 and 3 do not provide a sufficient level of collision resistance for future digital signature applications and
they are therefore, only usable for legacy applications. However, for applications where collision resistance is
not required, such as in hash-functions as specified in ISO/IEC 9797-2, or in key derivation functions specified in
ISO/IEC 11770-6, their use is not deprecated.

Numerical examples for dedicated hash-functions specified in this document are given in Annex B as
additional information. For information purposes, SHA-3 extendable-output functions are specified in
Annex C.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO/IEC 10118-1, Information technology — Security techniques — Hash-functions — Part 1: General

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 10118-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
block
bit string of length L1, i.e., the length of the first input to the round-function

3.2
word
string of bits

3.3
circulant matrix
matrix with the property that each row, apart from the first, consists of the right cyclic shift by one
position of the row immediately above it
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3.4

abelian group
group (G, *) such that a*b = b*a for every a and b in G

3.5
field

set of elements S and a pair of operations (+,*) defined on S such that: (i) a*(b + ¢) = a*b + a*c for every q,
b and cin §, (ii) S together with + forms an abelian group (with identity element 0) and (iii) S excluding
0 together with * forms an abelian group

4 Symbols

4.1 Symbols specified in ISO/IEC 10118-1

Bi

Lx
XpY
X||Y

byte

data

hash-code

initializing value

length (in bits) of the first of the two input strings to the round-function @

length (in bits) of the second of the two input strings to the round-function @, of the out-
put string from the round-function @ and of the IV

length (in bits) of a bit string X
bitwise exclusive-or of bit strings X and Y (where Ly = Ly)
concatenation of strings of bits X and Y in the indicated order

a round-function, i.e. if X, Y are bit strings of lengths L1 and Ly respectively, then &(X, Y) is
the string obtained by applying @ to Xand Y

4.2 Symbols specific to this document

Al

An

’
a; aj

Gy, C'
C”

€o

€1,€2,€3

2

sequence of constant matrices used in the specification of the round-function defined
in Clause 16

concatenation of n instances of the word 4
sequences of indices used in specifications of a round-function
constant words used in the round-functions

8 x 8 circulant matrix with entries chosen from GF(28) used in the specification
of the round-function in Clause 16

function taking a string of 64 elements of GF(28) as input and giving an 8 x 8 matrix with
entries from GF(28) as output, used in specifying the round-function defined in Clause 16

functions taking an 8 x 8 matrix of elements of GF(28) as input and giving an 8 x 8 matrix
with entries from GF(28) as output, used in the specification of the round-function defined
in Clause 16
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C4

D;

dj, ei, fi, gi
Hj

Int,

GF(28)

M

q
Rn()

S0

S0

ti t'i

Vecp,

W, X, X',
Yi, Zj

W', X", Ki,
Y, 7'

© ISO/IEC 2018 - All rights reserved
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function taking two 8 x 8 matrices of elements of GF(28) as input and giving an 8 x 8
matrix with entries from GF(28) as output, used in the specification of the round-function
defined in Clause 16

a block derived from the data string after the padding process

functions taking either one or three words as input and producing a single word as output,
used in specifying round-functions

a string of Ly bits which is used in the hashing operation to store an intermediate result

an inverse mapping to the mapping Vecy, i.e.Int,, = VeC;1

a field defined as GF(2)[x] / pg(x) where pg(x) = x8 + x4 + x3 + x2 + 1. The elements of the
field are 8-bit strings

an 8 x 8 matrix whose entries are chosen from GF(28)
number of blocks in the data string after the padding and splitting processes

operation of right shift by n bits, i.e. if A is a word and n is a non-negative integer then
Rn(A) denotes the word obtained by right-shifting the contents of A by n positions

operation of “circular left shift” by n bit positions, i.e. if A is a word and n is a non-negative
integer then S"(A4) denotes the word obtained by left-shifting the contents of A by n places
in a cyclic fashion

operation of “circular right shift” by n bit positions, i.e. if A is a word and n is a non-nega-
tive integer then S’ 7(A) denotes the word obtained by right-shifting the contents of A by n
places in a cyclic fashion

a function, which replaces an element x € GF(28) with another element s[x] € GF(28)

shift-values used in specifying a round-function

a bijective mapping from Zz” to the set of n-bit words, which maps an integer from Zz”
to its binary representation (i.e. for any integer z = zg + 2z1 + ... + 2171z;,_1 of the set Zz" ,

where z; € {0,1}, j = 0,..., n - 1, by definition Vecy(z) = (zn-1l|..-lZ1]|z0)

words used to store the results of intermediate computations

matrices with entries chosen from GF(28) used to store the results of intermediate com-
putations

set of non-negative integers less than 27, together with the operations of addition and
multiplication modulo 27

bitwise logical AND operation on bit strings, i.e. if A, B are words then AAB is the word
equal to bitwise logical AND of A and B

bitwise logical OR operation on bit strings, i.e. if 4, B are words then AVB is the word equal
to bitwise logical OR of A and B

bitwise logical NOT operation on a bit string, i.e. if A is a word then -4 is the word equal to
the bitwise logical NOT of A
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8] addition modulo 2¥ operation, where w is the number of bits in a word; i.e. if A and B are
w-bit words, then A ¥ B is the word obtained by treating A and B as the binary representa-
tions of integers and computing their sum modulo 2¥, where the result is constrained to lie
between 0 and 2¥ - 1 inclusive. The value of wis 32 for Dedicated Hash-Functions 1 to 4,
defined in Clauses 7 to 10, 64 for Dedicated Hash-Functions 5 and 6, defined in Clauses 11
and 12 and 512 for Dedicated Hash-Functions 11 and 12, defined in Clauses 17 and 18

multiplication operation of 8 x 8 matrices with entries chosen from GF(28); i.e. if A and
B are such matrices, then A-B is the matrix obtained by multiplying A and B in the fol-
lowing way. Treat each entry of either 4 or B as the binary polynomial representation
of an integer (for example, the binary polynomial representation of integer 89 (hexa-
decimal) is x7 + x3 + 1); treat the multiplication of two of the entries as the remainder
when multiplication of the two polynomials is divided by a polynomial pg(x), where
ps(x) = x8 + x4 + x3 + x2 + 1; and treat the sum operation as the operation @

= a symbol denoting the “set equal to” operation used in procedural specifications of round-
functions, where it indicates that the value of the variable (e.g. word or matrix) on the left
side of the symbol should be set equal to the value of the expression on the right side of
the symbol

5 Requirements

Users who wish to employ a hash-function from this document shall select
— one of the dedicated hash-functions specified below, and

— thelength, Ly, of the hash-code H.

NOTE1  All the hash-functions defined in this document take a bit string as input and give a bit string as
output; this is independent of the internal byte ordering convention used within each hash-function.

NOTE 2  The choice of Ly affects the security of the hash-function. All of the hash-functions specified in this
document are believed to be collision-resistant hash-functions in environments where performing 2l /2 hash-

code computation is deemed to be computationally infeasible.

Annex A defines object identifiers that shall be used to identify the hash-functions specified in this
document.

6 Models for dedicated hash-functions

6.1 Use of models

The 17 dedicated hash-functions specified in this document are defined using two different models.
Dedicated Hash-Functions 1 to 12 and 17 are defined using the general round-function-based model
defined in ISO/IEC 10118-1, which is further described in 6.2. Dedicated Hash-Functions 13 to 16 use
the sponge construction model as defined in 6.3.

6.2 Round-function model

Dedicated Hash-Functions 1 to 12 and 17 specified in this document are based on the general model for
hash-functions given in ISO/IEC 10118-1.

In the specifications of the hash-functions in this document, it is assumed that the padded data string
input to the hash-function is in the form of a sequence of bytes. If the padded data string is in the form of
a sequence of 8n bits, xg, x1, ..., Xgn-1, then it shall be interpreted as a sequence of n bytes, Bg, B, ..., Bn-1,
in the following way. Each group of eight consecutive bits is considered as a byte, the first bit of a group
being the most significant bit of that byte. Hence,
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Bj = 27xg; + 26xgjs1 + ... + Xgi+7
foreveryi (0 <i<n).

The output transformation for the hash-functions specified in this document is defined so that the
hash-code, H, is derived by taking the left-most Ly bits of the final L,-bit output string H.

Identifiers are defined for each of the 17 dedicated hash-functions specified in this document. The

40 and 11 (hexadecimal), respectively. Some hash-function identifiers are also used in the OSI object
identifiers assigned in Annex A.

6.3 Sponge model
In 6.3, a permutation-based hash-function with sponge construction is specified.

A permutation-based hash-function with sponge construction is defined by a padding method, a
permutation and a set of parameters.

The sponge constructionl4] is a framework for specifying functions on a binary data with arbitrary
output length. The construction employs the following three components:

— anunderlying function on fixed-length strings, denoted by f;
— aparameter called the rate, denoted by r;
— apadding rule, denoted by pad.

The function that the construction produces from these components is called a sponge function,
denoted by SPONGE] f, pad, r]. A sponge function takes two inputs, a bit string, N, and the bit length, d, of
the output string, SPONGE[f, pad, r](N, d).

NOTE For further details on the rationale of the sponge construction framework, see Reference [5].

The function, f, maps strings of a single, fixed length, b, to strings of the same length. b is called the
width of f. When the underlying function, f, is invertible, i.e. a permutation, it is a permutation-based
hash-function with sponge construction.

The rate, r, is a positive integer that is strictly less than the width b. The capacity, c, is the positive
integer b — r. Thus, r+c=b.

In the padding rule, pad is a function that produces padding, i.e. a string with an appropriate length
to append to another string. In general, given a positive integer x and a non-negative integer m, the
output pad(x, m) is a string with the property that m + len[pad(x, m)] is a positive multiple of x. Within
the sponge construction, x = r and m = len(N), so that the padded input string can be partitioned into a
sequence of r-bit strings.

Given these three components, f, pad and r, as described above, the SPONGE[ £, pad, r] function on (N, d)
is specified by SPONGE[ f, pad, r](N, d). The width b is determined by the choice of f.

SPONGE[f, pad, r](N, d)

Input: string N, non-negative integer d
Output: string Z, such thatlen(Z) =d
Steps:

a) LetP=N||pad[r,len(N)].

b) Letgq=1len(P)/r.
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c) Letc=b-r

d) LetPy, ..., Pg-1 be the unique sequence of strings of length r, such that P = Pq || ... || Pg-1.
e) LetS=0b.

f) ForifromOtoq-1,letS=f[S (P;|| 09].

g) LetZbe the empty string.

h) LetZ=Z]|| Trunc,(S).

i) Ifd<|Z|, thenreturn Truncy(Z); else, continue.

j) LetS=f(S) and continue with step h).

Note that the input d determines the number of bits that SPONGE][ f, pad, r](N, d) returns, but it does not
affect their values. In principle, the output can be regarded as an infinite string, whose computation, in
practice, is halted after the desired number of output bits is produced.

The parameters of a sponge construction include:
— b, the width;

— r,therate;

— ¢, the capacity, such that b =r + ¢; and

— d, the output length.

Here, if notations specified in ISO/IEC 10118-1:2016, Clause 3 are used, r can be considered as L1, which
is the length of a block of input data (message), while b can be considered as Ly, which is the output
length of the function f. Furthermore, the relation between function f and the round-function @ as
defined in ISO/IEC 10118-1:2016, Clause 3 can be represented as @ (P;, Si-1) = f[Si-1D (P; || 09)], where
P; = Dj is the ith data block, while S;_1 = H;j_1 is the output of the previous execution. The squeezing stage
is considered the output transformation.

7 Dedicated Hash-Function 1 (RIPEMD-160)

7.1 General

In Clause 7, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 1. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 1 is equal to 31 (hexadecimal).

NOTE1 Dedicated Hash-Function 1 defined in Clause 7 is commonly called RIPEMD-160l6l.

NOTE 2  As aresult of a short hash-code length and/or cryptanalytic results, Dedicated Hash-Function 1 does
not provide a sufficient level of collision resistance for future digital signature applications and it is, therefore,
only used for legacy applications. However, for applications where collision resistance is not required, such as in
hash-functions as specified in the ISO/IEC 9797 series or in key derivation functions specified in ISO/IEC 11770-
6, its use is not deprecated.
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7.2 Parameters, functions and constants

7.2.1 Parameters

For this hash-function, L1 = 512, L = 160 and Ly is up to 160.

7.2.2 Byte ordering convention

In the specification of the round-function of Clause 7, it is assumed that the block input to the round-
function is in the form of a sequence of 32-bit words, each 512-bit block being made up of 16 such words.
A sequence of 64 bytes, By, B, ..., B3, shall be interpreted as a sequence of 16 words, Zy, Z1, ..., Z15, in
the following way. Each group of four consecutive bytes is considered as a word, the first byte of a word
being the least significant byte of that word. Hence,

Zi = 224B4j+3 + 216Byji0 + 28Bajs1 + B4y, (0 <i<15).

To convert the hash-code from a sequence of words to a byte-sequence, the inverse process shall be
followed.

NOTE The byte-ordering specified here is different from that of 9.2.2.

7.2.3 Functions

To facilitate software implementation, the round-function @ is described in terms of operations on 32-
bit words. A sequence of functions gg, g1, ..., g79 is used in this round-function, where each function
gi 0 <1 <79, takes three words, Xp, X1 and X, as input and produces a single word as output.

The functions g; are defined as follows:

gi(X0,X1,X2) = Xo © X1 @ X2, (0<i<15);
9i(X0,X1,X2) = (Xo A X1) V (7Xo A X2), (16 <i<31);
9i(X0,X1,X2) = (Xo vV ~X1) © X2, (32 <i<47);
9i(X0,X1,X2) = (Xo A X2) V (X1 A ~X2), (48 <i<63);
9i(X0,X1,X2) = Xo @ (X1V ~X2), (64 <i<79).

7.2.4 Constants

Two sequences of constant words, Co, C1, ..., C79 and C'g, C'y, ..., C'79, are used in this round-function. In a
hexadecimal representation (where the most significant bit corresponds to the left-most bit), these are
defined as follows:

C;=00000000, (0<i<15);
Ci=5A827999, (16 <i<31);
Ci= 6ED9EBAI, (32 <i<47);
Ci=8F1BBCDC, (48 <i<63);
Ci=RA953FDA4E, (64<i<79)
C'i=50A28BEG, (0<i<15);
C'i=5C4DD124, (16 <i<31);
C'i=6D703EF3, (32<i<47);
C'i="7A6D76E9, (48 <i<63);
C'i=00000000, (64<i<79).

Two sequences of 80 shift-values are used in this round-function, where each shift-value is between
5 and 15. These sequences are denoted by (to, t1, ..., t79) and (t'o, t'1, .., t'79). Two additional sequences of
80 indices are used in this round-function, where each value in the sequence is between 0 and 15. These
sequences are denoted as (ag, a1, ..., ay9) and (a’o, a'y, ..., a’79). All four sequences are defined in Table 1.
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Table 1 — Sequences for Hash-Function 1

8

Full document details

:ISO IEC 10118-3-2018

i 0 1 2 3 4 5 6 7
ti 11 14 15 12 5 8 7 9
t'i 8 9 11 13 15 15 5
a; 0 1 4 6 7
a'i 5 14 9 11 4
i 8 9 10 11 12 13 14 15
ti 11 13 14 15 6 7 9 8
t'; 7 7 8 11 14 14 12 6
a; 8 9 10 11 12 13 14 15
a’i 13 6 15 8 1 10 3 12
i 16 17 18 19 20 21 22 23
ti 7 6 8 13 11 9 7 15
t; 9 13 15 7 12 8 9 11
a; 7 4 13 1 10 6 15 3
a’; 6 11 3 7 0 13 5 10
i 24 25 26 27 28 29 30 31
ti 7 12 15 9 11 7 13 12
t'; 7 7 12 7 6 15 13 11
a; 12 0 9 5 2 14 11 8
a’; 14 15 8 12 4 9 1 2
i 32 33 34 35 36 37 38 39
ti 11 13 6 7 14 9 13 15
t'; 9 7 15 11 8 6 6 14
a; 3 10 14 4 9 15 8 1
a’i 15 5 1 3 7 14 6 9
i 40 41 42 43 44 45 46 47
ti 14 8 13 6 5 12 7 5
t'; 12 13 5 14 13 13 7 5
a; 2 7 0 6 13 11 5 12
a’; 11 8 12 2 10 0 4 13
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i 48 49 50 51 52 53 54 55
ti 11 12 14 15 14 15 9 8
th 15 5 8 11 14 14 6 14
aj 1 9 11 10 0 8 12 4
a’; 8 6 4 1 3 11 15 0
i 56 57 58 59 60 61 62 63
ti 9 14 5 6 8 6 5 12
t' 6 9 12 9 12 5 15 8
aj 13 3 7 15 14 5 6 2
a’; 5 12 2 13 9 7 10 14
i 64 65 66 67 68 69 70 71
ti 9 15 5 11 6 8 13 12
t'i 8 5 12 9 12 5 14 6
aj 4 0 5 9 12 2 10
a’i 12 15 10 4 1 5 8 7
i 72 73 74 75 76 77 78 79
ti 5 12 13 14 11 8 5 6
th 8 13 6 5 15 13 11 11
aj 14 1 3 8 11 6 15 13
a’i 6 2 13 14 0 3 9 11

7.2.5 Initializing value

For this round-function, the initializing value, IV, shall always be the following 160-bit string,
represented here as a sequence of five words, Yy, Y1, Y2, Y3 and Y3, in a hexadecimal representation,
where Yy represents the left-most 32 of the 160 bits:

Yo=67452301;
Y1 = EFCDABSY;
Y, = 98BADCFE;
Y3=10325476;
Y4 = C3D2E1FO.

7.3 Padding method

The data string, D, needs to be padded to make it contain a number of bits which is an integer multiple
of 512. The padding procedure operates as follows.

a) Dis concatenated with a single “1” bit.

b) The result of the previous step is concatenated with between zero and 511 “0” bits such that
the length (in bits) of the resultant string is congruent to 448 modulo 512. More explicitly, if the
original length of D is Lp and letting r be the remainder when Lp is divided by 51 D)dyeisrents
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of concatenated zeros is equal to either 447 - r (if r < 447) or 959 - r (if r > 447). The result will be
a bit string whose length will be 64 bits short of an integer multiple of 512 bits.

c) Divide the 64-bit binary representation of Lp into two 32-bit strings, one representing the “most
significant half” of Lp and the other the “least significant half”. Now concatenate the string resulting
from the previous step with these two 32-bit strings, with the “least significant half” preceding the
“most significant half”.

In the description of the round-function which follows, each 512-bit data block D;, 1 <i < g, is treated as
a sequence of 16 words, Zg, Z1, ..., Z15, where Zy corresponds to the left-most 32 bits of D;.

NOTE The concatenation of the two 32-bit strings of Lp in step c) is such that these two 32-bit strings are
used directly as the words Z14 and Z;5 of the last data block; based on the byte ordering convention in 7.2.2, the
least significant byte of Lp is the left-most byte and the most significant byte of Lp is the right-most byte.

7.4 Description of the round-function
The round-function, @, operates as follows.

NOTE In this description, the symbols W, Xo, X1, X2, X3, Xa, X'0, X'1, X'2, X'3 and X4 are used to denote 11
distinct words which contain values required in the computations.

a) Suppose the 512-bit (first) input to @ is contained in Zy, 7, ..., Z15, where Zp contains the left-most
32 of the 512 bits. Suppose also that the 160-bit (second) input to @ is contained in five words, Yo,
Y1, Y2, Y3 and Ys.

b) LetXp: =Yy, X1: = Y1, X2: = Y2, X3: = Y3 and Xy: = V3.
) LetX'p:=Yo,X'1:=Y1,X'2:=Y9, X'3: =Y3and X'4: = Y.

d) Fori:=0to 79, do the following four steps in the order specified:

1) W:=s"[Xowgi(X1, X2, X3) U Z, W Ci] ¥ Xa;

2) Xo:=Xg; Xa: = X3; X3: = S10(X2); Xo: = X1; X1: = W

3) W= sti [X'0Wg79-i(X'1, X2, X'3) W Za’i Wl WXy
4) X'o0:=X4X3:=X'3;X'3: =S10(X"2); X'0: =X';; X'1: = W.

e) LetW:=Yy, Yo:=Y1UXoW X3 Yi=YouX3W Xy Yr=Y36XaU Xy, V3:=YaU XoW X1 and
Yar=WW X1 WX,

f) The five words, Yy, Y1, Y2, Y3 and Y4, represent the output of the round-function @. After the final
iteration of the round-function, the five words, Yy, Y1, Y2, Y3 and Y4, shall be converted to a sequence
of 20 bytes using the inverse of the procedure specified in 7.2.2 and where Y shall yield the first
four bytes, Y7 the next four bytes and so on. Thus, the first (left-most) byte will correspond to the
least significant byte of Yp and the 20th (right-most) byte will correspond to the most significant
byte of Y4. The 20 bytes shall be converted to a string of 160 bits using the inverse of the procedure
specified in Clause 6, i.e. the first (left-most) bit will correspond to the most significant bit of the
first (left-most) byte and the 160th (right-most) bit will correspond to the least significant bit of the
20th (right-most) byte.

Figure 1 shows steps 1) and 2) of item d) of the round-function @ in Dedicated Hash-Function 1
(RIPEMD-160) [the other half, i.e. steps 3) and 4) is similar]. In the round-function &, steps 1) to 4) of
item d) are used 80 times (i =0, ..., 79).
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Xo X1 X2 X3 Xs  (before round i)
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\
/
:

Xo X1 X2 X3 X4 (after round i)

Figure 1 — Part of the round-function in Dedicated Hash-Function 1

8 Dedicated Hash-Function 2 (RIPEMD-128)

8.1 General

In Clause 8, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 2. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 2 is equal to 32 (hexadecimal).

NOTE1 Dedicated Hash-Function 2 defined in Clause 8 is commonly called RIPEMD-128[6él. This hash-function
is only used in applications where a hash-code containing 128 bits or less is considered adequately secure.

NOTE 2  Asaresult of a short hash-code length and/or cryptanalytic results, Dedicated Hash-Function 2 does
not provide a sufficient level of collision resistance for future digital signature applications and it is, therefore,
only used for legacy applications. However, for applications where collision resistance is not required, such as in
hash-functions as specified in the ISO/IEC 9797 series or in key derivation functions specified in ISO/IEC 11770-
6, its use is not deprecated.

8.2 Parameters, functions and constants

8.2.1 Parameters

For this hash-function, L1 = 512, Ly = 128 and Ly is up to 128.

8.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of Clause 7.
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8.2.3 Functions

To facilitate software implementation, the round-function, @, is described in terms of operations on
32-bit words. A sequence of functions, go, g1, --» 963, is used in this round-function, where each function
gi, 0 <i< 63, takes three words, Xo, X1 and X7, as input and produces a single word as output.

The functions g; are defined to be the same as the first 64 of the functions defined in 7.2.3.

8.2.4 Constants

Two sequences of constant words, Co, Cy, ..., C¢3 and C'g, C', ..., C'63, are used in this round-function. In a
hexadecimal representation (where the most significant bit corresponds to the left-most bit), these are
defined as follows:

Ci=00000000, (0<i<15);
Ci=5A827999, (16 < i< 31);
Ci= 6EDYEBAL, (32 <i<47);
Ci= 8F1BBCDC, (48 <i<63).
C'i=50A28BES6, (0<i<15);
C'i=5C4DD124, (16 <i<31);
C'i= 6D703EF3, (32<i<47);
C';=00000000, (48 <i<63).

Two sequences of 64 shift-values are also used in this round-function, where each shift-value is between
5 and 15. These sequences are denoted by (to, t1, ..., te3) and (t'o,t'y, ..., t's3) and they are defined to be
equal to the first 64 values of the corresponding sequences defined in 7.2.4.

Finally, two further sequences of 64 indices are used in this round-function, where each value in the
sequence is between 0 and 15. These sequences are denoted by (ag, a1, ..., as3) and (a’o, a1, .., a’63) and
they are defined to be equal to the first 64 values of the corresponding sequences defined in 7.2.4.

8.2.5 Initializing value

For this hash-function, the initializing value, IV, shall always be the following 128-bit string, represented
here as a sequence of four words, Yp, Y1, Y2 and Y3, in a hexadecimal representation, where Yy represents
the left-most 32 of the 128 bits:

Yo=67452301;
Y1 = EFCDABS89;
Y2 = 98BADCFE;
Y3=10325476.

8.3 Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in 7.3.

8.4 Description of the round-function
The round-function, @, operates as follows.

NOTE In this description, the symbols W, Xo, X1, X2, X3, X'0, X'1, X'2 and X'3 are used to denote nine distinct
words which contain values required in the computations.

a) Suppose the 512-bit (first) input to @ is contained in Zy, 7, ..., Z15, where Zp contains the left-most
32 of the 512 bits. Suppose also that the 128-bit (second) input to @ is contained in four words, Yo,

Y1, Y2 and Y3.
b) LetXp: =Yy, X1: =Yy, Xo:=Yzand X3: =Y3. Documents
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c) LetX'p:=Yy X'1:=Y1,X'2:=Ypand X'3: = V3.

d) Fori:=0to 63, do the following four steps in the order specified:

1) W= 5"[Xougi(X1, X2, X3) ¥ Z, ¥ Cil;
2) Xo:=XzX3:=Xp; Xo:=X1; X1:= W
3) W:=5S"i[X'0UWges-i(X'1, X'2, X'3) ¥ Zy WL
4) Xo:=X3X'3:=X'3;X0:=X;X'1:=W.
e) LetW:=Yy, Yo:=Y1UXoUWX'3 Y1:=YoUX3WX'g,Y2:=Y3WXgWX'1and Y3:=Wu X1 W X'5.

f) The four words, Yy, Y1, Y2 and Y3, represent the output of the round-function @. After the final
iteration of the round-function, the four words, Yy, Y1, Y2 and Y3, shall be converted to a sequence
of 16 bytes using the inverse of the procedure specified in 7.2.2 and where Yj shall yield the first
four bytes, Y7 the next four bytes and so on. Thus, the first (left-most) byte will correspond to the
least significant byte of Yp and the 16th (right-most) byte will correspond to the most significant
byte of Y3. The 16 bytes shall be converted to a string of 128 bits using the inverse of the procedure
specified in Clause 6, i.e. the first (left-most) bit will correspond to the most significant bit of the
first (left-most) byte and the 128th (right-most) bit will correspond to the least significant bit of the
16th (right-most) byte.

Figure 2 shows steps 1) and 2) of item d) of the round-function @ in Dedicated Hash-Function 2
(RIPEMD-128) [the other half, i.e. steps 3) and 4) is similar]. In the round-function @, steps 1) to 4) of
item d) are used 64 times (i =0, ..., 63).

Xo X1 X2 X3 (before round i)

Zqg,

N R
K»

T

V\

Xo X1 X2 X3 (after round i)

Figure 2 — Part of the round-function in Dedicated Hash-Function 2
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9 Dedicated Hash-Function 3 (SHA-1)

9.1 General

In Clause 9, a padding method, an initializing value and a round-function for use in the general model for
hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value and
round-function specified here, when used in the above general model, together define the Dedicated
Hash-Function 3. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 3 is equal to 33 (hexadecimal).

NOTE1 Dedicated Hash-Function 3 defined in Clause 9 is commonly called SHA-1[1].

NOTE 2  Asaresult of a short hash-code length and/or cryptanalytic results, Dedicated Hash-Function 3 does
not provide a sufficient level of collision resistance for future digital signature applications and it is, therefore,
only used for legacy applications. However, for applications where collision resistance is not required, such as in

hash-functions as specified in the ISO/IEC 9797 series or in key derivation functions specified in ISO/IEC 11770-
6, its use is not deprecated.

9.2 Parameters, functions and constants

9.2.1 Parameters

For this hash-function, L1 = 512, L = 160 and Ly is up to 160.

9.2.2 Byte ordering convention

In the specification of the round-function of Clause 9, it is assumed that the block input to the round-
function is in the form of a sequence of 32-bit words, each 512-bit block made up of 16 such words. A
sequence of 64 bytes, By, By, ..., Be3, shall be interpreted as a sequence of 16 words, Zy, Z3, ..., Z15, in the
following way, where each group of four consecutive bytes is considered as a word, the first byte of a
word being the most significant byte of that word. Hence,

Zj= 224By4; + 216Byj1 + 28Byir2 + Bajv3, (0 <i<15).

To convert the hash-code from a sequence of words to a sequence of bytes, the inverse process shall be
followed.

NOTE The byte-ordering specified here is different from that of 7.2.2.

9.2.3 Functions

To facilitate software implementation, the round-function @ is described in terms of operations on 32-
bit words. A sequence of functions, fy, f1, ..., f79, is used in this round-function, where each function,
fi, 0 <i<79, takes three words, Xp, X1 and X, as input and produces a single word as output.

The functions f; are defined as follows:

fi(Xo, X1, X2) = (Xo A X1) V (=X0 A X2), (0 <i<19);
fi(Xo, X1, X2) = Xo © X1 © X2, (20 <i<39);
fiXo, X1, X2) = (Xo A X1) V (Xo A X2) V (X1 A X2), (40 <i<59);
fi(Xo, X1, X2) = Xo © X1 © X2, (60 <i<79).

9.2.4 Constants

A sequence of constant words, Co, C1, ... C79, is used in this round-function. In a hexadecimal
representation (where the most significant bit corresponds to the left-most bit), these are defined as
follows:
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Ci=5A827999, (0<i<19);
Ci= 6EDSEBAIL, (20 <i<39);
Ci=8F1BBCDC, (40 <i<59);
Ci=CA62C1D6, (60<i<79).

9.2.5 Initializing value

For this round-function the initializing value, IV, shall always be the following 160-bit string,
represented here as a sequence of five words, Yy, Y1, Y2, Y3 and Y3, in a hexadecimal representation,
where Yy represents the left-most 32 of the 160 bits:

Yo=67452301;
Y1 = EFCDABS9;
Y, = 98BADCFE;
Y3=10325476;
Y4 = C3D2E1FO.

9.3 Padding method

The data string, D, needs to be padded to make it contain a number of bits which is an integer multiple
of 512. The padding procedure operates as follows.

a) Dis concatenated with a single “1” bit.

b) The result of the previous step is concatenated with between zero and 511 “0” bits, such that
the length (in bits) of the resultant string is congruent to 448 modulo 512. More explicitly, if the
original length of D is Lp and letting r be the remainder when Lp is divided by 512, then the number
of concatenated zeros is equal to either 447 - r (if r < 447) or 959 - r (if r > 447). The result will be
a bit string whose length will be 64 bits short of an integer multiple of 512 bits.

c) Concatenate the string resulting from the previous step with the 64-bit binary representation of
Lp, most significant bit first.

In the description of the round-function which follows, each 512-bit data block D;, 1 <i < g, is treated as
a sequence of 16 words, Zy, Z1, ..., Z15, where Zy corresponds to the left-most 32 bits of D;.

NOTE The concatenation of the 64-bit string of Lp in step c) is such that the most significant 32-bit string
and the least significant 32-bit string of Lp are used respectively as the words Z14 and Z;5 of the last data block.
Based on the byte ordering convention in 9.2.2, the most significant byte of Lp is the left-most byte and the least
significant byte of Lp is the right-most byte.

9.4 Description of the round-function
The round-function, @, operates as follows.

NOTE In this description, the symbols W, Xo, X1, X2, X3, X4, Zo, Z1, ..., Z79 are used to denote 86 distinct words
which contain values required in the computations.

a) Suppose the 512-bit (first) input to @ is contained in Zy, 71, ..., Z15, where Zp contains the left-most
32 of the 512 bits. Suppose also that the 160-bit (second) input to @ is contained in five words,
Yo, Y1, Y2, Y3 and V3.

b) Fori=16to 79, letZ;: =S1(Zi3 D Zi.g ® Zi-14 D Zi-16)-
c) LetXo:=VYp X1:=Yq,X2:=Y2, X3: =Y3and Xs: = Ya.
d) Fori=0to 79, do the following two steps:
1) W:=S5Xo) Y fi(X1, X2, X3) W X4 W Z; W Cy;
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2) Xa:=X3; X3: = X2; Xo: = S30(Xq); X1: = Xo; Xo: = W.
e) LetYp=YoWwXp, Y1:=Y1 WXy, Yo=Y W Xp, Y3:=Y3 W X3 and Ya:= Y3 U X3.

f) The five words, Yy, Y1, Y2, Y3 and Y4, represent the output of the round-function @. After the final
iteration of the round-function, the five words, Yy, Y1, Y2, Y3 and Y4, shall be converted to a sequence
of 20 bytes using the inverse of the procedure specified in 9.2.2 and where Yy shall yield the first
four bytes, Y1 the next four bytes and so on. Thus, the first (left-most) byte will correspond to the
most significant byte of Yp and the 20th (right-most) byte will correspond to the least significant
byte of Y4. The 20 bytes shall be converted to a string of 160 bits using the inverse of the procedure
specified in Clause 6, i.e. the first (left-most) bit will correspond to the most significant bit of the
first (left-most) byte and the 160th (right-most) bit will correspond to the least significant bit of the
20th (right-most) byte.

Figure 3 shows steps 1) and 2) of item d) of the round-function @ in Dedicated Hash-Function 3 (SHA-1).
In the round-function @, steps 1) and 2) of item d) are used 80 times (i =0, ..., 79).

Xo X1 X2 X3 X1 (before round i)
> S5 fi |e—p— ’-> +
M > +
l J Z
$30 N

e
T .

Xo X1 X2 X3 X4 (after round i)

Figure 3 — Part of the round-function in Dedicated Hash-Function 3

10 Dedicated Hash-Function 4 (SHA-256)

10.1 General

In Clause 10, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 4. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 4 is equal to 34 (hexadecimal).

NOTE Dedicated Hash-Function 4 defined in Clause 10 is commonly called SHA-256[11.
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10.2 Parameters, functions and constants

10.2.1 Parameters

For this hash-function, L1 = 512, Ly = 256 and Ly is up to 256.

10.2.2 Byte ordering convention

The byte ordering convention to be used with this hash-function shall be the same as the byte ordering
convention defined in 9.2.2.

10.2.3 Functions

To facilitate software implementation, the round-function @ is described in terms of operations on 32-
bit words. A sequence of functions, e, e1, €2, e3, e4 and es, is used in this round-function, where eg and
e1 each takes three words, Xp, X1 and X, as input; ey, e3, e4 and es each takes one word Xy as input and
each of these six functions produces a single 32-bit word as output.

The functions eg, e1, e2, e3, e4 and es are defined as follows:

eo(Xo, X1, X2) = (Xo A X1) D (X0 A X2);
e1(Xo, X1, X2) = (Xo A X1) © (Xo A X2) © (X1 A X2);

e2(Xo) = S" 2(Xo0) @ S’ 13(Xo) D S’ 22(Xo);

e3(Xo0) = S 6(Xo) @ S’ 11(Xo) B S’ 25(Xo);
e4(Xo) = S" 7(Xo0) @ S’ 18(Xo) @ R 3(Xo);

es(Xo) =S 17(Xo) @ S' 19 (Xo) D R10(Xo).

10.2.4 Constants

A sequence of constant words, Cp, C1, ..., Ce3, is used in this round-function. In a hexadecimal
representation (where the most significant bit corresponds to the left-most bit), these are defined as
follows, where the words are listed in the order Cy, Cy, ..., Co3.

428A2F98
D807AA98
E49B69C1
983E5152
27B70A85
A2BFE8A1
19A4C116
T48F82EE

NOTE

71374491
12835B01
EFBE4786
A831C66D
2E1B2138
AB1A664B
1E376C08
7T8A5636F

B5COFBCF
243185BE
0FC19DC6
B00327C8
4D2C6DFC
C24B8B70
2748774C
84C87814

10.2.5 Initializing value

E9B5DBAS
550C7DC3
240CAlCC
BE597FC7
53380D13
C76C51A3
34B0OBCBS

8CC70208

3956C25B
72BE5S5D74
2DE92C6F
C6EQOBF3
650A7354
D192E819
391CO0CB3

90BEFFFA

59F111F1
80DEBLFE
4AT7484AA
D5A79147
766A0ABB
D6990624
4EDBAA4A

A4506CEB

923F82A4
9BDCOG6AT
5CBOASDC
06CA6351
81C2C92E
F40E3585
5BO9CCA4F

BEF9A3F7

AB1C5EDbS
Cl9BF174
7T6F988DA
14292967
92722C85
106AA070
682E6FF3
Ce67178F2

These values are the first 32 bits of the fractional parts of the cube roots of the first 64 primes.

For thisround-function, the initializing value, IV, shall always be the following 256-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Yg and Y7, in a hexadecimal representation, where
Yo represents the left-most 32 of the 256 bits:

Yo = 6A09E667;
Y1 = BB67AESS;
Y2 = 3C6EF372;
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Y3 = A54FF53A;
Y4=510E527F;
Y5 = 9B05688C;
Y¢ = 1F83DIAB;
Y7 = 5BEOCD19.

NOTE These values are obtained by taking the fractional parts of the square roots of the first eight primes.

10.3 Padding method
The padding method to be used with this hash-function shall be the same as the padding method
defined in 9.3.

10.4 Description of the round-function
The round-function, @, operates as follows.

NOTE In this description, the symbols Wy, Wy, Xo, X1, X2, X3, X4, X5, X6, X7, Zo, Z1, ..., Z63 are used to denote
74 distinct words which contain values required in the computations.

a) Suppose the 512-bit (first) input to @ is contained in Zy, Z, ..., Z15, where Zp contains the left-most
32 of the 512 bits. Suppose also that the 256-bit (second) input to @ is contained in eight words, Yo,
Y1, Y2, Y3, Ya, Y5, Yg and V7.

b) Fori=16to 63,let Z;: = e5(Zi-2) W Zi7 W ea(Zi-15) W Zi-16.
c) LetXo:=Yo, X1:=Y1,X0:=Y2, X3: =V3,Xa:=Ys, X5: = Y5, Xg: = Vg and X7: = V7.
d) Fori=0to 63, do the following three steps:
1) Wii=X7We3(Xq) Weo(Xs, X5, Xe) W Ci W Zj;
2) Wy =ez(Xo) W e1(Xo, X1, X2);
3) X7:=Xg; Xe: = X5; X0 = Xa; Xa: = X3 W W1; X3: = Xo; Xo0 = X1; X1: = Xo; Xo: = Wi W Wo.

e) LetYy=YoWXo, Yi:=Y1WX,Yor=YouWXp, V3:=Y3U X3, Yar=YaW Xy, Y5: = Y5 W X5, Yg: = Yo U Xp and
Y7:.=Y7 4 X7

f) The eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y6 and Y7, represent the output of the round-function @®. After
the final iteration of the round-function, the eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y and Y7, shall be
converted to a sequence of 32 bytes using the inverse of the procedure specified in 10.2.2 and where
Yo shall yield the first four bytes, Y1 the next four bytes and so on. Thus, the first (left-most) byte
will correspond to the most significant byte of Yp and the 32nd (right-most) byte will correspond
to the least significant byte of Y7. The 32 bytes shall be converted to a string of 256 bits using the
inverse of the procedure specified in Clause 6, i.e. the first (left-most) bit will correspond to the
most significant bit of the first (left-most) byte and the 256th (right-most) bit will correspond to
the least significant bit of the 32nd (right-most) byte.

Figure 4 shows steps 1), 2) and 3) of item d) of the round-function @ in Dedicated Hash-Function 4
(SHA-256). In the round-function @, steps 1), 2) and 3) of item d) are used 64 times (i =0, ..., 63).
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Xo X1 X2 X3 X4 Xs Xe X7
e2 e3 0 T+
e1 | —
Ci
—> il
- — — >t —r e 60— *
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Figure 4 — Part of the round-function in Dedicated Hash-Function 4

11 Dedicated Hash-Function 5 (SHA-512)

11.1 General

In Clause 11, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 5. This dedicated hash-function can be applied to all data strings, D, containing at most
21281 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 5 is equal to 35 (hexadecimal).

NOTE Dedicated Hash-Function 5 defined in Clause 11 is commonly called SHA-512[1].

11.2 Parameters, functions and constants

11.2.1 Parameters

For this hash-function, L1 =1 024, L, =512 and Ly is up to 512.

11.2.2 Byte ordering convention

In the specification of the round-function of Clause 11, it is assumed that the block input to the round-
function is in the form of a sequence of 64-bit words, each 1 024-bit block is made up of 16 such words.
A sequence of 128 bytes, By, B, ..., B127, shall be interpreted as a sequence of 16 words, Zy, Z1, ..., Z15, in
the following way. Each group of eight consecutive bytes is considered a word, where the first byte of a
word is the most significant byte of that word. Hence,

Zj= 256Bg; + 248Bgj,1 + 240Bg1p + 232Bgj13 + 224Bgjs4 + 216Bgjs5 + 28Bg .6 + Bgi+7, (0<i=<15).
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To convert the hash-code from a sequence of words to a sequence of bytes, the inverse process shall be
followed.

11.2.3 Functions

To facilitate software implementation, the round-function @ is described in terms of operations on 64-
bit words. A sequence of functions, dy, d1, d2, d3, d4 and ds, is used in this round-function, where dg and
dy each takes three 64-bit words, Xo, X1 and X3, as input; dz, d3, d4 and ds each takes one 64-bit word Xp

as input and each of these six functions produces a single 64-bit word as output.

The functions dg, d1, d2, d3, d4 and ds are defined as follows:

11.2.4 Constants

A sequence of constant words, Co, C1,

do(Xo, X1, X2) = (Xo A X1) © (=Xo A X2);

d1(Xo, X1, X2) = (Xo A X1) D (Xo A X2) D (X1 A X2);

d2(Xo) = S' 28(Xo) @ S’ 34(Xo) @ S’ 39(Xo);

d3(Xo) = S’ 14(Xo) @ S’ 18(Xo) @ S" 41(Xo);
da(Xo) = S" 1(Xo) @ S' 8(Xo) @D R 7(Xo);

ds(Xo) = S" 19(Xo) @ S’ 61 (Xo) D R 6(Xo).

..., C79, is used in this round-function. In a hexadecimal
representation (where the most significant bit corresponds to the left-most bit), these are defined as

follows, where the words are listed in the order Cy, C1, ..., C79.

428A2F98D728AE22 7137449123EF65CD BS5COFBCFEC4D3B2F E9BSDBA58189DBBC
3956C25BF348B538 59F111F1B605D019 923F82A4AF194F9B ABICS5EDSDA6D8118
D807AA98A3030242 12835B0145706FBE 243185BE4EE4B28C 550C7DC3D5FFB4E2
72BES5D74F27B896F 80DEBLFE3B1696B1 9BDCO6A725C71235 Cl9BF174CF692694
E49B69C19EF14AD2 EFBE4786384F25E3 (0FC19DC68B8CD5B5 240CA1CC77AC9C65
2DE92C6F592B0275 4AT7484AA6EAGCE483 5SCBOASDCBD41FBD4 76F988DA831153B5
983E5152EE66DFAB A831C66D2DB43210 BO0327C898FB213F BEFS597FCT7BEEFOEE4
C6EOOBF33DA88BFC2 D5A79147930AA725 (06CA6351E003826F 142929670A0E6E70
27B70A8546D22FFC  2E1B21385C26C926 4D2C6DFC5AC42AED 53380D139D95B3DF
650A73548BAF63DE  766A0ABB3C77B2A8 81C2C92E47EDAEE6 92722C851482353B
A2BFE8A14CF10364 A81A664BBC423001 C24B8B70D0F89791 C76C51A30654BE30
D192E819D6EF5218 D69906245565A910 F40E35855771202A 106AA07032BBD1BS
19A4C116B8D2D0OCS 1E376C085141AB53 2748774CDF8EEB99 34BOBCBS5E19B48A8
391C0OCB3C5C95A63 4EDSAA4AE3418ACB 5BI9CCA4FT7763E373 682E6FF3D6B2B8A3
7T48F82EELSDEFB2FC  78A5636F43172F60 84C87814A1F0AB72 8CCT702081A6439EC
90BEFFFA23631E28 A4506CEBDE82BDES BEFSA3F7B2C67915 C67178F2E372532B
CA273ECEEA26619C D186B8C721C0C207 EADATDD6CDEOEBIE F57D4F7FEEGED178

Documents

20 © ISO/IEC 2018 - All rlijgﬁ'gurg;grn\}egharing Hub

Full document details: ISO IEC 10118-3-2018


http://www.avadocuments.com/doc/iso-iec-10118-3-2018
http://www.avadocuments.com/doc/iso-iec-10118-3-2018

ISO/IEC 10118-3:2018(E)

06F067AA72176FBA 0OA637DCS5A2C898A6 113F9804BEF90DAE 1B710B35131C471B
28DB77F523047D84  32CAABT7B40C72493 3CY9EBEOALISCO9BEBC 431D67C49C100D4C
4CC5D4BECB3E42B6 597F299CFC657E2A SFCB6FAB3ADGFAEC 6C44198C4A475817

NOTE These values are the first 64 bits of the fractional parts of the cube roots of the first 80 primes.

11.2.5 Initializing value

For this round-function, the initializing value, IV, shall always be the following 512-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Yg and Y7, in a hexadecimal representation, where
Yo represents the left-most 64 of the 512 bits:

Yo = 6A09E667F3BCCO08;
Y1 =BB67AE8584CAAT3B;
Y2 = 3C6EF372FE94F82B;
Y3 =A54FF53A5F1D36F1;
Y4=510E527FADE682D1;
Y5 = 9B05688C2B3E6CLF;
Y = 1F83D9ABFB41BD6E;
Y7 = 5BEOCD19137E2179.

NOTE These values are obtained by taking the fractional parts of the square roots of the first eight primes.

11.3 Padding method

The data string, D, needs to be padded to make it contain a number of bits which is an integer multiple
of 1 024. The padding procedure is as follows.

a) Dis concatenated with a single “1” bit.

b) The result of the previous step is concatenated with between zero and 1 023 “0” bits, such that
the length (in bits) of the resultant string is congruent to 896 modulo 1 024. More explicitly, if the
original length of D is Lp, and letting r be the remainder when Lp is divided by 1 024, then the
number of concatenated zeros is equal to either 895 - r (if r < 895) or 1 919 - r (if r > 895). The
result will be a bit string whose length will be 128 bits short of an integer multiple of 1 024 bits.

c) Concatenate the string resulting from the previous step with the 128-bit binary representation of
Lp, most significant bit first.

In the description of the round-function which follows, each 1 024-bit data block D;, 1 <i < g, is treated
as a sequence of 16 words, Zy, Z1, ..., Z15, where Zp corresponds to the left-most 64 bits of D;.

NOTE The concatenation of the 128-bit string of Lp in step c) is such that the most significant 64-bit string
and the least significant 64-bit string of Lp are used respectively as the words Z14 and Z15 of the last data block.
Based on the byte ordering convention in 11.2.2, the most significant byte of Lp is the left-most byte and the least
significant byte of Lp is the right-most byte.

11.4 Description of the round-function
The round-function, @, operates as follows.

NOTE In this description, the symbols Wy, Wy, Xo, X1, X2, X3, X4, X5, X6, X7, Z0o, Z1, ..., Z79 are used to denote
90 distinct words which contain values required in the computations.

a) Suppose the 1 024-bit (first) input to @ is contained in Zg, Z1, ..., Z15, where Zy contains the left-most
64 of the 1 024 bits. Suppose also that the 512-bit (second) input to @ is contained in eight words,
Yo, Y1, Y2, Y3, Y4, Y5, Yo and Y7.

b) Fori=16to 79,let Z;: = ds5(Zi-2) W Zi7 W da(Zi-15) W Zi-16. Documents
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c) LetXo:=VYy, X1:=Y1,X0:=Y2, X3: =Y3,X4: = Y4, X5: = Y5, Xg: = Vg and X7: = V7.
d) Fori=0to 79, do the following three steps:
1) Wii=X70d3(X4) Wdo(Xe, X5, Xe) W Ci W Z;;
2) Wy =dy(Xo) W d1(Xo, X1, X2);
3) X7:=Xg; Xo: = X5; X5t = Xa; Xa: = X3 W W1; X3: = Xp; Xo0 = X1; Xq: = Xo; Xo: = Wi W Wo.

e) LetYy=YoWXo, Y1:=Y1WXy,Yor=YouXp, V3:=Y3U X3, Yar=Ya WXy, Y5: = Y5 W X5, Yg: = Yo U Xp and
Y7:=Y7 4 X7

f) The eight words, Yy, Y1, Y2, Y3, Ya, Y5, Y6 and Y7, represent the output of the round-function @. After
the final iteration of the round-function, the eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y6 and Y7, shall be
converted to a sequence of 64 bytes using the inverse of the procedure specified in 11.2.2 and
where Yp shall yield the first eight bytes, Y71 the next eight bytes and so on. Thus, the first (left-
most) byte will correspond to the most significant byte of Yy and the 64th (right-most) byte will
correspond to the least significant byte of Y. The 64 bytes shall be converted to a string of 512 bits
using the inverse of the procedure specified in Clause 6, i.e. the first (left-most) bit will correspond
to the most significant bit of the first (left-most) byte and the 512th (right-most) bit will correspond
to the least significant bit of the 64th (right-most) byte.

Figure 5 shows steps 1), 2) and 3) of item d) of the round-function @ in Dedicated Hash-Function 5
(SHA-512). In the round-function @, steps 1), 2) and 3) of item d) are used 80 times (i =0, ..., 79).

X1 X2 X3 X4 Xs Xe X7

I — |

d3 T\ T\ f\_> +
dl <.r\_
Ci
—> il
+ | P+ — dO —nN— +
Zi
WZ N N N
+ ‘f\ T\ T\ T\ T\ T\ T\ Wl
Xo X1 X2 X3 X4 Xs Xe X7

Figure 5 — Part of the round-function in Dedicated Hash-Function 5

12 Dedicated Hash-Function 6 (SHA-384)

12.1 General

In Clause 12, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initiaBion value
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and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 6. This dedicated hash-function can be applied to all data strings, D, containing at most
21281 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 6 is equal to 36 (hexadecimal).

NOTE Dedicated Hash-Function 6 defined in Clause 12 is commonly called SHA-384I11.
12.2 Parameters, functions and constants

12.2.1 Parameters

For this hash-function, L1 =1 024, L, =512 and Ly = 384.

12.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of
Clause 11.

12.2.3 Functions

The functions for this hash-function are the same as that for the hash-function of Clause 11.

12.2.4 Constants

The constants for this hash-function are the same as that for the hash-function of Clause 11.

12.2.5 Initializing value

For this round-function, the initializing value, IV, shall always be the following 512-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Yg and Y7, in a hexadecimal representation, where
Yo represents the left-most 64 of the 512 bits:

Yo = CBBB9D5DC1059EDS;
Y1 = 629A292A367CD507;
Y, =9159015A3070DD17;
Y3=152FECD8F70E5939;
Y4=67332667FFC0O0B31;
Ys = SEB44A8768581511;
Ys = DBOC2EODG4F98FAT;
Y7;=47B5481DBEFA4FAA4,

NOTE These values are obtained by taking the fractional parts of the square roots of the 9th to the 16th primes.

12.3 Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in Clause 11.

12.4 Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-function defined
in Clause 11.

The final 384-bit hash is obtained by truncating the SHA-512-based hash output to its left-most 384 bits.
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13 Dedicated Hash-Function 7 (WHIRLPOOL)

13.1 General

In Clause 13, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 7. This dedicated hash-function can be applied to all data strings, D, containing at most
2256-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 7 is equal to 37 (hexadecimal).

NOTE Dedicated Hash-Function 7 defined in Clause 13 is commonly called WHIRLPOOLI3I.
13.2 Parameters, functions and constants

13.2.1 Parameters

For this hash-function, L1 = 512, Ly = 512 and Ly is up to 512.

13.2.2 Byte ordering convention

In the specification of the round-function of Clause 13, it is assumed that the block input to the round-
function is in the form of a matrix M [where all matrices here are 8 x 8 matrices with entries chosen from
GF(28)], each 512-bit block being made up of such a matrix. A sequence of 64 bytes, B = (Bo, B1, ..., B63),
shall be interpreted as a matrix M in the following way. The entry in the first row and the first column
of the matrix shall be the left-most byte (where the left-most byte corresponds to the most significant
byte) of the sequence B (i.e. Bp), the entry in the first row and the second column of the matrix shall be
the second left-most byte of B (i.e. B1), ..., and the entry in the eighth row and the eighth column of the
matrix shall be the right-most byte of B (i.e. Bg3). This is performed using function cg specified in 13.2.3.

To convert the hash-code from such a matrix to a sequence of bytes, the inverse process of the function
co shall be followed.

13.2.3 Functions

To facilitate software implementation, the round-function @ is described in terms of operations on a
matrix M. A sequence of functions, ¢, c1, ¢2, c3 and cy, is used in this round-function. They are defined
as follows.

a) Function cq takes a 64-byte sequence, B = (By, By, ..., Bs3) as input and produces a matrix Z' = (z'y)
as output where:

Z’,’j = Bgixj (0<1i,j<7).

This means that Z' = co(B), if and only if, z'jj = Bg;+j (0 < i,/ < 7).

b) Function cq takes a matrix X” = (x”j) as input and produces another matrix W’ = (w'jj) as output
where:

w'i = s[x"y], (0<i,j<7),

and where s is a function defined below. This means W' = ¢1(X"), if and only if, w'; = s[x";j] (0 < 1,j < 7).

The function s replaces an element x € GF(28) with another element s[x] € GF(28). As specified in
Table 2, the elements in the first column are the “most significant half” of x and the elements in
the first row are the “least significant half” of x. For instance, if x = 01010110 = 56 (hexadecimal),

s[x] = 49 (hexadecimal) = 01001001. Documents
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Table 2 — Values of the s-box

0 1 2 3 4 5 6 7 8 9 A B C D E F

M oM g QW X w oo oo w N e O

18 23 Co E8 87 B8 01 4F 36 AG D2 FS5 79 6F 91 52
60 BC 9B 8E A3 0C 7B 35 1D EO D7 C2 2E 4B FE 57
15 77 37 E5 9F FO 4A DA 58 C9 29 0A Bl AQ 6B 85
BD 5D 10 F4 CB 3E 05 67 E4 27 41 8B AT 7D 95 D8
FB EE 7C 66 DD 17 47 9E CA 2D BF 07 AD 5A 83 33
63 02 AA 71 Cc8 19 49 D9 F2 E3 5B 88 9A 26 32 BO
E9 OF D5 80 BE CD 34 48 FF TA 90 5F 20 68 1A AE
B4 54 93 22 64 Fl 73 12 40 08 C3 EC DB Al 8D 3D
97 00 CF 2B 76 82 D6 1B B5 AF 6A 50 45 F3 30 EF
3F 55 A2 EA 65 BA 2F Co DE 1cC ED 4D 92 75 06 8A
B2 E6 OE 1F 62 D4 A8 96 F9 C5 25 59 84 72 39 4C
5E 78 38 8C D1 A5 E2 61 B3 21 9C 1E 43 C7 FC 04
51 99 6d 0D FA DF TE 24 3B AB CE 11 8F 4E B7 EB
3C 81 94 E7 B9 13 2C D3 E7 6E c4 03 56 44 TF A9
2A BB Cl 53 DC 0B 9D 6C 31 74 Foe 46 AC 89 14 El
16 3A 69 09 70 B6 DO ED CC 42 98 A4 28 5C F8 86

&

d)
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Function c; takes a matrix X” = (x”j) as input and produces another matrix W’ = (w';) as output
where:

W,ij = X"(l'j) mod 8;].' (0 < I,] < 7)

This means that W’ = c2(X"), if and only if, w'jj = X"(; - j mod 8,/ (0 <1, < 7).

Function c3 takes a matrix X” as input and produces another matrix W' as output where:
w'=Xx"c",

and where C” is an 8 x 8 circulant matrix with entries chosen from GF(28), as specified below:

[01 01 04 01 08 05 02 09]
09 01 01 04 01 08 05 02
02 09 01 01 04 01 08 05
05 02 09 01 01 04 01 08
08 05 02 09 01 01 04 01
01 08 05 02 09 01 01 04
04 01 08 05 02 09 01 01

101 04 01 08 05 02 09 01
This means that W' = ¢3(X”) if and only if W' = X"-C”.

C"=

Function c4 takes two matrices X” = (x”;) and Y’ = (y;) as input and produces a single matrix
W' = (w'jj) as output where:

W'jj = X"jj @y'jj, (0<i,j=<7).

This means that W’ = c4(X”, Y'), if and only if, w';j = x";j @ y'j (0 < i, j < 7).
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13.2.4 Constants

A sequence of constant matrices, A" = (A7) (0 < r < 10), is used in this round-function. The round
constant for the rth round is a matrix, defined as:

Argj=s[8(r- 1) +], (0<j<7),

Arij=0, (1<i<70<j<7).

13.2.5 Initializing value
The initializing value, IV, is a string of 512 “0” bits.

NOTE 512 “0” bits for the initial value is represented by a matrix Y’ with entries in GF(28).

13.3 Padding method

The data string, D, needs to be padded to make it contain a number of bits which is an integer multiple
of 512. The padding procedure is as follows.

a) Dis concatenated with a single “1” bit.

b) The result of the previous step is concatenated with between zero and 511 “0” bits, such that the
length (in bits) of the resultant string is an odd multiple of 256.

c) If the original length of D is Lp, concatenate the string resulting from the previous step with the
256-bit binary representation of Lp, most significant bit first.

In the description of the round-function which follows, each 512-bit data block D;, 1 <i < g, is treated as
amatrix Z' = (z) (0 <1,j < 7), as specified in 13.2.3, where z'go corresponds to the left-most 8 bits of D;
and z'77 corresponds to the right-most 8 bits of D;.

NOTE The concatenation of the 256-bit string of Lp in step c) is such that the 256-bit string is used directly
as the second half of the last data matrix. Based on the byte ordering convention in 13.2.2, the most significant
byte of Lp is the entry in the fifth row and the first column and the least significant byte of Lp is the entry in the
eighth row and the eighth column.

13.4 Description of the round-function
The round-function @ operates as follows.

NOTE In this description, the symbols W', X", Ky, K1, ..., K19 are used to denote 13 distinct matrices, each with
entries chosen from GF(28), which contain values required in the computations.

a) Suppose the 512-bit (first) input to @ is contained in a matrix Z’ with entries chosen from GF(28)
which is formed by using the byte ordering convention specified in 13.2.2. Suppose also that the
512-bit (second) input to @ is contained in a matrix Y’ with entries chosen from GF(28).

b) LetKp:=Y"and fori=1to 10, let K;: = ca(c3(c2(c1(Ki-1))), A).

NOTE This step expands the matrix Y’ onto a sequence of round keys Kj, ..., K1.
c) LetX": =ca(Z' Ko) and forj =1 to 10, do the following two steps:

1) W' =calcs(ca(ca (X)), K));

2) Xhm=W.
d LetY:=W HKyDZ.

The matrix Y’ represents the output of the round-function @. After the final iteration of the round-
function, the matrix Y’ shall be converted to a sequence of 64 bytes using the inverse of thﬂB&ﬂﬁentS
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specified in 16.2.2 and where the entry in the first row and the first column of the matrix shall yield the
first byte, the entry in the first row and the second column of the matrix the next byte, ..., the entry in
the eighth row and the eighth column of the matrix the last byte. The 64 bytes shall be converted to a
string of 512 bits using the inverse of the procedure specified in Clause 6, i.e. the first (left-most) bit will
correspond to the most significant bit of the first (left-most) byte and the 512th (right-most) bit will
correspond to the least significant bit of the 64th (right-most) byte.

Figure 6 shows steps 1) and 2) of item c) of the round-function @ in Dedicated Hash-Function 7
(WHIRLPOOL). In the round-function @, the steps shown in Figure 6 are used 10 times (j =1, ..., 10).

K;

—» (3 —— (3 ———» (3 ———— (3 ——»

Figure 6 — Part of the round-function in Dedicated Hash-Function 7

14 Dedicated Hash-Function 8 (SHA-224)

14.1 General

In Clause 14, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 8. This dedicated hash-function can be applied to all data strings, D, containing at most
264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 8 is equal to 38 (hexadecimal).

NOTE Dedicated Hash-Function 8 defined in Clause 14 is commonly called SHA-224[1].
14.2 Parameters, functions and constants

14.2.1 Parameters

For this hash-function, L1 = 512, Ly = 256 and Ly = 224.

14.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of
Clause 10.

14.2.3 Functions

The functions for this hash-function are the same as those for the hash-function of Clause 10.

14.2.4 Constants

The constants for this hash-function are the same as those for the hash-function of Clause 10.
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14.2.5 Initializing value

For thisround-function, the initializing value, IV, shall always be the following 256-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Yg and Y7, in a hexadecimal representation, where
Yo represents the left-most 32 of the 256 bits:

Yo=C1059EDS;
Y1=367CD507;
Y, =3070DD17;
Y3=F70E5939;
Y4 =FFCO0B31;
Ys=68581511;
Y= 64F98FA7;
Y7 = BEFA4FA4.

NOTE These values are the low order 32 bits of the values specified in 12.2.5.

14.3 Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in 10.3.

14.4 Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-function defined
in 10.4.

The final 224-bit hash is obtained by truncating the SHA-256-based hash output to its left-most 224 bits.

15 Dedicated Hash-Function 9 (SHA-512/224)

15.1 General

In Clause 15, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 9. This dedicated hash-function can be applied to all data strings, D, containing at most
2128-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 9 is equal to 39 (hexadecimal).

NOTE Dedicated Hash-Function 9 defined in Clause 15 is commonly called SHA-512/224[1].
15.2 Parameters, functions and constants

15.2.1 Parameters

For this hash-function, L1 =1 024, L =512 and Ly is up to 224.

15.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of
Clause 11.

15.2.3 Functions

The functions for this hash-function are the same as that for the hash-function of Clause 11.
Documents
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15.2.4 Constants

The constants for this hash-function are the same as that for the hash-function of Clause 11.

15.2.5 Initializing value

For this round-function, the initializing value, IV, shall always be the following 512-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, Y5, Y5 and Y7, in a hexadecimal representation, where
Yo represents the left-most 64 of the 512 bits:

Yo =8C3D37C819544DA2;
Y1 =73E1996689DCD4D6;
Y, =1DFAB7AE32FF9C82;
Y3=679DD514582F9FCF;
Y4 =0F6D2B697BD44DAS;
Ys=77E36F7304C48942;
Yo = 3F9D85A86A1D36CS;
Y7=1112E6AD91D692A1 .

15.3 Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in Clause 11.

15.4 Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-function defined
in Clause 11. The final 224-bit hash is obtained by truncating the SHA-512-based hash output to its left-
most 224 bits.

16 Dedicated Hash-Function 10 (SHA-512/256)

16.1 General

In Clause 16, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 10. This dedicated hash-function can be applied to all data strings, D, containing at most
2128-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 10 is equal to 32 (hexadecimal).

NOTE Dedicated Hash-Function 10 defined in Clause 16 is commonly called SHA-512/256[11.
16.2 Parameters, functions and constants

16.2.1 Parameters

For this hash-function, L1 =1 024, L =512 and Ly is up to 256.

16.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of
Clause 11.
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16.2.3 Functions

The functions for this hash-function are the same as that for the hash-function of Clause 11.

16.2.4 Constants

The constants for this hash-function are the same as that for the hash-function of Clause 11.

16.2.5 Initializing value

For this round-function the initializing value, IV, shall always be the following 512-bit string, represented
here as a sequence of eight words, Yy, Y1, Y2, Y3, Y4, V5, Y and Y7, in a hexadecimal representation, where
Yo represents the left-most 64 of the 512 bits:

Yo=22312194FC2BF72C;
Y1 =9F555FA3C84C64C2;
Y, =2393B86B6F53B151;
Y3=963877195940EABD;
Ys=96283EE2A88EFFE3;
Y5 =BESE1E2553863992;
Ye = 2B0199FC2C85B8AA;
Y7 =0EB72DDC81C52CA2.

16.3 Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in Clause 11.

16.4 Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-function defined
in Clause 11. The final 256-bit hash is obtained by truncating the SHA-512-based hash output to its left-
most 256 bits.

17 Dedicated Hash-Function 11 (STREEBOG-512)

17.1 General

In Clause 17, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define Dedicated
Hash-Function 11. This dedicated hash-function can be applied to all data strings, D, containing at most
2512-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 11 is equal to 3B (hexadecimal).

NOTE Dedicated Hash-Function 11 defined in Clause 17 is one of the functions specified in GOST R 34.11-
2012, the national standard of the Russian Federation, commonly called STREEBOGIZI.

17.2 Parameters, functions and constants

17.2.1 Parameters

For this hash-function, L1 =512, Ly =512 and Ly = 512.
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17.2.2 Byte ordering convention

In the specification of the round-function of Clause 17, it is assumed that the block input to the round-
function is in the form of a sequence of 512 bits. A sequence of 64 bytes, By, ..., B3, shall be interpreted
as a sequence of consecutive bits in the following way. Each byte is considered as an 8-bit sequence, the
most significant bit of the byte shall be the first bit of the sequence. Each 512-bit block is treated as a
number in the following format:

Z=Bg+ B128 + ... + Bg32504,

To convert the hash-code from a sequence of bits to a sequence of bytes, the inverse process shall be
followed.

17.2.3 Functions

17.2.3.1 General

To calculate the hash-code H of the data string D, functions X, S, P, L and MSB,, are used. They are defined
in17.2.3.2t017.2.3.6.

17.2.3.2 Function X

Function X[k] takes a 512-bit word as input and for the given 512-bit word, produces a 512-bit word as
output, where X[k](a) =k @ a.

17.2.3.3 Function S
Function S takes a 512-bit word as input, produces a 512-bit word as output and is defined as:

S(a) =S(ae3 || --- || ao) = m(ae3) || - || ™(ao),

where a = ag3 || ... || ao, a;, 1 = 0, ..., 63, are 8-bit words and 1 denotes a function from the set of octet
strings to itself. m is defined as:

1 = Vecgm'Intg,
where ": Zzg - Zzg )
The function 1’ is defined by the array ' = [rt/(0), (1), ..., ™'(255)]:

' = (252, 238, 221, 17, 207, 110, 49, 22, 251, 196, 250, 218, 35, 197, 4, 77, 233, 119, 240, 219, 147, 46,
153, 186, 23, 54, 241, 187, 20, 205, 95, 193, 249, 24, 101, 90, 226, 92, 239, 33, 129, 28, 60, 66, 139, 1,
142,79, 5,132, 2, 174, 227, 106, 143, 160, 6, 11, 237, 152, 127, 212, 211, 31, 235, 52, 44, 81, 234, 200,
72,171,242, 42,104, 162, 253, 58, 206, 204, 181, 112, 14, 86, 8,12, 118, 18, 191, 114, 19, 71, 156, 183,
93,135, 21, 161, 150, 41, 16, 123, 154, 199, 243, 145, 120, 111, 157, 158, 178, 177, 50, 117, 25, 61, 255,
53,138,126, 109, 84, 198, 128, 195, 189, 13, 87, 223, 245, 36, 169, 62, 168, 67, 201, 215, 121, 214, 246,
124,34, 185, 3,224, 15, 236, 222,122, 148, 176, 188, 220, 232, 40, 80, 78, 51, 10, 74, 167, 151, 96, 115,
30, 0,98, 68, 26, 184, 56, 130, 100, 159, 38, 65, 173, 69, 70, 146, 39, 94, 85, 47, 140, 163, 165, 125, 105,
213, 149,59, 7,88, 179, 64, 134, 172, 29, 247, 48, 55, 107, 228, 136, 217, 231, 137, 225, 27,131, 73, 76,
63, 248, 254, 141, 83, 170, 144, 202, 216, 133, 97, 32, 113, 103, 164, 45, 43, 9, 91, 203, 155, 37, 208,
190, 229, 108, 82, 89, 166, 116, 210, 230, 244, 180, 192, 209, 102, 175, 194, 57,75, 99, 182).

17.2.3.4 Function P
Function P takes a 512-bit word as input, produces a 512-bit word as output and is defined as:

P(a) = P(ae3 || --- Il a0) = ax(e3) | --- Il ax(o),

where a = ag3 || ... || ao, a;, 1 =0,..., 63, are 8-bit words and t is a permutation of the set {0, 1, ..., 63} given

by the array T = (t(0), T(1), ..., T(63)): Documents

] Document Sharir})ngub
© ISO/IEC 2018 - All rights reserved

Full document details: ISO IEC 10118-3-2018


http://www.avadocuments.com/doc/iso-iec-10118-3-2018
http://www.avadocuments.com/doc/iso-iec-10118-3-2018

ISO/IEC 10118-3:2018(E)

t=(0,8, 16, 24, 32, 40, 48,56, 1,9, 17, 25, 33, 41, 49, 57, 2, 10, 18, 26, 3
43,51,59,4,12, 20, 28, 36,44, 52, 60, 5,13, 21, 29, 37,45, 53, 61, 6, 14, 2

31, 39,47, 55, 63).

17.2.3.5 Function L

4,42,50, 58, 3,11, 19, 27, 35,
2,30, 38,46,54,62,7,15, 23,

Function L takes a 512-bit word as input, produces a 512-bit word as output and is defined as:

wherea=a7|| ...

Il @, a;,i=

L(a) =L(a7 | ..

I ao) = i(az) | ...

0, ..., 7,are 64-bit words and [ is a function equal to right multiplication by the
matrix 4, given below, over the field GF(2). The matrix rows are expressed sequentially in hexadecimal
notation. The row with numberj,j=0, ...,

Il 1(ao),

63, (specified in the form g 15, ...,

ajo, where a;; € ¢16,1=0, ...

15), is Veca(aj15) || ... || Veca(aj,o0).

8E20FAAT2BA0B470 47107DDD9B505A38 ADO8BOEQOC3282D1C D8045870EF14980E
6C022C38F90A4C07 3601161CF205268D 1B8EOBOE798C13C8 83478B07B2468764
A011D380818E8F40 5086E740CE47C920 2843FD2067ADEALOQ 14AFF010BDD87508
0AD97808D06CB404 05E23C0468365A02 8C711E02341B2D01 46B60F011A83988E
90DAB52A387AE76F 486DD4151C3DFDB9 24B86A840E90F0D2 125C354207487869
092E94218D243CBA 8A174A9EC8121E5D 4585254F64090FA0 ACCCY9CA9328A8950
9D4DFO05D5F661451 COA878A0A1330AA6 60543C50DE970553 302A1E286FC58CA7
18150F14BO9EC46DD 0C84890AD27623E0 0642CA05693BO9F70 0321658CBA93C138
86275DF09CES8AAAS 439DA0784E745554 AFC0503C273AA42A DY960281ESDID5215
E230140FC0802984 71180A8960409A42 B60CO5CA30204D21 5B068C651810A89E
456C34887A3805B9 AC361A443D1C8CD2 561B0D22900E4669 2B838811480723BA
9BCF4486248D9F5D C3E9224312C8C1A0 EFFA11AF0964EES0 F97D86D98A327728
E4FA2054A80B329C 727D102A548B194E 39B008152ACB8227 9258048415ER419D
492C024284FBAECO AA16012142F35760 550B8E9E21F7A530 A48B474F9EF5DC18
70A6A56E2440598E 3853DC371220A247 1CA76E95091051AD OEDD37C48A08A6DS8
07E095624504536C 8D70C431AC02A736 C83862965601DD1B 641C314B2B8EE083

Each row of the given table contains four rows of the matrix A. So, the line with number i, i = 0,
specifies the rows of the matrix A with numbers 4i + j, j = 0
4i+0,4i+1,4i+ 2,41 + 3.

The product of the 64-bit word b = bg3, ...,

c = be3(Veca(ao,15) || .-

where

b; (VeC4(‘163—i,15)||---||VeC4(‘163—1',0)): (

foralli=0, ..., 63.

17.2.3.6 Truncation function

Function MSB,, maps the word zk-1 || ...

17.2.4 Constants

[l z1 || zo, k = n to the word zk-1 || ...

0%*,if b; =0,

bo and the matrix A is a 64-bit word c:

|| Veca(ao,0)) @ ... ®bo(Veca(aes,15) || ... || Veca(as3s,o)),

Vecy (g3 15 )] Vecy (a63—i,0))'ifbi =1,

| Zk-n+1 || Zk-n.

vy, 15,
., 3, in the following left-to-right order:

Round constants are expressed in hexadecimal notation. The constant value specified in the form

a2y, ..., ag (where a; € ¢16,1=0, ..., 127) is Veca(a127) || ... || Veca(ao):
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C1=B1085BDA1ECADAE9EBCB2F81C0657CLlF2F6AT76432E45D016714EB88D7585C4FC
4B7CE09192676901A2422A08A460D31505767436CC744D23DD806559F2A64507;

Cy =6FA3B58AA99D2F1A4FE39D460F70B5D7F3FEEA720A232B9861D55E0F16B50131
9AB5176B12D699585CB561C2DBOAATCAS5DDA21IBD7CBCD56E679047021B19BR7;

C3=F574DCAC2BCE2FC70A39FC286A3D843506F15E5F529C1F8BF2EA7514B1297B7R
D3E20FE490359EB1C1C93A376062DB09C2B6F443867ADB31991E96F50ABAOABRZ;

C4 =EF1FDFB3E81566D2F948E1A05D71E4DD488E857E335C3C7D9D721CAD685E353F
A9D72C82EDO3D675D8B71333935203BE3453EAA193E837F1220CBEBC84E3D12E;

C5 =4BEA6BACAD4747999A3F410C6CA923637F151C1F1686104A359E35D7800FFFBD
BFCD1747253AF5A3DFFFO00B723271A167A56A27EAOEA63F5601758FD7C6CFEST;

C6 =AE4AFAEAE1D3AD3D96FA4C33B7A3039C02D66C4F95142A46C187F9AB4A9AF08ECH
CFFAAG6BT71C9ABTB40AF21F66C2BEC6B6BET71C57236904F35FA68407A46647D6E;

C7 =F4C70E16EEAACSEC51AC86FEBF240954399EC6CTE6BF87CI9D3473E33197A93C9
0992ABC52D822C3706476983284A05043517454CA23C4AF38886564D3A14D493;

(Cg=9B1F5B424D93C9A703E7AA020C6E41414EB7F8719C36DE1E89B4443RB4DDBC49A
F4892BCB929B069069D18D2BD1ASC42F36ACC2355951A8DSA47FODD4ABFO2ET71E;

C9=378F5A541631229B944C9AD8EC165FDE3ATD3A1B258942243CD955B7E00D0984
800A440BDBB2CEB17B2B8A9AA6079C540E38DC92CB1F2A607261445183235ADB;

C10 =ABBEDEA680056F52382AE548B2E4F3F38941E71CFF8AT8DBIFFFE1I8AIR336103
9FET76702AF69334B7A1E6C303B7652F43698FAD1153BB6C374B4C7FB98459CED;

C11 =7BCD9EDOEFC889FB3002C6CD635AFE94D8FAGBRBEBAB07612001802114846679
8A1D71EFEA48BO9CAEFBACD1ID7D476E98DEA2594AC06FD85D6BCAA4CD81F32D1B;

C12=378EE767F11631BAD21380B00449B17ACDA43C32BCDF1D77F82012D430219F9B
5D80EF9D1891CC86E71DA4AA88EL12852FAF417D5D9B21B9948BC924AF11BD720.

17.2.5 Initializing value

The initializing value, IV, is equal to 0512,

17.3 Padding method

The data string, D, needs to be padded to make it contain a number of bits which is an integer multiple
of 512. The padding procedure is as follows:

a) Dis concatenated with a single “1” bit (bit placed to the left).

b) The result of the previous step is concatenated with between zero and 511 “0” bits (placed to the
left) such that the length (in bits) of the resultant string is a multiple of 512.

c) If the original length of D is Lp, concatenate the string resulting from the previous step with the
512-bit binary representation of Lp.

d) Ifthe data after step b) of padding could be expressed in the form Dg, D1, ..., D, where D; are 512-bit
words and k is a positive integer, calculate the value £ = DoyD1W...d Dk and concatenate the string
resulting from the previous step with value X.
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17.4 Description of the round-function

The round-function @ operates as follows. Note that in Clause 17, the symbols h, m and N are used to
denote three distinct 512-bit words which contain values required in the computations. The hash-code
value of the data string D is calculated using an iterative procedure. Each iteration is performed using a
round-function that transforms two 512-bit words to a 512-bit word and is calculated as:

®(m, h) = gn(h, m) = ELPS(h ® N),m) ® h & m,

where E(K, m) = X[K13]LPSX[K12]...LPSX[K]LPSX[K1](m) and where N denotes a 512-bit word calculated
during the iterative procedure.

The values K; € V512,i =1, ..., 13 are calculated as follows:
Ki1=K;
Ki=LPS(Ki-1 @ Ci-1),i=2, ..., 13.

For brevity, instead of gos12 the notation gg is used.

The hash-function operates as follows. The input for calculating the hash-code is the data string, D (to
be hashed), and the initializing value, IV.

The padding method described in 17.3 is accomplished within the algorithm that follows, i.e. that the
padding does not actually have to be done prior to running the algorithm.

The algorithm for calculating the hash-code consists of the following stages.
a) Stagel

Assign initial values to the following variables:

1) h:=1V;
2) N:=0512
3) ¥:=0512;

4) Go to Stage 2.
b) Stage 2
1) Check the condition: Lp < 512.
If it is true, then go to Stage 3.
Else, perform the following calculations:

i) Let m be the right-most 512 bits of the message D (so that D = D’ || m). Then perform the
following calculations:

— h:=gn(h m);
— N:=Vecs12(Ints12(N) W 512);
— 3:=Vecs12(Ints12(2) U Intsq2(m));
— D:=D"

ii) Go to b)1).

c) Stage3
1) m:=0""t 1D
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2) h:=gn(h, m).

3) N:=Vecsiz2(Ints12(N) W Lp).

4) X :=Vecsi2(Ints12(2) W Ints12(m)).
5) h:=go(h, N).

6) h:=go(h X).

7) End of the algorithm.

The value of the variable h [obtained in step 6)] is the hash-code H.

18 Dedicated Hash-Function 12 (STREEBOG-256)

18.1 General

In Clause 18, a padding method, an initializing value and a round-function for use in the general model
for hash-functions described in ISO/IEC 10118-1 are specified. The padding method, initializing value
and round-function specified here, when used in the above general model, together define the Dedicated
Hash-Function 12. This dedicated hash-function can be applied to all data strings, D, containing at most
2512-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 12 is equal to 3C (hexadecimal).

NOTE Dedicated Hash-Function 12 defined in Clause 18 is one of the functions specified in GOST R 34.11-
2012, the national standard of the Russian Federation, commonly called STREEBOGIZI.

18.2 Parameters, functions and constants

18.2.1 Parameters

For this hash-function, L1 = 512, L =512 and Ly = 256.

18.2.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of
Clause 17.

18.2.3 Functions

The functions for this hash-function are the same as those for the hash-function of Clause 17.

18.2.4 Constants

The constants for this hash-function are the same as those for the hash-function of Clause 17.

18.2.5 Initializing value

The initializing value, IV, equals (000 000 01)64.

18.3 Padding method

The padding method to be used with this hash-function shall be the same as the padding method
defined in Clause 17.

Documents

] Document Sharir})gg-lub
© ISO/IEC 2018 - All rights reserved

Full document details: ISO IEC 10118-3-2018


http://www.avadocuments.com/doc/iso-iec-10118-3-2018
http://www.avadocuments.com/doc/iso-iec-10118-3-2018

ISO/IEC 10118-3:2018(E)

18.4 Description of the round-function

The round-function to be used with this hash-function shall be the same as the round-function defined
in Clause 17. The final 256-bit hash is obtained by truncating the STREEBOG-512-based hash output to
its most significant 256 bits.

19 Dedicated Hash-Function 13 (SHA3-224)

19.1 General

In Clause 19, a permutation-based hash-function with sponge construction SHA-224 is specified. The
ISO/IEC hash-function identifier for Dedicated Hash-Function 13 is equal to 3D (hexadecimal).

19.2 Parameters, functions and constants

19.2.1 Parameters

For this hash-function, L1 =r=1152,L;=b=1600,c=b -r=448,d = 224, Ly is up to 224.

19.2.2 Byte ordering convention

Each data input D to the round-function @ is a block of 1 152 bits that is XORed into the part of the
state. The permutation f is then applied to the state. Because the step mappings that comprise the
permutation are defined on the array form of the state, it is convenient to regard D as a sequence of
64-bit words that are XORed directly into the state array. For this purpose, when D is represented as a
sequence of 144 bytes, By, By, ..., B143, then D shall be interpreted as a sequence of 18 lane words, Z, Z1,
..., 217, as follows:

Zj= 256Bgjv7 + 248Bgjs + 240Bgjs5 + 232Bgiss + 224Bgjs3 + 216Bgjip + 28Bgis1 + Bgi,
for0<i<17

Hence, each group of eight consecutive bytes is a word and the bytes of the word are arranged in
increasing order of significance, so that the first byte in the group becomes the least significant byte of
the word.

For dedicated hash-function 13, the function is defined ona 5 x 5 x w state array. For each array six sub-
arrays are defined for step-mappings. Lane is one of the subarrays and defined in 19.2.3.3. Under this
interpretation, D is XORed with the state array as follows:

If j and k are the elements of {0, 1, 2, 3, 4} such that (j, k) is the unique pair for which i = 5k + j, then for
0 <i< 17 Laneé'(j, k) = Z; @ Lane(j, k), where Lane'(j, k) is the updated value of the lane.

19.2.3 Functions

19.2.3.1 General

In 19.2.3.8, the KEcCAK-p permutations are specified. A KECCAK-p permutation is determined by two
parameters. First, the fixed length of the strings that are permuted, called the width of the permutation,
is denoted as b. Second, the number of iterations of an internal transformation, called a round, is denoted
as ny. For the Dedicated Hash-Functions 13, 14, 15 and 16, b = 1 600 and n, = 24. However, in some of the
examples, in particular when a figure is used to illustrate the operations, smaller values of b are used.
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A round of a KEccAk-p permutation, denoted by Rnd, consists of a sequence of five transformations
called step mappings. The permutation is specified in terms of an array of values for b (= 1 600) bits that
is repeatedly updated, called the state. The state is initially set to the input values of the permutation.

NOTE The term round is used differently from the term specified in ISO/IEC 10118-1, where a round is a
function used to process one single input data block to the hash-function. For the Dedicated Hash-Functions
13, 14, 15 and 16, to process one single data block, the round-function is iterated n, (= 24) times. That is, each
execution of round-function @, as it is named in ISO/IEC 10118-1, iterates Rnd 24 times.

The notation and terminology for the state are described in 19.2.3.2 to 19.2.3.6. The step mappings are
specified in 19.2.3.7. The KECcCAK-p permutations, including the round-function Rnd, are specified in
19.2.3.8.

19.2.3.2 State

The input and output states of the permutation are comprised of b bit strings. To represent the step
mappings, a state is represented as a 5 x 5 x w array of bits, where w = b/25. For b =1 600, w = 64. If S
denotes a string that represents the state, then its bits are indexed from 0 to b-1, so that

§=S[0]{I ST ] ... I S[b=2] || S[b~1].

If A denotes a 5 x 5 x w array of bits that represents the state, then its indices are the integer triples
(x, y, z) for which 0 £ x < 5,0 <y <5 and 0 < z < w. The bit that corresponds to (x, y, z) is denoted by
Alx, y, z]. A state array is a representation of the state by a three-dimensional array that is indexed in
this manner.

19.2.3.3 Parts of the state array

The two-dimensional sub-arrays are called sheets, planes and slices; and the single-dimensional sub-
arrays are called rows, columns and lanes.

The algebraic definitions of these sub-arrays are as follows.

Column For a state array, a sub-array of 5 bits with constant x and z coordinates.

Lane For a state array of a KECCAK-p permutation with width b, a sub-array of b/25 bits with constant
x and y coordinates.

Plane For a state array of a KECCAK-p permutation with width b, a sub-array of b/5 bits with constant
y coordinate.

Row For a state array, a sub-array of 5 bits with constant y and z coordinates.

Sheet For a state array of a KECCAK-p permutation with width b, a sub-array of b/5 bits with a con-
stant x coordinate.

Slice For a state array, a sub-array of 25 bits with a constant z coordinate.

19.2.3.4 Converting strings to state arrays

Let S denote a string of b bits that represents the state for the KEcCAK-p permutation. The corresponding
state array, denoted by A, is defined as follows.

For all triples (x,y, z), suchthat 0 < x<5,0<y<5and 0<sz<w,
Alx,y,z] =S [w(5y + x) + z].
For b =1 600 and w = 64,
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A[0, 0, 61] = S [61]
A[0, 0, 62] = S[62]
A0, 0, 63] = S [63]

and
AJ0, 1, 0]

A[0, 1, 1]
A[0, 1, 2]

S[320]
S[321]
S[322]

A[0, 1, 61] = S [381]
A[0, 1, 62] = S [382]
A[0, 1, 63] = S [383]

and

A0, 2, 0] = S [640]
A[0,2,1] = S [641]
A[0, 2, 2] = S [642]

A[0, 2, 61] = S[701]
A[0, 2, 62] = S[702]
A[0, 2, 63] = S[703]

etc.

A[1,0,61] = S [125]
A[1,0,62] = S[126]
A[1,0,63] =S[127]

A[1,1,0] = S[384]
A[1,1,1] = S[385]
Al1,1,2] = S[386]

A[1, 1, 61] = S [445]
A[l, 1, 62] = S [446]
A[1, 1, 63] = S [447]

A[1,2,0] = S[704]
A[1,2,1] = S[705]
A[1,2,2] = S[706]

A[1, 2, 61] = S[765]
A[1, 2, 62] = S[766]
A[1,2,63] =S5[767]

19.2.3.5 Converting state arrays to strings

A[4,0,0] = S [256]
A[4,0,1] = S[257]
A[4,0,2] = S[258]

A[4,0, 61] = S[317]
A[4,0, 62] = S[318]
A[4,0, 63] = S[319]

A[4,1,0] =S [576]
A[4,1,1] =S [577]
A[4,1,2] = S [578]

A[4,1,61] = S[637]
A[4, 1, 62] = S [638]
A[4, 1, 63] = S [639]

A[4,2,0] = S[896]
A[4,2,1] = S[897]
A[4,2,2] = S[898]

A[4, 2, 61]
A[4,2,62]
A[4, 2, 63]

S[957]
S[958]
S[959]

Let A denote a state array. The corresponding string representation, denoted by S, can be constructed
from the lanes and planes of A, as follows:

For each pair of integers (i, j), such that 0 <i< 5 and 0 <j < 5, define the string Lane (i, j) by using

Lane (i,j) = A[i,j, O] || A[i, 7, 1] || A[i, 7, 2] II ... || ALL, j, w-2] || A3, j, w-1].

For b =1 600 and w = 64,

Lane (0, 0) = A[0, 0, 0] || A[0, 0, 1] || A[0, O, 2] || ... || A[O, 0, 62] || A[0, 0, 63]
Lane (1,0) = A[1,0,0] || A[1,0,1] || A[1,0,2] [[ ... || A[1, 0, 62] || A[1, 0, 63]
Lane (2,0) =A[2,0,0] || A[2,0,1] || A[2,0, 2] || ... [| A[2, 0, 62] || A[Z, 0, 63]
etc.
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For each integer, j, such that 0 <j < 5, define the string Plane (j) by using
Plane (j) = Lane (0, j) || Lane (1, ) || Lane (2, j) || Lane (3,)) || Lane (4, )).
Then,
S = Plane (0) || Plane (1) || Plane (2) || Plane (3) || Plane (4).
For b=1600 and w = 64,

S=AJ0,0,0] || A[0,0, 1] || A[0, 0, 2] || ... || A[0, 0, 62] || A[0, 0, 63]
I A[1,0,0] || A[L, 0, 1] || A[L,0,2] || ... || A[1, 0, 62] || A[1, 0, 63]
[l A[2,0,0]|[A[Z,0,1] |[A[2,0,2] || ... || A[2, 0, 62] || A[Z, 0, 63]
Il A[3,0,0] || A[3,0,1] || A[3,0, 2] || ... || A[3,0,62] || A[3, 0, 63]
I A[4,0,0] || A[4, 0, 1] || A[4, 0, 2] || ... || A[4, 0, 62] || A[4, 0, 63]
I A[O, 1, 0] || A[0, 1, 1] || A[0, 1, 2] || ... || A[0, 1, 62] || A[0, 1, 63]

I1A[L, 1,0] || A[L,1,1] [| A[L,L,2] || .. || A[L, 1, 62] || A[L, 1, 63]
IlA[2,1,0] || A[2,1,1] || A[2,1,2] || ... || A[2, 1, 62] || A[2, 1, 63]
I1A[3,1,0] || A[3,1,1] || A[3,1,2] || ... || A[3, 1, 62] || A[3, 1, 63]
Il A[4, 1, 0] || A[4,1,1] || A[4,1,2] || ... || A[4, 1, 62] || A[4, 1, 63]
|| A[0, 4, 0] || A[O, 4, 1] || A[0, 4, 2] || ... || A[O, 4, 62] || A[0, 4, 63]
Il A[1, 4, 0] || A[1,4,1] || A[1,4,2] || ... || A[L, 4, 62] || A[1, 4, 63]
Il A[2, 4, 0] || A[2,4,1] || A[2,4,2] || ... || A[2,4, 62] || A[2, 4, 63]
Il A[3,4, 0] || A[3,4,1] || A[3,4,2] || ... || A[3, 4, 62] || A[3, 4, 63]
| A4, 4, 0] || A[4,4,1] || A[4,4,2] || ... || A[4, 4, 62] || A[4, 4, 63].

19.2.3.6 Labelling convention for the state array

In the diagrams of the state that accompany the specifications of the step mappings, the lane that
corresponds to the coordinates (x, y) = (0, 0) is depicted at the centre of the slices.

19.2.3.7 Step mappings

19.2.3.7.1 General

The five step mappings that comprise a round of KECCAK-p are denoted by 6, p, T, x and t. Specifications
for these functions are given in 19.2.3.7.2 to 19.2.3.7.6.

The algorithm for each step mapping takes a state array, denoted by A, as an input and returns an
updated state array, denoted by A’, as the output.

The tmapping has a second input: an integer called the round index, denoted by i,, which is defined within
Algorithm 5 for KECCAK-p, in 19.2.3.7.6. The other step mappings do not depend on the round index.

19.2.3.7.2 Specification of 6

Algorithm 1: 6(A) Documents
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Input: state array A

Output: state array A’

Steps:

a) Forall pairs (x,z),suchthat0 <x<5and 0 < z<w, let
Clx,z]1=A[x,0,z] DA[x, 1,z DA[x,2,z] DA[x,3,2z] DA[x 4 2]

b) Forall pairs (x, z), suchthat0 s x<5and 0 <z<wlet
DIx, z] = C[(x-1) mod 5, z] @© C[(x+1) mod 5, (z - 1) mod w].

c) Foralltriples (x,),z),suchthat0<x<5,0<y<5and0<z<w,let
A'[x,y,z] =A[xy, z] ® D[x, z].

The effect of 6 is to XOR each bitin the state with the parities of two columns in the array. In particular, for
the bit A [xg, Yo, Zo], the x-coordinate of one of the columns is (xg — 1) mod 5, with the same z-coordinate,
70, while the x-coordinate of the other column is (xo + 1) mod 5, with z-coordinate (zg — 1) mod w.

19.2.3.7.3 Specification of p

Algorithm 2: p(A)

Input: state array A

Output: state array A’

Steps:

a) Forallzsuchthat0<z<w,letA [0,0,z]=A]0,0,z].

b) Let(x,y)=(1,0).

c¢) FortfromO0 to 23:
1) forallzsuchthatO<z<w,letA'[x,y,z]=A{xy, [z- (t+ 1)(t+2)/2] mod w};
2) let(x,y) = [y (2x + 3y) mod 5].

d) ReturnA'

19.2.3.7.4 Specification of it

Algorithm 3: m(A)

Input: state array A

Output: state array A’

Steps:

a) Foralltriples (x,),z) suchthat0<x<5,0<y<5and0<z<w,let
A’ [x,y,z] =A [(x + 3y) mod 5, x, z].

b) ReturnA'

19.2.3.7.5 Specification of

Algorithm 4: x(A) D t
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Input: state array A

Output: state array A’

Steps:

a) Foralltriples (x,y,z) suchthat0<x<5,0<y<5and0<z<w,let
A[xyzl=Axy z] ® <{A[(x+1) mod 5,y, z] @ 1} A A [(x+2) mod 5, y, z]>.

b) ReturnA’

The notation A in the right side of the assignment for step a) is Boolean “AND” operation.

19.2.3.7.6 Specification of .

The « mapping is parameterized by the round index, i, whose values are specified in step b) of
Algorithm 7 for computing KEcCAK-p, in 19.2.3.8. Within the specification of ¢ in Algorithm 6, this
parameter determines [ + 1 bits of a lane value called the round constant, denoted by RC, where [ =log(w).
When w = 64, | = 6. Each of these 7 bits is generated by a function that is based on a linear feedback shift
register. This function, denoted by rc, is specified in Algorithm 5.

Algorithm 5: rc(t)
Input: integer ¢
Output: bit rc(t)
Steps:
a) Iftmod 255=0, return 1.
b) LetR=10000 000.
c) Forifrom 1 totmod 255, let:
1) R=0]|R;
2) R[0] = R[0] © R[8];
3) R[6] = R[6] @ R[8];
4) R[3]=R[3] ® R[8];
5) R[2] = R[2] © R[8];
6) R = Truncg[R].
d) Return R[0].
In Algorithm 6, RC is a w-bit binary string and denoted as RC[0], RC[1],..., RC[w-1].
Algorithm 6: (A, iy)
Input: state array A; round index i
Output: state array A’
Steps:
a) Foralltriples (x,),2),suchthat0<x<5,0<y<5and0<z<wletA'[x,y z]=A[x), z].
b) LetRC=0w.

c) Forjfrom 0 to 6,let RC[2; - 1] = rc(j + 7iy). Documents
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d) Forallz suchthat0<z<w,letA'[0,0,z]=A"[0,0,z] @ RC|[z].
e) ReturnA’

The effect of tis to modify some of the bits of Lane (0, 0) in a manner that depends on the round index i,
The other 24 lanes are not affected by .

19.2.3.8 KEccAK-p

Given a state array A and a round index i, the round-function Rnd is the transformation that results
from applying the step mappings 6, p, T, x and , in that order, i.e.:

Rnd(A, ir) = ((x<m{p[6(A)]}>, Ir).
The KECccAK-p permutation consists of 24 iterations of Rnd, as specified in Algorithm 7.
Algorithm 7: KEccAk-p (S)
Input: string S of length 1 600 bits
Output: string S of length 1 600 bits
Steps:
a) ConvertSinto a state array, A, as described in 19.2.3.4.
b) Fori,from 0 to 23,let A= Rnd(A, i}).
c) ConvertA into a string, S’ of length b, as described in 19.2.3.5.
d) ReturnS’

19.3 Padding method

The data, a binary string M, will be padded with “01” before applying the padding method pad10*1(x,
m), specified below with x =1 152.

pad10*1(x, m)

Input: positive integer x; non-negative integer m

Output: string P, such that m + len(P) is a positive multiple of x
Steps:

a) Letj=(-m-2)modx.

b) ReturnP=1]|0;|| 1.

Thus, the asterisk in “pad10*1” indicates that the “0” bit is either omitted or repeated as necessary, in
order to produce an output string of the desired length.

That is, the padded datais P=M || 01 || 10*1, such that the length of P is a multiple of 1 152.

19.4 Description of a round-function

The round-function for Dedicated Hash-Function 13 is the permutation KEccak-p specified in 19.2.3.8.
Notice that KEcCAK-p is considered as @ as defined in ISO/IEC 10118-1. However, for each execution of
KECCAK-p, it iterates the Rnd function 24 times. That is, it executes

Rnd(A, ir) = (x<{p[B(A)]}>, ir),

forir=0,1,..,23. Documents
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