INTERNATIONAL ISO/IEC
STANDARD 10164-19

First edition
1998-12-15

Information technology — Open Systems
Interconnection — Systems Management:
Management domain and management
policy management function

Technologies de I'information — Interconnexion de systémes ouverts
(0OSl) — Gestion-systemes: Fonction de gestion de police de gestion et
de domaine de gestion

N
ISOJIEC
. Doeuments

150/ 998(E
Eocument harln(g hub

Full document details: ISO IEC 10164-19-1998


http://www.avadocuments.com/doc/iso-iec-10164-19-1998
http://www.avadocuments.com/doc/iso-iec-10164-19-1998

ISO/IEC 10164-19:1998(E)

Contents
Page
1 ST oo] o1 I TP PP PP P OPPPPPPPPPP 1
NOIMALIVE TEIEIENCES ...ttt e e e e st e e e e e et b e e mmmeeeeeree e e e e e nneeee 2
2.1 Identical Recommendations | International StandardsS .............cccccviiiieiiee e 2.
2.2  Paired Recommendations | International Standards equivalent in technical content ..................cco...
3 (D=3 1] 11 [0 o E P PPPRPTUPPPPRN
3.1  Basic reference model definitioNS ...........oooiiiiiiiiiiiii e e
3.2  Management framework definitioNS ...........oooiiiiiiiii e s———————
3.3  Systems management overview definitions
3.4 CMIS defiNItIONS ...veeeiiiiiiiiiiee et e e s e e e
3.5 OSlI conformance testing definitioNS .........ccovvvviieeei e
3.6 Implementation conformance statement proforma definitionNS. ..o,
I A Vo [0 [1 i o] g = 1o (= 1 0T 1T L PO
4 )Y ] oo ST aTo = U] o1 LAV = L1 L] 1SS
5 (0] 0 17T o1 100 P
6 =0 U 1= 0 1T £ SRR
7 1Y/ o = SO
% S B o 1 4 T- 11 o PP PRPUPPPIR
2 = o [To3 PP
4 TN V4 1o [Tox 1o o S
7.4 ADMINISrAtIVE BSPECES....ciiii ittt et e et bee e e e e snbeeem
7.5 Procedural aspects of the model
8 1= T =T qToRo 1= 11011 o] o PP
8.1 REIAHONSNIPS ..ottt e n e e e e e s nbr s
S 2V F- T T= o =T o e o] [=Tod £ 3 TP
SR T N\ o) 1 To7= 1 [ 1SR
S o 1o ) o 1 PP
S TS N 1] 01U (=SSO
ST T - U= 10 4[] (] 6T PSPPSR
S T A N\ = 1o 0 T= N o] 1 o {1 o 1P
9 SEIVICE AEIINIION ...ttt e e e e e et et et e e e e e e e s e s rmmmm———— s nnnen
9.1  Direct membership liIStING SEIVICE .......coiiiiiiiiiii e — 18
9.2 Membership lIStING SEIVICE.......eiiiiiiiee et r e e e e e e e e e s e e e eeeeeeemanne s 19
9.3  Membership status VerifiCation SEIVICE ...........oiuiiiiiiiiiiiiiee e 20
9.4 Operation appPliCALION SEIVICE ........coiiiiiiiiiiie ettt e s e e s senreeeeeeea 20
9.5  Policy violation NOLIfICAtION SEIVICE .........uuiiiiiiiiiiiiiie e e e e s 21
9.6  Violation status determination SEIVICE........ccccuuuiiiiiiiiieiie et e e e e e e e e e e s smmmnnnn s 21
10 Systems management fUNCHIONAL UNILS ...........ooeeiiiiiiiiiiee e s 22
10.1 Membership query funCtioNal UNIt..............oeeeiiiiiiiiiiee e e e e e e e eeeeeeeneeees 22
10.2 Policy violation funCtion@l UNit...............oeeiiiiiiireeiii e mmmmeeeeeeeeee s 22
10.3  Operation fUNCHONEAL UNIt........cooiiiiiiiiiiii e e e e e 23

© ISO/IEC 1998

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or
utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm, without permission in writing from the publisher.

ISO/IEC Copyright Office Case postale 56CH-1211 Genéve 20 Switzerland

Printed in Switzerland
Documents

.. Document Sharing Hub
ii

Full document details: ISO IEC 10164-19-1998


http://www.avadocuments.com/doc/iso-iec-10164-19-1998
http://www.avadocuments.com/doc/iso-iec-10164-19-1998

© ISO/IEC ISO/IEC 10164-19:1998(E)
11 L (010 ot ] PP TP PPPPPTPP 23
11.1  EIEMENLS OFf PrOCEAUIE .....eeiiieiiieiee ettt e e e e e e e e e e e e et e e« c— 23
N AN o1 = ol 0RS] Y ] - VRSP SPPPP 26
11.3 Negotiation of fUNCLIONAI UNITS.........oii i e e e e e e e 29
12 Relationships with Other FUNCLIONS ..........eiiiiiii e 29
13 (O70] 1 (0] 111> o (o1 SO PP PPPTR PP 29
13,1 StAtiC CONTOIMMANCE. ... .eeiieiiitiieiee etttk e e e st e e s et e et e e s s anbb e e e eeesmmmeeneeaenseeee e s 29
13.2  DYNamiC CONFOMMIBINCE ......uuiiiieiiiiiiie ettt ettt e ettt e e e et e e e e s bbbt e e e e e ss b s e eemmmmneeeaene s 30
13.3 Management implementation conformance statement reqUIreMENtS...........occveeeeiiiiieeeniiiieee e 30
Annex A — Definition of management infOrmation ... e 31
A.1  Allocation Of ObJECT IENTIFIEIS ... e e e e e eeeeeee e 31
A.2  Definition of relationsShip ClaSSES .........ooi i 32
A.3 Definition of managed 0DJECE ClASSES........uuiiiiiiiiiii e e 32
A.4  Definition of relationship mappings 37
A5 Definition of attriDUIES ......coeeiiiiee e e s 37
A.6  Definition Of NOLIfICATIONS .......coiiiiiii et e e 40
A7 Definition Of CHONS. ........viiiiii it eemm e e e e 40
A.8  Definition of Name BiNdiNgS ........cuuuiiiiiiiiiiiiaiae e e e e e e e e e sneees 41
A.9  Definition Of PAraMELEIS ....cooii it 42
ALLO  ASNL L et e e et e e o et e e st te e nn e e e e anr et e e s n s 42
F N g a (o = B |V (@3 3 o] o] (o] 1 14 T- TP 44
= A 1 oo BT (o] o FO OO PP PP PPPPPPPR 44
B.2 Identification of the IMplemMENtation ................eiiiiiiiiii e — 45
B.3 Identification of the Recommendations | International Standards in which the management
INFOrMAtioN IS AETINEA ..o ——_— 46
B.4  Management CONfOrMAaNCE SUMIMAIY ......ccooiiiiiiiiiiiiiie ettt e e e e e e e e ettt e et e e e e e e e e e e s e s s st e e e e A7
ANNEX C — MICS PrOfOIMA ...ttt ettt et e e e e mmmmmmmmaaeeseeeeeeeaaaeeeeaeas 51
O30 R 1911 (0T [ B Tox (o] o FO TP PSP PPPR PRI 51
C.2 Instructions for completing the MICS proforma to produce an MICS............ccoiiiiiiieeiiiniiiieeeeeeeen 51
C.3 Statement of conformance to the management iNformation ..o 51
ANNEX D — MOGCS PrOTOIMA. ... eiiie ittt et e e e e e e e s e e s e bbb bbb ettt et aeeeeaaeaaaaneeesesaaaannrnnes 58
[ 200 R 1 Vi o o U T 1 o] o F PP PO PSP PPPPRRP 58
D.2 Instructions for completing the MOCS proforma to produce an MOCS...........cccccvieeiiniiiiiiiiiiieeeeeeenn 58
D.3  policy “ITU-T Rec.X.749 (1997) ISO/IEC 10164-19:1997"......ccoiiiirriieeiiiirieee e 58
ANNEX B — MRCS PrOfOMMI@ ..ottt et et e+ ¢ ss— 1112222121101 97
I A [ 011 oo [ o3 1] o PO PP PTT 97
E.2 Instructions for completing the MRCS proforma for name binding to produce an MRCS.................. 97
E.3  Statement of conformance to the name binding ... 97
Documents

Document Sharing Hub
ii

Full document details: ISO IEC 10164-19-1998


http://www.avadocuments.com/doc/iso-iec-10164-19-1998
http://www.avadocuments.com/doc/iso-iec-10164-19-1998

ISO/IEC 10164-19:1998(E) © ISO/IEC

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to dea
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

International Standard ISO/IEC 10164-19:1998 was prepared by Joint Technical Committee ISO/IEChIr@ation
technology Subcommittee SC 3®istributed application servicesn collaboration with ITU-T. The identical text is
published as ITU-T Recommendation X.749.

ISO/IEC 10164 consists of the following parts, under the general Itifiermation technology — Open Systems
Interconnection — Systems Management

— Part 1: Object management function

— Part 2: State management function

— Part 3: Attributes for representing relationships

— Part 4: Alarm reporting function

— Part 5: Event report management function

— Part 6: Log control function

— Part 7: Security alarm reporting function

— Part 8: Security audit trail function

— Part 9: Objects and attributes for access control

— Part 10: Usage metering function for accounting purposes
— Part 11: Metric objects and attributes

— Part 12: Test management function

— Part 13: Summarization function

— Part 14: Confidence and diagnostic test categories

— Part 15: Scheduling function

— Part 16: Management knowledge management function
— Part 17: Change over function

— Part 18: Software management function

— Part 19: Management domain and management policy management function
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— Part 20: Time management function
— Part 21: Command sequencer
— Part 22: Response time monitoring function

Annexes A to E form an integral part of this part of ISO/IEC 10164.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —
SYSTEMS MANAGEMENT: MANAGEMENT DOMAIN AND
MANAGEMENT POLICY MANAGEMENT FUNCTION

1 Scope

This Recommendation | International Standard defines the management domain and management policy management
function. This Management Function is a System Management function which may be used by an application process in a
centralized or decentralized management environment to interact for the purpose of systems management, as defined by
the OSI Management Framework, CCITT Rec. X.700 and ISO/IEC 7498-4. This Recommendation | International
Standard defines a function which consists of generic definitions and services. This function is positioned in the
application layer of the OSI reference model (ITU-T Rec. X.200 | ISO/IEC 7498-1) and is defined according to the model
provided by ISO/IEC 9545. The role of systems management functions is described by CCITT Rec. X.701 | ISO/IEC
10040.
This Recommendation | International Standard:

— identifies the set of requirements satisfied by the function;

— provides a model for the behaviour of the management domain management objects;

— provides a model for the behaviour of the management policy management objects;

— specifies the management requirements of the function and how these are realized by specification of
managed objects and their behaviour;

— specifies the mapping of these services onto the CMIS services;

— specifies the abstract syntax of the parameters of the MAPDUSs that will be used to refer to managed
objects and their characteristics;

— provides a model, in accordance with the Management Information Model and the General Relationship
Model, for information associated with management domains, policies, and jurisdictions and for the
behaviour of managed objects through which that information is accessed and manipulated;

— provides definitions of the information associated with management domains, policies, and jurisdictions,
their representation and the operations which may be performed upon them in terms of managed object
and management relationship templates.

This Recommendation | International Standard does not:

— define the nature of any implementation intended to provide the management domain and management
policy management function;

— specify the manner in which management is to be accomplished by the user of the management domain
and management policy management function;

— define the nature of any interactions which result in the use of the management domain and management
policy management function;

— specify the services necessary for the establishment, normal and abnormal release of a management
association;

— define the interactions which result by the simultaneous use of several management functions;

— define connection establishment or authorization requirements for the use of this function or for any
associated activity;

— preclude the definition of further management domain, management policy, or management jurisdiction
managed object classes.
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:198#rmation technology- Open systems
Interconnection- Basic Reference Modélhe Basic Model

— ITU-T Recommendation X.210 (1993) | ISO/IEC 10731:198frmation technology Open Systems
Interconnection- Basic Reference Model - Conventions for the definition of OSI services

— CCITT Recommendation X.701 (1992) | ISO/IEC 10040:19%»rmation technology- Open Systems
Interconnection- Systems management overview

— CCITT Recommendation X.720 (1992) | ISO/IEC 10165-1:1888rmation technology — Open Systems
Interconnection- Structure of management information: Management information model

— CCITT Recommendation X.721 (1992) | ISO/IEC 10165-2:1888rmation technology — Open Systems
Interconnection — Structure of management information: Definition of management information.

— CCITT Recommendation X.722 (1992) | ISO/IEC 10165-4:1988rmation technology — Open Systems
Interconnection — Structure of management information: Guidelines for the definition of managed objects

— ITU-T Recommendation X.724 (1993) | ISO/IEC 10165-6:19%&rmation technology — Open Systems
Interconnection — Structure of management information: Requirements and guidelines for implementation
conformance statement proformas associated with OSI management

— ITU-T Recommendation X.725 (1995) | ISO/IEC 10165-7:198®rmation technology — Open Systems
Interconnection — Structure of management informati@eneral relationship model

—  CCITT Recommendation X.730 (1992) | ISO/IEC 10164-1:1888rmation technology — Open Systems
Interconnection — Systems Management: Object management function

— CCITT Recommendation X.731 (1992) | ISO/IEC 10164-2:1888rmation technology — Open Systems
Interconnection — Systems Management: State management function

—  CCITT Recommendation X.732 (1992) | ISO/IEC 10164-3:1888rmation technology — Open Systems
Interconnection — Systems Management: Attributes for representing relationships.

—  CCITT Recommendation X.734 (1992) | ISO/IEC 10164-5:1888rmation technology — Open Systems
Interconnection — Systems Management: Event report management function.

—  CCITT Recommendation X.735 (1992) | ISO/IEC 10164-6:1888rmation technology — Open Systems
Interconnection — Systems Management: Log control function.

— ITU-T Recommendation X.748 | ISO/IEC 10164-28, Information technology — Open Systems
Interconnection — Systems Management: Time management function.

— ITU-T Recommendation X.746 (1995) | ISO/IEC 10164-15:18%b6rmation technology — Open Systems
Interconnection — Systems Management: Scheduling function.

1) Presently at the stage of draft.
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2.2 Paired Recommendations | International Standards equivalent in technical content
— CCITT Recommendation X.208 (1988pecification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990Information technology — Open Systems Interconnection — Specification of Abstract
Syntax Notation One (ASN.1).

— CCITT Recommendation X.209 (1988ppecification of basic encoding rules for Abstract Syntax
Notation (ASN.1).

ISO/IEC 8825:1990]nformation technology — Open Systems Interconnection — Specification of Basic
Encoding Rules for Abstract Syntax Notation One (ASN.1).

— ITU-T Recommendation X.290 (1995PSI conformance testing methodology and framework for
protocol Recommendations for ITU-T applicatienGeneral concepts

ISO/IEC 9646-1:1994Information technology- Open Systems InterconnectierConformance testing
methodology and framewoskPart 1: General concepts.

— ITU-T Recommendation X.291 (1995PSI conformance testing methodology and framework for
protocol Recommendations for ITU-T applications — Abstract test suite specification.

ISO/IEC 9646-2:1994Information technology — Open Systems Interconnecti@onformance testing
methodology and framework — Part 2: Abstract Test Suite specification.

— ITU-T Recommendation X.296 (1995PDSI conformance testing methodology and framework for
protocol Recommendations for ITU-T applications — Implementation conformance statements.

ISO/IEC 9646-7:1995Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 7: Implementation conformance statements.

— CCITT Recommendation X.700 (199%)anagement framework for Open Systems Interconnection (OSI)
for CCITT applications

ISO/IEC 7498-4:1989,Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 4: Management framework

— CCITT Recommendation X.710 (1990pmmon management information service definition for CCITT
applications

ISO/IEC 9595:1991|nformation technology- Open Systems InterconnectielCommon management
information service definition.

— CCITT Recommendation X.711 (199 ommon management information protocol specification for
CCITT applications

ISO/IEC 9596-1:1991Information technology- Open Systems Interconnection — Common management
information protocol Part 1: Specification.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic reference model definitions

This Recommendation | International Standard makes use of the following term defined in ITU-T Rec. X.200 |
ISO/IEC 7498-1:

—  systems management.

3.2 Management framework definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.700 and
ISO/IEC 7498-4:

a) management information;
b) managed object.
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3.3 Systems management overview definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.701 | ISO/IEC
10040:

a) agentrole;

b) agent;

c) generic definitions;

d) managed system;

e) management domain;

f)  management jurisdiction;

g) management operation;

h) management policy violation;

i) management policy;

j)  manager role;

k) manager;

)  managing system;

m) membership filter;

n) Managed Object Conformance Statement (MOCS);
0) Management Information Conformance Statement (MICS);
p) MOCS proforma;

q) MICS proforma,;

r) notification;

s) systems management functional unit.

3.4 CMIS definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.710 and
ISO/IEC 9595:

a) attribute;
b) Common Management Information Service.

3.5 OSI conformance testing definitions

This Recommendation | International Standard makes use of the following term defined in ITU-T Rec. X.290 and
ISO/IEC 9646-1:

- system conformance statement.

3.6 Implementation conformance statement proforma definitions

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.724 |
ISO/IEC 10165-6:

a) Managed Relationship Conformance Statement (MRCS);
b) Management Conformance Summary (MCS);

¢) MCS proforma,;

d) MRCS proforma.

3.7 Additional definitions
The following terms are defined in this Recommendation | International Standard:

3.7.1 domain managed objectA managed object that represents a domain for the purposes of managing the
membership of thahanagement domain.
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3.7.2 (systems management) policy managed objeét managed object that represents a (systems management)
policy for the purpose of managing the policy.

3.7.3 violation detection The activity which detects policy violations.

3.74 domain (membership specifier) A specification that, through explicit reference or predicates, serves to
identify a set of managed objects for the purposes of management.

3.75 jurisdiction managed object A managed object that represents the relationship between a policy and a
domain to which it is to be applied.

3.7.6 administrative aspect managed objectA managed object used to represent non-procedural information
relevant to the administration of domains, jurisdictions, and policies.

4 Symbols and abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1 Abstract Syntax Notation One
AVA Attribute Value Assertion
CMIP Common Management Information Protocol
CMIS Common Management Information Service
CMISE  Common Management Information Service Element
Cnf Confirm
GDMO  Guidelines for the Definition of Managed Objects
GRM General Relationship Model

ICS Implementation Conformance Statement

Id Identifier

Ind Indication

MAPDU Management Application Protocol Data Unit
MCS Management Conformance Summary

MICS Management Information Conformance Statement
MIS-user Management Information Service user

MOCS Managed Object Conformance Statement

MRCS Managed Relationship Conformance Statement

PICS Protocol Implementation Conformance Statement
Req request
Rsp response

SMAPM Systems Management Application Protocol Machine

5 Conventions

This Recommendation | International Standard defines services for the Management domain management function
following the descriptive conventions defined in ITU-T Rec. X.210 | ISO/IEC 10731.

The following notation is used in the service parameter tables:
M the parameter is mandatory;
C the parameter is conditional;

(=) the value of the parameter is identical to the corresponding parameter in the interaction described by the
preceding related service primitive;

U the use of the parameter is a service-user option;
— the parameter is not present in the interaction described by the primitive concerned;
P the parameter is subject to the constraints imposed by CCITT Rec. X.710 and ISO/IEC 9595.
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NOTE — The parameters which are marked "P" in service tables of this Recommendation | International Standard are mapped
directly onto the corresponding parameters of the CMIS service primitive, without changing the semantics or syntax of the
parameters. The remaining parameters are used to construct an MAPDU.

Throughout this Specification, GDMO and ASN.1 productions are printed tigimes New Romanfont.

6 Requirements

For logistic or other management reasons, there is a requirement to modularize management activities and groups of
managed objects. The need to define groups of managed objects is associated with the concept of domains.

It may occur that there is a need to describe these activities so that they can be accessed by means of managemer
operations. The definition of such management activities is associated with the concept of policies. A policy defines a set
of management activities which apply to domains.

In the course of normal operations it may happen that the required operations or constraints on managed objects no longer
match the operational requirements associated with the group (perhaps for reasons of failure or lack of integrity) however
caused. It is therefore an essential management requirement that systems shall be able to recognize occasions when thel
are violations and to take steps to resolve them.

In response to such situations, management policies and the rules associated with them may be modified and new rules
affirmed so that they might apply to new goals and to different managed objects. A minimal requirement of management
is the action to be taken in the event of violation detection, this action is known as violation resolution and is for further
study.

The requirements for management domain and management policy management are identified in the Systems
Management Overview (see CCITT Rec. X.701 | ISO/IEC 10040). Additional functional requirements are identified
below.

For management domains there are the requirements that:
— A mechanism shall be provided for managing the membership of a domain.

— There shall be mechanisms to generate a membership list for a given management domain (membership
enumeration).

— It shall be possible to discover whether a given managed object is a member of a particular management
domain (membership verification).

— It shall be possible to determine which management domain(s) a given managed object is a member of.
NOTE 1 — Actually performing this discovery may require considerable time and resources.

— It shall be possible to determine which management policies apply to a management domain.

— It shall be possible to access a representation of management domains for the purpose of managing the
domain.

— A member of one management domain may be a member of another management domain.

For management policies there are the requirements that:
— A mechanism shall be provided for managing the change of policies.

— It shall be possible to specify management policy violation detection and violation resolution.
NOTE 2 — Violation resolution mechanisms to accomplish this are for further study.

7 Model

An MIS-user in the manager role (manager) interacts with a managed object via an MIS-user in the agent role (agent)
over an interoperable interface.

A managed object may be subject to any number of policies; any number of policies may be of relevance to a given
object.

A domain managed object is a support object which allows the specification of a set of objects of interest.

A policy managed object is a support object which represents a system management policy, encapsulating any rules and
rule combination semantics used to construct that policy.
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A jurisdictionmanaged object is a support object which represents the relationship between a policy and a domain.

An administrative aspect is a support object which represents non-procedural aspects and descriptive information for
domains, policies, and jurisdictions.

7.1 Domain

A domain allows the specification of a set of objects of interest. A domain permits the management of the specification of
its membership. The set of members specified by a domain is the union of its set of direct members with its set of indirect
members. Membership may change as objects are created or deleted.

The intersection of the set of objects described by a domain member selection list with the set of objects described by its
member selection filter is its set of direct members. The member selection list is a set whose elements name managed
object instances, which may or may not actually exist. If the member selection list is the empty set, it implies that all
objects are identified. The member selection filter is a single valued attribute representing a logical predicate. If its value
is empty, it evaluates to true for all objects.

A domain also allows reference by name to other domains. The union of the sets of members specified by the objects
identified in this manner is a domain's set of indirect members. The ability to specify membership both directly and
indirectly permits convenient grouping and representation of hierarchies of domains.

The management operations supported by a membership specifier include:
— list direct membership;
—  list membership;
—  verify membership of a given managed object instance.

Figure 1 illustrates how domain D1 describes a set which contains objects A, B, and C through direct membership.
Domain D2 describes a set containing D, E, and F through direct membership. Domain D3 describes a set containing F
and G through direct membership. Domain D4 has no direct members, but has A, B, C, D, E, and F as indirect members.

e )

I\
=

T0730490-97/d01

- Domain D2
1=

ECD

Figure 1 — Example of domain membership

Q@@@Q@@

7.2 Policy

A policy encapsulates a representation of system management goals. Policies reflect obligations, authorizations, and
aspirations. Their representation may be transparent or opaque. A transparent policy does provide management access t
the representation of its semantics. An opaque policy does not provide management access to the representation of its
semantics.

This Recommendation | International Standard provides class definitions to support management of opaque policies.

Subclasses of policy may be defined to support capabilities such as scheduling, and the representation of policy
semantics. This Recommendation | International Standard provides class definitions for a scheduled opaque policy.

This Recommendation | International Standard describes one means of representing policy semantics in support of a
transparent policy class. The development of more powerful representations is for further study.
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7.3 Jurisdiction
A jurisdiction managed object serves to relate a policy and a domain.

The relationship defined by a jurisdiction managed object indicates to which managed objects, identified by the domain,
the policy shall apply.
Figure 2 illustrates the following concepts:

— hierarchical domains for administrative convenience (domains D11 and D12 may be administered-
separately);

— re-use of a domain for multiple jurisdictions (domain D12 is used for both jurisdiction J1 and jurisdiction
J2);

— application of multiple policies to a single object (Object F is subject to policies P1, P2, and P3).

Figure 2 — Example of a jurisdiction

This example shows the following:
— jurisdiction J1 associates policy P1 with domain D1;

— this means that policy P1 applies to objects A, B, C, D, E, F, the members specified directly or indirectly
by D1;

— jurisdiction J2 associates policy P2 with domain D12;

— this means that policy P2 applies to objects D, E, and F, the members specified directly or indirectly by
D12;

— both policy P1 and P2 are applicable to Objects D, E, and F;

— achange to domain D12 can affect the applicability of both policy P1 and P2;
— jurisdiction J3 associates policy P3 with domain D13;

— objects F and G are subject to policy P3;

— object F is also subject to policy P1 and to P2.

An enhanced jurisdiction managed object provides the ability to request the application of an operation to the members of
its domain.

7.4 Administrative aspects

The administrative aspects include identification of the authority responsible for setting the domain, the authority for
setting the policy and the application of policy to the domain members. An authority may be a composite entity; such an
entity must be identifiable. An authority may delegate some, or all, of its responsibilities to another authority.

Administrative aspects include non-procedural aspects for recording relevant descriptive information for objects.
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7.5 Procedural aspects of the model

The following subclauses demonstrate that this function's requirements are satisfied by this model.

7.5.1 Managing membership
A jurisdiction's membership is defined to be the membership of the domain referenced by that jurisdiction.

Membership is managed by means of domains. A domain's membership may be changed in two ways:

a) a managed object's membership status may change, through its creation, deletion, or a change in a value of
one or more of its attributes;

b) attributes of the domain (or a domain to which it refers, at any level of indirection) may be modified.
7.5.2 Listing membership

The listing of a jurisdiction's membership is requested by directing a list membership request to the jurisdiction. The
result obtained is effectively the same as would be obtained by directing a list membership request to that jurisdiction's
domain.

7.5.3 Verifying membership

The verification of jurisdiction membership for an object is requested by directing a membership verification request to
the jurisdiction. The result obtained is effectively the same as would be obtained by directing a membership verification
request to that jurisdiction's domain.

754 Determining which jurisdictions a managed object is a member of

Determining which jurisdictions a managed object is a member of requires performing a membership verification
operation (or list membership operation) for all known jurisdictions. The discovery of jurisdictions can be performed by
directing an all-levels scoped get for objects of class jurisdiction to all relevant systems.

A similar procedure may be applied against domains to determine which domains a given managed object is a member of.

755 Determining which policy applies to the members of a jurisdiction

Determining which policies apply to the membership of a domain requires retrieving the attribute which names its policy
from all jurisdictions that reference the domain in question.

7.5.6 Determining whether a given object violates a policy

Determining whether a given object violates a policy is accomplished by sending a determine violation status operation to
the appropriate jurisdiction or policy managed object, supplying the name of the object instance in question as a
parameter. The response will be the determination of whether the policy was applicable (always true when query directed
to a policy object), and, if it was, the object's violation status.

7.5.7 Applying an operation to the membership of a domain

Applying an operation to membership of a domain can be accomplished by issuing an apply operation to membership
request to the appropriate jurisdiction object.

7.5.8 Determining which policies apply to a given object

In order to determine the policies applying to a managed object, it is necessary to determine the jurisdictions of which it
is a member. The object in question is not required by this model to have any knowledge of the set of applied policies.
The set of relevant jurisdictions can be retrieved using the procedure outlined above in 7.5.4. For each jurisdiction of
which the object in question is a member, the identity of the relevant policy may be retrieved using the procedures
of 7.5.5.
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8 Generic definitions

8.1 Relationships
8.1.1 Jurisdiction relationship

8.1.1.1 Jurisdiction relationship class

The jurisdiction relationship class associates a set of roles with a jurisdiction. The roles in a jurisdiction relationship are
policy role and domain role.

A jurisdiction managed object represents single jurisdiction relationship for the purposes of management. The
information of an individual jurisdiction relationship mapping is stored in a jurisdiction managed object. In this clause, an
object fulfilling role X will be referred to as X itself. For example, a domain is a managed object fulfilling the role of
domain. For each jurisdiction, there is exactly one relationship to its members.

A member can participate in zero or more (member) relationships. The existence of a jurisdiction managed object is
coupled to the existence of a jurisdiction relationship mapping. A policy or domain can change during the existence of the
relationship with one exception: the name of the policy or domain cannot be changed.

A policy or domain may exist before it is mapped to in a jurisdiction relationship and it is not affected when this mapping
is established or ceases to exist. A jurisdiction is created by an ESTABLISH operation and deleted with a TERMINATE
operation.

8.1.1.2 Jurisdiction relationship mapping

The jurisdiction relationship mapping is a mapping of the jurisdiction relationship class. A jurisdiction is a relationship
object that binds a single policy to a single domain. The identity of the policy of the jurisdiction is set when the
relationship is created and cannot be modified during the lifetime of the relationship. The identity of the domain is set
when the relationship is created and cannot be modified during the lifetime of the relationship.

8.1.2 Administrative aspect relationship

8.1.2.1 Administrative aspect relationship class

The administrative aspect relationship class associates an object in the administrative aspect role with another object. The
roles in this relationship are the administrative aspect role and the administered object role.

An object in the administered object role can participate in at most one administrative aspect relationship in that role.

An object in the administrative aspect role can participate in any number of administrative aspect relationships in that
role.

Objects in either role may be modified during the lifetime of the relationship. Objects in either role may exist before the
establishment of the relationship, and may continue to exist after the termination of the relationship.

8.1.2.2 Administrative aspect relationship mapping

The administrative aspect relationship mapping is a mapping of the administrative aspect relationship class. An
administrative aspect pointer is a relationship attribute that binds a single object in the administrative aspect. The
relationship is established and terminated by setting the value of the administrative aspect pointer.

8.2 Managed objects

8.2.1 Jurisdiction managed object

The jurisdiction object class is a class of managed objects representing the functional aspects of a jurisdiction
relationship. This managed object class, derived from the generic relationship class, is characterized by a single
mandatory package, the jurisdiction package. This package adds the following mandatory characteristics:

— ajurisdiction identifier (a name);
— apolicy pointer;

— adomain pointer;

— an administrative aspect pointer.
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The jurisdiction name is unique and may not be changed during the existence of the jurisdiction.

The policy pointer is a read-only attribute that refers to the managed object fulfilling the policy role in the jurisdiction
relationship. Its value must be established when the jurisdiction is created.

The domain pointer is a read-only attribute that refers to the managed object that fulfils the domain role in the jurisdiction
relationship. Its value must be established when the jurisdiction is created.

The administrative aspect pointer refers to the managed object fulfilling the administrative aspect role in the
administrative aspect relationship. Its value may be established when the jurisdiction is created, and may be modified
during the lifetime of the jurisdiction.

The jurisdiction supports the ability to determine members of the domain, and the applied policy, to which members of
the domain are subject. The jurisdiction managed object references the policy, the domain and the administrative aspects.

The jurisdiction package also employs the following attributes from CCITT Rec. X.721 | ISO/IEC 10165-2:
— administrative state;
—  operational state;
— availability status.

The following actions are supported by the jurisdiction:
— list membership;
— determine violation status;
—  verify membership status.

The following notifications are emitted by the jurisdiction:

—  object creation;

—  object deletion;

— state change;

—  policy violation.
The jurisdiction managed object supports object creation, object deletion, and state change notifications defined in
CCITT Rec. X.721 | ISO/IEC 10165-2, and the policy violation notification defined within this Recommendation |
International Standard. The policy violation notification is used to report the detection of the violation of a jurisdiction’s

policy by a member of that jurisdiction’s domain. In order to simplify notification and event report filtering, this
notification has only two parameters: the name of the violated policy and the name of the object in violation of the policy.

Further specialization of this class, in particular with regard to the circumstances under which the emission of the policy
violation notification occurs, is possible.

8.2.2 Domain managed object

The domain object class is a class of managed objects representing the functional aspects of membership selection. It is &
subclass of top. A domain has the following additional mandatory characteristics, provided by the domain package:

— adomain identifier (a name);

— amember selection list;

— a member selection filter;

— an administrative aspect pointer;

— an indirect membership specifier list.

The domain identifier is a read-only attribute whose value provides an identifier for the domain instance. This name is
unigue and may not be changed during the existence of the domain.

The administrative aspect pointer attribute refers to the administrative aspect for the domain. Its value may be established
when the domain is created, and may be modified.

The following attributes may be modified, thus potentially affecting the set of managed objects that are members.

The member selection list is a set valued attribute that identifies a set of managed object(s).
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The member selection filter is a single valued attribute that provides a CMIS filter.

Evaluating the member selection filter for each object identified through the member selection list, yields the set of direct
members for this domain.

The indirect membership specifier list references other domain(s). The membership of these referenced domains
constitutes the set of indirect members for inclusion in the set of members for the referencing domain.

The union of the set of indirect members with the set of direct members yields the set of members of the domain.

The following actions are supported by the domain:
—  list membership;
— list direct membership;
—  verify membership status.

The following notifications are emitted by the domain:
—  object creation;
—  object deletion.

The domain managed object supports the object creation and object deletion notifications defined in CCITT Rec. X.721 |
ISO/IEC 10165-2.

Further specialization of the defined domain managed object class into various types of domain is possible.

8.2.3 Policy managed object

The policy managed object class is a managed object class which represents the functional aspects of a policy. To allow
management access to policy semantics (transparent policies) sub-classing is necessary. An example of this is in 8.2.8.

A policy has the following characteristics through a mandatory package, the policy package:
— apolicy identifier (hame);
— an administrative aspect pointer;
— administrative state;
—  operational state;
— availability status.

The policy identifier is a read-only attribute whose value provides an identifier for the instance. Its value may not be
changed during the existence of the policy.

The state attributes are specified in CCITT Rec. X.721 | ISO/IEC 10165-2.
The administration aspect pointer attribute references the administrative aspect for the policy.

The policy managed object supports the object creation, object deletion, and state change notifications defined in CCITT
Rec. X.721 | ISO/IEC 10165-2.

A policy supports one action:
— determine violation status.

8.24 Administrative aspect managed object

The administrative aspect managed object is used to represent the descriptive aspects of a policy, domain or a
jurisdiction.
The administrative aspect managed object class, derived from top, has the following characteristics through the
mandatory administrative aspect package:

— administrative aspect identifier (a name);

— administrative authority;

— administrative contact information;

— administrative owner;
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— administrative specifier;
—  creation time;

— last update time;

— version identifier.

The administrative aspect identifier is a read-only attribute whose value provides an identifier for the instance. Its value is
established when the instance is created, and may not change.

The administrative authority attribute provides information about the authority controlling the object referring to the
administrative aspect.

The administrative contact information provides contact information.

The administrative owner attribute provides information identifying the current owner of the object referring to the
administrative aspect.

The administrative specifier is a read-only attribute whose value provides an identifier for the original specifier. This
attributes value must be established when an instance of this class is created.

The creation time provides information identifying the time the administrative aspect object was created. To support
applications of this function spanning multiple time zones, the time stamp representation from the Time management
function (see ITU-T Rec. X.743 | ISO/IEC 10164-20) is used. Its value is established when the object is created, and does
not change.

The last update time provides information identifying the time the administrative aspect object was last updated. To
support applications of this function spanning multiple time zones, the time stamp representation from the Time
management function (see ITU-T Rec. X.743 | ISO/IEC 10164-20) is used. lIts initial value is the time of the object’s
creation.

The version identifier provides information identifying the version of the administrative aspects object.

The administrative aspects managed object supports the object creation and object deletion notifications defined in
CCITT Rec. X.721 | ISO/IEC 10165-2.

8.2.5 Enhanced jurisdiction managed object

The enhanced jurisdiction managed object, derived from the jurisdiction managed object, represents the functional
aspects of a jurisdiction relationship, with the additional capability of allowing an operation to be applied to its
membership.

In addition to the characteristics inherited from the jurisdiction managed object class, the enhanced jurisdiction is
characterized by two mandatory packages:

—  duty schedule package;
— operation applier package.
The duty schedule package adds a single attribute:
— external scheduler name.
The following additional action is supported by the enhanced jurisdiction:
—  apply operation to membership.

8.2.6 Scheduled policy managed object

The scheduled policy is a management support object which, for management purposes (and in accordance with CCITT
Rec. 701 | ISO/IEC 10040), represents the functional aspects of a policy subject to scheduling. To allow management
access to policy semantics (transparent policies) sub-classing is necessary.

A scheduled policy is derived from the policy managed object class, and is characterized by the addition of a mandatory
package:

—  duty schedule package.

The attributes of the duty schedule package are specified in ITU-T Rec. X.746 | ISO/IEC 10164-15:
—  external scheduler name.
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8.2.7 Policy violation log record managed object
The policy violation log record managed object records a report of a policy violation.

A scheduled policy is derived from the event log record managed object class, and is characterized by the addition of a
mandatory package:

— policy violation log record package.

The additional attributes of the policy violation log record package are:
—  violator name;
—  violated policy.

8.2.8 Value assertion policy managed object

The value assertion policy managed object class is derived from the policy class. It is based on the use of value assertions
to specify rules. This clause defines:

— the structure and semantics of rules from which policies of this class are composed;
— the semantics of combining rules;
— the nature of conflict violation with respect to a policy of this class.

8.2.8.1 Assertion

An assertion may be one of the following four types:

a) (value) assertions specifying which operations may be performed on a managed object and the allowed
parameter values for such operations;

b) (value) assertions specifying values of attributes within a managed object;
c) (value) assertions specifying parameter values in notifications emitted by a managed object;
d) (value) assertions specifying parameter values in replies to operations performed on a managed object.

Every assertion is thus a boolean expression which evaludtas tw false

A value assertion is specified in terms of a pair consisting of an identifier identifying the information whose value is to be
tested, followed by a value to be used in performing the test, in the same form as the attribute value assertions defined for
use in a CMIS filter.

To specify identifiers of asserted values, the following object identifier values are allocated in Annex A:

MDMPMF.operationType Used to identify assertions on the value of an operation; the possible values
are the values of the OPERATION MACRO as specified in CMIP
[INTEGER (0..10)]

— MDMPMF.errorType Used to identify assertions on the value of an error; the possible values are
the values of the ERROR MACRO as specified in CMIP [INTEGER
(0..23)]

— MDMPMF.notificationType  Used to identify assertions on the value of a notification type. The possible
values are the object identifier values registered for the notification

template.

— MDMPMF.actionType Used to identify assertions on the value of an action type. The possible
values are the object identifier values registered for the action template.

— MDMPMF.eventinfo Used to identify assertions on the value of the content of the event info.

Possible values are of the types defined for the relevant info.

— MDMPMF.eventReply Used to identify assertions on the value of the content of the event reply.
Possible values are of the types defined for the relevant reply.

— MDMPMF.actionInfo Used to identify assertions on the value of the content of the action info.
Possible values are of the types defined for the relevant info.

— MDMPMF.actionReply Used to identify assertions on the value of the content of the action reply.
Possible values are of the types defined for the relevant reply.
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All of the above should be treated as attribute value assertions with MATCHES FOR EQUALITY only.

In addition, attribute value assertions are specified in the usual form, applying both to attribute oriented operations and
notifications (using the WITH ATTRIBUTE ID construct). Assertions on other items of information, contained in either
event replies, action info, and action replies can be achieved if the information is properly registered by use of a
PARAMETER template.

A policy is constructed from value assertions in the same way as filters are constructed from Attribute Value Assertions
(AVA), using the and, the or, and thenot operators to combine nested policies. See CCITT Rec. X.720 |
ISO/IEC 10165-1, 5.4, for details.

8.2.8.2 Evaluation of assertions

Management policy include, but are not limited to, the following types: management policy of authorization and
management policy of obligation. Management policies of authorization state what may be done. Management policies of
obligation state what shall be done.

An assertion about a managed object may be either true or false at any moment. The truth of an assertion may change as .
result of a change in state of the managed object or its attributes, the emission of a notification or a reply to a
management operation. These changes might result from an event or from a state change in the real resource represente
by the managed object, or as a side effect of some management operation on the managed object.

Constraints are logical statements about the operations and the parameters of operations that can be performed on
managed objects. An operation shall not be applied to a managed object when that operation would violate any constraint
applying to that managed object.

NOTE 1 — A policy may reference things such as managed object classes, managed object instances, attributes, sets of attributes
AE-titles, and management users.

Some assertions may only require evaluation in specific circumstances. For example, assertions of types (a), (c) and (d)
need only be evaluated when operations are invoked on the managed object, when a notification is emitted or when the
reply to an operation is produced. Assertions of type (b) may need evaluation at other times.

NOTE 2 — Assertions, or logical terms within the AVAs that constitute them, evaluate twhen the attributes they refer to do
not exist.

8.2.8.3 Policy violation

A policy violation occurs when the policy evaluatedaise No policy violation is possible for a policy containing zero
rules.

An agent may prevent policy violation resulting from falsification of rules of type (a) by rejecting an operation that would
cause such a rule to evaluatdatse An attempt by a manager to perform an operation which would cause a type (a) rule
to evaluate tofalse does not constitute a policy violation if that operation is rejected. This does not preclude the
possibility of a notification being emitted to report the event.

In general, an agent may not be able to prevent violation of rules of types (b), (c) and (d). An agent may reject an
operation where it can determine that this would violate a rule. For example, a rule of class (b) may specify that an
attribute in a managed object must have a specific value. The agent may reject a SET operation which attempts to change
the value of the attribute. Provided the rule still evaluates to true, no policy violation occurs. If the value of the attribut
changes to reflect some change in the resource, then a policy violation does occur.

8.2.8.4 Management of value assertion policies

Since rules are boolean expressions, they may be combined with the basic logical opsmdtars: not A policy
composed of such rules is therefore a logical expression which evaluatesdofalse

A policy containing no rules always evaluaterir.

Any ordering in the actual evaluation of rules (e.g. for optimization purposes) is an implementation issue.

8.3 Notifications

8.3.1 Policy violation notification

The policy violation notification is used to report the detection of the violation of a jurisdiction's policy by a member of
that jurisdiction's domain. In order to simplify notification and event report filtering, this notification has only two
parameters: the name of the violated policy and the name of the object in violation of the policy.
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8.4 Actions

The following action types are defined within this Recommendation | International Standard:
— list membership;
— list direct membership;
— verify membership status;
— apply operation to membership;
— determine violation status.

A managed object class definition must describe any aspects of the processing of these operations that are specific to that
class.

8.4.1 Action information for the list membership action

The list membership action has no parameters. The action reply contains two parameters. The membership list parameter
is a set of names of managed object instances. All objects identified in this set of names must be members of the relevant
domain. The list completeness parameter reports whether the membership list parameter is known to be a complete list, is
known to be an incomplete list, or if the completeness of the membership list is not known.

8.4.2 Action information for the determine violation status action

The determine violation status action has a single parameter, the name of a managed object whose violation status is of
interest. The action reply contains two parameters: the name of the managed object whose violation status was requested
and the results of the attempt to determine the violation status of that object.

8.4.3 Action information for the verify membership action

The verify membership action has a single parameter, the name of a managed object whose membership status is of
interest. The action reply contains two parameters: the name of the managed object whose violation status was requested
and the results of the attempt to determine the membership status of that object.

8.4.4 Action information for the list direct membership action

The list direct membership action has no parameters. The action reply contains a single parameter, the direct membership
list, a set of names of managed object instances which are direct members.

8.4.5 Action information for the apply operation to membership action

The apply operation to membership action has a single parameter, which describes the operation to be applied to the
membership of the object receiving this action. The action reply contains a single parameter, the set of results of the
application of the operation provided in the operation template parameter to the membership. Note that multiple replies

may be necessary to convey all the results of this operation.

8.5 Attributes

8.5.1 Administrative aspect identifier

The administrative aspect identifier is the distinguishing attribute of an administrative aspect object. This attribute’s value
must be established when the object is created, and cannot be modified during the lifetime of the object.

8.5.2 Administrative aspect pointer

The administrative aspect pointer attribute represents the relationship between an object and its administrative aspects.
8.5.3 Administrative authority

The administrative authority attribute’s value provides a description of an administrative authority.

854 Administrative contact information

The administrative contact information attribute’s value provides contact information.

8.5.5 Administrative owner

The value of the administrative owner attribute provides ownership information.
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8.5.6 Administrative specifier

The value of the administrative specifier attribute identifies the entity responsible for the specification of a domain,
policy, or jurisdiction.

8.5.7 Assertion
The assertion attribute represents a boolean expression for the purposes of determining policy violation.

8.5.8 Creation time

The creation time attribute records the time of an object's creation. Its value is established when the object is created, and
cannot be modified.

8.5.9 Domain identifier

The domain identifier is the distinguishing attribute for a domain. Its value is established when the object is created, and
cannot be modified.

8.5.10 Domain pointer

The domain pointer attribute identifies an object in the domain role in a jurisdiction relationship. Its value must be
established when the jurisdiction is created, and cannot be modified.

8.5.11 Indirect membership specifier list

The indirect membership specifier list is a set-valued attribute whose value identifies objects whose membership should
be included in an object's set of indirect members.

8.5.12  Jurisdiction identifier

The jurisdiction identifier serves as the distinguishing attribute for a jurisdiction. Its value must be established when the
jurisdiction is created, and cannot be modified.

8.5.13  Last update time

The last update time attribute records the time of the most recent modification of an object, where what constitutes a
modification is recorded in the class definition. This attribute is always read-only.

8.5.14 Member selection filter

The member selection filter attribute represents constraints on membership. It takes the form of a CMIS filter expression.
8.5.15 Member selection list

The member selection list is a set-valued attribute representing the names of managed objects that are of interest.

8.5.16 Policy identifier

The policy identifier attribute serves as the distinguishing attribute of a policy. Its value must be established at the time
the object instance is created, and cannot be modified.

8.5.17  Policy pointer

The policy pointer attribute identifies an object in the policy role of a jurisdiction. The value of the attribute must be
established when the jurisdiction is created, and cannot be modified.

8.5.18 Version identifier

The version identifier attribute's value identifies the version of an object.
8.5.19 Violated policy

The violated policy attribute identifies a policy which has been violated.

8.5.20 Violator name

The violator name attribute identifies an object which has violated a policy.
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8.6 Parameters

The apply operation action has a parameter, timeout error, which may be used in the action reply when a timeout error
occurs.

8.7 Name bindings

8.7.1 Domain to system

The domain to system name binding supports the naming of domains with respect to a system object.

8.7.2 Policy to system

The policy to system name binding supports the naming of policies with respect to a system object.

8.7.3 Jurisdiction to system

The jurisdiction to system name binding supports the naming of jurisdictions with respect to a system object.

8.74 Administrative aspect to system

The administrative aspect to system name binding supports the naming of administrative aspects with respect to a system
object.

9 Service definition

This clause defines the services provided by this function for the management of domains, policies, jurisdictions, and
administrative aspects. This Recommendation | International Standard uses:

— the object creation reporting service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;
— the object deletion reporting service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;
— the PT-ACTION service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;

— the PT-CREATE service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;

— the PT-DELETE service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;

— the PT-EVENT service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;

— the PT-GET service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;

— the PT-SET service defined in CCITT Rec. X.730 | ISO/IEC 10164-1;

— the state change reporting service defined in CCITT Rec. X.731 | ISO/IEC 10164-2.

In addition to the above services the management domain and management policy management function supports the
following services:

— direct membership listing service;

— membership listing service;

— membership status verification service;
— operation application service;

— policy violation naotification service;

— violation status determination service.

9.1 Direct membership listing service

The direct membership listing service allows a manager to request that an open system (the managed system) determine
the direct membership of a domain or jurisdiction. Table 1 lists the parameters for this service.
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Parameter Name

Reg/Ind

Rsp/Conf

Invoke ldentifier

P

P

Linked Identifier

p

Mode

P

Base object class P -

Base object instance P -

Scope P -
Filter P -

Managed object class -

Managed object instance -

Access Control P -

Synchronization P -

Current time —

List membership reply -

...Membership -

P
C
...Completeness - M
M
C

Errors —

The direct membership listing service uses the parameters defined in clause 8 in addition to the general M-ACTION
service parameters defined in CCITT Rec. X.710 and ISO/IEC 9595.

The list membership reply parameter shall be present in a positive response, otherwise the Errors parameter shall be
present.

9.2 Membership listing service

The membership listing service allows a manager to request that an open system (the managed system) determine the
membership of a domain or jurisdiction. Table 2 lists the parameters for this service.

Table 2 — Membership listing service parameters

Parameter Name

Reg/Ind

Rsp/Conf

Invoke ldentifier

P

P

Linked Identifier

p

Mode

P

Base object class

Base object instance

Scope

Filter

Managed object class

Managed object instance

Access Control

Synchronization

Current time

List membership reply

...Completeness

...Membership

Errors

P
C
M

M

C

Full document details: ISO IEC 10164-19-1998
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The membership listing service uses the parameters defined in clause 8 in addition to the general M-ACTION service
parameters defined in CCITT Rec. X.710 and ISO/IEC 9595.

The list membership reply parameter shall be present in a positive response, otherwise the Errors parameter shall be
present.

9.3 Membership status verification service

The membership status verification service allows a manager to request that another open system (the managed system
attempt to determine whether a given object is a member of a given jurisdiction or domain. Table 3 lists the parameters

for this service.

Table 3 — Membership status verification service parameters

Parameter Name Req/Ind Rsp/Conf
Invoke Identifier P P
Linked Identifier - P
Mode P -
Base object class P -
Base object instance P -
Scope P -
Filter P -

Managed object class -

Managed object instance -

Access Control P -
Synchronization P -
Verify membership request M -

Current time -

Verify membership reply -

P

Cc
...Object name - M

M

...Membership status -

Errors - C

The membership status verification service uses the parameters defined in clause 8 in addition to the general M-ACTION
service parameters defined in CCITT Rec. X.710 | ISO/IEC 9595.

The membership status verification reply parameter shall be present in a positive response, otherwise the Errors
parameter shall be present.

9.4 Operation application service

The operation application service allows a manager to request that another open system (the managed system) attempt t
perform an operation on all members of a jurisdiction. Table 4 lists the parameters for this service.
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Table 4 — Operation application service parameters

Parameter Name Reg/Ind Rsp/Conf
Invoke Identifier P P
Linked Identifier - P
Mode P -
Base object class P -
Base object instance P -
Scope P -
Filter P -
Managed object class - P

Managed object instance -

Access Control P -

Synchronization P -

Apply operation to membership request M -

Apply operation to membership reply - C

Timeout error - C

Errors - C

The operation application service uses the parameters defined in clause 8 in addition to the general M-ACTION service
parameters defined in CCITT Rec. X.710 and ISO/IEC 9595.

The operation application reply parameter shall be present in a positive response, otherwise the Errors parameter shall be
present.

9.5 Policy violation notification service

The policy violation notification service allows one open system (the managed system) to report the detection of a policy
violation. Table 5 lists the parameters for this service.

Table 5 — Policy violation notification service parameters

Parameter Name Reg/Ind Rsp/Conf

Invoke Identifier P P
Mode P -
Managed object class - P
Managed object instance -

Event time P -
Violated policy M -
Violator name M -

The policy violation notification service uses the parameters defined in clause 8 in addition to the general M-EVENT-
REPORT service parameters defined in CCITT Rec. X.710 and ISO/IEC 9595.

9.6 Violation status determination service

The violation status determination service allows a manager to request that an open system (the managed system) attemp
to determine the violation status of an object. Table 6 lists the parameters for this service.
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Table 6 — Violation status determination service parameters

Parameter Name

Reg/Ind

Rsp/Conf

Invoke ldentifier

P

P

Linked Identifier

p

Mode P

Base object class P -

Base object instance P -

Scope P -
Filter P -

Managed object class -

Managed object instance - P

Access Control P -

Synchronization P -

Determine violation status request M -

Determine violation status reply - C

Errors - C

The violation status determination service uses the parameters defined in clause 8 in addition to the general M-ACTION
service parameters defined in CCITT Rec. X.710 and ISO/IEC 9595.

The violation status determination reply parameter shall be present in a positive response, otherwise the Errors parameter
shall be present.

10 Systems management functional units

This function specifies three functional units: the membership query functional unit, policy violation functional unit, and
the operation functional unit.

The following functional units defined within CCITT Rec. X.730 | ISO/IEC 10164-1 may be negotiated for the purpose
of managing the managed objects defined in this Recommendation | International Standard:

—  Control;
—  Monitor; and
— ObjectEvents.

The following functional unit defined within CCITT Rec. X.731 | ISO/IEC 10164-2 may be negotiated for the purpose of
managing the managed objects defined in this Recommendation | International Standard:

—  State Change Reporting.

10.1 Membership query functional unit

The membership query functional unit provides the following services:
— membership listing service;
— direct membership listing service;
— membership verification service.

10.2 Policy violation functional unit

The policy violation functional unit provides the following services:
— violation status determination service;
—  policy violation notification service.
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10.3 Operation functional unit

This functional unit provides the following service:
— apply operation to membership.

11 Protocol

11.1 Elements of procedure
11.1.1  Elements of procedure for the direct membership listing service
11.1.1.1 Manager role

11.1.1.1.1 Invocation

The direct membership listing procedures are initiated by the list direct membership primitive. On receipt of a list direct
membership primitive, the SMAPM shall construct an MAPDU and issue a CMIS M-ACTION request service primitive
with parameters derived from the list direct membership primitive. The confirmed mode shall be used.

11.1.1.1.2 Receipt of response

On receipt of a CMIS M-ACTION confirm service primitive containing an MAPDU responding to a list direct
membership operation, the SMAPM shall issue a list direct membership confirmation primitive to the direct membership
listing service user with parameters derived from the CMIS M-ACTION confirm service primitive, thus completing the
direct membership listing procedure.

11.1.1.2 Agentrole

11.1.1.2.1 Receipt of request

On receipt of a CMIS M-ACTION indication service primitive containing an MAPDU requesting the direct membership
listing service, the SMAPM shall, if the MAPDU is well formed, issue a list direct membership listing indication
primitive to the direct membership listing service user with parameters derived from the CMIS M-ACTION indication
service primitive. Otherwise, the SMAPM shall construct an appropriate MAPDU indicating the error, and shall issue a
CMIS M-ACTION response service primitive with an error parameter present.

11.1.1.2.2 Response

The SMAPM shall accept a direct membership listing response primitive and shall construct an MAPDU confirming the
operation and issue a CMIS M-ACTION response service primitive with parameters derived from the direct membership
listing response primitive.

11.1.2 Elements of procedure for the membership listing service
11.1.2.1 Manager role
11.1.2.1.1 Invocation

The membership listing procedures are initiated by the list membership primitive. On receipt of a list membership
primitive, the SMAPM shall construct an MAPDU and issue a CMIS M-ACTION request service primitive with
parameters derived from the list membership primitive. The confirmed mode shall be used.

11.1.2.1.2 Receipt of response

On receipt of a CMIS M-ACTION confirm service primitive containing an MAPDU responding to a list membership
operation, the SMAPM shall issue a list membership confirmation primitive to the membership listing service user with
parameters derived from the CMIS M-ACTION confirm service primitive, thus completing the membership listing
procedure.
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11.1.2.2 Agentrole

11.1.2.2.1 Receipt of request

On receipt of a CMIS M-ACTION indication service primitive containing an MAPDU requesting the membership listing

service, the SMAPM shall, if the MAPDU is well formed, issue a list membership listing indication primitive to the

membership listing service user with parameters derived from the CMIS M-ACTION indication service primitive.

Otherwise, the SMAPM shall construct an appropriate MAPDU indicating the error, and shall issue a CMIS M-ACTION
response service primitive with an error parameter present.

11.1.2.2.2 Response

The SMAPM shall accept a membership listing response primitive and shall construct an MAPDU confirming the
operation and issue a CMIS M-ACTION response service primitive with parameters derived from the membership listing
response primitive.

11.1.3 Elements of procedure for the membership status verification service
11.1.3.1 Manager role
11.1.3.1.1 Invocation

The membership status verification procedures are initiated by the verify membership status primitive. On receipt of a
verify membership status primitive, the SMAPM shall construct an MAPDU and issue a CMIS M-ACTION request
service primitive with parameters derived from the verify membership status primitive. The confirmed mode shall be
used.

11.1.3.1.2 Receipt of response

On receipt of a CMIS M-ACTION confirm service primitive containing an MAPDU responding to a verify membership
status operation, the SMAPM shall issue a verify membership status confirmation primitive to the membership status
verification service user with parameters derived from the CMIS M-ACTION confirm service primitive, thus completing
the membership status verification procedure.

11.1.3.2 Agentrole

11.1.3.2.1 Receipt of request

On receipt of a CMIS M-ACTION indication service primitive containing an MAPDU requesting the membership status
verification service, the SMAPM shall, if the MAPDU is well formed, issue a verify membership status indication
primitive to the membership status verification service user with parameters derived from the CMIS M-ACTION
indication service primitive. Otherwise, the SMAPM shall construct an appropriate MAPDU indicating the error, and
shall issue a CMIS M-ACTION response service primitive with an error parameter present.

11.1.3.2.2 Response

The SMAPM shall accept a membership status verification response primitive and shall construct an MAPDU confirming
the operation and issue a CMIS M-ACTION response service primitive with parameters derived from the membership
status verification response primitive.

11.1.4 Elements of procedure for the operation application service
11.1.4.1 Manager role

11.1.4.1.1 Invocation

The operation application procedures are initiated by the apply operation to membership primitive. On receipt of this
primitive, the SMAPM shall construct an MAPDU and issue a CMIS M-ACTION request service primitive with
parameters derived from the apply operation to membership primitive. The confirmed mode shall be used.

11.1.4.1.2 Receipt of response

On receipt of a CMIS M-ACTION confirm service primitive containing an MAPDU responding to an apply operation to
membership operation, the SMAPM shall issue an apply operation to membership confirmation primitive to the operation
application service user with parameters derived from the CMIS M-ACTION confirm service primitive, thus completing
the operation application listing procedure.

Documents

Document Sharing Hub
24 ITU-T Rec.X.749 (1997 E)

Full document details: ISO IEC 10164-19-1998


http://www.avadocuments.com/doc/iso-iec-10164-19-1998
http://www.avadocuments.com/doc/iso-iec-10164-19-1998

ISO/IEC 10164-19:1998(E)

11.1.4.2 Agentrole

11.1.4.2.1 Receipt of request

On receipt of a CMIS M-ACTION indication service primitive containing an MAPDU requesting the operation
application service, the SMAPM shall, if the MAPDU is well formed, issue an apply operation to membership indication
primitive to the operation application service user with parameters derived from the CMIS M-ACTION indication service
primitive. Otherwise, the SMAPM shall construct an appropriate MAPDU indicating the error, and shall issue a CMIS
M-ACTION response service primitive with an error parameter present.

11.1.4.2.2 Response

The SMAPM shall accept an apply operation to membership response primitive and shall construct an MAPDU
confirming the operation and issue a CMIS M-ACTION response service primitive with parameters derived from the
operation application response primitive.

11.1.5 Elements of procedure for the policy violation notification service
11.1.5.1 Agentrole

11.1.5.1.1 Invocation

The policy violation notification procedures are initiated by the policy violation notification request primitive. On receipt
of a policy violation notification request primitive, the SMAPM shall construct an MAPDU and issue a CMIS
M-EVENT-REPORT request service primitive with parameters derived from the policy violation notification request
primitive. In the non-confirmed mode, the procedure in 11.1.5.1.2 does not apply.

11.1.5.1.2 Receipt of response

On receipt of a CMIS M-EVENT-REPORT confirm service primitive containing an MAPDU responding to a policy
violation natification, the SMAPM shall issue a policy violation naotification confirmation primitive to the policy violation
notification service user with parameters derived from the CMIS M-EVENT-REPORT confirm service primitive, thus
completing the procedure.

11.1.5.2 Manager role

11.1.5.2.1 Receipt of request

On receipt of a CMIS M-EVENT-REPORT indication service primitive containing an MAPDU requesting the policy
violation notification service, the SMAPM shall, if the MAPDU is well formed, issue a policy violation notification
indication primitive to the policy violation notification service user with parameters derived from the CMIS
M-EVENT-REPORT indication service primitive. Otherwise, the SMAPM shall, in the confirmed mode, construct an
appropriate MAPDU indicating the error, and shall issue a CMIS M-EVENT-REPORT response service primitive with
an error parameter present. In the non-confirmed mode, the procedure in 11.1.5.2.2 does not apply.

11.1.5.2.2 Response

In the confirmed mode, the SMAPM shall accept a policy violation naotification response primitive and shall construct an
MAPDU confirming the notification and issue a CMIS M-EVENT-REPORT response service primitive with parameters
derived from the policy violation notification response primitive.

11.1.6  Elements of procedure for the violation status determination service
11.1.6.1 Manager role
11.1.6.1.1 Invocation

The violation status determination procedures are initiated by the violation status determination primitive. On receipt of
this primitive, the SMAPM shall construct an MAPDU and issue a CMIS M-ACTION request service primitive with
parameters derived from the violation status determination primitive. The confirmed mode shall be used.

11.1.6.1.2 Receipt of response

On receipt of a CMIS M-ACTION confirm service primitive containing an MAPDU responding to a violation status
determination operation, the SMAPM shall issue a determine violation status confirmation primitive to the operation
application service user with parameters derived from the CMIS M-ACTION confirm service primitive, thus completing
the violation status determination procedure.
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11.1.6.2 Agentrole

11.1.6.2.1 Receipt of request

On receipt of a CMIS M-ACTION indication service primitive containing an MAPDU requesting the violation status
determination service, the SMAPM shall, if the MAPDU is well formed, issue a violation status determination indication
primitive to the operation application service user with parameters derived from the CMIS M-ACTION indication service
primitive. Otherwise, the SMAPM shall construct an appropriate MAPDU indicating the error, and shall issue a CMIS
M-ACTION response service primitive with an error parameter present.

11.1.6.2.2 Response

The SMAPM shall accept a violation status determination response primitive and shall construct an MAPDU confirming
the operation and issue a CMIS M-ACTION response service primitive with parameters derived from the violation status
determination response primitive.

11.2 Abstract syntax
11.2.1 Relationships

This Recommendation | International Standard references the following relationships whose ASN.1 value notation is
specified in Annex A.

Table 7 — Mapping between relationship name and label

Relationship name Relationship label

jurisdiction relationship jurisdictionRelationship

administrative aspect relationship administrativeAspectRelationship

11.2.2 Objects

This Recommendation | International Standard references attributes and packages of attributes, actions and notifications
which can be used to construct object classes to support the management domain function. Annex A defines the following
management domain managed objects:

Table 8 — Mapping between class name and class label

26

Class name

Class label

administrative aspect
domain

enhanced jurisdiction
jurisdiction

policy

policy violation log record
scheduled policy

value assertion policy

administrativeAspect
domain
enhancedJurisdiction
jurisdiction
policy
policyViolationLogRecord
scheduledPolicy
valueAssertionPolicy
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