INTERNATIONAL ISO/IEC
STANDARD 10736

First edition
1995-04-15

Information technology —
Telecommunications and information
exchange between systems — Transport
layer security protocol

Technologies de l'information — Télécommunications et échange
d'information entre systémes — Protocole de sécurité de la couche
transport

IEC

° ference number,

iso/Eb0CEHMents

Document Sharing Hub

Full document details: ISO IEC 10736-1995


http://avadocuments2026.com/doc/iso-iec-10736-1995
http://avadocuments2026.com/doc/iso-iec-10736-1995

ISO/IEC 10736:1995(E)

Contents
Page
R 1ea] o1 OO OO T U OO UV O PO OO PP OSSO PO PRSPPSO PO
2 INOIMALIVE TEFETENCES .. eeuvriuieeeeeieiieitetcie it et e reeste st st s e st e aeesesat s s e st s sa s b e sassa b smsesnsasesanebeeansaresbee e tobesannres 2
2.1  Identical Recommendations | International Standards ............cccoovnueiiririniniinnniiccc e 2
2.2 Paired Recommendations ! International Standards equivalent in technical content .......................... 2
2 TN (s 1163 VB (=3 (= (= 110 = OO OO DSOS O PO 2
3 DEIRILIONS ....eeeveieeerii et erereseessee e et e rsresr e et e se st s se st ea b e st s b e sae e st et e s e sae s as e bt e R R he s R sb s e b e e Rt s e s b e sasertomnbesnaeea s rseanases 3
3.1 Security reference model definitions ... 3
3.2 Additional defINItIONS ........ccceereeiireirieie ittt a b s nes 3
4 Symbols and aDDIEVIALIONS. ........ccovrveeeiiiiiiiiir ettt b bbb 3
5 OVETVIEW Of the PrOtOCO] ........iiiitieriniere ettt sttt b e st b s s st s sree sas s b e s e ere e e sneraneaes 5
5.1 INTOQUCHION. .....eceieiieictieiecte e et et e tee e e e e srs st s st s e st e satsshb s sat s e st s e s b e s b e s ne s assas b s e ab e bb e an s ean e eansereaenie 5
5.2 Security Associations and attribULES ...........ccociviiiiiriiiriiiii s 6
521 Security services for connection-oriented Transport protocol ...........coeevieevereieieeeeennne. 9
522 Security Service for connectionless Transport protocol ...........cooveivereiniiiineceee e 9
5.3 Service assumed of the Network LaYer ..........ccooiiiriiiiiiniiicmiicn et 9
5.4  Security management TEQUITEIMENTS ..........ouciviiiiuiiniererernrre it ee st es b er et ar e st a e st e e nbes 9
5.5  Minimum algorithm characteristics ........ccoouiiimiinneriiiiiic s 10
5.6 Security encapsulation fUNCHON ...t s 10
5.6.1 Data encipherment fUNCtion ..o 10
5.6.2 INtEEIILY FUNCHON ...eeeiiieiiiee ettt bbbt 10
5.6.3 Security 1abel fUNCHON ....c.cccoveveiiiiiiiiiiicne s 10
5.6.4 Security padding fUNCHON ..o 11
5.6.5 Peer Entity Authentication fUNCHON............ccciviniiimini e 11
5.6.6 SA Function using in band SA-P.........cccoovmiiiii 11
6 ElEMENts OF PrOCEAUIE. ..........cccteecieieieierererie it et bbbt b ettt s b2 bbb b a0 11
6.1  Concatenation and SEPATALION .........coceeveereriiiiiieroeiieeite ittt st e saeere s asasbesh e sbe b e e ss s et abe st eans 12
6.2 CONTIAENUALILY ...oveeiveecriee et e b bbb 12
6.2.1 PUIPOSE ..vveveriirerinieieieieaer et r b s bbb e b S s a2 E S bbbttt 12
622 TPDUs and parameters USEd ..........ccovciiririiminiieiiieeee et enas 12
6.2.3 PrOCEAUTE ......oovviriteiti e eceie e eret et st d e s sr e s eere e bs e s s tesbsaaenbeseenes 12
6.3 INLE@IItY PrOCESSING. ... oviiiisiiiiirire ettt bbb 13
6.3.1 Integrity Check Value (ICV) PrOCESSING ......coooveviieiereeiiciiininiei et 13
6.3. 1.1 PUIPOSE et e s 13
6.3.1.2  TPDUs and parameters USEd ..........c.c.covviieirinminienrininenent s nne 13
6.3.1.3  PrOCEAUIE ...ceooveeeieieiecceeen ettt st et ene 13
6.3.2 Direction indiCator PrOCESSING .......coocvieiiiiimimiieiiii it 15
6.3.2.1 PUMPOSE  ceiiiciteceierercene it n et ettt 15
6.3.2.2 TPDUs and parameters USed ..........cccoevciiricririnin i ssn e 15
6.3.2.3  PIOCEAUIE ...ocoeieeeciet s st bt 15
6.3.3 Connection integrity sequence NUMbET PrOCESSINE........covieimieiiriniereeirie it 16
6.3.3.1  Unique Sequence NUIMDETS .........cccoovrieuiiiericneseise s e 16
© ISO/IEC 1995
All rights reserved. Unless otherwise specified, no part of this publication may be
reproduced or utilized in any form or by any means, electronic or mechanical, including
photocopying and microfilm, without permission in writing from the publisher.
ISO/IEC Copyright Office * Case postale 56 « CH-1211 Genéve 20 ¢ Switzerland
Printed in Switzerland
Documents

il

Full document details: ISO IEC 10736-1995


http://avadocuments2026.com/doc/iso-iec-10736-1995
http://avadocuments2026.com/doc/iso-iec-10736-1995

© ISO/TEC ISO/IEC 10736:1995(E)

Page

6.3.3.2  PUIPOSE oot s 16

6.3.33 ProCedure ..........cooiiiiiiiiieieiee et sttt s e s a e n s 16

6.4  Peer address CheCK PrOCESSING ..ot bt 16

6.4.1 PUIPOSE ..ottt st et be s b e e e st e be e s et e s e b e s s et e abe st e e e e senaensaans 16

6.4.2 PIOCEAUTE ...ttt e en e e e et e se e e s b e sbemtssesabens 16

6.5  Security labels for Security ASSOCIAtIONS.........cevvrreerererriririerieertrreerresee e seeseessaesessessassesesssasesnes 17

6.5.1 PUIPOSE ..ottt et s 17

6.5.2 TPDUSs and parameters USE .........cccoveiirieniiininieccsiesiere et e e et e srn s snanbeas 17

6.5.3 ProCedure ..........ocoiiiiiiiiiiii ettt st e ra s 17

6.6  CONNECHON TEIEASE ...ttt s et st trr st e se e e s e b e sssbebe s ebensetennssanasenees 17

6.7 KeY IEPIACEIMENL .....ooeveiiieeiciecriere ettt se et ete et be s e s et e ene e sess s etessess s stneeesseesesenssesons 17

6.8  Unprotected TPDUS. ..ottt sirrss s s et tassbesse e e ts s s e batestesaseesensetesestesssnensetesesees 17

6.9  Protocol identifiCation............cceiiiiiiiniitiecei ettt b et et es 18

6.10  Security ASSOCIAtION-PrOtOCOL.......cociiviiiiiiiie ettt st s ere st e aasans 18

7 Use of eleMents Of PrOCEAUIE.......coco ottt sts et sr s nesressres e eneesae 19

Structure and encoding of TPDUS .........ccccriiiiieeicrircrieccr ettt e s e s e srsteanas 19

8.1 Structure Of TPDU ...c..ouiiiiiiiiiiite ettt sa e e s e e ae e e bt s e e aessnastesneeser s 19

8.2 Security encapsulation TPDU ..........ccccoivririrnnciieiree et sae v s ere s s s e s st s s sonenas 19

8.2.1 Clear BEAAET .....cocviiuiiiteee ettt et e e vaess st es s enesarsresbeetene 20

8.2.1.1 PDU clear header length .............cccooooeiiiiricvnrieieeee e e 20

8.2.1.2  PDULYPE oottt tsre s ses it essa et en et et s enesnsmin 20

B.2.13  SA-ID et e et e n et ne e 20

8.2.2 CIYPEO SYINIC .ooverirnceiececteeet sttt ettt esbe st et st at e se e s e e stess et atesnssbasssasetessenensesnans 20

823 Protected COMIENLS ........ccccevirereieririniertest ettt e e s be s e e e ses et tess et s tesasnb oo sneresensne 20

8.2.3.1 Structure of protected contents field .........cccoeeivrrrrnneciciiciceceee e, 21

8232  Content length.....coceiiiiiicie et 21

8233 Flags e e et eanan 21

8.2.3.4  Label e et e 22

8235 Protected data..........covieiioriniiieiere ettt 22

8.2.3.6  Integrity PAD ..ottt ettt e 22

8.2.4 JOV et sttt e et st s b e e e bese e s ent s besnnes 22

8.2.5 Encipherment PAD ..ottt eereesrs e ss e saesse b se e e s e s eseaesnsns 23

8.3 Security Association PDU ...ttt e e 23

83.1 L e et e r ettt e s e bttt e e eain 23

8.3.2 PDU TYPE oottt ittt ittt ete e e et sttt e s st s e s e s sve s s s rsnaesessteaeserabeseeesnnneesnsnss 23

8.3.3 SA-ID e e et et b ettt e enan 23

8.34 SA-P TYPC ..ottt sttt sttt s et r b et et s re s et e eanse s be et e e s ennanan 23

8.3.5 SA PDU CORIENLS .....cveremerieriereteneeertrntsresisasasesiessestessessntessessesseseessssasssssesessesnsssesesssosess 23

9 CONFOTTIANCE .....c.cveimecierriecriet sttt ses et s et sae s et sas b e se st et see st e s s eseeutabeseansans et eenasasaensansatasnsesaresns 23

9.1 GENETAL ..ottt et et b e s e et e e ke et e nee b e e be et aenrsenren 23

9.2  Common static CONfOrMance FEQUITEIMENTS .........cccceririrrterirereneriritsesiesseeeaesesseseeseeseetasaessaseesesssssesns 23

9.3  TLSP with ITU-T Rec. X.234 11SO 8602 static conformance requirements ...........c.ccceceereeceerrvnennnne 24

9.4  TLSP with ITU-T Rec. X.224 | ISO/IEC 8073 static conformance requirements..................ccceeeua. 24

9.5 Common dynamic conformance reqUIrEmMeENts ...........cocvueeveerercririeneeeenereerereseesesesserenesrssanssesnssenes 24

9.6  TLSP with ITU-T Rec. X.234 | ISO 8602 dynamic conformance requirements ...............cceeueeevenncen. 24

9.7  TLSP with ITU-T Rec. X.224 | ISO/IEC 8073 dynamic conformance requirements...............co.o...... 24

10 Protocol implementation conformance statement (PICS) ..o 24

ANNEX A — PICS PIOfOIMA c....ecvencieieerc et s e bbb e eoae e et e s et e e 25

AT INEPOGUCHION ...c..eiiiieieieeie ettt et et s e s an s am e e s e e s on e raneene e teeraeerasaneeeseeanraennes 25

AL Background........ccoiiiiiiiiiiicnn e e e s e 25

Al2 APDPIOACK . ....coctiiireeeiie e ettt et ettt et e e e e e e e e be e e e e ben e s reeentes 25

A2  Implementation identifiCatioN .........ccoriirriiiiieitirce ettt 26

A3  General statement Of CONfOTTNANCE. .........coceeiieiiriei et ctet ettt et et esta s e sr e e staeer e e ebanaens 26
A4 Protocol implementation ............ccoeiiuirerenieinie sttt Docum em S

iii

Full document details: ISO IEC 10736-1995


http://avadocuments2026.com/doc/iso-iec-10736-1995
http://avadocuments2026.com/doc/iso-iec-10736-1995

ISO/IEC 10736:1995(E) © ISO/IEC
Page
A.5  Security SErVICeS SUPPOTLEA. .......ccocoiriiiiiiniiiiitiiieterm ettt sb st s s s n s snebanes 27
A6 Supported fUNCHONS .......oooiiiiiiiiitccinte e e b et en et et 28
A.7  Supported Protocol Data Units (PDUS) ........cccceuiiiiiiimiriicinininieiiei st seseses 31
ATl Supported Transport PDUS (TPDUS) .......ccccciviniiieieiimiminininescineesienn s 31
A7.2  Supported parameters of issued TPDUS ..........cccieiimiiincinnniniini s 31
A.7.3  Supported parameters of received TPDUS...........ccovemnmrninnininiinncenienn e, 31
A7.4  Allowed values of issued TPDU parameters ..........ccocevveeveenirrinncncneneoninninisienieenees 32
A.8 Service, function, and protocol relationships..........cccoconeireieiiiniiii 33
AS8.1 Relationship between services and functions..............cccveviiniiiiiininiec 33
A.8.2  Relationship between services and protocol ...........ccocvvviiicriinniccnriien e, 33
A9 Supported AlZOTIthIMS ..ot e s 34
AL0 Error handling .....cocooeiiiiiee ettt e st et e 34
ALL0.1  SECUTILY BITOTS ....eoueriiiinteieeneereerre et crerenerer et e se b tesnenren s s et ebssmbsrsns b s e senabebescsnnes 34
ALT0.2Z  ProtOCOl EITOIS......ooruiiimieieeieeeiii sttt se et e s bt sns s an et e smnens s 35
AT]  SeCUrity ASSOCIAION ...oveveruiiiiriitiicietieteteee et e e e s e e e n e enmenee s 35
A11.1 SAGeneric Fields ... 35
A.11.2 Content Fields Specific to Key Exchange SA-P ..o 36
Annex B - Security Association Protocol Using Key Token Exchange and Digital Signatures ............c.ccccceeneene. 37
Bl OVEIVIEW ..ottt et sttt ee s st sere e nereseeanemesre sme e ean s e bn e e e e e meneese e ere e e eesa e e emesiesaeeernoan 37
B.2 Key Token Exchange (KTE) ..ottt ettt teer e 38
B.3  SA-Protocol AUthentiCation ........c..ccoieocimiiriiiiiiiiiiiiiiii e 38
B4  SA Attribute NeOAtION ....c.ccvevieeeieninrei ettt e s e 39
B4.1 Service NEgOAON. .....c.ecvvveeiieerereririe ettt enee e or st e et e n e 39
B.A4.2 Label Set NegOtiation. ......cc.cooiiiriiciiceiitce ettt st 39
B.4.3 Key and ISN SeleCtion.......cccocceeeicniirniiii ittt e e 39
B.4.4  Miscellaneous SA Attribute NEgOtiation ...........ccoveviereroninnnrircniccrect e 40
B4.5 Re-Keying OVETVIEW ........cccocveiiriieciiiiciieiite ettt s 40
B.4.6  SA AbOrt/Release OVEIVIEW.......cccccieiiminiiiciniiiinci et 40
B.5 Mapping of SA-Protocol Functions to Protocol EXChanges ..o 40
B.5.1 KTE (First) EXChange .......ccucoiiiiiiiienenec ettt s 40
B.5.1.1  Request to Initiate the SA-Protocol .........cccocnveciinniiicceciie e 40
B.5.1.2  Receipt of the First Exchange PDU by Recipient............ccococoviiiniiinnnn. 41
B.S5.2 Authentication and Security Negotiation (Second) Exchange............c..ococvniiiiinicccnnnann 41
B.5.2.1  Receipt of First Exchange PDU by Initiator .............c.cccccovininiinininnnns 41
B.5.2.2  Receipt of the Second Exchange PDU by Recipient .........cc...ccoecveciicnnnennes 42
B.5.3 ReKey ProCedUre ...........coicviriiiiinincnieiiiitcnse st s s 42
B.5.4  SARelease / AbOrt EXChaNGe.......c.cccviruiiinierienriinieiicreeesreereesereeeeess e snesce e eenenne 43
B.5.4.1  Request to Initiate SA Release / AbOrt ... 43
B.5.4.2 Receipt of SA Abort/Release Requests...........ccoeevvicciviiiiiinnnniinnncnnn, 43
B.6  SAPDU — SA COMENLS ....oceeierteieceierreeterreseres e sreseesereiesobmeasms et saassbesbs e sb s s s b e s s st sabssmb e s b e sanessnis 44
B.6.1 EXChANEE ID .....oooiiiiieiiie ettt sttt st st e sr s ae s e 44
B.6.2  Content Length...........ccoeieiinnnreeeer sttt 44
B.6.3  Content FIEldS ........ccoieiinieirieenctceercn ettt s e 44
B.6.3.1 My SA-ID e e s 45
B.6.3.2  Old YOUr SA-ID....coooiiiriiciene ettt s 45
B.6.3.3 Key Token 1, Key Token 2, Key Token 3, and Key Token 4 ............c.cc..... 45
B.6.3.4  Authentication Digital Signature, Certificate............cccocovenvirviniinnvccnnnnnnnn, 45
B.6.3.5  Service SelecCtion.........ccocoiviiiriiiniiiiiiieiieeeninr e e 45
B.6.3.6  SA Rejection REaSOM ........cccccvevmiricviiiiininiii e s 45
B.6.3.7  SA Abort/Release Reason.........cccccoveecieiininiiniiiccniciicecss e 46
B.6.3.8  Label s 46
B.6.3.9  Key SeleCtion ....c.ccccniiiiiiiiiniiieiiniirie et 46
B.6.3.10  SA FIaZS.....ooiiiiieririiieire sttt e e s 47
B.6.3. 11 ASSR ..ottt et e e e b e 47
Annex C — An example of an agreed set of security rules (ASSR).......cccovmeiiiiiiiiinii 48
Annex D — Overview of EKE AlgOrithim .......c.cccoooniiiiiiii e s 49
Décuments

v

Full document details: ISO IEC 10736-1995


http://avadocuments2026.com/doc/iso-iec-10736-1995
http://avadocuments2026.com/doc/iso-iec-10736-1995

© ISO/IEC ISO/IEC 10736:1995(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the Inter-
national Electrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with
ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1. Draft International Standards adopted by the
joint technical committee are circulated to national bodies for voting. Publication
as an International Standard requires approval by at least 75 % of the national
bodies casting a vote.

International Standard ISO/IEC 10736 was prepared by Joint Technical Com-
mittee ISO/IEC JTC 1, Information technology, Subcommittee SC 6, Tele-
communications and information exchange between systems, in collaboration with
ITU-T. The identical text is published as ITU-T Recommendation X.274.

Annexes A and B form an integral part of this International Standard. Annexes C
and D are for information only.
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Introduction

The transport protocol specified in ITU-T Rec. X.224 | ISO/IEC 8073 provides the
connection oriented transport service described in ITU-T Rec. 234 | ISO/IEC 8072.
The transport protocol specified in ITU-T Rec. 234 | ISO/IEC 8602 provides the
connectionless-mode transport service described in ISO/IEC 8072. This Recommen-
dation | International Standard specifies optional additional functions to TTU-T Rec.
X.224 | ISO/IEC 8073 and ITU-T Rec. X.234 | ISO/IEC 8602 permitting the use of
cryptographic techniques to provide data protection for transport connections or for
connectionless-mode TPDU transmission.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - TELECOMMUNICATIONS
AND INFORMATION EXCHANGE BETWEEN SYSTEMS -
TRANSPORT LAYER SECURITY PROTOCOL

1 Scope

The procedures specified in this Recommendation | International Standard operate as extensions to those defined in ITU-T Rec.
X.224 | ISO/IEC 8073 and ITU-T Rec. X.234 | ISO/IEC 8602 and do not preclude unprotected communication between
transport entities implementing ITU-T Rec. X.224 | ISO/IEC 8073 or ITU-T Rec. X.234 | ISO 8602.

The protection achieved by the security protocol defined in this Recommendation | International Standard depends on
the proper operation of security management including key management. However, this Recommendation | International
Standard does not specify the management functions and protocols needed to support this security protocol.

This protocol can support all the integrity, confidentiality, authentication and access control services identified in CCITT
Rec. X.800 | ISO 7498-2 as relevant to the transport layer. The protocol supports these services through use of
cryptographic mechanisms, security labelling and attributes, such as keys and authenticated identities, pre-established by
security management or established through the use of the Security Association — Protocol (SA-P).

Protection can be provided only within the context of a security policy.

This protocol supports peer-entity authentication at the time of connection establishment. In addition, rekeying is
supported within the protocol through the use of SA-P or through means outside the protocol.

Security associations can only be established within the context of a security policy. It is a matter for the users to
establish their own security policy, which may be constrained by the procedures specified in this Recommendation |
International Standard.

The following items could be included in a Security Policy:
a) the method of SA establishment/release, the lifetime of SA;
b) Authentication/Access Control mechanisms;
c¢) Label mechanism;

d) the procedure of the receiving an invalid TPDU during SA establishment procedure or transmission of
protected PDU;

e) the lifetime of Key;

f) the interval of the rekey procedure in order to update key and security control information (SCI) exchange
procedure;

g) the time out of SCI exchange and rekey procedure;

h) the number of retries of sci exchange and rekey procedure.

This Recommendation | International Standard defines a protocol which may be used for Security Association
establishment. Entities wishing to establish an SA must share common mechanisms for authentication and key
distribution. This Recommendation | International Standard specifies one algorithm for authentication and key
distribution which is based on public key crypto systems. The implementation of this algorithm is not mandatory;
however, when an alternative mechanism is used, it shall satisfy the following conditions:

a) All SA attributes defined in 5.2 are derived.

b) Derived keys are authenticated. D ocuments
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All standards are subject to revision, and parties to agreements based on this Recommendation | International
Standard are encouraged to investigate the possibility of applying the most recent editions of the standards listed below.
Members of IEC and ISO maintain registers of currently valid International Standards. The Telecommunication
Standardization Bureau of the ITU maintains a list of currently valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

— ITU-T Recommendation X.214 (1993) | ISO 8072:1994, Information technology — Open Systems
Interconnection — Transport service definition.

— ITU-T Recommendation X.234 (1993) | ISO/IEC 8602:1995, Information technology — Protocol
for providing the OSI connectionless-mode transport service.

2.2 Paired Recommendations | International Standards equivalent in technical content

—  CCITT Recommendation X.200 (1988), Reference Mode! of Open Systems Interconnection for CCITT
applications.

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic Reference
Model — Part 1: The Basic Model.

—  CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

— ITU-T Recommendation X.224 (1993), Protocol for providing the OSI connection-mode transport
service.

ISO/IEC 8073:1992, Information technology — Telecommunications and information exchange between
systems — Open Systems Interconnection — Protocol for providing the connection-mode transport service.

—  CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990, Information technology — Open Systems Interconnection — Specification of Abstract
Syntax Notation One (ASN.1).

— CCITT Recommendation X.209 (1988), Specification of Basic Encoding Rules for Abstract Syntax
Notation One (ASN.1).

ISO 8825:1990, Information technology — Open Systems Interconnection - Specification of Basic
Encoding Rules for Abstract Syntax Notation One (ASN.1).

—  ITU-T Recommendation X.264 (1993), Transport protocol identification mechanism.

ISO/IEC 11570:1992, Information technology — Telecommunications and information exchange between
systems — Open Systems Interconnection — Transport protocol identification mechanism.

2.3 Additional references

—  ISO/IEC 9834-1:1993, Information technology — Open Systems Interconnection — Procedures for the
operation of OSI Registration Authorities: General Procedures.

—~  ISO/IEC 9834-3:1990, Information technology — Open Systems Interconnection — Procedures for the
operation of OSI Registration Authorities — Part 3: Registration of object identifier component values

for joint ISO-CCITT use. Documents
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3 Definitions

This Recommendation | International Standard is based on the concepts developed in the Reference Model for Open
Systems Interconnection (CCITT Rec. X.200 | ISO 7498-1) as well as CCITT Rec. X.800 | ISO 7498-2 on Security
Architecture.

3.1 Security reference model definitions

This Recommendation | International Standard makes use of the following terms as defined in CCITT Rec. X.800 |
ISO 7498-2:

a) access control;

b) asymmetric;

c) ciphertext;

d) cleartext;

e) confidentiality;

f) data integrity;

g) data origin authentication;
h) denial of service;

i)  end-to-end encipherment;
) key;

k) key management;

1) security policy;

m) symmetric.

3.2 Additional definitions
For the purposes of this Recommendation | International Standard, the following definitions apply:

3.21 cryptoperiod: The length of time for which a cryptographic key is permitted to be used. After this time has
expired the key must be replaced.

3.2.2 in-band protocol mechanism: A protocol mechanism defined in this Recommendation | International
Standard.

323 out-of-band protocol mechanism: A protocol mechanism not defined in this Recommendation | International
Standard.

3.24 pairwise key: A pair of related (Public Key) or identical key (Secret Key) values generated for use between
two particular parties.

3.2.5 reflection protection: A protection mechanism to detect when a protocol data unit has been sent back to the
originator.

3.2.6 security association: The relationship between communicating entities for which there exists corresponding
SA-Attributes.

3.2.7 security association attributes: The collection of information required to control the security of
communications between an entity and its remote peer(s).

3.2.8 SE TPDU: The encapsulated TPDU for security in order to send the TPDU defined in ITU-T Rec. X.224 |
ISO/IEC 8073 or ITU-T Rec. X.234 | ISO 8602 after securing it.

4 Symbols and abbreviations

This Recommendation | International Standard makes use of the following abbreviations from clause 4 of
ITU-T Rec X.224 | ISO/IEC 8073:

CR TPDU Connection request TPDU
DC TPDU Disconnect confirm TPDU Documents
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DR TPDU Disconnect request TPDU
DST-REF Destination reference (field)
DT TPDU Data TPDU

ED TPDU Expedited Data TPDU
ED-TPDU-NR Expedited Data TPDU number (field)
ER TPDU Error TPDU

LI Length indicator (field)

NC Network Connection

SN Sequence Number
SRC-REF Source Reference (field)
TC Transport Connection
TPDU Transport protocol data unit
TPDU-NR DT TPDU number (field)

Additionatlly, the following abbreviations are used in this Recommendation | International Standard:

CBTSS Connection Based Transport Security Service

Conf_no Confidentiality is not to be provided

Conf_yes Confidentiality is to be provided

DEK Data Encipherment Key

GTSS General Transport Security Service

Icv Integrity Check Value

Integ_no Integrity is not to be provided

Integ_yes Integrity is to be provided

KEK Key Encipherment Key

KEY-ID Key Identifier

Kg_esp A separate cryptographic key is used for each end system pair

Kg_esp_sr A separate cryptographic key is used for each end system pair and security level set

Kg_tc A separate cryptographic key is used for each Transport connection

LABEL Security Label

LLSG Lower Layer Security Guidelines

LME Layer Management Entity

MAC Message Authentication Code

MDC Manipulation Detection Code

NLSP Network Layer Security Protocol

NSAP Network Service Access Point

NSDU Network Service Data Unit

PAD Padding (field)

Ppl_abs Security Label never used on TPDUs

Ppl_pres Security Label used on every TPDU

SA-P Security Association — Protocol

SE TPDU Security Encapsulation TPDU

TLSP Transport Layer Security Protocol Documents

Document Sharing Hub
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s Overview of the Protocol

5.1 Introduction

CCITT Rec. X.800 1 ISO 7498-2 identifies the following security services as being relevant to the transport layer:
—  Peer entity authentication;
—  Data origin authentication;
- Access control Service;
—  Connection confidentiality;
—  Connectionless confidentiality;
—  Connection integrity with recovery;
—  Connection integrity without recovery;

—~  Connectionless integrity.
NOTES
1 ITU-T Rec. X.214 1 ISO 8072 currently only defines 4 levels of protection quality:
a)  no protection features;
b) protection against passive monitoring;
c) protection against modification, replay, addition or deletion;
d) bothb)andc),
which are equivalent to the following security services.
CCITT Rec. X.800 | ISO 7498-2 on OSI Security Architecture uses the following terms for these security services:
a)  no security services;
b) connection/connectionless confidentiality;
¢) connection/connectionless integrity (with or without recovery); and
d) both connection/connectionless confidentiality and integrity.
A Defect Report has been raised on ITU-T Rec. X.214 1 ISO 8072 to allow these and possibly other forms of protection.

2  Connectionless integrity does not protect against addition or deletion of connectionless SDUs and only provides
limited replay protection.

TLSP used with ITU-T Rec. X.224 | ISO/IEC 8073 can support connection integrity with and without recovery,
connection confidentiality, access control service and peer entity authentication with each connection individually
protected. However, a key may be shared between several connections.

TLSP used with ITU-T Rec. X.234 | ISO 8602 can support connectionless integrity, connectionless confidentiality,
access control service and data origin authentication.

This Recommendation | International Standard specifies protocol extensions for providing confidentiality and integrity
data protection, including:

a) procedures incorporating cryptographic techniques in protocol processing;
b) the minimum characteristics of cryptographic algorithms with which these procedures can be used;

¢) the structure and encoding of data units necessary to achieve interoperability.

Documents
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Figures 1 and 2 show the location of TLSP in the seven layer ISO model.

Session
Layer
ITU-T Rec. X.234
I1SO 8602
rotocol
Transport __----.(.p.--....) ...........
Layer
¥e TLSP
ITU-T Rec. X.234
1SO 8602
Muttiplexing
and assignment to
Network Connection
Network
Layer
TISO4810-94/d01

CLTS

CONS

or
CLNS

Figure 1 - TLSP with ITU-T Rec. X.234 | ISO 8602
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Figure 2 — TLSP with ITU-T Rec. X.224 | ISO/IEC 8073

5.2 Security Associations and attributes

The specific TLSP processing options used in an instance of communications are determined by the set of security
attributes including pairwise protection keys. TLSP assumes that two transport entities share a set of corresponding
attributes. The Security Association identifier SA-ID, identifies a set of attributes which may be used to protect an

instance of communication.

Each security association is defined by a set of attributes at each end system. The means of establishing all of the
attributes which are to be used in an association is currently outside the scope of this Specification. Some could be
established by manual exchange of attributes and some of these could be established through use of an Agreed Set of

Security Rules (ASSR). An ASSR is a common set of rules which specify the security mechanism
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all parameters needed to define the operation of the mechanism for a given protection service(s). Security rules and their
identifiers may be registered by third parties. See Annex B for an illustrative example of an ASSR.

Other attributes such as lifetime and timeout of rekey procedure may be defined under the security policy.

TLSP uses these security association attributes to determine processing characteristics of the user data. The following
describe the attributes for TLSP and list the mnemonics used to refer to these attributes in this Specification. A set of
attributes appropriate for two communicating end systems is dependant on mechanisms used and the security policy.

a) SA Identification

1) Local_SAID: Octet String The local identifier of the SA.
2) Peer_SAID: Octet String The remote peer identifier of the SA.
3) SAID_Len: Integer — Length of the SAID defined by the ASSR

Integer of range 2 to 126.

The value of the Local_SAID and Peer_SAID is set up on SA establishment. The value of
SAID_Len is defined for a given ASSR.

When a TLSP entity determines that a particular SA is discontinued, it shall place the SA-ID which it
has allocated in a frozen state. While frozen, the SA-ID shall not be re-used. The period in which the
SA-ID is frozen shall be greater than the lifetime of the PDU(s) of the underlying network.

b) Indicator of which TLSP entity takes on the role of “initiator” and which entity takes on the role of
“responder”. This attribute indicates how the direction indicator should be set to detect reflected TPDUs.

Initiator: Boolean.

The value of this attribute is set up on SA establishment.
c) Address of peer TLSP entity(s)

Peer_Adr: Octet string

The value of this attribute is set up on SA establishment and indicates either the NSAP address of the
transport entity, if the same key is shared between several connections or the connection identifier via the
local and remote transport reference numbers, if the key is for only the one connection.

d) Identifier for the agreed set of security rules to be applied for this association
ASSR_ID: Object Identifier as defined in ASN.1 CCITT Rec. X.208 | ISO 8824
The value of this attribute is set up on SA establishment or pre-established.

e) Protection QOS selected for the SA

QOS_Label: Format defined by ASSR

AC: (Access Control Level) Integer of range defined by the ASSR

The following QOS parameters are only relevant to TLSP used in conjunction with ITU-T Rec. X.234 |
ISO 8602:

— DOAuth: (Data Origin Authentication level) Integer of range defined by ASSR.

— CLConf: (Connectionless Confidentiality level) Integer of range defined by ASSR.

- CLInt: (Connectionless Integrity level) Integer of range defined by ASSR.

The following QOS parameters are only relevant to TLSP used in conjunction with ITU-T Rec. X.224 |
ISO/IEC 8073:

—  Auth: (Peer Entity Authentication level) Integer of range defined by ASSR.

- COConf: (Connection Confidentiality level) Integer of range defined by ASSR.

- COInt: (Connection Integrity without recovery) Integer of range defined by ASSR.
—  COlIntr: (Connection Integrity with recovery) Integer of range defined by ASSR.

— CLConf: (Connectionless Confidentiality level) Integer of range defined by ASSR.
- CLint: (Connectionless Integrity level) Integer of range defined by ASSR.

The value of these attributes are set up on SA establishment or pre-established.
f) Mechanisms selected for the SA
—  Label: Boolean — Explicit labelling TPDUs. Documents
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- Conf: Boolean — Confidentiality of a Secure Data Transfer by encipherment.

- ICV: Boolean — Integrity of a Secure Data Transfer contents using an integrity
check value.

-  SN: Boolean — Connection Integrity Sequence number procedure to be used.

—  PE-Authentication: Boolean — Peer Entity Authentication using exchange of encapsulated Connect
Request / Connect Response PDUs.

—  UNProt: Boolean — Unprotected TPDUs.
g) Label mechanism attributes

The values of these attributes are set up on SA establishment or pre-established. This attribute specifies
the set of allowable security labels for the security association.

Label_set: Set of {

Label_Ref: Integer
Label_Defining_Auth: Object Identifier
Label_Content: Format defined by Label_Defining_Auth

}
h) ICV mechanism attributes
- ICV_Alg: Object Identifier
— ICV_Len: Integer
- ICV_BIk: Integer Block size of padding for ICV algorithm
The following attributes are only present if the algorithm is cryptographic:
- ICV_Kg: Integer of value Kg_tc or Kg_esp or Kg_esp_sr
Key granularity is either:
- Kg_ tc A separate cryptographic key is used for each transport connection
-  Kg_esp A separate cryptographic key is used for each end system pair
- Kg_esp_sr A separate cryptographic key is used for each end system pair and security
level set.

The values of the above attributes are defined by the ASSR given the protection QOS.
— ICV_Gen_key: ICV generation key reference — form defined by ASSR
— ICV_Check_Key: ICV check key reference — form defined by ASSR

i) SN Mechanism attributes

The following attributes are only relevant for TLSP used in conjunction with ITU-T Rec. X.224 |
ISO/IEC 8073:

—  Data_Local_SN: SN for last normal data sent
—  Data_Peer_SN: SN for last normal data received

The initial values of these attributes are set up as part of the normal connection. The SN is the sequence
number used by ITU-T Rec. X.224 | ISO/IEC 8073.

j)  EXSN Mechanism attributes

The following attributes are only relevant for TLSP used in conjunction with ITU-T Rec. X.224 |
ISO/IEC 8073:

— Data_Local_EXSN: EXSN for last expedited data sent
- Data_Peer_EXSN: EXSN for last expedited data received

The initial values of these attributes are set up as part of the expedited procedure. The EXSN is the
sequence number used by ITU-T Rec. X.224 | ISO/IEC 8073.

k) Encipherment Mechanism Attributes

— Enc_Alg: Object identifier (e.g. allocated under ISO 9979)

— Enc_Blk: Integer Block size of padding for encipherment algorithm

— Enc_Kg: Integer of value Kg_tc or Kg_esp or Kg_esp_sr Documents
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The Key Granularity attributes are defined in h)

The value of this attribute is defined by the ASSR given the protection QOS.

—  Enc_Key: Encipherment key reference — form defined by ASSR
— Dec_Key: Decipherment key reference — form defined by ASSR

NOTE - Additional mechanisms and attributes may be identified in future versions of this Recommendation | International
Standard and or for private mechanisms.

5.2.1 Security services for connection-oriented Transport protocol

When TLSP is used to provide connection oriented security services, the transport entity shall associate a SA-ID with
each protected transport connection (Kg_tc), each transport end system pair (Kg_esp) or each transport end system and
security level set (Kg_esp_sr). The SA-ID shall be created explicitly for the protected transport connection(s). The
security services to be provided on the connection are those defined by the security association. All TPDUs sent or
received over a protected transport connection(s) shall be protected according to the services associated with the security
association. If Kg_tc, a one to one correspondence exists between a transport connection and a security association.

If connection-oriented integrity is desired, the security services associated with the security association shall include
Integrity Check Value (ICV) processing (ICV = True). Any improperly protected TPDUs received shall be discarded.
This reception of improperly protected TPDUs is a security relevant event; however further action hereon is outside the
scope of this Recommendation | International Standard (e.g. such as filling audit reports).

5.2.2 Security Service for connectionless Transport protocol

When TLSP is used to provide security services for the connectionless mode transport service, the transport entity shall
associate an SA-ID with either:

—~  each transport entity pair (Kg_esp);

— each transport entity and security level set pair (Kg_esp_sr).

The sending transport entity shall protect each TPDU according to the attributes associated with the SA-ID and shall
place the peer identifier (SA-ID) in the SA-ID parameter of the SE TPDU. Upon receiving an SE TPDU, the key
specified by the SA-ID parameter shall be used to decipher the TPDU and or to verify its ICV. Any improperly protected
TPDUs received shall be discarded. This reception of improperly protected TPDUs is a security relevant event; however
further action hereon is outside the scope of this Recommendation | International Standard (e.g. such as filling audit
Teports).

53 Service assumed of the Network Layer

Security services provided by the TLSP protocol are independent of any security services that may be used by the
network layer.

54 Security management requirements

This security protocol requires that the attributes of a security association have been established prior to an instance of
protected communication of user data. These attributes may be established through use of security management
functions which are outside the scope of this Recommendation | International Standard or through the use of the SA-P.

The degree of protection achieved will depend upon proper management of security including key management. The
procedures in this Recommendation | International Standard assume that

a) storage for cryptographic keys is available;

b) both the sending and receiving transport entities have the same cryptographic key available if symmetric
keying is used. For asymmetric keying the same cryptographic keys are not available for both the sending
and receiving TLSP entities. Either symmetric or asymmetric keying is allowed by this Recommendation |
International Standard.

¢) cryptographic keys are pairwise, see 3.2.4.

This Recommendation | International Standard does not define how the cryptographic keys are created, updated, or

otherwise managed. Doc uments
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5.5 Minimum algorithm characteristics

Both the sending and receiving transport entities must use the same cryptographic algorithm or algorithms. The
assumptions regarding cryptographic algorithms are as follows:

a) The same algorithm or a different algorithm shall be used for providing both confidentiality and integrity
services.

b) Encipherment and decipherment is performed in multiples of octets.

¢) Cryptographic synchronization or initialization is realized on an individual TPDU basis.

It is beyond the scope of this Recommendation | International Standard to specify a particular algorithm or to assess the
security strengths or weaknesses of particular algorithms.

5.6 Security encapsulation function

Encapsulation is used in conjunction with the encipherment and/or integrity check function to provide the connection or
connectionless confidentiality and integrity services. The encipherment function is always cryptographically based
whereas the and integrity check functions may or may not be cryptographically based. This is dependent on the user’s
requirements. When used by the sending entity, encapsulation is applied after all protocol processing functions as
described in ITU-T Rec. X.224 | ISO/IEC 8073 and ITU-T Rec. X.234 | ISO 8602, except before multiplexing and
assignment of network connection. Decapsulation is applied by the receiving entity after demultiplexing and prior to any
other protocol processing functions.

5.6.1 Data encipherment function

An encipherment mechanism provides data confidentiality. Each SE TPDU contains sufficient information for
decipherment independent of information in any other SE TPDU. This includes identification of the security association
attributes (SA-ID) to be used for decipherment as well as any cryptographic synchronization or algorithm initialization
sequences.

5.6.2 Integrity function

This function supports connectionless or connection integrity and data origin authentication The elements of integrity
and the mechanisms used to provide them are:

Protection Mechanism CBTSS GTSS

Against (CO) (CL)

Modification  ICV Computed over the protected X X
header and encapsulated PDU

Insertion ICV and Transport sequence numbers X

Deletion ICV and Transport sequence numbers X

Connection Separate key per Transport X

Replay Connection (Kg_tc) or unique connection

identifier under each key

PDU Replay  Separate key per Transport X
Connection (Kg_tc)and use of unique
sequence numbers under each key
or Unique connection identifier and
sequence number under each key

Reflection Direction indicator (Flags Field) X X
in each SE TPDU
Masquerade  ICV and, integrity or encipherment X

key, unique to a transport address

5.6.3 Security label function

Security labelling is an optional function which can be used to associate a security label with each encapsulated TPDU
set. The label indicates the sensitivity of the data. The security label supports access control mechanisms.

The structure and interpretation of the Contents of the Label are defined by various Defining Authorities. The Defining
Authority is identified by an object identifier, encoded as a content definition as specified in CCITT Rec. X.209 |

ISO/IEC 8825. Documents
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5.6.4 Security padding function

Security padding is an optional function which can be used to extend the length of an encapsulated TPDU set as needed.
This supports cryptographic algorithm requirements for both confidentiality and integrity.

5.6.5 Peer Entity Authentication function

This function performs peer entity authentication through exchange of encapsulated connection establishment PDUs
containing a connection identifier as shown in Figure 3.

The source and destination references must be:
—  integrity protected; and
—  unique within the lifeline of the integrity key.

INITIATOR RESPONDER
CR(scr-refy) =———m—m———— ->

ACK/DT(dSt-16f ;) mmmmmmmmmm ->
TISO4490-94/d03

Figure 3 - Illustration of exchanges to support peer
entity authentication

5.6.6 SA Function using in band SA-P

This protocol can be initialized by using procedures defined in ITU-T Rec. X.224 | ISO/IEC 8073 to support the transfer
of SA-P PDUs, but that initialization must be done before the establishment of transport connection, or via local
management channels. If the procedures defined in ITU-T Rec. X.224 | ISO/IEC 8073 are used a local reference number
shall be used to uniquely identify that this is for use within the transport layer for the establishment, maintenance, and
release of the SA.

Note — If systems implementing ITU-T Rec. X.234 | ISO 8602 believe that the level of reliability associated with
establishing a security association is not available, they may decide to not use the in band SA-P method of establishing a Security
Association.

6 Elements of procedure

The elements of procedure are as specified in the Connection-oriented Transport Protocol specification
(see ITU-T Rec. X.224 | ISO/IEC 8073) and Protocol for Providing the Connectionless-mode Transport Service
(see ITU-T Rec. X.234 1 ISO 8602), with the following additions.

The protocol mechanisms described below are those used for data encapsulation. A SE TPDU contains:
a) aclear text header;
b) a protected content, length, and flag; if confidentiality is not used, this header is also clear text;
¢) asingle TPDU or set of TPDUs concatenated according to the rules in ITU-T Rec. X.224 | ISO/IEC 8073;
d) an ICV parameter field, if integrity protection is used.
e) appropriate padding fields for integrity and confidentiality.

f) asecurity label, if label mechanism is selected.

A TPDU shall be protected based on the attributes of the security association and encapsulated in a SE TPDU. On
receipt of a SE TPDU, the transport entity shall verify that all the protection specified by the security association key
attributes is present. An improperly protected TPDU (not protected according to SA attributes) shall be discarded.

NOTE - This reception of improperly protected TPDUs is a security relevant event; however further action hereon is
outside the scope of this Recommendation | International Standard (e.g. such as filling audit reports).
Documents

ITU-T Rec. X.274 (1994 E) 11

Full document details: ISO IEC 10736-1995


http://avadocuments2026.com/doc/iso-iec-10736-1995
http://avadocuments2026.com/doc/iso-iec-10736-1995

ISO/TEC 10736:1995(E)
If the security encapsulation function is invoked for a TPDU for which a suitable SA doesn't exist, the TLSP may invoke

either an SA Establishment Protocol as specified in this Recommendation | International Standard or take any other
appropriate action.

6.1 Concatenation and separation

The procedure for concatenation and separation is as specified in 6.4 of the Connection-oriented Transport Protocol
specification (see ITU-T Rec. X.224 | ISO/IEC 8073), with the following changes:

a) Concatenation shall only take place prior to encapsulation. Any TPDU defined in ITU-T Rec. X.224 |
ISO/IEC 8073 may be transferred after being encapsulated within an SE TPDU. Only TPDUs which are
to be protected under the same security association key may be concatenated.

b) A SE TPDU shall never itself be encapsulated within another SE TPDU.

NOTE - This procedure is not used with the connectionless transport protocol (ITU-T Rec. X.234 | ISO 8602).

6.2 Confidentiality

6.2.1 Purpose

Confidentiality may be used by the transport protocol connection and connectionless mode for end-to-end protection of
TPDU and security control information in transit between communicating transport entities.

6.2.2 TPDUs and parameters used

The procedure makes use of the following TPDU and parameters:
- SE-TPDU;
- SA-ID;
—  Crypto-synch;

—  Encipherment Pad.

6.2.3 Procedure

If confidentiality is specified for a security association (Conf = true), then all TPDUs shall be protected by being
encapsulated within an SE TPDU. All octets following the SA-ID (protected header and TPDU) shall be enciphered. See
Figure 4. If a crypto-synch field is required by the encipherment algorithm, it shall be pre-pended to the protected
contents and after the clear header.

Before encipherment an encipherment pad shall be placed, if necessary, at the end of the SE-TPDU so that the length of
the protected contents (including the protected content length field), plus the length of the ICV and ICV pad field
(if integrity has been requested), plus the length of the encipherment pad is an integral multiple of the encipherment
block size (SA Attribute Enc_Blk). On receipt the crypto- synch field if present will be used for synchronization.

The cryptographic algorithm is specified by an attribute of the security association which is identified by the security
association identifier (SA-ID).

Upon receipt of a SE TPDU the transport entity uses the key identified by the SA-ID in the SE TPDU to identify the
security service and to decipher the SE TPDU. On receipt the content of the encipherment pad field shall be ignored. If
the key is not available, the SE TPDU is discarded.

NOTE - This reception of an SE-TPDU with an invalid SA-ID is a security relevant event; however further action hereon
is outside the scope of this Recommendation | International Standard (e.g. such as filling audit reports).
Documents
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