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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of document should be noted. This document was drafted in accordance with the editorial
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
Details of any patent rights identified during the development of the document will be in the Introduction
and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO's adherence to the WTO principles in the Technical
Barriers to Trade (TBT), see the following URL: Foreword — Supplementary information.

ISO/IEC 11889-3 was prepared by the Trusted Computing Group (TCG) and was adopted, under the
PAS procedure, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its
approval by national bodies of ISO and IEC.

This second edition cancels and replaces the first edition (ISO/IEC 11889-3:2009), which has been
technically revised.

ISO/IEC 11889 consists of the following parts, under the general title Information technology — Trusted
Platform Module Library:

— Part 1: Architecture

—Part 2: Structures

—Part 3: Commands

—Part 4: Supporting routines
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the use
of a patent.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the holder of this patent right is registered with ISO
and IEC. Information may be obtained from:

Fujitsu Limited

1-1, Kamikodanaka 4-chrome, Nakahara-ku, Kawasaki-shi, Kanagawa, 211-8588 Japan

Microsoft Corporation

One Microsoft Way, Redmond, WA 98052

Enterasys Networks, Inc

50 Minuteman Road, US-Andover, MA 01810

Lenovo

1009 Think Place, US-Morrisville, NC 27560-8496

Advanced Micro devices, Inc. - AMD

7171 Southwest Parkway, Mailstop B100.3, US-Austin, Texas 78735

Hewlett-Packard Company
P.0. Box 10490, US-Palo Alto, CA 94303-0969

Infineon Technologies AG - Neubiberg

Am Campeon 1-12, DE-85579 Neubiberg

Sun Microsystems Inc. - Menlo Park, CA

10 Network Circle, UMPK10-146, US-Menlo Park, CA 94025

IBM Corporation
North Castle Drive, US-Armonk, N.Y. 10504

Intel Corporation

5200 Elam Young Parkway, US-Hillsboro, OR 97123

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up to date information
concerning patents.
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Information technology — Trusted Platform Module Library —
Part 3: Commands

1 Scope

This part of ISO/IEC 11889 contains the definitions of the Trusted Platform Module (TPM) commands.
These commands make use of the constants, flags, structures, and union definitions defined in ISO/IEC
11889-2.

The detailed description of the operation of the commands is written in the C language with extensive
comments. The behavior of the C code in this part of ISO/IEC 11889 is normative but does not fully
describe the behavior of a TPM. The combination of this part of ISO/IEC 11889 and ISO/IEC 11889-4 is
sufficient to fully describe the required behavior of a TPM.

The code this part of ISO/IEC 11889 and ISO/IEC 11889-4 is written to define the behavior of a compliant
TPM. In some cases it is not possible to provide a compliant implementation. In those cases, any
implementation provided by the vendor that meets the general description of the function provided in this
part of ISO/IEC 11889 would be compliant.

EXAMPLE Firmware update is a case where it is not possible to provide a compliant implementation.

The code in thie part of ISO/IEC 11889 and ISO/IEC 11889-4 is not written to meet any particular level of
conformance nor does this specification require that a TPM meet any particular level of conformance.
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 11889-1, Information technology — Trusted Platform Module Library — Part 1: Architecture
e |SO/IEC 11889-2, Information technology — Trusted Platform Module Library — Part 2: Structures

e |SO/IEC 11889-4, Information technology — Trusted Platform Module Library — Part 4: Supporting
routines

e TCG Vendor ID Registry, available at
<http://www.trustedcomputinggroup.org/resources/vendor_id_registry>

3 Terms and Definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 11889-1 apply.

4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 11889-1 apply.
5 Notation

5.1 Introduction

For the purposes of this document, the notation given in ISO/IEC 11889-1 applies.

Command and response tables use various decorations to indicate the fields of the command and the
allowed types. These decorations are specified in clause 5.

5.2 Table Decorations

The symbols and terms in the Notation column of Table 1 are used in the tables for the command
schematics. These values indicate various qualifiers for the parameters or descriptions with which they
are associated.
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Table 1 — Command Modifiers and Decoration

Notation Meaning

+ A Type decoration — When appended to a value in the Type column of a command, this symbol
indicates that the parameter is allowed to use the “null” value of the data type (see ISO/IEC
11889-2, clause 5.8, "Conditional Types"). The null value is usually TPM_RH_NULL for a handle
or TPM_ALG_NULL for an algorithm selector.

@ A Name decoration — When this symbol precedes a handle parameter in the “Name” column, it
indicates that an authorization session is required for use of the entity associated with the handle.
If a handle does not have this symbol, then an authorization session is not allowed.

+PP A Description modifier — This modifier may follow TPM_RH_PLATFORM in the “Description”
column to indicate that Physical Presence is required when platformAuth/platformPolicy is
provided.

+HPP} A Description modifier — This modifier may follow TPM_RH_PLATFORM to indicate that Physical

Presence may be required when platformAuth/platformPolicy is provided. The commands with this
notation may be in the setList or clearList of TPM2_PP_Commands().

{NV} A Description modifier — This modifier may follow the commandCode in the “Description” column
to indicate that the command may result in an update of NV memory and be subject to rate
throttling by the TPM. If the command code does not have this notation, then a write to NV
memory does not occur as part of the command actions.

{F} A Description modifier — This modifier indicates that the “flushed” attribute will be SET in the
TPMA_CC for the command. The modifier may follow the commandCode in the “Description”
column to indicate that any transient handle context used by the command will be flushed from the
TPM when the command completes. This may be combined with the {NV} modifier but not with the
{E} modifier.

{E} A Description modifier — This modifier indicates that the “extensive” attribute will be SET in the
TPMA_CC for the command. This modifier may follow the commandCode in the “Description”
column to indicate that the command may flush many objects and re-enumeration of the loaded
context likely will be required. This may be combined with the {NV} modifier but not with the {F}
modifier.

Auth Index: | A Description modifier — When a handle has a “@” decoration, the “Description” column will
contain an “Auth Index:” entry for the handle. This entry indicates the number of the authorization
session. The authorization sessions associated with handles will occur in the session area in the
order of the handles with the “@” modifier. Sessions used only for encryption/decryption or only for
audit will follow the handles used for authorization.
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Notation Meaning

Auth Role: A Description modifier — This will be in the “Description” column of a handle with the “@”
decoration. It may have a value of USER, ADMIN or DUP.

If the handle has the Auth Role of USER and the handle is an Object, the type of authorization is
determined by the setting of userWithAuth in the Object's attributes. If the handle is
TPM_RH_OWNER, TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, userWithAuth is SET.

If the Auth Role is ADMIN and the handle is an Object, the type of authorization is determined by
the setting of adminWithPolicy in the Object's attributes. If the handle is TPM_RH_OWNER,
TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, adminWithPolicy is SET.

If the DUP role is selected, authorization may only be with a policy session (DUP role only applies
to Objects).

When either ADMIN or DUP role is selected, a policy command that selects the command being
authorized is required to be part of the policy.

If the handle references an NV Index, then the allowed authorizations are determined by the
settings of the attributes of the NV Index as specified in ISO/IEC 11889-2, clause 14.2,
"TPMA_NV (NV Index Attributes)."

NOTE 1 Regarding {NV}, any command that uses authorization can cause a write to NV if there is an
authorization failure. A TPM might use the occasion of command execution to update the NV
copy of clock.

EXAMPLE 1 An example of combining the {NV} and {F} modifiers is {NV F}.

EXAMPLE 2 Regarding {F}, TPM2_SequenceComplete() will flush the context associated with the
sequenceHandle.

EXAMPLE 3 An example of combining the {NV} and {E} modifiers is {NV E}.

EXAMPLE 4 Regarding {E}, TPM2_Clear() will flush all contexts associated with the Storage hierarchy
and the Endorsement hierarchy.

EXAMPLE 5 Regarding Auth Role, TPM2_Certify needs the ADMIN role for the first handle
(objectHandle). The policy authorization for objectHandle needs to contain
TPM2_PolicyCommandCode(commandCode == TPM_CC_Certify). This sets the state of the
policy so that it can be used for ADMIN role authorization in TPM2_Certify().

5.3 Handle and Parameter Demarcation
The demarcations between the header, handle, and parameter parts are indicated by:

Table 2 — Separators

Separator Meaning

the values immediately following are in the handle area

the values immediately following are in the parameter area

5.4 AuthorizationSize and ParameterSize

Authorization sessions are not shown in the command or response schematics. When the tag of a
command or response is TPM_ST _SESSIONS, then a 32-bit value will be present in the
command/response buffer to indicate the size of the authorization field or the parameter field. This value
shall immediately follow the handle area (which may contain no handles). For a command, this value
(authorizationSize) indicates the size of the Authorization Area and shall have a value of 9 or more. For a
response, this value (parameterSize) indicates the size of the parameter area and may have a value of

zero.
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If the authorizationSize field is present in the command, parameterSize will be present in the response,
but only if the responseCode is TPM_RC_SUCCESS.

When authorization is required to use the TPM entity associated with a handle, then at least one session
will be present. To indicate this, the command tag Description field contains TPM_ST SESSIONS.
Addional sessions for audit, encrypt, and decrypt may be present..

When the command tag Description field contains TPM_ST _NO_SESSIONS, then no sessions are
allowed and the authorizationSize field is not present.

When a command allows use of sessions when not required, the command tag Description field will
indicate the types of sessions that may be used with the command.

6 Command Processing

6.1 Introduction

Clause 6 defines the command validations that are required of any implementation and the response
code returned if the indicated check fails. Unless stated otherwise, the order of the checks is not
normative and different TPM may give different responses when a command has multiple errors.

In the description below, some statements that describe a check may be followed by a response code in
parentheses. This is the normative response code should the indicated check fail. A normative response
code may also be included in the statement.

6.2 Command Header Validation

Before a TPM may begin the actions associated with a command, a set of command format and
consistency checks shall be performed. These checks are listed below and should be performed in the
indicated order.

a) The TPM shall successfully unmarshal a TPMI_ST_COMMAND_TAG and verify that it is either
TPM_ST_SESSIONS or TPM_ST_NO_SESSIONS (TPM_RC_BAD_TAG).

b) The TPM shall successfully unmarshal a UINT32 as the commandSize. If the TPM has an interface
buffer that is loaded by some hardware process, the number of octets in the input buffer for the
command reported by the hardware process shall exactly match the value in commandSize
(TPM_RC_COMMAND_SIZE).

NOTE A TPM can have direct access to system memory and unmarshal directly from that memory.

c) The TPM shall successfully unmarshal a TPM_CC and verify that the command is implemented
(TPM_RC_COMMAND_CODE).

6.3 Mode Checks

The following mode checks shall be performed in the order listed:
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a) If the TPM is in Failure mode, then the commandCode is TPM_CC_GetTestResult or
TPM_CC_GetCapability (TPM_RC_FAILURE) and the command tag is TPM_ST_NO_SESSIONS
(TPM_RC_FAILURE).

NOTE 1 In Failure mode, the TPM has no cryptographic capability and processing of sessions is not
possible.

b) The TPM is in Field Upgrade mode (FUM), the commandCode is TPM_CC_FieldUpgradeData
(TPM_RC_UPGRADE).

c) If the TPM has not been initialized (TPM2_Startup()), then the commandCode is TPM_CC_Startup
(TPM_RC_INITIALIZE).

NOTE 2 The TPM can enter Failure mode during _TPM_Init processing, before TPM2_Startup(). Since
the platform firmware cannot know that the TPM is in Failure mode without accessing it, and
since the first command needs to be TPM2_Startup(), the expected sequence will be that
platform firmware (the CRTM) will issue TPM2_Startup() and receive TPM_RC_FAILURE
indicating that the TPM is in Failure mode.

There can be failures where a TPM cannot record that it received TPM2_Startup(). In those
cases, a TPM in failure mode can process TPM2_GetTestResult(), TPM2_GetCapability(), or
the field upgrade commands. As a side effect, that TPM might process TPM2_GetTestResult(),
TPM2_GetCapability() or the field upgrade commands before TPM2_Startup().

This is a corner case exception to the rule that TPM2_Startup() must be the first command.

The mode checks may be performed before or after the command header validation.

6.4 Handle Area Validation

After successfully unmarshaling and validating the command header, the TPM shall perform the following
checks on the handles and sessions. These checks may be performed in any order.

NOTE 1 A TPM needs to perform the handle area validation before the authorization checks because an
authorization cannot be performed unless the authorization values and attributes for the referenced
entity are known by the TPM. For them to be known, the referenced entity needs to be in the TPM
and accessible.

a) The TPM shall successfully unmarshal the number of handles required by the command and validate
that the value of the handle is consistent with the command syntax. If not, the TPM shall return
TPM_RC_VALUE.

NOTE 2 The TPM can unmarshal a handle and validate that it references an entity on the TPM before
unmarshaling a subsequent handle.

NOTE 3 If the submitted command contains fewer handles than required by the syntax of the command,
the TPM can continue to read into the next area and attempt to interpret the data as a handle.

b) For all handles in the handle area of the command, the TPM will validate that the referenced entity is
present in the TPM.

1) If the handle references a transient object, the handle shall reference a loaded object
(TPM_RC_REFERENCE_HO + N where N is the number of the handle in the command).

NOTE 4 If the hierarchy for a transient object is disabled, then the transient objects will be flushed so this
check will fail.

2) If the handle references a persistent object, then

i) the hierarchy associated with the object (platform or storage, based on the handle value) is
enabled (TPM_RC_HANDLE);
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ii) the handle shall reference a persistent object that is currently in TPM non-volatile memory
(TPM_RC_HANDLE);

ii) if the handle references a persistent object that is associated with the endorsement hierarchy,
that the endorsement hierarchy is not disabled (TPM_RC_HANDLE); and

NOTE 5 The reference implementation keeps an internal attribute, passed down from a primary
key to its descendents, indicating the object's hierarchy.

iv) if the TPM implementation moves a persistent object to RAM for command processing then
sufficient RAM space is available (TPM_RC_OBJECT_MEMORY).
3) If the handle references an NV Index, then
i) an Index exists that corresponds to the handle (TPM_RC_HANDLE); and
ii) the hierarchy associated with the existing NV Index is not disabled (TPM_RC_HANDLE).

i) If the command requires write access to the index data then TPMA_NV_WRITELOCKED is
not SET (TPM_RC_LOCKED)

iv) If the command requires read access to the index data then TPMA _NV_READLOCKED is
not SET (TPM_RC_LOCKED)

4) If the handle references a session, then the session context shall be present in TPM memory
(TPM_RC_REFERENCE_SO + N).

5) If the handle references a primary seed for a hierarchy (TPM_RH_ENDORSEMENT,
TPM_RH_OWNER, or TPM_RH_PLATFORM) then the enable for the hierarchy is SET
(TPM_RC_HIERARCHY).

6) If the handle references a PCR, then the value is within the range of PCR supported by the TPM
(TPM_RC_VALUE)

NOTE 6 In the reference implementation, this TPM_RC_VALUE is returned by the unmarshaling code for
a TPMI_DH_PCR.

6.5 Session Area Validation

a) If the tag is TPM_ST_SESSIONS and the command is a context management command
(TPM2_ContextSave(), TPM2_ContextLoad(), or TPM2_FlushContext()) the TPM will return
TPM_RC_AUTH_CONTEXT.

b) If the tag is TPM_ST_SESSIONS, the TPM will attempt to unmarshal an authorizationSize and return
TPM_RC_AUTHSIZE if the value is not within an acceptable range.

1) The minimum value is (sizeof(TPM_HANDLE) + sizeof(UINT16) + sizeof(TPMA_SESSION) +
sizeof(UINT16)).

2) The maximum value of authorizationSize is equal to commandSize — (sizeof(TPM_ST) +
sizeof(UINT32) + sizeof(TPM_CC) + (N * sizeof(TPM_HANDLE)) + sizeof(UINT32)) where N is
the number of handles associated with the commandCode and may be zero.

NOTE 1 (sizeof(TPM_ST) + sizeof(UINT32) + sizeof(TPM_CC)) is the size of a command header. The
last UINT32 contains the authorizationSize octets, which are not counted as being in the
authorization session area.

c) The TPM will unmarshal the authorization sessions and perform the following validations:

1) If the session handle is not a handle for an HMAC session, a handle for a policy session, or,
TPM_RS_PW then the TPM shall return TPM_RC_HANDLE.

2) If the session is not loaded, the TPM will return the warning TPM_RC_REFERENCE_SO + N
where N is the number of the session. The first session is session zero, N = 0.
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NOTE 2 If the HMAC and policy session contexts use the same memory, the type of the context needs to
match the type of the handle.

3) If the maximum allowed number of sessions have been unmarshaled and fewer octets than
indicated in authorizationSize were unmarshaled (that is, authorizationSize is too large), the TPM
shall return TPM_RC_AUTHSIZE.

4) The consistency of the authorization session attributes is checked.
i) Only one session is allowed for:

() session auditing (TPM_RC_ATTRIBUTES) — this session may be used for encrypt or
decrypt but may not be a session that is also used for authorization;

(b) decrypting a command parameter (TPM_RC_ATTRIBUTES) — this may be any of the
authorization sessions, or the audit session, or a session may be added for the single
purpose of decrypting a command parameter, as long as the total number of sessions
does not exceed three; and

(c) encrypting a response parameter (TPM_RC_ATTRIBUTES) - this may be any of the
authorization sessions, or the audit session if present, ora session may be added for the
single purpose of encrypting a response parameter, as long as the total number of
sessions does not exceed three.

NOTE 3 A session used for decrypting a command parameter can also be used for
encrypting a response parameter.

5) An authorization session is present for each of the handles with the “@” decoration
(TPM_RC_AUTH_MISSING).

6.6 Authorization Checks

After unmarshaling and validating the handles and the consistency of the authorization sessions, the
authorizations shall be checked. Authorization checks only apply to handles if the handle in the command
schematic has the “@” decoration.

a) The public and sensitive portions of the object shall be present on the TPM
(TPM_RC_AUTH_UNAVAILABLE).

b) If the associated handle is TPM_RH_PLATFORM, and the command requires confirmation with
physical presence, then physical presence is asserted (TPM_RC_PP).

c) If the object or NV Index is subject to DA protection, and the authorization is with an HMAC or
password, then the TPM is not in lockout (TPM_RC_LOCKOUT).

NOTE 1 An object is subject to DA protection if its noDA attribute is CLEAR. An NV Index is subject to
DA protection if its TPMA_NV_NO_DA attribute is CLEAR.

NOTE 2 An HMAC or password is needed in a policy session when the policy contains
TPM2_PolicyAuthValue() or TPM2_PolicyPassword().

d) If the command requires a handle to have DUP role authorization, then the associated authorization
session is a policy session (TPM_RC_POLICY_FAIL).
e) If the command requires a handle to have ADMIN role authorization:

1) If the entity being authorized is an object and its adminWithPolicy attribute is SET, then the
authorization session is a policy session (TPM_RC_POLICY_FAIL).

NOTE 3 If adminWithPolicy is CLEAR, then any type of authorization session is possible.
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2) If the entity being authorized is an NV Index, then the associated authorization session is a policy
session.

NOTE 4 The only commands that are currently defined that need use of ADMIN role authorization are
commands that operate on objects and NV Indices.

f) If the command requires a handle to have USER role authorization:

1) If the entity being authorized is an object and its userWithAuth attribute is CLEAR, then the
associated authorization session is a policy session (TPM_RC_POLICY_FAIL).

2) If the entity being authorized is an NV Index;
i) if the authorization session is a policy session;

(a) the TPMA_NV_POLICYWRITE attribute of the NV Index is SET if the command modifies
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);

(b) the TPMA_NV_POLICYREAD attribute of the NV Index is SET if the command reads the
NV Index data (TPM_RC_AUTH_UNAVAILABLE);

ii) if the authorization is an HMAC session or a password,;

(a) the TPMA_NV_AUTHWRITE attribute of the NV Index is SET if the command modifies
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);

(b) the TPMA_NV_AUTHREAD attribute of the NV Index is SET if the command reads the
NV Index data (TPM_RC_AUTH_UNAVAILABLE).

g) If the authorization is provided by a policy session, then:

1) if policySession—timeOut has been set, the session shall not have expired
(TPM_RC_EXPIRED);

2) if policySession—cpHash has been set, it shall match the cpHash of the command
(TPM_RC_POLICY_FAIL);

3) if policySession—commandCode has been set, then commandCode of the command shall match
(TPM_RC_POLICY_CC);

4) policySession—policyDigest shall match the authPolicy associated with the handle
(TPM_RC_POLICY_FAIL);

5) if policySession—pcrUpdateCounter has been set, then it shall match the value of
pcrUpdateCounter (TPM_RC_PCR_CHANGED);

6) if policySession->commandLocality has been set, it shall match the locality of the command
(TPM_RC_LOCALITY), and

7) if the authorization uses an HMAC, then the HMAC is properly constructed using the authValue
associated with the handle and/or the session secret (TPM_RC_AUTH_FAIL or
TPM_RC_BAD_AUTH).

NOTE 5 A policy session might require proof of knowledge of the authValue of the object being
authorized.

If the TPM returns an error other than TPM_RC_AUTH_FAIL then the TPM shall not alter any TPM state.
If the TPM return TPM_RC_AUTH_FAIL, then the TPM shall not alter any TPM state other than

lockoutCount.
NOTE 6 The TPM can decrease failedTries regardless of any other processing performed by the TPM. That
is, the TPM can exit Lockout mode, regardless of the return code.
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6.7 Parameter Decryption

If an authorization session has the TPMA_SESSION.decrypt attribute SET, and the command does not
allow a command parameter to be encrypted, then the TPM will return TPM_RC_ATTRIBUTES.
Otherwise, the TPM will decrypt the parameter using the values associated with the session before
parsing parameters.

6.8 Parameter Unmarshaling

6.8.1 Introduction

The detailed actions for each command assume that the input parameters of the command have been
unmarshaled into a command-specific structure with the structure defined by the command schematic.
Additionally, a response-specific output structure is assumed which will receive the values produced by
the detailed actions.

NOTE An implementation does not need to process parameters in this manner or to separate the parameter
parsing from the command actions. This method was chosen for this part of ISO/IEC 11889 so that
the normative behavior described by the detailed actions would be clear and unencumbered.

Unmarshaling is the process of processing the parameters in the input buffer and preparing the
parameters for use by the command-specific action code. No data movement need take place but it is
required that the TPM validate that the parameters meet the requirements of the expected data type as
defined in ISO/IEC 11889-2.

6.8.2 Unmarshaling Errors

When an error is encountered while unmarshaling a command parameter, an error response code is
returned and no command processing occurs. A table defining a data type may have response codes
embedded in the table to indicate the error returned when the input value does not match the parameters
of the table.

NOTE In the reference implementation, a parameter number is added to the response code so that the
offending parameter can be isolated. This is optional.

In many cases, the table contains no specific response code value and the return code will be determined
as defined in Table 3.
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Table 3 — Unmarshaling Errors

Response Code Meaning

TPM_RC_ASYMMETRIC a parameter that should be an asymmetric algorithm selection does not have a
value that is supported by the TPM

TPM_RC_BAD_TAG a parameter that should be a command tag selection has a value that is not
supported by the TPM

TPM_RC_COMMAND_CODE | a parameter that should be a command code does not have a value that is
supported by the TPM

TPM_RC_HASH a parameter that should be a hash algorithm selection does not have a value that
is supported by the TPM

TPM_RC_INSUFFICIENT the input buffer did not contain enough octets to allow unmarshaling of the
expected data type;

TPM_RC_KDF a parameter that should be a key derivation scheme (KDF) selection does not
have a value that is supported by the TPM

TPM_RC_KEY_SIZE a parameter that is a key size has a value that is not supported by the TPM

TPM_RC_MODE a parameter that should be a symmetric encryption mode selection does not have
a value that is supported by the TPM

TPM_RC_RESERVED a non-zero value was found in a reserved field of an attribute structure (TPMA )

TPM_RC_SCHEME a parameter that should be signing or encryption scheme selection does not have
a value that is supported by the TPM

TPM_RC_SIZE the value of a size parameter is larger or smaller than allowed

TPM_RC_SYMMETRIC a parameter that should be a symmetric algorithm selection does not have a
value that is supported by the TPM

TPM_RC_TAG a parameter that should be a structure tag has a value that is not supported by
the TPM

TPM_RC_TYPE The type parameter of a TPMT_PUBLIC or TPMT_SENSITIVE has a value that is

not supported by the TPM

TPM_RC_VALUE a parameter does not have one of its allowed values

In some commands, a parameter may not be used because of various options of that command.
However, the unmarshaling code is required to validate that all parameters have values that are allowed
by the ISO/IEC 11889-2 definition of the parameter type even if that parameter is not used in the
command actions.

6.9 Command Post Processing

When the code that implements the detailed actions of the command completes, it returns a response
code. If that code is not TPM_RC_SUCCESS, the post processing code will not update any session or
audit data and will return a 10-octet response packet.

If the command completes successfully, the tag of the command determines if any authorization sessions
will be in the response. If so, the TPM will encrypt the first parameter of the response if indicated by the
authorization attributes. The TPM will then generate a new nonce value for each session and, if
appropriate, generate an HMAC.

If authorization HMAC computations are performed on the response, the HMAC keys used in the
response will be the same as the HMAC keys used in processing the HMAC in the command.
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NOTE 1 This primarily affects authorizations associated with a first write to an NV Index using a bound
session. The computation of the HMAC in the response is performed as if the Name of the Index did
not change as a consequence of the command actions. The session binding to the NV Index will not
persist to any subsequent command.

NOTE 2 The authorization attributes were validated during the session area validation to ensure that only
one session was used for parameter encryption of the response and that the command allowed
encryption in the response.

NOTE 3 No session nonce value is used for a password authorization but the session data is present.

Additionally, if the command is being audited by Command Audit, the audit digest is updated with the
cpHash of the command and rpHash of the response.

Documents

Document Sharing Hub
12 © ISO/IEC 2015 — All rights reserved

Full document details: ISO IEC 11889-3-2015


http://avadocuments2026.com/doc/iso-iec-11889-3-2015
http://avadocuments2026.com/doc/iso-iec-11889-3-2015

ISO/IEC 11889-3:2015(E)

7 Response Values

7.1 Tag

When a command completes successfully, the tag parameter in the response shall have the same value
as the tag parameter in the command (TPM_ST_SESSIONS or TPM_RC_NO_SESSIONS). When a
command fails (the responseCode is not TPM_RC_SUCCESS), then the tag parameter in the response
shall be TPM_ST_NO_SESSIONS.

A special case exists when the command tag parameter is not an allowed value (TPM_ST_SESSIONS or
TPM_ST_NO_SESSIONS). For this case, it is assumed that the system software is attempting to send a
command formatted for an implementation of ISO/IEC 11889 (first edition) but the TPM is not capable of
executing ISO/IEC 11889 (first edition) commands. So that the ISO/IEC 11889 (first edition) compatible
software will have a recognizable response, the TPM sets tag to TPM_ST_RSP_COMMAND,
responsesSize to 00 00 00 0A;s and responseCode to TPM_RC_BAD_TAG. This is the same response as
the ISO/IEC 11889 (first edition) fatal error for TPM_BADTAG.

7.2 Response Codes

The normal response for any command is TPM_RC_SUCCESS. Any other value indicates that the
command did not complete and the state of the TPM is unchanged. An exception to this general rule is
that the logic associated with dictionary attack protection is allowed to be modified when an authorization
failure occurs.

Commands have response codes that are specific to that command, and those response codes are
enumerated in the detailed actions of each command. The codes associated with the unmarshaling of
parameters are documented in Table 3. Another set of response code values are not command specific
and indicate a problem that is not specific to the command. That is, if the indicated problem is remedied,
the same command could be resubmitted and may complete normally.

The response codes that are not command specific are listed and specified in Table 4.

The reference code for the command actions may have code that generates specific response codes
associated with a specific check but the listing of responses may not have that response code listed.
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Table 4 — Command-Independent Response Codes

Response Code Meaning

This response code may be returned by a TPM that supports command cancel.
When the TPM receives an indication that the current command should be
TPM_RC_CANCELED cancelled, the TPM may complete the command or return this code. If this code
is returned, then the TPM state is not changed and the same command may be
retried.

This response code can be returned for commands that manage session
contexts. It indicates that the gap between the lowest numbered active session
TPM_RC_CONTEXT_GAP and the highest numbered session is at the limits of the session tracking logic.
The remedy is to load the session context with the lowest number so that its
tracking number can be updated.

This response indicates that authorizations for objects subject to DA protection
TPM_RC_LOCKOUT are not allowed at this time because the TPM is in DA lockout mode. The remedy
is to wait or to exeucte TPM2_DictionaryAttackLockoutReset().

A TPM may use a common pool of memory for objects, sessions, and other
purposes. When the TPM does not have enough memory available to perform
the actions of the command, it may return TPM_RC_MEMORY. This indicates
TPM_RC_MEMORY that the TPM resource manager may flush either sessions or objects in order to
make memory available for the command execution. A TPM may choose to
return TPM_RC_OBJECT_MEMORY or TPM_RC_SESSION_MEMORY if it
needs contexts of a particular type to be flushed.

This response code indicates that the TPM is rate-limiting writes to the NV
memory in order to prevent wearout. This response is possible for any command
TPM_RC_NV_RATE that explicity writes to NV or commands that incidentally use NV such as a
command that uses authorization session that may need to update the dictionary
attack logic.

This response code is similar to TPM_RC_NV_RATE but indicates that access to
NV memory is currently not available and the command is not allowed to proceed
until it is. This would occur in a system where the NV memory used by the TPM
is not exclusive to the TPM and is a shared system resource.

TPM_RC_NV_UNAVAILABLE

This response code indicates that the TPM has exhausted its handle space and
no new objects can be loaded unless the TPM is rebooted. This does not occur in
the reference implementation because of the way that object handles are
allocated. However, other implementations are allowed to assign each object a
unique handle each time the object is loaded. A TPM using this implementation
would be able to load 2** objects before the object space is exhausted.

TPM_RC_OBJECT_ HANDLES

This response code can be returned by any command that causes the TPM to
need an object 'slot’. The most common case where this might be returned is
when an object is loaded (TPM2_Load, TPM2_CreatePrimary(), or
TPM2_ContextLoad()). However, the TPM implementation is allowed to use
object slots for other reasons. In the reference implementation, the TPM copies a
referenced persistent object into RAM for the duration of the commannd. If all the
slots are previously occupied, the TPM may return this value. A TPM is allowed
to use object slots for other purposes and return this value. The remedy when
this response is returned is for the TPM resource manager to flush a transient
object.

TPM_RC_OBJECT_MEMORY

This response code indicates that a handle in the handle area of the command is
not associated with a loaded object. The value of 'x' is in the range 0 to 6 with a
TPM_RC_REFERENCE_Hx value of 0 indicating the 1* handle and 6 representing the ™ Upper values are
provided for future use. The TPM resource manager needs to find the correct
object and load it. It may then adjust the handle and retry the command.
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Response Code Meaning

This response code indicates that a handle in the session area of the command
is not associated with a loaded session. The value of 'x' is in the range 0 to 6 with
a value of 0 indicating the 1% session handle and 6 representing the 7™ Upper
TPM RC REFERENCE Sx values are provided for future use. The TPM resource manager needs to find the
o B correct session and load it. It may then retry the command.

NOTE Usually, this error indicates that the TPM resource manager has a
corrupted database.

TPM_RC_RETRY the TPM was not able to start the command

This response code indicates that the TPM does not have a handle to assign to a
new session. This respose is only returned by TPM2_StartAuthSession(). It is
listed here because the command is not in error and the TPM resource manager
can remedy the situation by flushing a session (TPM2_FlushContext().

TPM_RC_SESSION_HANDLES

This response code can be returned by any command that causes the TPM to
need a session 'slot'. The most common case where this might be returned is
when a session is loaded (TPM2_StartAuthSession() or TPM2_ContextLoad()).
However, the TPM implementation is allowed to use object slots for other
purposes. The remedy when this response is returned is for the TPM resource
manager to flush a transient object.

TPM_RC_SESSION_MEMORY

Normal completion for any command. If the responseCode is
TPM_RC_SUCCESS, then the rest of the response has the format indicated in
the response schematic. Otherwise, the response is a 10 octet value indicating
an error.

TPM_RC_SUCCESS

This response code indicates that the TPM is performing tests and cannot

TPM_RC_TESTING respond to the request at this time. The command may be retried.

the TPM has suspended operation on the command; forward progress was made
TPM_RC_YIELDED and the command may be retried.

See ISO/IEC 11889-1, clause 38, “Multi-tasking”

NOTE 1 Usually, the TPM_RC_REFERENCE_Hx and TPM_RC_REFERENCE_Sx response codes
indicate the TPM resource manager has a corrupted database.

NOTE 2 The TPM_RC_YIELDED response code won't occur in the reference implementation.
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8 Implementation Dependent

The actions code for each command makes assumptions about the behavior of various sub-systems.
There are many possible implementations of the subsystems that would achieve equivalent results. The
actions code is not written to anticipate all possible implementations of the sub-systems. Therefore, it is
the responsibility of the implementer to ensure that the necessary changes are made to the actions code
when the sub-system behavior changes.
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9 Detailed Actions Assumptions

9.1 Introduction

The C code in the Detailed Actions for each command is written with a set of assumptions about the
processing performed before the action code is called and the processing that will be done after the
action code completes.

9.2 Pre-processing

Before calling the command actions code, the following actions have occurred.

e Verification that the handles in the handle area reference entities that are resident on the TPM.

NOTE If a handle is in the parameter portion of the command, the associated entity does not have to
be loaded, but the handle needs to be the correct type.

¢ If use of a handle requires authorization, the Password, HMAC, or Policy session associated with
the handle has been verified.

e |f a command parameter was encrypted using parameter encryption, it was decrypted before
being unmarshaled.

e |f the command uses handles or parameters, the calling stack contains a pointer to a data
structure (In) that holds the unmarshaled values for the handles and command parameters. If
the response has handles or parameters, the calling stack contains a pointer to a data structure
(out) to hold the handles and response parameters generated by the command.

e All parameters of the in structure have been validated and meet the requirements of the
parameter type as defined in ISO/IEC 11889-2.

e Space set aside for the out structure is sufficient to hold the largest out structure that could be
produced by the command

9.3 Post Processing

When the function implementing the command actions completes,

e response parameters that require parameter encryption will be encrypted after the command
actions complete;

e audit and session contexts will be updated if the command response is TPM_RC_SUCCESS;

and
e the command header and command response parameters will be marshaled to the response
buffer.
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10 Start-up

10.1 Introduction

Clause 10 contains the commands used to manage the startup and restart state of a TPM.
10.2 _TPM_lInit

10.2.1 General Description

_TPM_lInit initializes a TPM.

Initialization actions include testing code required to execute the next expected command. If the TPM is in
FUM, the next expected command is TPM2_FieldUpgradeData(); otherwise, the next expected command
is TPM2_Startup().

NOTE 1 If the TPM performs self-tests after receiving _TPM_Init() and the TPM enters Failure mode before
receiving TPM2_Startup() or TPM2_FieldUpgradeData(), then the TPM might be able to accept
TPM2_GetTestResult() or TPM2_GetCapability().

The means of signaling _TPM_Init shall be defined in the platform-specific specifications that define the
physical interface to the TPM. The platform shall send this indication whenever the platform starts its boot
process and only when the platform starts its boot process.

There shall be no software method of generating this indication that does not also reset the platform and
begin execution of the CRTM.

NOTE 2 In the reference implementation, this signal causes an internal flag (s_initialized) to be CLEAR.
While this flag is CLEAR, the TPM will only accept the next expected command described above.
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10.2.2 Detailed Actions

This function is used to process a _TPM_Init() indication.

1 #include "InternalRoutines._h"

2 LIB_EXPORT void

3 _TPM_Init(

4 void

5 )

6 A

7 // Clear the failure mode flags
8 g_inFailureMode = FALSE;

9 g_TforceFailureMode = FALSE;

10

11 // Initialize the NvEnvironment.
12 g_nvok = NvPowerOn(Q);

13

14 // Initialize crypto engine

15 CryptinitunitsQ;

16

17 // Start clock

18 TimePoweron();

19

20 // Set initialization state

21 TPMINitQ;

22

23 // Initialize object table

24 ObjectStartup();

25

26 // Set g DRTMHandle as unassigned
27 g_DRTMHandle = TPM_RH_UNASSIGNED;
28

29 // No H-CRTM, yet.

30 g _DrtmPreStartup = FALSE;

31

32

33 return;

34 }
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10.3 TPM2_Startup

10.3.1 General Description

TPM2_Startup() is always preceded by _TPM_Init, which is the physical indication that TPM initialization
is necessary because of a system-wide reset. TPM2_Startup() is only valid after _TPM_Init. Additional
TPM2_Startup() commands are not allowed after it has completed successfully. If a TPM requires
TPM2_Startup() and another command is received, or if the TPM receives TPM2_Startup() when it is not
required, the TPM shall return TPM_RC_INITIALIZE.

NOTE 1 See 10.2.1 for other command options for a TPM supporting field upgrade mode.

NOTE 2 _TPM_Hash_Start, _TPM_Hash_Data, and _TPM_Hash_End are not commands and a platform-
specific specification might allow these indications between _TPM_Init and TPM2_Startup().

If in Failure mode the TPM shall accept TPM2_GetTestResult() and TPM2_GetCapability() even if
TPM2_Startup() is not completed successfully or processed at all.

A Shutdown/Startup sequence determines the way in which the TPM will operate in response to
TPM2_Startup(). The three sequences are:

1) TPM Reset — This is a Startup(CLEAR) preceded by either Shutdown(CLEAR) or no
TPM2_Shutdown(). On TPM Reset, all variables go back to their default initialization state.

NOTE 3 Only those values that are specified as having a default initialization state are changed by TPM
Reset. Persistent values that have no default initialization state are not changed by this
command. Values such as seeds have no default initialization state and only change due to
specific commands.

2) TPM Restart — This is a Startup(CLEAR) preceded by Shutdown(STATE). This preserves much of the
previous state of the TPM except that PCR and the controls associated with the Platform hierarchy
are all returned to their default initialization state;

3) TPM Resume — This is a Startup(STATE) preceded by Shutdown(STATE). This preserves the
previous state of the TPM including the static Root of Trust for Measurement (S-RTM) PCR and the
platform controls other than the phEnable and phEnableNV.

If a TPM receives Startup(STATE) and that was not preceded by Shutdown(STATE), the TPM shall return
TPM_RC_VALUE.

If, during TPM Restart or TPM Resume, the TPM fails to restore the state saved at the last
Shutdown(STATE), the TPM shall enter Failure Mode and return TPM_RC_FAILURE.

On any TPM2_Startup(),
e phEnable and phEnableNV shall be SET;
o all transient contexts (objects, sessions, and sequences) shall be flushed from TPM memory;
e TPMS_TIME_INFO.time shall be reset to zero; and
e use of lockoutAuth shall be enabled if lockoutRecovery is zero.
Additional actions are performed based on the Shutdown/Startup sequence.
On TPM Reset
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platformAuth and platformPolicy shall be set to the Empty Buffer,

For each NV index with TPMA_NV_WRITE_DEFINE CLEAR or TPMA_NV_WRITTEN CLEAR,
TPMA_NV_WRITELOCKED shall be CLEAR,

For each NV index with TPMA_NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall be
CLEAR,

tracking data for saved session contexts shall be set to its initial value,
the object context sequence number is reset to zero,

a new context encryption key shall be generated,
TPMS_CLOCK_INFO.restartCount shall be reset to zero,
TPMS_CLOCK_INFO.resetCount shall be incremented,

the PCR Update Counter shall be clear to zero,

shEnable and ehEnable shall be SET, and

PCR in all banks are reset to their default initial conditions as determined by the relevant
platform-specific specification and the H-CRTM state (see ISO/IEC 11889-1, clause 34.3, “H-
CRTM before TPM2_Startup()”)

NOTE 4 PCR can be initialized any time between _TPM_Init and the end of TPM2_Startup(). PCR that

are preserved by TPM Resume will need to be restored during TPM2_Startup().

NOTE 5 See ISO/IEC 11889-1, clause 17.1, "Initializing PCR" in for a description of the default initial

conditions for a PCR.

On TPM Restart

TPMS_CLOCK_INFO.restartCount shall be incremented,
shEnable and ehEnable shall be SET,
platformAuth and platformPolicy shall be set to the Empty Buffer,

For each NV index with TPMA_NV_WRITE_DEFINE CLEAR or TPMA_NV_WRITTEN CLEAR,
TPMA_NV_WRITELOCKED shall be CLEAR,

For each NV index with TPMA_NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall be
CLEAR, and

PCR in all banks are reset to their default initial conditions.

If an H-CRTM Event Sequence is active, extend the PCR designated by the platform-specific
specification.

On TPM Resume

the H-CRTM startup method is the same for this TPM2_Startup() as for the previous
TPM2_Startup(); (TPM_RC_LOCALITY)

TPMS_CLOCK_INFO.restartCount shall be incremented; and

PCR that are specified in a platform-specific specification to be preserved on TPM Resume are
restored to their saved state and other PCR are set to their initial value as determined by a
platform-specific specification.

Other TPM state may change as required to meet the needs of the implementation.

If the startupType is TPM_SU_STATE and the TPM requires TPM_SU_CLEAR, then the TPM shall return
TPM_RC_VALUE.

NOTE 6 The TPM will need TPM_SU_CLEAR when no shutdown was performed or after Shutdown(CLEAR).
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NOTE 7 If startupType is neither TPM_SU_STATE nor TPM_SU_CLEAR, then the unmarshaling code returns
TPM_RC_VALUE.
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10.3.2 Command and Response

Table 5 — TPM2_Startup Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_Startup {NV}

TPM_SU startupType TPM_SU_CLEAR or TPM_SU_STATE

Table 6 — TPM2_Startup Response

Type Name Description
TPM_ST tag see clause 7
UINT32 responseSize
TPM_RC responseCode
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10.3.3 Detailed Actions

1 #include "InternalRoutines._h"
2 #include "'Startup_fp.h"
3 #ifdef TPM_CC Startup // Conditional expansion of this file

Table 7 — TPM2_Startup Errors

Error Returns Meaning

TPM_RC_LOCALITY a Startup(STATE) does not have the same H-CRTM state as the
previous Startup().

TPM_RC_NV_UNINITIALIZED the saved state cannot be recovered and a Startup(CLEAR) is

requried.
TPM_RC_VALUE start up type is not compatible with previous shutdown sequence
4 TPM_RC
5 TPM2_Startup(
6 Startup_In *in // IN: input parameter list
7 )
8 {
9 STARTUP_TYPE startup;
10 TPM_RC result;
11 BOOL prevDrtmPreStartup;
12
13 // The command needs NV update. Check if NV is available.
14 // A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
15 // this point
16 result = NviIsAvailable();
17 if(result = TPM_RC_SUCCESS)
18 return result;
19
20 // Input Validation
21
22 // Read orderly shutdown states from previous power cycle
23 NvReadReserved(NV_ORDERLY, &g prevOrderlyState);
24
25 // HACK to extract the DRTM startup type associated with the previous shutdown
26 prevDrtmPreStartup = (g_prevOrderlyState == (TPM_SU_STATE + PRE_STARTUP_FLAG));
27 if(prevDrtmPreStartup)
28 g_prevOrderlyState = TPM_RC_LOCALITY;
29
30 // 1T this startup is a TPM Resume, then the H-CRTM states have to match
31 it in->startupType == TPM_SU_STATE
32 && g_DrtmPreStartup != prevDrtmPreStartup)
33 return TPM_RC_VALUE + RC_Startup_startupType;
34
35
36 // 1T the previous power cycle was shut down with no StateSave command, or
37 // with StateSave command for CLEAR, or the part of NV used for TPM_SU STATE
38 // cannot be recovered, then this cycle can not startup up with STATE
39 if(in->startupType == TPM_SU_STATE)
40 {
41 it g_prevOrderlyState == SHUTDOWN_NONE
42 Il g_prevOrderlyState == TPM_SU_CLEAR)
43 return TPM_RC_VALUE + RC_Startup_startupType;
44
45 if(g_nvOk == FALSE)
46 return TPM_RC_NV_UNINITIALIZED;
a7 }
48
49 // Internal Date Update
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