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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
____________ 

 
INFORMATION TECHNOLOGY –  

 
Server management command line protocol (SM CLP) specification 

 
 

FOREWORD 

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the 
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in 
the development of International Standards. Their preparation is entrusted to technical committees; any ISO and 
IEC member body interested in the subject dealt with may participate in this preparatory work. International 
governmental and non-governmental organizations liaising with ISO and IEC also participate in this preparation. 

2) In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting. 
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

3) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an 
international consensus of opinion on the relevant subjects since each technical committee has representation 
from all interested IEC and ISO member bodies. 

4) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted 
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that the 
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for 
the way in which they are used or for any misinterpretation by any end user. 

5) In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and 
ISO/IEC publications transparently to the maximum extent possible in their national and regional publications. 
Any divergence between any ISO/IEC publication and the corresponding national or regional publication 
should be clearly indicated in the latter. 

6) ISO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsible for 
any equipment declared to be in conformity with an ISO/IEC publication. 

7) All users should ensure that they have the latest edition of this publication. 

8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts 
and members of their technical committees and IEC or ISO member bodies for any personal injury, property 
damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) 
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC, 
ISO or ISO/IEC publications. 

9) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

10) Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of 
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard ISO/IEC 13187 was prepared by SNIA (Storage Networking Industry 
Association1), was adopted, under the fast track procedure, by subcommittee 25: 
Interconnection of information technology equipment, of ISO/IEC joint technical committee 1: 
Information technology. 

___________ 
1  Storage Networking Industry Association, 425 Market Street, Suite 1020, San Francisco, CA 92105, U.S.A. 
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This International Standard has been approved by vote of the member bodies, and the voting 
results may be obtained from the address given on the second title page. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INFORMATION TECHNOLOGY – 
 

Server management command line protocol (SM CLP) specification 
 
 
 

1 Scope 

This International Standard lays out the general framework for the Server Management 
Command Line Protocol (SM CLP). This standard is intended to guide developers of 
implementations of the SM CLP and may also be used as a reference by system 
administrators and other users of SM CLP implementations. 

The following subjects are within the scope of this document: 

• command line protocol syntax and semantics; 

• input format and output format; 

• accessing and traversing the target address space; 

• error handling and semantics; 

• session management, including mapping to supported transports; 

• session characteristics; 

• operation processing and reporting. 

The following subjects are outside the scope of this document: 

• control command verbs, such as loop control, conditionals, or prompting; 

• regular expressions, such as mathematical or logical expressions; 

• command editor environment; 

• client's shell environment; 

• physical interconnects; 

• complex data, data types, or objects; 

• operation error precedence. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. 
For dated references, only the edition cited applies. For undated references, the latest edition 
of the referenced document (including any amendments) applies. 

ISO 639-2, Codes for the Representation of Names of Languages Part 2: Alpha-3 Code, 
March 2002 

DMTF, Common Information Model (CIM) Schema, version 2.12, April 20, 2006 

DMTF, DSP0215, Server Management Managed Element (SM ME) Addressing Specification 
v1.0, November 10, 2006 

DMTF, DSP0216, Command Line Protocol (CLP)-to-Common Information Model (CIM) 
Mapping Specification, version 1.0, 2005 
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DMTF, DSP0224, Server Management Command Line Protocol (SM CLP) Command 
Response XML Schema, v1.0, 2006 

DMTF, DSP1005, Command Line Protocol (CLP) Service Profile, v1.0, October 10, 2006 

IETF, RFC2234, Augmented BNF for Syntax Specifications: ABNF, November 1997 

IETF, RFC2396, Uniform Resource Identifiers (URI): Generic Syntax, August 1998 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1  
Absolute Target Address 
designation of target address that begins at the root of the containment hierarchy 

3.2  
Addressing Associations 
association instance that is used by the MAP to construct the UFiP to an instance referenced 
by the association instance 

3.3  
Admin Domain 
set of Managed Elements, Logical Devices, and Services for which the MAP has management 
responsibilities 

3.4  
Association 
relationship between two Managed Elements, which is itself a manageable entity within the 
Admin Domain 

3.5  
Association Class 
identifies the CIM Class of an Association 

3.6  
Client 
any system that acts in the role of a client to a MAP 

3.7  
CLP Service 
logical entity within a MAP that implements the CLP 

3.8  
CLP Target 
Managed Element or Association whose properties, behavior, UFcT, and so on are wholly 
defined by the profiles approved for use with the CLP 

3.9  
Command Line Protocol 
CLP 
human-oriented command line protocol defined by the System Management Architecture for 
Server Hardware, used for managing systems 

C
opyrighted m

aterial licensed to B
R

 D
em

o by T
hom

son R
euters (S

cientific), Inc., subscriptions.techstreet.com
, dow

nloaded on N
ov-28-2014 by Jam

es M
adison. N

o further reproduction or distribution is perm
itted. U

ncontrolled w
hen printed.

Full document details: ISO IEC 13187-2011

http://www.dmtf.org/apps/org/workgroup/svrmgmt/documents.php
http://www.dmtf.org/standards/published_documents/DSP1005.pdf
http://www.ietf.org/rfc/rfc2234.txt
http://www.ietf.org/rfc/rfc2396.txt
http://www.avadocuments.com/doc/iso-iec-13187-2011
http://www.avadocuments.com/doc/iso-iec-13187-2011


13187 © ISO/IEC:2011(E) – 11 – 

 

3.10  
Command 
Command Line 
text message containing the complete expression of a management action, including a 
command verb, an optional command target, options and option arguments, and properties 
and values 

3.11  
Command Processor 
logical entity within a MAP responsible for parsing, interpreting, and executing incoming 
commands and returning responses 

3.12  
Command Response 
response returned by the CLP Service to a Client when a Command is issued 

NOTE The Command Response consists of Command Status and Command Results. 

3.13  
Command Results 
actual results of a successful command returned as part of the Command Response 

3.14  
Command Status 
information returned by the CLP Service to a Client describing the overall status of a 
Command 

3.15  
Command Status Data 
detailed information returned by the CLP Service to a Client describing the status of the 
Command as part of the Command Response 

3.16  
Core Properties 
properties for which the profile that owns the definition of the class does not stipulate any 
behavioral requirements 

NOTE However, the properties are defined in the MOF. 

3.17  
Current Default Target 
CDT 
CLP session environment setting that establishes a default base address for all command 
targets that are expressed as a Relative Target Address and that is used as the command 
target if a target term is not specified in a command entered 

3.18  
Implicit Command Target 
target acted upon that is inherent to the command being executed 

NOTE The command does not act upon either the Current Default Target or a target specified as part of the 
command. The cd command is an example of a command that acts upon an Implicit Command Target. 

3.19  
Keyword 
text-string token that is recognized and reserved by the CLP to have a specified meaning 
when used in command output and input 
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3.20  
Local Addressing Service 
entity responsible for discovering, enumerating, and determining the addresses of Managed 
Elements and Associations within the Admin Domain 

3.21  
Manageability Access Point 
MAP 
service of a system that provides management in accordance with specifications of the DMTF 
System Management Architecture for Server Hardware 

3.22  
Managed Element 
ME 
the finest granularity of addressing, which can be the target of commands or messages, or a 
collection thereof 

3.23  
Managed Element Access Method 
method by which a Managed Element performs a unit of work 

3.24  
Managed System 
collection of Managed Elements that compose a computer system for which the MAP has 
management responsibilities 

3.25  
Management Service Core 
logical entity that contains the core services set of the MAP 

3.26  
Non-addressing Association 
association instance that is not used by the MAP in constructing the UFiP to any instances 
referenced by the association instance 

3.27  
OEM Properties 
properties added to instances of a class by an OEM vendor 

3.28  
OEM Target 
Managed Element or Association whose properties, behavior, UFcT, and so on are outside 
the scope of this standard and are vendor dependent 

3.29  
OEM Verbs 
verbs defined by an OEM vendor that are outside the scope of this standard 

3.30  
Operation 
identifiable activity of a MAP 

3.31  
Option 
term of the Command Line that selects a particular behavior of a command verb 
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3.32  
Option Argument 
input data passed to the command verb in relation to an option that selects a particular value 
for that option 

3.33  
Property 
attribute of the command target 

3.34  
Relative Target Address 
designation of a target address in relation to the Current Default Target as opposed to an 
Absolute Target Address 

3.35  
Required Properties 
properties for which the profile that owns the definition of the class requires that instances of 
the class have values 

3.36  
Reserved String 
text-string token that is recognized and reserved by the CLP to have a specified meaning 
when used as an option argument, argument value, or property value 

3.37  
Reserved Target 
valid value for a target term that has a special meaning defined by this standard 

NOTE The meaning of a Reserved Target cannot be changed by a user nor can additional Reserved Targets be 
created. 

3.38  
Resultant Address 
Target Address after applying the target address precedence rules 

3.39  
Resultant Target 
effective target for a command after applying the target address precedence rules 

3.40  
Service Access Point 
SAP 
representation of the endpoint or interface into a service, such as the CLP 

3.41  
SM CLP Verb 
verb defined by this standard 

3.42  
Target 
Managed Element or Association upon which a command acts 

3.43  
Target Address 
string value used as the target term in a Command Line to identify the target for a command 
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3.44  
Target Class Addressing 
method of selecting Managed Elements within a container based on the UFcT of the element 

3.45  
Text Session 
Text-Based Session 
active connection to a service whereby the user can enter text-based messages and receive 
text-based data 

NOTE Examples of commonly used text sessions are Telnet and Secure Shell. 

3.46  
Transport 
layers of the communication stack responsible for reliable transportation of commands and 
messages between Client and MAP 

3.47  
User-Friendly instance Tag 
UFiT 
user-friendly identifier for a specific instance of a CIM class 

NOTE A User-Friendly instance Tag is constructed by concatenating an integer suffix to the UFcT for the CIM 
class. 

3.48  
User-Friendly selection Tag 
UFsT 
short-hand notation for selecting all instances of a given class 

NOTE A User-Friendly selection Tag is constructed by concatenating the UFcT for a class with the character *. 

3.49  
User-Friendly class Tag 
UFcT 
short, user-friendly alias for a CIM class name 

NOTE It has the same properties and methods as the CIM class it represents. 

3.50  
User-Friendly instance Path 
UFiP 
unique path to an instance formed by concatenating the UFiTs of each instance from the root 
instance to the terminating instance 

3.51  
Verb 
string name of a command, used as the first term of a Command Line 

4 Abbreviations 

The following abbreviations are used in this document. 

CDT Current Default Target 
CIM Common Information Model 
CLP Command Line Protocol 
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MAP Manageability Access Point 
ME Managed Element 
MOF Managed Object File 
NIC Network Interface Card 
NVT Network Virtual Terminal 
SAP Service Access Point 
OEM Original Equipment Manufacturer 
SECSH Secure Shell 
SMASH System Management Architecture for Server Hardware 
SM CLP Server Management Command Line Protocol 
SSH Secure Shell 
SSHv2 Secure Shell Version 2 
UFcT User-Friendly class Tag 
UFiT User-Friendly instance Tag 
UFiP User-Friendly instance Path 
UFsT User-Friendly selection Tag 
URI Universal Resource Identifier 
WBEM Web Based Enterprise Management 
XML Extensible Markup Language 

5 Server Management Command Line Protocol (SM CLP) Specification 

5.1 Semantics 

5.1.1 General 

The following subclauses detail the requirements for the SM CLP. 

The Command Line Protocol (CLP) defines the form and content of messages transmitted 
from and responses received by a Client within the context of a text-based session between 
that Client and the CLP Service for a Manageability Access Point (MAP). 

The CLP consists of a set of command verbs that manipulate command targets representing 
Managed Elements (ME) that are within the scope of access by a MAP. 

Each CLP interaction consists of a Command Line transmitted to the CLP Service and a 
subsequent response transmitted back to the Client. Each command transmitted generates 
one and only one response data transmission to the Client. 

5.1.2 Command verb 

A CLP command verb retrieves information about a target or initiates a state change of the 
target. A CLP interaction shall consist of one and only one command verb. 

5.1.3 Command options 

CLP command options control the behavior of the command verb. All CLP option names are 
standard across the CLP command verb set. Implementations of the CLP shall not redefine 
the usage of a CLP option name across different CLP command verbs. 

5.1.4 Command target 
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5.1.4.1 General 

This subclause details requirements related to the usage and interpretation of a command 
target. 

The command target identifies the specific Managed Element or Association that is to be 
affected by the command verb. All CLP commands have a command target, whether explicitly 
or implicitly identified. An explicitly identified target is a target address path that is included in 
the Command Line entered. An implicitly identified target is a target that is not identified in the 
Command Line entered but either is dictated by the command verb itself or is referenced from 
the session environment variable "Current Default Target". Implementations shall interpret 
command verbs submitted to the CLP only for the Resultant Target. The CLP also defines 
Reserved Targets. Reserved Targets are strings whose interpretation is defined by this 
standard. Reserved Targets can be used to construct the command target term. 
Implementations shall not define Reserved Targets beyond the ones defined in this standard. 
Implementations shall interpret Reserved Targets in accordance with the meaning assigned to 
them by this standard. 

This standard supports the Server Management Managed Element (SM ME) Addressing 
Specification v1.0 ( DSP0215). 

5.1.4.2 Current default target 

A Current Default Target address shall always be in effect during a CLP session. This target 
is used by the Command Processor to determine the Resultant Target for the command 
according to the rules of target address precedence defined in 5.1.4.3. 

A session’s Current Default Target is only modified if set explicitly by a user. The rules for 
establishing and maintaining a session’s Current Default Target are as follows. 

• Implementations shall set the Current Default Target to the instance address of the 
root of the address space of the MAP upon CLP session activation. Implementations 
shall use the same initial value for the CDT for all users and shall not allow the initial 
value to be configurable by a user. 

– Therefore, Current Default Target is never <null> at CLP session start. 

– If a user sets the CDT to another target address and then ends the session, on the 
next login by the user to a CLP session of the same MAP, the implementation shall 
set the CDT to the UFiP of the Managed Element that represents the root of 
address space of the MAP. 

• The Command Processor shall not allow the user to explicitly set the Current Default 
Target to an invalid target address during the session. 

• If the user attempts to set the Current Default Target to a target address for a 
Managed Element that is not responding or is not recognized as being in the scope of 
the MAP, then the attempt fails, and the implementation shall not change the Current 
Default Target and shall return a Command Status of COMMAND EXECUTION 
FAILED and a CIM Status of CIM_ERR_NOT_FOUND. 

• If a Managed Element becomes unresponsive at some point after it has been set as 
the Current Default Target, then the implementation shall return an appropriate error 
code and shall keep the Current Default Target address set to its current value until 
the user explicitly changes it to a different, valid target address. This prevents 
spurious drops in communication with the Current Default Target from causing an 
automatic change in the Current Default Target. Because unpredictable, undesired 
results would occur if the Current Default Target is automatically changed, the 
Command Processor shall not automatically change the value of the Current Default 
Target, for any reason. 

 EXAMPLE A user sets the CDT to "/system1/disk3". Some time later, /system1/disk3 
becomes unresponsive. As long as the user does not target the CDT with a command, 
there is no impact on the user’s current session. If the user decides to target 
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/system1/disk3 by omitting the target term of the current command, the CLP 
implementation would discover that the target ME, /system1/disk3, is unresponsive and 
return an error code. 

5.1.4.3 Target address precedence 

The implementation shall determine the Resultant Target of a command in the order that 
follows: 

a) If the command verb has an Implicit Command Target, then the Implicit Command Target 
shall be selected as the Resultant Target. 

b) If a command target term is specified in the Command Line, the implementation shall 
apply the Target Address Evaluation Rules to derive the Resultant Target. These rules are 
detailed in 5.2.2.3.6. 

c) If the Command Line did not include a command target term, the implementation shall 
select the CDT as the Resultant Target. 

If the Resultant Target is determined by the implementation to be invalid, then the 
implementation shall not execute the command and shall return a Command Status of 
COMMAND EXECUTION FAILED and a CIM Status of CIM_ERR_NOT_FOUND in the 
Command Response data. CLP commands that have an Implicit Command Target may still 
accept a command target term (for example, the cd command) or may not accept a command 
target term (for example, the exit command). Each command’s use of the command target 
term is documented in Clause 6. 

5.1.4.4 Target managed element object model and semantics 

The CLP is designed for administrators and scripts that manage systems. At the same time, 
the CLP conforms to the object model described by the  Common Information Model (CIM) 
Schema, version 2.12. 

The CLP defines a set of general command verbs used to manipulate Managed Elements. In 
many cases, CLP verbs relate directly to typical object interactions, such as "set property 
value", "read property value", "put into a particular state", and so on. In other cases, CLP 
verbs are interpreted in the context of the Managed Element and map to particular methods of 
that Managed Element’s class. 

The CLP verb definitions in Clause 6 describe each CLP command verb in detail. 

DSP0216 describes the full mapping of the CLP to the CIM. For each CIM class, DSP0216 
describes the behavior of commands applied to a target instance of the class. The 
specification also describes the property names of those targets that are referenced or 
manipulated by the command. 

In the CLP, Managed Elements have the following aspects. 

• Properties 
 These are properties of the Managed Element itself and are described in more detail in 

5.1.5. 

• Contained Targets 
 This is the set of Managed Elements immediately contained in the Managed Element 

according to the rules of instance containment described in 5.1.4.5. 

• Associations 
 This is the set of associations that reference the Managed Element. They are 

described in more detail in 5.1.6. 

• Verbs 
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 This is the set of commands that are applicable to the Managed Element. The SM CLP 
verbs are described in Clause 6. 

5.1.4.5 Target addressing 

CLP target addressing is defined by  DSP0215. CLP implementations shall operate only on 
command target terms that adhere to  DSP0215 or to the rules for identifying OEM targets 
described in 5.2.7. 

The specific arrangements of Managed Elements that a MAP may expose are documented in 
 DSP0215 and SMASH Implementation Requirements (DSP0217). The SM CLP separates 
Managed Elements into two categories of targets: CLP Targets and OEM Targets. CLP 
Targets are Managed Elements whose properties, behavior, UFcT, and so on are wholly 
defined by the profiles approved for use with the CLP. OEM Targets are Managed Elements 
whose properties, behavior, UFcT, and so on are outside the scope of the profiles approved 
for use with the CLP and are vendor dependent. 

5.1.4.6 Aggregated targets 

Command targets may be an aggregation of underlying components. These underlying 
components may be visible in the address space of the MAP. When the command target is 
composed of aggregated parts, the Command Processor shall interpret the command for the 
aggregated target as a single job and return a Command Response accordingly. 

The implementation may rely on the target Managed Element to implement the aggregated 
command function. One example of an aggregated target is an operating system. When a 
user issues a stop to an operating system instance, a single job is spawned. The operating 
system may attempt to shut down applications running within it. This action taken by the 
operating system is not modeled with jobs, and the results for individual applications are not 
displayed in the Command Results. 

5.1.4.7 Target grouping by class 

"Grouping" describes the ability of a user to explicitly select more than one target for a 
command at the time the command is issued. The only method defined by the CLP for 
addressing multiple targets with a single command is Target Class Addressing. 

If the final term of the command target term is a UFsT, in general the Command Processor 
interprets the command target term as a selector for all Managed Elements of the class 
specified that are in the immediate container. 

Implementations shall support Target Class Addressing for the show command. 
Implementations may support Target Class Addressing for the create and delete 
commands. Implementations shall not support Target Class Addressing for CLP commands 
other than the show, create, and delete commands. When Target Class Addressing is 
utilized for a command, the implementation shall select the instances to be the target of the 
command by using the Rules for Selecting Instances by UFcT defined in  DSP0215, where the 
Selection UFcT is the UFcT identified by the UFsT specified in the command target term. 

EXAMPLE The command target term "/system3/disk*" instructs the Command Processor to issue the 
command for all targets with an UFcT of "disk" in the container "/system3". 

5.1.5 Command target properties 

Target properties are identifying and descriptive information related to and defined by the 
target. Target properties are identified by property names. Each class of target defines a set 
of valid property names. Valid property names are found in the CIM Schema Managed Object 
Files (MOFs). Vendors may support vendor-specific property names according to the rules 
defined in 5.2.7. The SM CLP recognizes three categories of properties. 
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• Required Properties are properties that the profile defining the class of the target 
deems required for compliance with the profile. These properties will be present for 
the instance across implementations. 

• Core Properties are properties that are defined for the class of the target in the CIM 
schema. The profile that defines the class does not require these properties; however, 
they may be used because they are defined in the MOF. Note that this includes any 
deprecated properties which are still defined in the MOF. They may be present across 
implementations. 

• OEM Properties are properties defined by an OEM vendor for a target. These 
properties will not be consistent across different vendors’ implementations. 

5.1.6 Associations 

 DSP0215 specifies the Association Classes that may be used to construct paths to address 
any Managed Element appearing within the scope of the MAP.  DSP0215 identifies these as 
Addressing Associations. Additional associations that are not used for addressing may exist 
and express relationships between Managed Elements.  DSP0215 identifies these as Non-
addressing Associations. Associations represent a special type of target. Association 
instances are not assigned UFiTs. For a given association class, instances are uniquely 
identified by the Managed Element instances they reference. They can be addressed using an 
extension of the target addressing syntax. 5.2.2.3.5 describes how to use the association 
separator "=>" to address association instances. 6.11 and 6.12 illustrate the use of the set 
and show commands, respectively. Associations have properties which follow the rules for 
Command Target Properties as identified in 5.1.5. 

5.1.7 Command processing 

5.1.7.1 General 

This subclause states the requirements for the processing of a CLP Command Line. 

Implementations of the CLP shall return a Command Status of COMMAND PROCESSING 
FAILED and a Processing Error of COMMAND SYNTAX ERROR if a completely formed 
command is not contained in a single text message transmission of the underlying transport 
protocol. Implementations shall validate every Command Line against the clp-command-
line production of the grammar specified in Annex A. When a Command Line does not 
comply with the clp-command-line production of the grammar defined in Annex A, the 
implementation shall return a Command Status of COMMAND PROCESSING ERROR and a 
Processing Error of COMMAND SYNTAX ERROR. There are error conditions identified by this 
standard that can be detected by validation against the grammar for which this standard 
identifies specific values for Processing Error that are required to be returned instead. When 
specified, the requirement to return specific values supersedes the requirement to return the 
general COMMAND SYNTAX ERROR. 

EXAMPLE The create command requires a command target term to be specified. The specific 
Processing Error of MISSING REQUIRED TARGET is required to be returned if the command target term is 
not included. The grammar also requires that a command target term be specified in the create-cmd 
production. Thus, if a command target term is not specified, the Command Line will fail validation against the 
grammar and a COMMAND SYNTAX ERROR would be appropriate. However, this general Processing Error 
is superseded by the specific Processing Error specified for the error condition. 

5.1.7.2 Job visibility 

A command is processed by the Command Processor component of the SM architecture. The 
Command Processor returns a response and control to the Client for each command received. 
Commands and the subordinate activities generated when processing commands are tracked 
by the implementation. A job is defined as an identifiable activity of a MAP. The 
implementation spawns and manages jobs for a command and any subsequent actions that 
are taken to carry out the command request. When an implementation receives a command, 
the command becomes a job. The command job may generate additional subordinate 
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Managed Element jobs in order to complete the task requested by the command verb, but the 
implementation shall not expose these jobs through the CLP. The command job shall continue 
to exist until any and all jobs spawned by the command have completed, a Command 
Response has been returned to the Client, and the Time Before Removal has not expired. 

By default, the implementation shall return a Command Response and session control to the 
Client within a reasonable period of time, regardless of the status of command execution. 
Returning a response and control prevents the CLP session from blocking indefinitely if a 
command takes an unreasonable amount of time. The definition of "a reasonable period of 
time" is implementation specific. Any mechanisms for modifying this value are outside the 
scope of this standard and are implementation specific. 

When the implementation returns a Command Response synchronous with completion of the 
command job, the Command Response shall contain the Command Status and the complete 
Command Results. 

When the implementation returns a Command Response before the command job completes, 
the Command Response shall contain the Command Status of COMMAND SPAWNED and 
the Job Identifier for the continuing command job. 

The implementation shall manage the command job until it completes and persist the 
Command Status when complete, identified by the Job Identifier. The implementation is not 
required to maintain the Command Results for the command. Implementations shall recognize 
the Job Identifier as an identifier used to obtain status information about the continuing 
command and to retrieve the Command Status when the command job is complete. The Job 
Identifier shall be the Instance Suffix for the UFiT of the instance of CIM_ConcreteJob used to 
represent the job in the job queue. After the Command Status holding time has expired, the 
corresponding job is deleted and the Job Identifier is released. Implementations shall also 
implement a user-controlled holding time for Command Status, controlled by a per-command 
option. Use of this option is documented in 7.13. Every command job has a Time Before 
Removal associated with it. The Time Before Removal indicates the amount of time that a 
command job is managed by the MAP after completion. The command job itself is 
represented with an instance of CIM_ConcreteJob. The Time Before Removal of the 
command job is modeled with the TimeBeforeRemoval property of the CIM_ConcreteJob 
instance. 

Jobs are themselves Managed Elements of the system; therefore, the implementation shall 
support display of information about a job and the ability to request a job to stop before 
completion using CLP commands. If the implementation is unable to start a job to execute a 
command, the implementation shall return a Command Status of COMMAND PROCESSING 
FAILED and a Processing Error of QUEUE FULL. 

5.1.7.3 Error handling 

The CLP Service checks CLP commands for syntax and semantic errors. When a command is 
formed incorrectly or the command cannot be executed for the specified target because the 
target is not in an appropriate state, the implementation shall return an error/exception status 
in the Command Status data and no Command Results. 

When a command is syntactically correct and semantically appropriate, the implementation 
shall attempt to perform the appropriate operations for the command target. If one or more 
operations fail, the implementation shall return a Command Response containing both a 
Command Status and Command Results, including any error/exception information generated 
by the command target. 

Implementations shall include all detected syntax errors first in the Command Status data. 
Implementations shall include all detected semantic errors in the Command Status data. 

C
opyrighted m

aterial licensed to B
R

 D
em

o by T
hom

son R
euters (S

cientific), Inc., subscriptions.techstreet.com
, dow

nloaded on N
ov-28-2014 by Jam

es M
adison. N

o further reproduction or distribution is perm
itted. U

ncontrolled w
hen printed.

Full document details: ISO IEC 13187-2011

http://www.avadocuments.com/doc/iso-iec-13187-2011
http://www.avadocuments.com/doc/iso-iec-13187-2011


13187 © ISO/IEC:2011(E) – 21 – 

 

If the Command Processor detects a syntax error, the implementation shall report an error 
and the implementation shall not alter the state of the Target. If the Command Processor 
detects a semantic error, the implementation shall report an error and should not alter the 
state of the Target. 

Command Status output is defined by the CLP and is documented in 5.2.3. 

Command Results output is defined for each CLP command and is documented in Clause 6. 

5.1.8 SESSION reserved target 

Sessions with the CLP Service are represented as Managed Elements within the address 
space of the MAP. This enables users of the CLP to manage attributes of the session using 
standard CLP commands. Users will frequently wish to manage attributes of their own session 
with the CLP Service. To simplify accessing the Managed Element that represents the user’s 
session, the CLP defines a reserved keyword "SESSION". Implementations shall interpret the 
keyword "SESSION" as the fully qualified path to the Managed Element that represents the 
session of the user issuing the command. 

UFiT Assignment 

Individual Managed Elements within the address space of the map are identified by a UFiT. 
The UFiT is constructed by concatenating an integer suffix to the UFcT for the class of the 
Managed Element. The rules for assigning and maintaining UFiTs are defined in  DSP0215. 

5.1.9 Input data 

5.1.9.1 General 

This subclause states requirements for the handling of input data. 

Implementations of the CLP shall not allow inclusion of input data embedded in the text 
session (sometimes referred to as "streaming"). A data file or stream can be selected for input 
to a CLP command by reference only using a command-specific option. 

EXAMPLE To input a firmware image for reloading firmware, the option –source <URI> is used. 

5.1.9.2 Data passed in on command line 

Data may be provided as input to a command through an option argument, option argument 
value, or a property value. Each command verb defines the options and option arguments that 
it accepts. The class of command target defines the properties that are accepted by the 
command. Implementations shall enforce a maximum length of 255 characters for any single 
term in a command. If a single term exceeds a maximum length of 255 characters, the 
implementation shall not execute the command and shall return a Command Status of 
COMMAND PROCESSING FAILED and a Processing Error of COMMAND SYNTAX ERROR. 

5.1.10 Output data 

5.1.10.1 General 

This subclause states requirements related to output data. 

The semantics of CLP command output data are defined by the CLP output data schema. The 
CLP output data schema defines the attributes and organization of the data elements returned 
in response to a CLP command. When a command is issued, in the absence of transport 
errors, the implementation shall return a Command Response data element as the response 
before any other text that is appended. Implementations shall include a Command Status data 
element in the Command Response data element and may include a Command Results data 

C
opyrighted m

aterial licensed to B
R

 D
em

o by T
hom

son R
euters (S

cientific), Inc., subscriptions.techstreet.com
, dow

nloaded on N
ov-28-2014 by Jam

es M
adison. N

o further reproduction or distribution is perm
itted. U

ncontrolled w
hen printed.

Full document details: ISO IEC 13187-2011

http://www.avadocuments.com/doc/iso-iec-13187-2011
http://www.avadocuments.com/doc/iso-iec-13187-2011


 – 22 – 13187 © ISO/IEC:2011(E) 

element. Implementations shall always return Command Status data first in a Command 
Response. 

The CLP syntax defines the keywords and value specifications (data types and ranges or 
domains) that are used to document CLP command output. 

CLP output data is rendered in character form according to the rules set forth in 5.2.5 and 
5.2.2.1. By default, a CLP session renders all output data in an output format called "text". 
Text output format is defined to be human-readable text that is not suitable for machine-
parsing and will vary across implementations. In order to parse output data according to the 
CLP output data schema, selection of one of the CLP’s structured output formats is 
recommended. These formats are "keyword" and "clpxml". Implementations shall use the 
attribute keywords consistently to identify output data elements in each of the output formats. 
For example, the keyword "status" is rendered as a keyword in a "keyword=value" expression 
in "keyword" format and as an XML tag in "clpxml" format. 

Text mode output is optimized for human readability and is likely to vary from implementation 
to implementation and in situation to situation. For example, when in text output mode, 
Command Status Data may not display the numeric value of the status code when the 
command is successful but instead simply describe the resulting condition of the target after 
the command has completed. For example, when the command "stop system1" completes 
successfully, the text mode output may simply state "system1 stopped". By contrast, when a 
structured output mode is selected, the implementation shall include all of the required and 
supported optional elements of the Command Status Data in the output. 

The CLP Output Data Schema is documented in 5.2.3. 

The following subclauses contain data definitions for the output data elements in the CLP 
Output Data Schema. 

5.1.10.2 Command status data elements 

5.1.10.2.1 General 

This subclause states requirements related to Command Status Data Elements. 

Command Status data elements communicate the status of the command to the Client. 
Depending on the command verb and user-selected options, a command may continue to run 
after returning a response and control to the Client. In this case, the Command Status data 
also includes a Job Identifier that can be used to display the status of the command job at a 
later time. 

The implementation shall return the Command Status data element as the first data element 
in a Command Response. Implementations shall not include any data elements or properties 
in the Command Status data element other than those defined here. 

The Command Status data element includes 

• a Status property, 

• a Status Tag property, 

• a Processing Error property, 

• a Processing Error Tag property, 

• one or more Message data elements, 

• a Job data element. 

The Status property describes the outcome of the command. The Command Status 
documents the disposition of the command from the perspective of the CLP Session protocol. 
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Status for each command is one of four values: COMMAND COMPLETED, COMMAND 
SPAWNED, COMMAND PROCESSING FAILED, or COMMAND EXECUTION FAILED. If the 
command fails, then the Client can examine the subsequent Command Status data element to 
determine the cause of the failure. The Status Tag property is the descriptive string 
corresponding to the numeric value of the Status property. The complete list of Status and 
Status Tag values are listed in Table 4. 

Processing Errors are conditions detected by the Command Processor prior to creating a job 
to execute the command. These are generally syntax-related errors. Two properties are 
defined for a Processing Error. The Processing Error property identifies the specific error that 
occurred when processing the command. The Processing Error Tag property is the descriptive 
string corresponding to the numeric value of the Processing Error property. The complete list 
of Processing Errors is in Table 6. 

Implementations may support the Status Tag and Processing Error Tag properties. 

5.1.10.2.2 Message data elements 

The Message element is a text message that describes the disposition of the command. By 
default, the status message is presented in English text. 

The Message data element includes 

• a Message property, 

• an Owning Entity property, 

• a Message Id property, 

• one or more Message Argument properties. 

When the Message data element is included in a Command Response, the implementation 
shall include the Message, Owning Entity, and Message Id properties, and may include one or 
more Message Argument properties. Implementations shall ensure that the value of the 
Message Id property together with the value of the Owning Entity property is unique. The 
Client can use these values to identify corresponding language translations of the Command 
Status message. 

To guarantee uniqueness, the Owning Entity property shall include a prefix string that 
uniquely identifies the entity that owns and defines the Owning Entity value. The prefix string 
shall include a copyrighted, trademarked, or otherwise unique name that is owned by the 
business entity or standards body defining the owning entity string. The implementation shall 
not return a status message that exceeds 256 characters. Implementations may support the 
Message data element. 

5.1.10.2.3 Job data elements 

The Job data element describes the job created to execute the command. 

The Job data element includes 

• a Job Identifier property, 

• a Job Error data element. 

The Job Identifier is used to identify the MAP job that represents the command execution. The 
Job Identifier is used to query for Command Status at a later time. The value of the Job 
Identifier property is the Job Identifier for the job spawned by the MAP to process a command. 
The implementation shall include the Job Identifier property whenever it returns a Job data 
element in a Command Response. 
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Job Errors are conditions that are detected by the implementation or by the Managed Element 
target of the command. These errors are detected after a job is created to execute the 
command. The Job Error properties provide details of the cause of the command failure. The 
Job Error data element includes 

• an Execution Error property, 

• an Execution Error Tag property, 

• one or more Message data elements, 

• a CIM Status property, 

• a CIM Status Description property, 

• a Severity property, 

• a Severity Description property, 

• a Probable Cause property, 

• a Probable Cause Description property, 

• one or more Recommended Action properties, 

• an Error Source property, 

• an Error Source Form property, 

• an Error Source Form Description property. 

When the Job Error data element is included in a Command Response, the implementation 
shall include the Execution Error, CIM Status, and Severity properties. When the Job Error 
data element is included in a Command Response, the implementation may include Message 
data elements and may include any other properties of the Job Error data element not 
explicitly required. A complete description of Job Error properties and values is found in 
5.2.4.2. 

The implementation shall include the Status property in the Command Status data element. 
Implementations may include the Status Tag property and may include the Message data 
element. The implementation shall not include the Processing Error or Processing Error Tag 
properties in the Command Status data element unless the Command Status is COMMAND 
PROCESSING FAILED. When the Command Status is COMMAND PROCESSING FAILED, 
the implementation shall include the Processing Error property in the Command Status data 
element. 

When the Command Status is COMMAND EXECUTION FAILED, the implementation shall 
include the Job data element in the Command Status data element and shall include the Job 
Error data element in the Job data element. 

When the Command Status is COMMAND PROCESSING FAILED, the implementation shall 
not include the Job data element in the Command Status data element. 

When the Command Status is COMMAND SPAWNED, the implementation shall include the 
Job data element in the Command Status data element and shall not include the Job Error 
data element in the Job data element. 

When the Command Status is COMMAND COMPLETED, the implementation shall include the 
Job data element in the Command Status data element and shall not include the Job Error 
data element in the Job data element. When the Command Status is Completed, the 
implementation shall include the Command Results data element in the Command Response. 

5.1.10.3 Command results data elements 

The output data elements for Command Results are defined by command verb-specific 
Command Results schema. 
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Command Results data elements include 

• command-specific output data elements as defined by the command verb’s 
specification, 

• target-specific data elements as defined by the SM Profiles. 

The specification for each CLP command verb documents the applicable Command Results 
schema for that command. See Clause 6 for command specifications and their corresponding 
Command Result schema. 

In addition, CLP commands return output data that is relevant to the particular Managed 
Elements or Associations that were identified as the command target. Target-specific data 
elements are returned in the Command Results data. 

See DSP0216 for the keywords and value specifications that are relevant to each class of the 
target Managed Element. 

5.1.11 Session prompt 

CLP session output shall include a session prompt. The CLP defines a specific output format 
and character string that are used to delineate the session prompt. 

CLP session output shall be of the following form: 

<OUTPUT><IMP PROMPT><CLP PROMPT> 

where 

• OUTPUT is the Command Response. The Command Response shall be formatted 
according to one of the CLP-defined output formats; 

• IMP PROMPT is the implementation’s optional prompt string, which shall not contain the 
CLP PROMPT string; 

• CLP PROMPT is the CLP standard prompt string, "-> ". The CLP prompt string shall appear 
after each Command Response. 

Implementations shall include the CLP prompt string, "-> " (hyphen, greater than, space) 
after every Command Response returned to the Client. Implementations shall not return any 
text after the prompt. 

Implementations may omit an implementation-provided prompt string. If the implementation 
provides an implementation prompt string, the implementation shall insert the prompt string 
after the CLP Command Response data and before the CLP prompt string. 

Implementations may vary the implementation prompt string from Command Response to 
Command Response. The implementation is not required to maintain a consistent prompt 
string. 

The CLP is a command-response text-based message protocol. An implementation of the CLP 
Service shall return a response to each command presented by the Client. Implementations of 
the CLP Service shall not accept any further commands from the Client until after the 
implementation returns a Command Response for the currently outstanding command. 

Because the CLP is primarily for use by a human user, the CLP Service shall return a 
Command Response within a "reasonable amount of time". The CLP Service shall be capable 
of spawning any commands that it determines to be long running. When commands are 
spawned, the CLP Service shall return an interim Command Response containing the Job 

C
opyrighted m

aterial licensed to B
R

 D
em

o by T
hom

son R
euters (S

cientific), Inc., subscriptions.techstreet.com
, dow

nloaded on N
ov-28-2014 by Jam

es M
adison. N

o further reproduction or distribution is perm
itted. U

ncontrolled w
hen printed.

Full document details: ISO IEC 13187-2011

http://www.avadocuments.com/doc/iso-iec-13187-2011
http://www.avadocuments.com/doc/iso-iec-13187-2011


 – 26 – 13187 © ISO/IEC:2011(E) 

Identifier that is to be used by the Client to retrieve the Command Status and results when the 
command completes. 

5.1.12 Extending the command line protocol 

The CLP can be extended by a vendor in one of the following ways: 

• supplying vendor-specific command verbs, options, target addresses, or properties; 

• adding vendor-specific information to standard CLP command verb output. 

Vendor extensions are conspicuously named as described in 5.2.7 so that the user is aware 
that the use of the extension is non-standard. The syntax clause of this document defines 
areas of vendor extensibility and the requirements in effect for those extensions. 

5.2 Syntax 

5.2.1 General 

The CLP implements a small and easily remembered set of verbs (Clause 6) that apply across 
the entire target address space (5.1.4). This allows users to quickly understand the function 
available to them and then apply that knowledge across a wide variety of environments. 
These verbs provide a consistent set of output (5.1.10), which further simplifies understanding 
by both the new and experienced user as they move from implementation to implementation 
and from simple to complex behaviors. As users become more experienced and sophisticated, 
they can further refine the behavior of these verbs using a set of Command Line options that 
are also standard across the entire CLP verb space (Clause 7). 

5.2.2 Basic command syntax 

5.2.2.1 Character set, delimiters, special, and reserved characters 

The SM CLP basic command syntax is described in the following subclauses. 

All implementations of the CLP shall interpret the characters provided by the transport as 
UTF8 representation of the characters, including those in Table 1, and shall interpret the 
characters in Table 1 according to the description included in Table 1. 
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Table 1 – CLP reserved characters and character sequences 

Character or 
sequence Name Description / Uses 

" " space Command line term separator. 
` escape character Escape character (the backquote character), used in front of 

reserved characters to instruct the command parser to use the 
reserved character without special meaning. When the escape 
character is not followed by a reserved character, it is treated as 
a normal character in the string that contains it. 

<cr> 
<lf> 
<cr><lf> 

end-of-line Each of these sequences is accepted as an end-of-line indicator. 

<escape 
character><end-
of-line> 

line continuation An escape character placed immediately before the end-of-line 
sequence indicates that the current line is continued to the 
following line. The following line will be appended to the current 
line. 

, comma Delimits items in an option argument term that is to be interpreted 
as a list of option arguments. Also delimits values for an option 
argument. 

= assignment operator A single equal sign '=' is used to separate a property name from 
a desired value for the property when used with verbs that modify 
or create an instance. It will not have a space before or after it in 
an expression of a property and its value. 

== equivalence operator Two consecutive equal signs "==" without white space between 
them are used to separate a property name from a desired value 
when filtering instances for which results are returned. 

- hyphen When preceded by a space, the hyphen is the CLP option 
indicator. 

/ 
\ 

address term 
separator 

Separates the UFiT terms of a target address. 

=> association separator Used to separate an association from the portions of the 
command target term that identify the instances the association 
references. 

. dot Recognized as a special target address token meaning "this 
container". 

.. dot-dot Recognized as a special target address token meaning "the 
container of this container". 

( ) parentheses In an option argument term that is a comma-separated list, 
delineates the values of an argument from the next option 
argument. 

" double quote Delineates a string of text that may contain the CLP term 
separator (space) so that the CLP Command Processor will treat 
the delineated text as one string. 

"-> " CLP PROMPT 
(hyphen, greater-
than, space) 

Literal representation of the CLP prompt. 

SESSION SESSION Reserved target representing the current session. 

5.2.2.2 Case sensitivity 

The general CLP Command Line syntax is not case sensitive. Command verb, option, target, 
and property names may be expressed in any combination of uppercase and lowercase 
characters. Implementations shall accept command verb, option, option argument, target, and 
property names expressed in any combination of uppercase and lowercase characters. 
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EXAMPLE "show", "Show", and "SHOW" are all valid expressions of the CLP verb "show". "-o 
Format=clpxml", "-O format=clpxml", and "-OUTPUT FORMAT=clpxml" are all valid expressions of the output 
option and format argument. 

For readability, this standard documents all verb, option, target, and property names in 
lowercase. 

The CLP places no restrictions on case sensitivity for the interpretation of property values. 
Interpretation of property values (including case sensitivity) is determined by the profile that 
defines the target to which the property belongs. Requirements for the input format of 
common property types are specified in DSP0216. 

5.2.2.3 Command Line terms 

5.2.2.3.1 General 

This subclause details the requirements for Command Line terms. 

A CLP Command Line consists of four types of terms: verbs, options and option argument 
terms, command target terms, and target property terms. Each term on the Command Line is 
separated from other terms by the CLP command term separator character, " " (space). (See 
5.2.2.1 for the list of CLP special and reserved characters.) Implementations shall recognize 
the CLP command term separator character, beginning of line, and end of line as delimiting 
terms on the Command Line. 

Implementations shall recognize the end-of-line character as terminating a single Command 
Line unless it is preceded by the CLP escape character. 

A single Command Line may be continued across end-of-line by using the CLP escape 
character immediately before the end-of-line character. The implementation shall not initiate 
command processing until after the complete command has been received by the CLP. If an 
implementation receives a Command Line that contains zero characters or consists entirely of 
the command term separator character, implementations shall return a Command Response 
that contains exactly zero characters. The effect of this requirement is such that a blank line 
is not reported as an error and instead results in a CLP prompt being returned. 

5.2.2.3.2 Verb 

The implementation shall expect the command verb to be the first term in a command. The 
implementation will expect the command verb to be one of the specified CLP command verbs 
listed in Clause 6 or an OEM command line extended form as defined in 5.2.7.3.3. 
Implementations shall not support any verbs other than the CLP verbs defined in this standard 
and any command verbs identified as OEM verbs according to 5.2.7.3.3. When the first term 
in a Command Line is not a CLP verb and is not identified as an OEM verb according to the 
rules in 5.2.7.3.3, the implementation shall not execute the command and shall return a 
Command Status of COMMAND PROCESSING FAILED and a Processing Error of 
COMMAND NOT RECOGNIZED. 

5.2.2.3.3 Options and option arguments 

Command options may be included immediately after the command verb. Command options 
are recognized by the option indicator character, "-" (single hyphen). If options are specified 
in a command, the options and their arguments shall occur immediately after the command 
verb and before the optional command target term and target properties. 

Command options either require an argument or require no argument. 

Options that require no argument are separated from the subsequent options, command 
target term, or target property names by the command term separator character. Options that 
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require arguments are separated from their option argument term by the command term 
separator character. An option argument will be one or more argument names or 
argument/value pairs. The comma is used to delimit arguments and argument/value pairs 
within the option argument term. The comma is also used to delimit values within an argument 
value. Using the comma for two types of tokenization within the option argument term could 
result in ambiguity when parsing an option argument term. To eliminate the potential for 
ambiguity, parentheses are used to enclose argument values which can be comma-delimited 
lists. When processing an option argument term, implementations will tokenize the option 
argument term using the comma as a delimiter unless the comma is enclosed in parentheses, 
in which case the implementation will ignore it. Implementations shall interpret a " , " (comma) 
as delimiting arguments in the option argument term unless the comma is preceded by a left 
parenthesis "( " ,  in which case the implementation shall ignore any commas that occur prior to 
a matching right parenthesis ") " . If while parsing a Command Line an implementation 
encounters an option it does not recognize, the implementation shall not execute the 
command and shall return a Command Status of COMMAND PROCESSING FAILED and a 
Processing Error of INVALID OPTION. 

5.2.2.3.4 Target Address 

A Target Address is a string that follows the Target Address Syntax and is used to identify the 
target of a command. The SM CLP supports several types of target addressing. It supports 
individual instance addressing as defined in  DSP0215. Instance addressing is extended to 
include support for Relative Target Addresses. It adds support for addressing instances of a 
particular class and support for addressing an instance or instances of an association relative 
to target instances that the association references. 

Implementations shall require that if the command target term is included in the Command 
Line, the command target term is the first term that is not an option after the command verb. 
Implementations shall require that when the command target term is included in the 
command, the command target term appears before any target property names. 

The implementation shall observe the following ordered rules for determining if the first non-
option or option argument term after the verb is treated as a command target term. 

• If the first non-option or option argument term after the verb contains one of the 
following CLP reserved addressing terms (" . "  [dot], " . . "  [dot dot], address term 
separator, "=>" [association separator], or SESSION) and the term is unescaped, the 
implementation shall interpret the term as a command target term. 

• If the first non-option or option argument term after the verb ends in an integer or an 
"*" (asterisk) and does not contain an unescaped assignment operator or equivalence 
operator, the implementation shall interpret the term as a command target term. 

• When the Command Processor discovers that the first non-option or option argument 
term after the verb is not a command target term, the Command Processor shall 
assume that the term, and any subsequent terms, are target property terms. 

These rules enable a Client wishing to ensure consistent results when specifying a command 
target term to do so through the inclusion of one of the CLP reserved addressing terms. When 
the implementation determines that a command target term has been specified, the 
implementation shall validate the command target term against the all-legal-targets production 
of the grammar specified in Annex A. If the command target term is invalid, the 
implementation shall return a Command Status of COMMAND PROCESSING FAILED and a 
Processing Error of INVALID TARGET. 

The order of precedence for determining the Resultant Target of a command is defined in 
5.1.4. 

5.2.2.3.5 Target address syntax 

Target addresses in the SM CLP are composed of the following parts: 
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• UFiT—A UFcT concatenated with an integer suffix. Selects a specific Managed 
Element in a given container; 

• UFsT—A UFcT concatenated with an asterisk. Selects all instances of the type 
specified by the UFcT within a given container; 

• address term separator (/ or \)—When located at the beginning of a command target 
term, represents the root of the address space. When used to separate two UFiTs in 
an address, represents an Addressing Association between them; 

• association separator (=>)—Delimits an Association Class within a target address. The 
portion of the target address preceding, and optionally following, the Association Class 
identifies one, or both, Managed Elements referenced by the target Association 
instance; 

• dot (.)—Reserved term meaning "this target"; 

• dot dot (..)—Reserved term meaning "the container of this target". 

Each UFiT is a short, text string identifier of a Managed Element in the address space of the 
MAP. A UFiT is of the form "UFcT<integer suffix>" where the first component is a short, 
text string tag that identifies the class of Managed Element and the second component is an 
integer suffix that uniquely identifies the Managed Element in its container. 

An instance address is a sequence of Managed Element tags, or UFiTs, separated by the 
slash character. Any UFiT that is followed by a slash character indicates that the remaining 
target address path is contained within that Managed Element. A UFiP is an Absolute Target 
Address that references exactly one Managed Element and does not contain any of the CLP 
addressing extensions (dot, dot dot, or SESSION). The CLP Command Line grammar is 
formally defined in Annex A. 

The general syntax of an instance address is as follows (in ABNF form): 

[ <address term separator>] *[ ( "." / ".." / <UFiT>) <address term separator>] 
<UFiT> 

By successively interpreting each term of the command target term and performing any 
substitutions necessary, it is possible to create a UFiP identifying the Managed Element that 
is the target of the command. 

Some SM CLP commands can be invoked against a UFsT. When the target address path 
terminates in a UFsT, the Command Processor interprets the command to be targeted to all 
Managed Elements of that class within that container or uses the class tag as a selector for 
the action specified by the verb. The general syntax of a target address path of this type is as 
follows: 

[<address term separator>] *[ ( "." / ".." / <UFiT>) <address term separator>] 
<UFsT> 

As mentioned previously, the SM CLP supports addressing an instance or instances of an 
association. The general syntax for targeting an association is as follows: 

[[<address term separator>] *[ ( "." / ".." / <UFiT>) <address term separator>] 
<UFiT>] "=>"<Association Class>["=>"<address term separator> [*(<UFiT> <address 
term separator>) <UFiT>] ] 

The target address terms leading up to the first occurrence of "=>" are used in accordance 
with the rules for generating an instance address path. This instance address path identifies 
one of the Managed Elements referenced by the target association. Following these rules, if 
no target address terms precede the first "=>", the CDT will be selected as the referenced 
instance. The <Association Class> identifies the Association Class that will be searched 
for instances. The second occurrence of "=>" and following additional target address terms 
are optional. The second "=>" is the ending delimiter of the <Association Class>. The 
target address terms which follow are used to construct an instance address path identifying 
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the other Managed Element referenced by the association. If the second set of address terms 
is omitted, the implementation will return all instances of the Association Class that reference 
the instance addressed on the left-hand side. 

Using the target notation, the following example target addresses can be constructed: 

/ 
/system1 
\system1 
system1 
/system1/alarm3 
alarm3 
../rack3 
hw1/./../../rack3 
.. 
. 
/system1=>AssociatedPowerManagementService=>/system1/service24 
../system1/cpu1=>SystemDevice=>/system1 
../system1/cpu1=>SystemDevice 

5.2.2.3.6 Target address evaluation 

5.2.2.3.6.1 General 

CLP commands fall into two categories: commands that accept a command target term and 
commands that do not. Not all commands that accept a command target require one to be 
included. The rules of precedence that govern choosing among an Implicit Command Target, 
the CDT, and a command target term are detailed in 5.1.4.3. This subclause describes the 
rules for evaluating the command target term if it is specified. 

The command target term can be either a Relative Target Address or an Absolute Target 
Address. The command target term will identify a specific Managed Element, a set of 
Managed Elements identified by their class, a specific association, or the associations of a 
particular Association Class which reference a specific Managed Element. 

5.2.2.3.6.2 Rules for addressing a specific association 

If the command target term includes exactly two occurrences of the association separator, the 
implementation shall evaluate the command target term according to the following rules. 

• The implementation shall interpret the characters between the two occurrences of the 
association separator as identifying the Association Class. 

• The implementation shall interpret all characters prior to the first occurrence of the 
association separator as a single token. The implementation shall evaluate the token 
according to the "Rules for Addressing a Target Instance" (5.2.2.3.6.5). 

• The implementation shall interpret all characters after the second occurrence of the 
association separator as a single token. The implementation shall evaluate the token 
according to the "Rules for Addressing a Target Instance" (5.2.2.3.6.5). 

The implementation shall set the Resultant Target for the command to the association 
instance of the type specified by the Association Class such that the association references 
the Managed Element identified by the instance address preceding the first association 
separator and the association references the Managed Element identified by the instance 
address following the second occurrence of the association separator. 
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5.2.2.3.6.3 Rules for addressing instances of an association 

If the command target term includes exactly one occurrence of the association separator, the 
command target term is assumed to be targeting all instances of a particular Association 
Class that reference a Managed Element instance, and the implementation shall evaluate the 
command target term according to the following rules: 

• The implementation shall interpret the characters between the occurrence of the 
association separator and the Command Line term separator as identifying the 
Association Class. 

• The implementation shall interpret all characters prior to the first occurrence of the 
association separator as a single instance address. The implementation shall evaluate 
the instance address according to the "Rules for Addressing a Target Instance" 
(5.2.2.3.6.5). 

The implementation shall set the Resultant Target to the set of associations such that for 
each association in the set, the association is of the type specified by the Association Class 
and references the Managed Element identified by the instance address preceding the first 
occurrence of the association separator in the command target term. 

5.2.2.3.6.4 Rules for addressing a target instance/class 

If the command target term does not include any occurrences of the association separator, 
the implementation shall evaluate the command target term according to the "Rules for 
addressing a target instance" (5.2.2.3.6.5). 

5.2.2.3.6.5 Rules for addressing a target instance 

Implementations shall evaluate instance address terms according to the following rules: 

• If the instance address term begins with the address term separator, the instance 
address term is considered to be an Absolute Target Address. The implementation 
shall interpret an Absolute Target Address as relative to the Managed Element 
instance that is the root of the MAP’s address space. 

• If the instance address term does not begin with the address term separator, the 
instance address term is considered a Relative Target Address. The implementation 
shall interpret a Relative Target Address as relative to the Current Default Target and 
shall prepend the instance address term with the UFiP of the Current Default Target 
and an address term separator prior to evaluating the instance address term. 

• Implementations shall evaluate the instance address term from left to right as follows, 
using the address term separator as a token delimiter. 
– If the token is a " . " (dot), remove the token from the instance address term. 
– If the token is a ". . "  (dot dot), remove the token from the instance address term 

and remove the preceding UFiT, if a preceding UFiT is present. 
– If the token is a UFiT, leave it in the instance address term. 
– If the token is a UFsT, leave it in the instance address term. 

After evaluating the instance address term using the preceding rules, the instance address 
term will be a UFiP and is the Resultant Address produced by applying the rules for 
addressing a target instance. Note that after applying these rules, it is possible that the 
Resultant Address will consist of a single address term separator character. Implementations 
shall interpret this Resultant Address as equivalent to the UFiP of the Managed Element that 
is the root of the address space. 

5.2.2.3.7 Target properties 

5.2.2.3.7.1 General 

This subclause specifies constraints for target properties. 

C
opyrighted m

aterial licensed to B
R

 D
em

o by T
hom

son R
euters (S

cientific), Inc., subscriptions.techstreet.com
, dow

nloaded on N
ov-28-2014 by Jam

es M
adison. N

o further reproduction or distribution is perm
itted. U

ncontrolled w
hen printed.

Full document details: ISO IEC 13187-2011

http://www.avadocuments.com/doc/iso-iec-13187-2011
http://www.avadocuments.com/doc/iso-iec-13187-2011


13187 © ISO/IEC:2011(E) – 33 – 

 

Many CLP verbs accept target property terms as input to the command. Target property terms 
always contain a target property name and optionally contain the assignment or equivalence 
operator followed by a property value. Implementations shall interpret terms appearing in the 
Command Line after the command target term as target property terms. Implementations shall 
interpret target property names in a case-insensitive manner. 

When the command target term is omitted, implementations shall interpret any non-option 
name terms as target property terms. 

When a structured output is specified, the implementation shall return string values for each 
property name and property value such that the implementation will accept the property name 
and property value as input when they are specified according to the rules in "Rules for 
Specifying Target Property Values" (5.2.2.3.7.2). There are three types of target property 
terms: terms that include the assignment operator, terms that include the equivalence 
operator, and terms that do not include either. Terms that include the assignment operator are 
used to indicate a desired value to assign to a property and are interpreted according to 
"Using the Assignment Operator" (5.2.2.3.7.4). Terms that include an equivalence operator 
are used to indicate a property name and desired value for the property when filtering for an 
instance with that property and are interpreted according to the rules in "Using the 
Equivalence Operator" (5.2.2.3.7.5). 

5.2.2.3.7.2 Rules for specifying target property values 

A CLP implementation will accept target property values as part of a target property term. 
They can be used with some CLP verbs (create and set) to specify a value to assign to a 
property or with some CLP verbs and options (show and display) to filter results based on a 
property/value match. When a user specifies a target property value on the Command Line, 
the implementation shall enforce the following syntax: 

If the property value contains a CLP reserved character, the value is enclosed in quotes. 
If the property value includes a " (double quote) character, the " (double quote) is 
escaped using the CLP escape character. 

The specific format of the value for a property is defined in DSP0216. Note that in the case of 
a property that is a Value/ValueMap, the string supplied as a value to the property for 
assignment could be the string representation of the numeric value or the actual value 
mapped string constant. 

5.2.2.3.7.3 Rules for specifying array properties 

Some properties on Managed Elements are arrays. The CLP provides two methods for 
dealing with array properties. Implementations shall support both methods. The first method 
allows individual positions within an array property to be addressed by index using bracket 
notation. Bracket notation consists of a property name followed by an opening bracket (' [ ' ), 
followed by one or more characters specifying the desired index, followed by a closing bracket 
(' ] ' ). Note that no white space occurs anywhere between the property name and the closing 
bracket. When a property target term includes a ' [ '  character, followed by a ' ] '  character, the 
implementation shall interpret the characters that occur between the two brackets as 
specifying the index of the position within the array property that is being addressed. For each 
array property, legal values for the index are defined by the MOF ( Common Information 
Model (CIM) Schema, version 2.12) that defines the class to which the property belongs. The 
syntax for addressing a position within an array property is as follows: 

<property name>"["<index>"]" 

This syntax is supported wherever a property name/value is accepted by the CLP. 

The alternate approach is supported only for the assignment of values to an array property. It 
is documented in the following clause. If a client uses array notation with a property that is not 
an array property, the implementation will return an error. 
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5.2.2.3.7.4 Using the assignment operator 

The assignment operator is used to indicate a desired value to be assigned to a property. The 
syntax for using the assignment operator in a target property term is as follows: 

<property name>=<property value> 

When the property name contains the bracket notation defined in "Rules for Specifying Array 
Properties" (5.2.2.3.7.3), the implementation shall assign the property value to the array 
position identified by the index delimited by the brackets. 

If the property is multi-valued (an array), multiple array positions can be assigned using a 
comma-delimited list of values. When the target property value of a target property term is a 
comma-delimited list, the implementations shall interpret each comma-delimited token in the 
target property value as the value to be assigned to the corresponding array position of the 
property. When the comma-delimited token is a zero-length string, the implementation shall 
not assign a value to the corresponding array position. When <property name> identifies 
an array property, and neither of the two methods for managing array properties is used, the 
implementation shall attempt to assign <property value> to the first position in the array. 

5.2.2.3.7.5 Using the equivalence operator 

The equivalence operator is used to indicate that an implementation filters results for 
instances that have a property with the specified name and value. The syntax for using the 
equivalence operator is as follows: 

<property name>==<property value> 

When the property name contains the bracket notation defined in "Rules for Specifying Array 
Properties" (5.2.2.3.7.3), the implementation shall compare the property value to the value of 
the array position identified by the index delimited by the brackets. When <property name> 
identifies an array property, and the bracket notation defined in "Rules for Specifying Array 
Properties" is not used, the implementation shall compare <property value> to all array 
positions in the property. 

5.2.3 Output data schema 

5.2.3.1 General 

This subclause describes valid data elements and associated values for inclusion in a 
Command Response. 

5.2.3.2 Command Response organization 

In the absence of communication errors or session termination, every CLP command will 
result in a Command Response being returned to the Client. A Command Response consists 
of Command Status data and Command Results data. The Command Response data is 
ordered as follows: 

• Command Status data (for example, successful or errors/exceptions); 

• Command Results data (for example, information generated from/by the command). 

See 5.1.10 for full descriptions of the data elements. CLP command options described in 
Clause 7 control the content and format of output data. 

5.2.3.3 Common output keywords 

Common output keywords (Table 2) are those data elements that may appear in any response 
data. Common keywords are used for data organization purposes—identification, grouping, 
sorting, and so on. 
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Table 2 – Common output keywords 

Keyword Definition 
association Indicates that the data is a target association. 
endgroup Indicates the end of a group of output data elements. 
group Indicates the beginning of a new group of output data elements that are to be 

interpreted as a group. 
property, 
properties 

Indicates that the data is a target property name. 

target Indicates that the data is a Managed Element that may contain other Managed 
Elements. 

targets Indicates that the data lists targets contained in an element. 
ufct Indicates that the data is a User-Friendly class Tag. 
ufit Indicates that the data is a User-Friendly instance Tag. 
ufip Indicates that the data is a User-Friendly instance Path (fully qualified path). 
verb, verbs Indicates that the data is a command verb name. 
endoutput Indicates the end of a "keyword" Command Response. 

5.2.4 Command Status data elements 

The following subclauses describe the constraints on each of the Command Status data 
elements. 

5.2.4.1 Command Status Keywords 

A Command Response includes Command Status data elements. 

Table 3 lists the keywords used to identify properties of the Command Status data elements. 

Table 3 – Command Status keywords 

Keyword Definition 
status The Status property. This is one of the values defined in Table 4. 
status_tag The status_tag property. This is one of the values defined in Table 4. 
error The Processing Error property detected by the CLP Service. This is one of the integer 

values in Table 6. 
error_tag The error_tag property. This is the string value in Table 6. 

The Command Status indicates the processing disposition of the command entered. When the 
status keyword is returned, implementations shall assign it one of the values listed in 
Table 4. When the status_tag keyword is returned, implementations shall assign it the 
value in Table 4 that corresponds to the value of the status keyword. 
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Table 4 – Command Status values and tags 

status status_tag Description 

0 COMMAND COMPLETED 
 

Status = Completed. The command and any associated 
jobs have completed successfully. The command and any ME 
jobs completed within command execution. No job remains in-
flight and no job ID is active for this command. 

1 COMMAND SPAWNED Status = Spawned. The command returned an interim 
response to the Client but continues to run as a spawned job. 
The Job ID of the spawned command may be used to retrieve 
the Command Status. 

2 COMMAND PROCESSING FAILED Status = COMMAND PROCESSING FAILED. No job was 
created. No job remains in-flight and no job ID is active for this 
command. 

3 COMMAND EXECUTION FAILED Status = COMMAND EXECUTION FAILED. The command 
and any associated jobs ran to completion and failed. The 
command and any ME jobs completed within command 
execution. 

Table 5 lists the keywords used to identify properties of the Message data element. Each 
message_arg identifies a string value for insertion into the message text. If an 
implementation supports message argument insertion into message text, the implementation 
shall identify each insertion location in the message text using the character sequence {n}. 
Implementations shall interpret the value of n as identifying the index of the message 
argument to insert. 

Table 5 – Message keywords 

Keyword Definition 
message Message data element—A free-form text explanation of the Command Status or 

error. 
message_id Message Id data element—A unique text string identifier for the status or error 

message that can be used by the Client to locate any translations of the message in other 
languages. 

message_arg Message Argument data element—Substitution value for insertion into a message. 
owningentity Owning Entity data element—A unique string identifier for the owner of the 

message identifier. The owning entity and message id combine to form a unique key for 
looking up message text translations. 

Table 6 lists the valid values for the error and error_tag keywords. When an 
implementation includes the error and error_tag keywords in a Command Response, the 
implementation shall assign them values from Table 6. 
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Table 6 – Processing error values and tags 

error error_tag Description 

255 COMMAND ERROR – 
UNSPECIFIED 

Unspecified command error; used only when other command 
errors are not applicable. 

254 COMMAND NOT SUPPORTED The command is recognized as a CLP command verb but is not 
supported by this implementation. 

253 COMMAND NOT RECOGNIZED The command is syntactically correct, but the implementation 
does not recognize the first term in the command as a verb (that 
is, cannot report "not supported" because the verb is unknown to 
the implementation). 

252 COMMAND SYNTAX ERROR The command is recognized as a CLP command verb, but the 
syntax has not been correctly followed. 

251 INVALID OPTION  The command is recognized as a CLP command verb, the syntax 
is correct, but an option is not valid. 

250 INVALID ARGUMENT The command is recognized as a CLP command verb, the syntax 
is correct, but an argument value for an option is not valid. 

249 OUTPUT FORMAT NOT 
SUPPORTED 

The user selected an output format that is not supported by this 
implementation. 

248 MISSING ARGUMENT The command is recognized as a CLP command verb, the syntax 
is correct, but an argument value for an option is missing. 

247 OPTION NOT SUPPORTED The command is recognized as a CLP command verb, the syntax 
is correct, but an option is not supported. 

246 INVALID TARGET The first non-option or option argument term after the verb 
contained a CLP addressing character but did not adhere to the 
CLP command target term syntax. 

245 REQUIRED OPTION MISSING The specified command requires an option that was not supplied. 
244 QUEUE FULL A job cannot be started to execute the command. 
243 UNRECOGNIZED OEM 

EXTENSION 
The Command Line includes an OEM Extension Name String that 
is unrecognized by the implementation. 

242 MISSING REQUIRED TARGET The command verb requires that a command target term be 
specified to identify a specific target for the command, and a 
command target term was not included in the Command Line. 

241 FUNCTION NOT SUPPORTED The command syntax is valid but included a request for optional 
behavior that is not supported by this implementation. 

When an error occurs processing a command prior to creating a job to execute the command 
and this standard does not identify a specific Processing Error to use to indicate the error 
condition, the implementation shall return a Command Status of COMMAND PROCESSING 
FAILED and a Processing Error of COMMAND ERROR – UNSPECIFIED. 

5.2.4.2 Job Error keywords 

When the Command Status is COMMAND EXECUTION FAILED, a Job Error will follow the 
Command Status to describe the details of the failure. Table 7 defines the valid keywords and 
values for the Job data element. The accepted values and corresponding descriptions for 
each value are provided in the tables that follow. For each keyword, implementations shall 
return data that conforms to the restrictions specified for the keyword in Table 7. 
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Table 7 – Job Error keywords 

Keyword Definition 
job_id Job Identifier—An integer value in the range [1, 65535] inclusive. 
errtype Execution Error—Provides the primary classification of the error.  
errtype_desc Execution Error Tag—The character string tag corresponding to the Execution 

Error. 
cimstat CIM Status—A value that describes the error as it relates to the CIM Server. 
cimstat_desc An enumerated string, corresponding to the value of cimstat. 
severity A value that describes the severity of the error from the notifier's point of view. 
severity_desc An enumerated string, corresponding to the value of severity. 
probcause A value that describes the probable cause of the error. 
probcause_desc An enumerated string, corresponding to the value of probcause. 
recmdaction A free-form string that describes a recommended action. Zero or more 

recommended actions appear per Job Error occurrence. 
errsource A string that identifies the Managed Element generating this Job Error instance.  
errsourceform A value that identifies the format of the error source string identifier. 
errsourceform_desc A free-form string describing and corresponding to the error source format. 

The Execution Error property communicates the primary category of the Job Error. If an 
implementation includes the errtype keyword in a Command Response, the implementation 
shall assign the keyword one of the values from Table 8. If an implementation includes the 
errtype_desc keyword in a Command Response, the implementation shall assign the 
keyword the value from Table 8 that corresponds to the value assigned to the errtype 
keyword. The values for errtype and errtype_desc correspond to the ValueMap and 
Values for the ErrorType property of CIM_Error. 

Table 8 – Error Type values and descriptions 

errtype errtype_desc Description 

0 Unknown None 
1 Other None 
2  Communications Error The command or operation cannot be initiated because 

the ME is not responding. 
or 
The job is terminated because the target ME is not 
responsive and the MAP cannot determine the progress of 
the operation. Note that the state change activity may still 
be in-progress at the ME but the implementation cannot 
communicate with the ME to determine the status. 

3  Quality of Service Error None 
4  Software Error None 
5  Hardware Error None 
6  Environmental Error None 
7  Security Error None 
8  Oversubscription Error None 
9  Unavailable Resource Error CLP Service cannot acquire needed internal resources to 

process the command. 
10  Unsupported Operation Error None 

The CIM Status property communicates any management layer or instrumentation layer errors 
encountered by the CLP Service in its attempt to initiate the requested operations for the 
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specified targets. Errors that occur when attempting to set the value for a property result in 
one of the errors listed in Table 9 being returned. If an implementation includes the cimstat 
keyword in a Command Response, the implementation shall assign the keyword one of the 
values from Table 9. If an implementation includes the cimstat_desc keyword in a 
Command Response, the implementation shall assign the cimstat_desc keyword the value 
from Table 9 that corresponds to the value assigned to the cimstat keyword. The values for 
cimstat and cimstat_desc correspond to the ValueMap and Values for the 
CIMStatusCode property of CIM_Error. 

Table 9 – CIM Status code values and descriptions 

cimstat cimstat_desc Description 

1 CIM_ERR_FAILED  A general, unspecified error occurred. 
2 CIM_ERR_ACCESS_DENIED  The user does not have proper 

authorization to use the command. 
or 
The command was authorized for the user, 
but the user is not authorized to perform a 
resulting operation on this or a dependent 
target ME. 
or 
The user does not have access to a CIM 
resource.  

3 CIM_ERR_INVALID_NAMESPACE  The target namespace does not exist. 
4 CIM_ERR_INVALID_PARAMETER  The verb is recognized, the command 

syntax is correct, option names are correct, 
but an option argument value is not valid. 
One or more target property values or 
option argument values that specify target 
properties are invalid. 

5 CIM_ERR_INVALID_CLASS  The class indicated by the UFcT or the 
Association Class does not exist in the 
scope of the command. 

6 CIM_ERR_NOT_FOUND  The command target is not found. 
The requested UFiT could not be found or 
was unresponsive. 

7 CIM_ERR_NOT_SUPPORTED  The command is valid but the target 
specified does not support the necessary 
operation or operations needed to carry out 
the command. 
or 
The user has requested an operation that 
is not supported by this target ME. 

8 CIM_ERR_CLASS_HAS_CHILDREN  The operation cannot be carried out on this 
class because it has subclasses with 
instances. 

9 CIM_ERR_CLASS_HAS_INSTANCES  The operation cannot be carried out on this 
class because it has instances. 

10 CIM_ERR_INVALID_SUPERCLASS  The operation cannot be carried out 
because the superclass does not exist. 

11 CIM_ERR_ALREADY_EXISTS  The operation cannot be carried out 
because the specified UFiT already exists. 

12 CIM_ERR_NO_SUCH_PROPERTY  The specified property does not exist for 
the command target. 

13 CIM_ERR_TYPE_MISMATCH  The value supplied for a property is 
incompatible with the property’s data type. 
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cimstat cimstat_desc Description 

14 CIM_ERR_QUERY_LANGUAGE_NOT_SUPPORTED  (RESERVED FOR FUTURE USE) 
15 CIM_ERR_INVALID_QUERY  (RESERVED FOR FUTURE USE) 
16 CIM_ERR_METHOD_NOT_AVAILABLE  The extrinsic method could not be 

executed for the command target. 
or 
An operation currently executing on the 
target is performing an internal function 
such that the requested operation cannot 
be concurrently executed. 
or 
The target ME is in use by another session. 

17 CIM_ERR_METHOD_NOT_FOUND  The user has requested an operation that 
is not recognized by the target ME. 
The specified extrinsic method could not be 
found for the command target. 

18 CIM_ERR_UNEXPECTED_RESPONSE  The returned response from the target was 
unexpected. 
or 
The job spawned by the previous 
command has ended prematurely and 
failed. For example, a firmware update may 
abort if retrieval of an image from a URI 
times out.  

19 CIM_ERR_INVALID_RESPONSE_DESTINATION  (RESERVED FOR FUTURE USE) 
20 CIM_ERR_NAMESPACE_NOT_EMPTY  (RESERVED FOR FUTURE USE) 

The Severity property communicates the urgency of the error, from the MAP’s perspective. If 
an implementation includes the severity keyword in a Command Response, the 
implementation shall assign the keyword one of the values from Table 10. If an 
implementation includes the severity_desc keyword in a Command Response, the 
implementation shall assign the severity_desc keyword the value from Table 10 that 
corresponds to the value assigned to the severity keyword. The values for severity and 
severity_desc correspond to the ValueMap and Values for the PerceivedSeverity property 
of CIM_Error. "1" is not specified in the ValueMap and therefore is reserved by the CLP. 

Table 10 – Severity values and descriptions 

severity severity_desc Description 

0 Unknown The severity is unknown or unassigned by the implementation. 
1 Reserved This value is reserved and should not be used. 
2 Low  Used for non-critical issues such as invalid parameters, incorrect usage, and 

unsupported functionality.  
3 Medium  Used to indicate action is needed, but the situation is not serious at this time.  
4 High  Used to indicate action is needed immediately.  
5 Fatal  Used to indicate a loss of data or unrecoverable system or service failure. 

The Probable Cause and Probable Cause Description properties identify the probable cause 
of an execution error. Any errors generated by the Managed Element itself are characterized 
in the Probable Cause property, described in Table 11. If an implementation includes the 
probcause keyword in a Command Response, the implementation shall assign the keyword 
one of the values from Table 11. If an implementation includes the probcause_desc 
keyword in a Command Response, the implementation shall assign the probcause_desc 
keyword the value from Table 11 that corresponds to the value assigned to the probcause 

C
opyrighted m

aterial licensed to B
R

 D
em

o by T
hom

son R
euters (S

cientific), Inc., subscriptions.techstreet.com
, dow

nloaded on N
ov-28-2014 by Jam

es M
adison. N

o further reproduction or distribution is perm
itted. U

ncontrolled w
hen printed.

Full document details: ISO IEC 13187-2011

http://www.avadocuments.com/doc/iso-iec-13187-2011
http://www.avadocuments.com/doc/iso-iec-13187-2011


13187 © ISO/IEC:2011(E) – 41 – 

 

keyword. The values for probcause and probcause_desc correspond to the ValueMap and 
Values for the ProbableCause property of CIM_Error. 

Table 11 – Probable cause values and descriptions 

probcause probcause_desc 

0 Unknown 

1 Other 

2 Adapter/Card Error 

3 Application Subsystem Failure 

4 Bandwidth Reduced 

5 Connection Establishment Error 

6 Communications Protocol Error 

7 Communications Subsystem Failure 

8 Configuration/Customization Error  

9 Congestion 

10 Corrupt Data  

11 CPU Cycles Limit Exceeded 

12 Dataset/Modem Error  

13 Degraded Signal 

14 DTE-DCE Interface Error  

15 Enclosure Door Open 

16 Equipment Malfunction  

17 Excessive Vibration 

18 File Format Error  

19 Fire Detected  

20 Flood Detected 

21 Framing Error  

22 HVAC Problem  

23 Humidity Unacceptable 

24 I/O Device Error  

25 Input Device Error  

26 LAN Error 

27 Non-Toxic Leak Detected  

28 Local Node Transmission Error 

29 Loss of Frame  

30 Loss of Signal  

31 Material Supply Exhausted  

32 Multiplexer Problem 

33 Out of Memory  

34 Output Device Error 

35 Performance Degraded  

36 Power Problem 

37 Pressure Unacceptable 

38 Processor Problem (Internal Machine Error)  

39 Pump Failure 

40 Queue Size Exceeded  

41 Receive Failure  
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probcause probcause_desc 

42 Receiver Failure 

43 Remote Node Transmission Error 

44 Resource at or Nearing Capacity  

45 Response Time Excessive 

46 Retransmission Rate Excessive  

47 Software Error 

48 Software Program Abnormally Terminated 

49 Software Program Error (Incorrect Results) 

50 Storage Capacity Problem  

51 Temperature Unacceptable 

52 Threshold Crossed  

53 Timing Problem  

54 Toxic Leak Detected 

55 Transmit Failure  

56 Transmitter Failure 

57 Underlying Resource Unavailable  

58 Version Mismatch 

59 Previous Alert Cleared  

60 Login Attempts Failed  

61 Software Virus Detected 

62 Hardware Security Breached  

63 Denial of Service Detected 

64 Security Credential Mismatch  

65 Unauthorized Access 

66 Alarm Received  

67 Loss of Pointer  

68 Payload Mismatch 

69 Transmission Error  

70 Excessive Error Rate 

71 Trace Problem  

72 Element Unavailable  

73 Element Missing 

74 Loss of Multi Frame  

75 Broadcast Channel Failure 

76 Invalid Message Received  

77 Routing Failure 

78 Backplane Failure  

79 Identifier Duplication 

80 Protection Path Failure  

81 Sync Loss or Mismatch 

82 Terminal Problem  

83 Real Time Clock Failure 

84 Antenna Failure  

85 Battery Charging Failure 

86 Disk Failure  

87 Frequency Hopping Failure 
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probcause probcause_desc 

88 Loss of Redundancy  

89 Power Supply Failure 

90 Signal Quality Problem  

91 Battery Discharging  

92 Battery Failure 

93 Commercial Power Problem  

94 Fan Failure  

95 Engine Failure 

96 Sensor Failure  

97 Fuse Failure  

98 Generator Failure 

99 Low Battery  

100 Low Fuel  

101 Low Water  

102 Explosive Gas 

103 High Winds  

104 Ice Buildup  

105 Smoke  

106 Memory Mismatch 

107 Out of CPU Cycles  

108 Software Environment Problem 

109 Software Download Failure  

110 Element Reinitialized 

111 Timeout  

112 Logging Problems  

113 Leak Detected 

114 Protection Mechanism Failure  

115 Protecting Resource Failure  

116 Database Inconsistency 

117 Authentication Failure  

118 Breach of Confidentiality 

119 Cable Tamper  

120 Delayed Information 

121 Duplicate Information  

122 Information Missing 

123 Information Modification  

124 Information Out of Sequence 

125 Key Expired  

126 Non-Repudiation Failure 

127 Out of Hours Activity  

128 Out of Service 

129 Procedural Error  

130 Unexpected Information  
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5.2.5 Output data formats 

5.2.5.1 General 

The CLP specifies the following named, selectable formats for output data: "text", "keyword", 
and "clpxml". These data formats are defined in the following subclauses. 

Implementations shall support "text" format and shall provide "text" format output as the 
default output setting. When other output data formats are supported, implementations shall 
allow the user to override the format on a per-command basis using the command option 
output. Implementations shall also provide an environment setting to control output format 
for all commands, unless overridden by the user. If an implementation supports at least one 
output format other than "text", the implementation shall support the "clpxml" output format. 

5.2.5.2 Text format 

The output format "text" is the default format for output. Output in "text" format is not 
recommended to be parsed by an automated agent. This format is suitable only to be read by 
a person. Text output format will vary from implementation to implementation. 

When "text" output format is selected, implementations may use any output text wording that 
is deemed appropriate to convey the Command Response data elements to the user. When 
the Command Response is presented in "text" format, the implementation may provide 
execution status data as part of the text description of the Command Results or, if the 
command is successful, the implementation may not include an explicit statement of 
execution status in the Command Response. 

5.2.5.3 Structured outputs 

5.2.5.3.1 General 

This subclause details requirements related to structured output. 

The CLP specification defines two structured output formats: "keyword" and "clpxml". When 
returning a Command Response formatted according to a structured output, the 
implementation shall use the specific keywords and values identified in 5.2.4.1 and 5.2.4.2 for 
each data element included in the Command Status data element. 

For information about the rules governing the use of the output option to select an output 
format, see 7.10. 

5.2.5.3.2 Keyword=Value format 

The "keyword" output format requests the command to format the output in a "keyword=value" 
format. To select "keyword" format explicitly, the implementations shall accept "keyword" as 
the argument value for the format argument to the output option. 

In "keyword" output format, output data element items appear in sequence as 
"<keyword>=<value>" items separated by the end-of-line character sequence. 
Implementations shall use double quotes around any value that contains the end-of-line 
sequence. 

Implementations shall specify a group of "keyword" items that are to be interpreted as a single 
item or collection by using the "begingroup" keyword and a value identifying the type of data. 
Implementations shall terminate a group by using the "endgroup" keyword. When a 
"begingroup" keyword appears in the output, all keywords that follow are interpreted as part of 
a group until the next "endgroup" keyword. Implementations shall indicate the end of the 
Command Response by using the "endoutput" keyword. Implementations may include blank 
lines or lines that have an # character (octothorp) in the first character position in the output. 
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If an implementation includes blank lines or lines that have an # character (octothorp) in the 
first character position in the output, the implementation shall not impart a meaning to the 
blank lines. 

The general form of the "keyword" output format is as follows: 

commandline=the commandline that was processed 
status=Integer job status code 
status_tag=String job status 
error=integer processing error code, if there is one 
error_tag=string description of processing error 
begingroup=message 
owningentity=organization owning a message 
message_id=string identifier for the message, unique with the value of 
owningentity 
message=message text 
message_arg=Insertion value 1 for the message 
. 
. 
. 

message_arg=Insertion value n for the message 
endgroup 
job_id=Identifier for the job created to execute the command 
errtype=Integer code for the high level category of execution error 
errtype_desc=string description of the execution error 
cimstat=integer code for the CIM error 
cimstat_desc=string description of the CIM error 
severity=integer code indicating the severity of the error 
severity_desc=description corresponding to the severity code 
probcause=integer code indicating the probable cause of the execution error 
probcause_desc=description corresponding to the probable cause code 
errsource=Target Address of error source 
errsourceform=SMA Target Address 
errsourceform_desc=SM Target Address 
recmdaction=Free-form string describing action to take to resolve the error 
begingroup=message 
owningentity=organization owning a message 
message_id=string identifier for the message, unique with the value of 
owningentity 
message=message text 
message_arg=Insertion value 1 for the message 
. 
. 
. 

message_arg=Insertion value n for the message 
endgroup 
. 
. 
. 

command=<verbname> 
. 
. 
. 

Verb and target-specific keywords 
. 
. 
. 

endoutput 

If an implementation includes OEM output for a command issued with a CLP verb, the 
implementation shall return the OEM output after the standard output for the command and 
before the final "endoutput" keyword. If an implementation includes OEM defined keywords for 
inclusion in the output, the implementation shall define each keyword using the convention for 
OEM name extensions defined in 5.2.7.2. 
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If an implementation is returning "keyword" output for an OEM Command Form command, the 
implementation shall return the Command Status using the standard keyword structure and 
shall substitute the "command" keyword and subsequent output with the keyword 
"oemcommand" followed by the vendor-defined output. 

5.2.5.3.3 XML format 

The output format "clpxml" requests the command to format the output in an XML document 
format. To select "clpxml" format explicitly, implementations shall accept "clpxml" as the value 
for the format argument to the option option. 

In "clpxml" output format, the output data is a well-formed XML document. The XML document 
schema (tags and so on) is defined per command. An outline of the XML document specific to 
each CLP verb is located in the "XML Output" subclause for that verb in Clause 6. 

The XML schema defining the Command Response data element is defined using XSD in 
Server Management Command Line Protocol (SM CLP) Command Response XML Schema 
v1.0 ( DSP0224). The XML schema is intended to address the requirements of users of the 
CLP for a simple, parsable schema to represent CLP output. It is not intended as a data 
exchange format to fully represent a CIM instance or class. If an implementation returns 
Command Response data as an XML document, the implementation shall ensure that the 
document default namespace is: 

"http://schemas.dmtf.org/smash/commandresponse/1.0.0/dsp0224.xsd" 
OEM vendors may extend the Command Response schema. If OEM vendors extend the 
Command Response schema, the implementation shall place the OEM extensions into a 
distinct namespace and shall define a namespace prefix that follows the convention for OEM 
name extensions defined in 5.2.7.2. 

5.2.6 Internationalization/Localization 

5.2.6.1 General 

This subclause outlines the support for internationalization and localization provided for by the 
CLP specification. For the purposes of the CLP specification, internationalization is 
interpreted to mean the substitution of strings in one language for strings having equivalent 
meaning in another language. Localization refers to the formatting of information for 
conformance with the norms of a particular locale. 

5.2.6.2 Command Input 

CLP implementations shall not provide support for internationalization of Command Line 
terms. CLP implementations may provide support for localization of input data. Furthermore, a 
CLP implementation shall not support alternative strings for CLP command verbs, option 
names, and target property names except as OEM extensions (see 5.2.7). Commands written 
using alternative strings for these Command Line terms will not be portable from 
implementation to implementation. 

5.2.6.3 Command output 

5.2.6.3.1 General 

This subclause details requirements related to localized command output. 

5.2.6.3.2 CLP service-side localization 

CLP implementations may support localized CLP command output. If the implementation 
supports localized output, the implementation shall support the language session setting and 
follow the described use of the setting as given in 7.10. 
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5.2.6.3.3 Client-side localization 

It is possible that a CLP implementation will support localization of CLP command output by 
the Client. To support localization of output data at the Client, a CLP implementation could 
support the following capabilities: 

• at least one of the structured output modes (see 5.2.5.3) 

• capability to report a Message Owner and Message Identifier for each translatable 
message when a structured output mode is selected (see 5.2.3) 

5.2.6.4 Locale 

The CLP does not specify a mechanism for setting a locale in the environment in order to 
perform translations of units of data. Implementations are expected to manage establishment 
of data units (measures, date and time, and so on) through Managed Element settings. 

Implementations shall include the appropriate units designation in "text" and structured output 
formats for each Managed Element property returned. This provides the Client the information 
needed to perform any translation of units locally. 

OEMs may provide extensions to the standard unit designations per the OEM extensions 
described in the next clause. 

5.2.7 OEM extensions 

5.2.7.1 General 

The CLP allows an OEM to add support for vendor-unique commands and output data. This 
subclause details requirements related to OEM extensions to the CLP. 

A vendor may extend the CLP in the following ways: 

• by providing OEM commands that conform to one of the specified CLP Extended 
Forms; 

• by providing OEM output keywords. 

5.2.7.2 OEM Extension Name Strings 

Implementations shall identify any OEM Extension Name Strings used for CLP Command Line 
terms with the CLP standard prefix "OEM" followed by a vendor-unique identification string so 
that they will exist in a namespace separate from those that are specified by this standard. 
Conversely, implementations shall not support any other command verbs other than those 
specified in this standard or those identified as vendor-specific using an OEM Extension 
Name String as documented here. 

Implementations shall use a value for the OEM string portion of the prefix that uniquely 
identifies the entity that owns and defines the command. The string shall include a 
copyrighted, trademarked, or otherwise unique name that is owned by the business entity or 
standards body defining the command. 

Implementations shall interpret and recognize the standard portion of the string, "OEM", and 
the vendor identifier string as case insensitive. 

EXAMPLE ("OEM"=="oem"=="Oem" and "VENDOR"=="vendor"=="Vendor"), where the term 
"vendor" is not taken to be a literal and instead is a value such as "Acme". 
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5.2.7.3 Command extension forms 

5.2.7.3.1 General 

The CLP recognizes two forms of command extension: 

• CLP Verb Extended Form; 

• OEM Command Line Extended Form. 

If a Command Line contains an OEM Extension Name String that is not supported by the 
implementation, the implementation shall return a Command Status of COMMAND 
PROCESSING FAILED and a Processing Error of UNRECOGNIZED OEM EXTENSION. 

5.2.7.3.2 CLP Verb extended form 

5.2.7.3.2.1 General 

The CLP Verb Extended Form requires that a standard CLP command verb appear as the first 
term on the Command Line. 

A vendor may define vendor-specific Command Line terms for options, option arguments, 
option argument values, target addresses, and target properties, as long as those terms 
follow the semantics defined in the CLP specification. 
5.2.7.3.2.2 Terms 

The following terms are used: 

• CLP Verb/Options and/or Option Arguments; 

• OEM Options and/or Option Argument(s); 

• OEM Target Addresses and/or Property Names. 

5.2.7.3.2.3 Syntax 

<CLP verb> *["-"<CLP option> [OEM<vendor><arg name string>]] ` 
 *[-OEM<vendor><optionname> [OEM<vendor><arg name string>]] ` 
 OEM<vendor><target address string>   
  ` 
 *(OEM<vendor><property name string>) 

5.2.7.3.2.4 Rules 

The CLP specification defines the behavior of the verb and associated CLP options when the 
option is specified with a CLP-defined argument. 

• OEM Arguments to SM CLP options and property names and values shall observe CLP 
syntax and delimiter rules. 

• The implementation shall not support OEM option arguments or option argument 
values that are inconsistent with the behavior of the CLP option. The behavior of the 
OEM-defined argument is vendor specific. For example, an OEM argument to the 
display option cannot be used to modify the targets of a command. 

• Implementations shall not accept a short form for an OEM Option. 

• Implementations of OEM targets/properties shall observe/adhere to the specified CLP 
verb/option behaviors. 

• When defining OEM target name addresses, implementations shall observe the CLP 
command delimiter characters and may follow CLP target naming addressing syntax or 
semantics. 
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