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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 13888-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 13888-2:1998), which has been technically
revised.

ISO/IEC 13888 consists of the following parts, under the general title Information technology — Security
techniques — Non-repudiation:

— Part 1: General
— Part 2: Mechanisms using symmetric techniques

— Part 3: Mechanisms using asymmetric techniques
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Information technology — Security techniques —
Non-repudiation —

Part 2:
Mechanisms using symmetric techniques

1 Scope

The goal of the non-repudiation service is to generate, collect, maintain, make available and validate evidence
concerning a claimed event or action in order to resolve disputes about the occurrence or non-occurrence of
the event or action. This part of ISO/IEC 13888 provides descriptions of generic structures that can be used
for non-repudiation services, and of some specific communication-related mechanisms which can be used to
provide non-repudiation of origin (NRO) and non-repudiation of delivery (NRD). Other non-repudiation
services can be built using the generic structures described in this part of ISO/IEC 13888 in order to meet the
requirements defined by the security policy.

This part of ISO/IEC 13888 relies on the existence of a trusted third party (TTP) to prevent fraudulent
repudiation or accusation. Usually, an online TTP is needed.

Non-repudiation can only be provided within the context of a clearly defined security policy for a particular
application and its legal environment. Non-repudiation policies are defined in ISO/IEC 10181-4.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 9798-1:1997, Information technology — Security techniques — Entity authentication — Part 1:
General

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

ISO/IEC 13888-1, Information technology — Security techniques — Non-repudiation — Part 1: General

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 13888-1 and the following apply.

31

cryptographic check function

cryptographic transformation which takes as input a secret key and an arbitrary string, and which gives a
cryptographic check value as output

[ISO/IEC 9798-1]
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3.2
data integrity
property that data has not been altered or destroyed in an unauthorized manner

[ISO 7498-2]

3.3
evidence generator
entity that produces non-repudiation evidence

[ISO/IEC 10181-4]

3.4
hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— it is computationally infeasible to find for a given output an input which maps to this output;
— it is computationally infeasible to find for a given input a second input which maps to the same output
[ISO/IEC 10118-1]

3.5

key

sequence of symbols that controls the operations of a cryptographic transformation (e.g. encipherment,
decipherment, cryptographic check-function computation, signature calculation, or signature verification)

[ISO/IEC 11770-1]

3.6

MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits,
satisfying the following properties:

— for any key and any input string the function can be computed efficiently;

— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the
function value on any new input string, even given knowledge of the set of input strings and
corresponding function values, where the value of the ith input string may have been chosen after
observing the value of the first j-1 function values

[ISO/IEC 9797-1]

3.7

message authentication code

MAC

string of bits which is the output of a MAC algorithm

[ISO/IEC 9797-1]
NOTE A MAC is sometimes called a cryptographic check value (see for example ISO/IEC 7498-2).
3.8

secret key
key used with symmetric cryptographic techniques and usable only by a set of specified entities

[ISO/IEC 11770-1]
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3.9
security policy
set of criteria for the provision of security services

[ISO/IEC 7498-2]

3.10
time-stamp
time variant parameter which denotes a point in time with respect to a common time reference

[ISO/IEC 18014]

3.1
time-stamping authority
trusted third party trusted to provide a time-stamping service

[ISO/IEC 18014]

4 Symbols and abbreviated terms

DA Delivery Authority

GNRT Generic Non-Repudiation Token

MAC cryptographic check function of Message Authentication Code
MAC cryptographic check value of a Message Authentication Code
NRD Non-Repudiation of Delivery

NRDT Non-Repudiation of Delivery Token

NRO Non-Repudiation of Origin

NROT Non-Repudiation of Origin Token

Pol non-repudiation policy (or policies) which apply to the evidence
Pol distinguishing identifier of the non-repudiation policy (or policies) which apply to the evidence
PON Positive Or Negative, the result of a verification process

SENV function which generates a Secure ENVelope
SENV Secure ENVelope

TSA trusted Time Stamp Authority

TSA distinguishing identifier of the trusted Time Stamp Authority

TST Time-Stamping Token generated by the TSA

TTP Trusted Third Party

TTP distinguishing identifier of the Trusted Third Party

NOTE In each concatenation an appropriate data encoding must be used since afterwards it is necessary that each

concatenated data can be picked up correctly.

5 Notation

5.1 Notation from ISO/IEC 13888-1

For the purposes of this part of ISO/IEC 13888, the following notation from ISO/IEC 13888-1 applies.

A the distinguishing identifier of entity A
B the distinguishing identifier of entity B
C the distinguishing identifier of the evidence generator
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