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INFORMATION TECHNOLOGY —
FIBRE CHANNEL —

Part 414: Generic services-4 (FC-GS-4)

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards. Their preparation is
entrusted to technical committees; any ISO and IEC member body interested in the subject dealt with
may participate in this preparatory work. International governmental and non-governmental
organizations liaising with ISO and IEC also participate in this preparation.

2) In the field of information technology, 1SO and IEC have established a joint technical committee,
ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are circulated to
national bodies for voting. Publication as an International Standard requires approval by at least 75 %
of the national bodies casting a vote.

3) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as
possible, an international consensus of opinion on the relevant subjects since each technical committee
has representation from all interested IEC and ISO member bodies.

4) |EC, ISO and ISO/IEC Publications have the form of recommendations for international use and are
accepted by IEC and ISO member bodies in that sense. While all reasonable efforts are made to
ensure that the technical content of IEC, ISO and ISO/IEC Publications is accurate, IEC or ISO cannot
be held responsible for the way in which they are used or for any misinterpretation by any end user.

5) In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO
and ISO/IEC Publications transparently to the maximum extent possible in their national and regional
publications. Any divergence between any ISO/IEC Publication and the corresponding national or
regional publication should be clearly indicated in the latter.

6) 1SO and IEC provide no marking procedure to indicate their approval and cannot be rendered
responsible for any equipment declared to be in conformity with an ISO/IEC Publication.

7) All users should ensure that they have the latest edition of this publication.

8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual
experts and members of their technical committees and IEC or ISO member bodies for any personal
injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for
costs (including legal fees) and expenses arising out of the publication of, use of, or reliance upon, this
ISO/IEC publication or any other IEC, ISO or ISO/IEC publications.

9) Attention is drawn to the normative references cited in this publication. Use of the referenced
publications is indispensable for the correct application of this publication.

10) Attention is drawn to the possibility that some of the elements of this International Standard may be the
subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights.

International Standard ISO/IEC 14165-414 was prepared by subcommittee 25: Interconnection of
information technology equipment, of ISO/IEC joint technical committee 1: Information technology.

The list of all currently available parts of the ISO/IEC 14165 series, under the general title Information
technology — Fibre Channel, can be found on the IEC web site.
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This International Standard has been approved by vote of the member bodies and the voting results
may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

FC-GS-4 is one of the Fibre Channel family of standards. This family includes FC-FS, which specifies
the Framing and Signalling Interface. FC-SW-2 is related to Fabric requirements. FC-AL-2 specifies
the arbitrated loop topology.

FC-GS-4 describes in detail the basic Fibre Channel services introduced in FC-FS. In addition, this
document describes any ancillary functions and services required to support the Fibre Channel ser-
vices. Services described include name services, management services, discovery services, time ser-
vices and alias services.

FC-GS-4 provides generic services that may be utilized by any upper layer protocol that makes use of
Fibre Channel as a transport.

Figure 0 shows the relationship of this FC-GS-4 standard (highlighted in red) with other Fibre Channel
standards and draft proposed standards.

P e e e e e e — — . — = = = = = — = = — — — |
I FC-SB FC-LE IPI-3 Disk FCP,FCP-2 ||
| |Bapping to single byts Revision to SCEI-2 Fibre I
| | command code sets Link encapsulation IPI-3 disk =standard channel protocol | |
I I
I FC-SB-2 FC-FP FC-ATM IPI-3 Tape I
| | Mapping to Single Byte Mapping to HIPPI Mapping of Revision to IP1-3 ||
| | Command Code Sets-2 framing protoco ATM/AALS tape standard |
I I
Lo — FCds — — — — — |
F- - -  — = — ——— — ———_ = —— = = = — — — |
| FC-AL, FC-AL-2, FC-AL-3 |
| FC-PH Arbitrated loop |
FC-PH-2
I FC.PH.3 FC-SW, FC-SW-2 I
I FC-FS, FC-PI Cross-poin: switched fabnic I
I Fitzre channel physical I
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Figure 0 — Document relationship
The information presented in this document is grouped into clauses:
— Clause 1, Scope
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— Clause 2, Normative references

— Clause 3, Definitions and conventions

— Clause 4, Common transport for generic services
— Clause 5, Directory service

— Clause 6, Management service

— Clause 7, Alias service

— Clause 8, Key distribution service

— Annex A, Service interface provided by FC-CT
— Annex B, FC-4 Feature bits

— Annex C, Discovery

— Annex D, Example of zone services

— Annex E, Time service

— Annex F, Performance server
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INFORMATION TECHNOLOGY —
FIBRE CHANNEL —

Part 414: Generic services-4 (FC-GS-4)

1 Scope

FC-GS-4 describes in detail the basic Fibre Channel services introduced in FC-FS.

The Fibre Channel services described in this document are

< Directory Service,

« Management Service and

» Alias Service.

In addition to the aforementioned Fibre Channel services, the Common Transport (CT) protocol is de-
scribed. The Common Transport service provides a common FC-4 for use by the Fibre Channel ser-
vices.

2 Normative references

2.1 Overview

The following referenced documents are indispensable for the application of this document. For dat-
ed references, only the edition cited applies. For undated references, the latest edition of the refer-
enced document (including any amendments) applies.

2.2 Approved references

ISO/IEC 14165-122, Information technology — Fibre channel — Part 122: Arbitrated loop (FC-AL-2)
[ANSI INCITS 332-1999]

ISO/IEC 14165-251, Information technology — Fibre channel — Part 251: Framing and signaling (FC-
FS) [ANSI INCITS 373-2003]

ISO/IEC 14776-222, Information technology — Small computer system interface (SCSI) — Part 222:
Fibre channel protocol for SCSI, 2nd Version (FCP-2) [ANSI INCITS 350-2003].

2.3 References under development
At the time of publication, the following referenced standards were still under development. For infor-
mation on the current status of the documents, or regarding availability, contact the relevant stan-

dards body or other organization as indicated.

ISO/IEC 14165-133, Information technology — Fibre channel — Part 133: Switch Fabric-3 (FC-SW-3)
[ANSI INCITS 384-2004]
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ISO/IEC 14165-251, Information technology — Fibre channel — Part 251: Primary commands-3 (SPC-
3) [ANSI INCITS 408-2005]

ISO/IEC 14776-412, Information technology — Small computer system interface (SCSI) — Part 412:
Architecture model-2 (SAM-2)

ISO/IEC 14776-413, Information technology — Small computer system interface (SCSI) — Part 413:
Architecture model - 3 (SAM-3) [ANSI INCITS 402-2005]

2.4 Other references

All references in this subclause were correct at the time of approval of this International Standard.
The provisions of the referenced specifications, as identified in this subclause, are valid within the
context of this International Standard. The reference to a specification within this International Stan-
dard does not give it any further statuswithin ISO/IEC; in particular, it does not give the referenced
specification the status of an International Standard.

The following RFC documents are available from the RFC Editor, Information Sciences Institute, Uni-
versity of Southern California, 4676 Admiralty Way, Suite 1001, Marina del Rey, CA 90292-6695;
(310) 822-1511 or (310) 823-6714 (fax); http://www.isi.edul/.

RFC 791, Internet Protocol, STD 5

RFC 1305, Network Time Protocol (Version 3) Specification, Implementation and Analysis, March
1992.

RFC 1321, The MD5 Message-Digest Algorithm, April 1992.

RFC 2030, Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6 and OSI, October 1996.
RFC 2104, HMAC: Keyed-Hashing for Message Authentication, February 1997.

RFC 2373, IP Version 6 Addressing Architecture, July 1998.

ANSI X9.30.2-1997, Public Key Cryptography for the Financial Services Industry - Part 2: The Secure
Hash Algorithm (SHA-1).

ANSI INCITS 386-2004, Information technology — Fibre Channel — HBA API (FC-HBA), Rev 13

INCITS TR-30-2002, Information technology — Fibre Channel — Methodologies for Interconnects (FC-
MI).
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3 Definitions and conventions

3.1 Overview

For FC-GS-4, the following definitions, conventions, abbreviations, acronyms and symbols apply.
3.2 Definitions

3.2.1
address identifier
an address value used to identify source (S_ID) or destination (D_ID) of a frame

3.2.2

alias address identifier (alias)

one or more address identifiers that may be recognized by an Nx_Port in addition to its N_Port Iden-
tifier;

an alias address identifier is Fabric unique and may be common to multiple Nx_Ports

3.2.3
Area_ID:
second level in a three-level addressing hierarchy (see FC-SW-3)

3.24

B_Port

a Bridge Port is a Fabric inter-element port used to connect Bridge devices with E_Ports on a Switch;
the B_Port provides a subset of the E_port functionality (see FC-SW-3)

3.25
bridge
see FC-FS

3.2.6
broadcast zone
zone with the broadcast attribute set

3.2.7

broadcast zoning enforcement

zoning technique in which the fabric limits the broadcast distribution among zone members through
frame-by-frame filtering techniques

3.2.8
client
entity that, via its CT, makes requests of a server

3.2.9

common transport (CT)

a protocol defined by this standard that provides access to Services and their related servers;
CT may also refer to an instance of the common transport

3.2.10

default zone

a zone that contains all Nx_Ports that are not members of any zone in the active zone set;
the default zone is not a member of the active zone set
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3.2.11
directory
repository of information about objects that may be accessed via the directory service

3.2.12

Domain_ID

the highest or most significant hierarchical level in the three-level addressing hierarchy (i.e., the most
significant byte of the address identifier) (see FC-SW-3)

3.2.13

E_Port

a fabric “expansion” port that attaches to another Interconnect_Port to create an inter-switch link (see
FC-SW-3)

3.2.14
F_Port
the link control facility within the fabric that attaches to an N_Port through a link (see FC-FS)

3.2.15

FL_Port

an F_Port that contains arbitrated loop functions associated with arbitrated loop topology (see FC-
AL-2).

3.2.16
Fx_Port
a switch port capable of operating as an F_Port or FL_Port

3.2.17
fabric
any interconnect between two or more Nx_Ports, including point-to-point, loop and switched fabric

3.2.18
FC_Port
port that is capable of transmitting or receiving fibre channel frames (see FC-FS)

3.2.19

F/NL_Port

NL_Port that detects OPN(00,x) and provides fibre channel services in the absence of an FL_Port
(see FC-AL-2)

3.2.20
gateway
see FC-FS

3.2.21
generic services
collection of services defined by this standard

3.2.22
hard zone
zone with the hard zoning attribute set

3.2.23
hard zoning enforcement
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zoning technique in which the fabric limits frame exchange by frame-by-frame filtering

3.2.24
host
see FC-FS

3.2.25
host bus adapter
I/0 adapter that connects a host computer bus to the fibre channel medium

3.2.26
hub
see FC-FS

3.2.27
interconnect element
any device in a fabric that assists in the transport of fibre channel frames between FC_Ports

3.2.28

link control facility

a hardware facility that attaches to an end of a link and manages transmission and reception of data;
it is contained within each FC_Port (see FC-FS)

3.2.29

link service facilitator

the entity at WKA identifier FFFFFEh, known as the fabric F_Port in FC-FS, the address identifier to
which fabric login is directed

3.2.30
multi-function device
see FC-FS

3.2.31
NAS server
see FC-FS

3.2.32

N_Port

a hardware entity that includes a link control facility;
it may act as an Originator, a Responder, or both

3.2.33

NL_Port

an L_Port that is able to perform the function of an N_Port, attached via a link to one or more
NL_Ports and zero or more FL_Ports in an arbitrated loop topology (see FC-AL-2)

3.2.34
Nx_Port
a Port operating as an N_Port or NL_Port

3.2.35

N_Port identifier

a fabric unique address identifier by which an Nx_Port is uniquely known;

the identifier may be assigned by the fabric during the initialization procedure;
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the identifier may also be assigned by other procedures not defined in FC-FS

3.2.36
N_Port_Name
as defined in FC-FS

3.2.37

Name_Identifier

a 64 bit identifier, with a 60 bit value preceded with a four bit Network_Address_Authority_Identifier,
used to identify physical entities in fibre channel (for example, N_Port, Node, F_Port, or Fabric)

3.2.38
Network_Address_Authority (NAA)
an organization such as ITU or IEEE that administers network addressee

3.2.39
Network Address_Authority identifier
A four bit identifier that indicates a Network_Address_Authority (NAA) (see FC-FS).

3.2.40
printable ASCII characters
ASCII characters in the range 20h through 7Eh

3.241
Requesting_CT
a CT that is sending a request

3.2.42
Responding CT
a CT that is responding to a prior request

3.2.43

secured association identifier (SAID)

a value that specifies a secured association relationship between two clients;

SAIDs allow multiple concurrent secured associations to be active between two clients

3.2.44

server

a server is an entity that, via its CT, accepts requests from a client and provides responses to the cli-
ent;

a server is accessed via a service (for example, the name server is accessed using the directory ser-
vice)

3.2.45

service

a service is provided by a node, accessible via an N_Port that is addressed by a WKA or an N_Port
identifier (for example, the directory service and the alias service);

a service provides access to one or more servers

3.2.46

soft zone

a zone consisting of zone members that are made visible to each other through client service re-
guests;

typically, soft zones contain zone members that are visible to devices via name server exposure of
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zone members;
the fabric does not enforce a soft zone on a frame-by-frame basis

3.2.47
soft zoning enforcement
zoning technique in which the fabric enforces membership through name server visibility

3.2.48
storage access device
see FC-FS

3.2.49
storage device
see FC-FS

3.2.50
storage subsystem
see FC-FS

3.251
switch
a fabric element conforming to the fibre channel switch fabric set of standards (see FC-SW-3)

3.2.52
switched fabric
a fabric comprised of one or more switches (see FC-SW-3)

3.2.53

symbolic name

a user-defined name for an object, up to 255 characters in length;
the directory service does not guarantee uniqueness of its value

3.2.54
unidentified Nx_Port
an Nx_Port that has not yet had its N_Port identifier assigned by the initialization procedure

3.2.55
virtualization device
see FC-FS

3.2.56
wavelength division multiplexer
see FC-FS

3.2.57

well-known address

an address identifier defined in FC-FS to access a service

a well-known address shall not be subject to zone restrictions (i.e., a well-known address is always
accessible, irrespective of the current active zone set)

3.2.58

zone

a group of zone members; members of a zone are made aware of each other, but not made aware of
Nx_Ports outside the zone
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3.2.59

zone definition

the parameters that define a zone (i.e., the zone name, number of zone members and zone member
definition)

3.2.60

zone member

an Nx_Port to be included in a zone, as specified by its zone member definition:
N_Ports at WKAs should not be specified as zone members

3.2.61
zone member definition
parameter by which a zone member is specified

3.2.62
zone name
name assigned to a zone

3.2.63
zone set
one or more zones that may be activated or deactivated as a group

3.2.64
zone set name
the name assigned to a zone set

3.2.65
zone set state
state of a zone set that is either activated or deactivated

3.2.66

active zone set

the zone set that is currently active:

only one zone set may be active at any time

3.3 Editorial conventions

In FC-GS-4, a number of conditions, mechanisms, sequences, parameters, events, states or similar
terms are printed with the first letter of each word in uppercase and the rest lowercase (for example,
Exchange, Class). Any lowercase uses of these words have the normal technical English meanings.

Lists sequenced by letters (e.g., a-red, b-blue, c-green) show no priority relationship between the list-

ed items. Numbered lists (e.g., 1-red, 2-blue, 3-green) show a priority ordering between the listed
items.
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The ISO/IEC convention of numbering is used (i.e., the thousands and higher multiples are separated
by a space and a comma is used as the decimal point). A comparison of the American and ISO con-
ventions are shown in table 1.

Table 1 — ISO/IEC and American conventions

ISO/IEC American
0,6 0.6
1000 1,000
1323 462,9 1,323,462.9

In case of any conflict between figure, table and text, the text, then tables and finally figures take pre-
cedence. Exceptions to this convention are indicated in the appropriate clauses.

In all of the figures, tables and text of this document, the most significant bit of a binary quantity is
shown on the left side. Exceptions to this convention are indicated in the appropriate clauses.

If a field or a control bit in a frame is specified as not meaningful, the entity that receives the frame
shall not check that field or control bit.

If a field or a control bit in a frame is specified as reserved, the entity that sends the frame shall set
the field or control bit to zero, and the entity that receives the frame shall not check that field or con-
trol bit.

When the value of the bit or field is not relevant, x or xx appears in place of a specific value. If a field
or a control bit in a frame is specified as not meaningful, the entity that receives the frame shall not
check that field or control bit.

Unless stated otherwise: numbers that are not immediately followed by lower-case b or h are decimal
values, numbers immediately followed by lower-case b (xxb) are binary values and numbers or upper
case letters immediately followed by lower-case h (xxh) are hexadecimal values.

3.4 Abbreviations, acronyms and symbols

Abbreviations and acronyms applicable to this standard are listed. Definitions of several of these
items are included in 3.2.

CT Common Transport

CT_IU Common Transport Information Unit
D_ID Destination address identifier

ELS Extended Link Service

GBIC Gigabit Interface Converter

GLM Gigabit Link Module

GS Fibre Channel Generic Service
HBA Host Bus Adapter

IN_ID Initial Identifier

IP Internet Protocol

IPA Initial Process Associator

U Information Unit

LUID Logical Unit Unique Identifier (see FC-HBA)
LUN Logical Unit Number (see SAM-3)
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NS
NSM
RNID
SFP
sl

S ID
SNMP
TS
TSAP
UDP
ULP
WKA

-29 -

Network Address Authority

Name Server

Native SNMP Mapping

Request Node Identification Data Extended Link Service
Small Form-factor Pluggable

Sequence Initiative

Source address identifier

Simple Network Management Protocol

Time Service

Time Service Access Protocol (see Annex E)
User Datagram Protocol

Upper Level Protocols

Well-Known Address
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4 Common transport for generic services (CT)
4.1 Overview

Fibre Channel Generic Services share a Common Transport (CT) at the FC-4 level. The CT provides
access to a Service (e.g. Directory Service) with a set of service parameters that facilitates the usage
of Fibre Channel constructs. It also provides another level of multiplexing that simplifies the Serv-
er-to-Server communication for a distributed Service. It is important to note that Fibre Channel Ge-
neric Services do not require a high performance communication channel as do high performance 1/0
protocols (e.g., SCSI, IP, VI). The relationship of CT with respect to Generic Services and FC-FS is il-
lustrated in figure 1.

Directory Alias Time Other Generic
Service Service Service ‘ . ‘ Service

N NS /

CT Interface

Common Transport for Fibre Channel Service (FC-CT)

y !

FC-FS Interface

FC-FS

Figure 1 — Relationship of the Common Transport with Generic Services and FC-FS

The CT provides access to a Service that may then provide access to more than one Server. Each
Server may provide access to different information or controls, or each Server may provide a different
access model to the same information and controls. The Service is identified by its GS_Type and ac-
cessed at a WKA specific to the Service or at any N_Port Identifier where it is offered. The Server be-
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neath the Service is referenced by its GS_Subtype within the GS_Type. The relationship between
CT, a Service and its Servers is illustrated in figure 2.

Client
Service Requests ¢ T Service Responses

N_Port
ID = WKA or Ad-
Common Transport (CT) dress 1D
Server A Server B Server C Server X
(GS_Subtype=aa) | | (GS_Subtype=bb) | | (GS_Subtype=cc) (GS_Subtype=xx)
Service (GS_Type = pp)

Figure 2 — Relationship between Common Transport, Service, and Servers

4.2 General concepts

The following parameters describe the information that the CT delivers to a Service:
a) type of Service and Server;

b) type of transaction;

¢) mode of transaction;

d) Class of service and

e) maximum size of an IU.

The types of Services described by this document that are accessible via the CT are:
a) Directory Service;

b) Alias Service;

¢) Management Service and

d) Time Service.

There are three types of transactions:

a) Request: where one entity (Client) transmits an |U to another entity (Server) to request a Ser-
vice;

b) Response: where the Server transmits an IU to the Client responding to its earlier request for a
Service and
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c) Unsolicited: where one entity (either a Client or a Server) transmits an IU to another entity about
an event.

There are two modes of transaction:
a) Asynchronous: in which a Client may transmit multiple requests without having to wait for the
responses; an unsolicited IU is transmitted under this mode since there is no required response

to an unsolicited IU (see 4.5.3) and

b)  Synchronous: in which an Client shall not transmit another request until the corresponding re-
sponse has been received or there is an indication of non-response.

NOTE No Services in this Internationsl Standard make use of Asynchronous transactions. Asynchronous
transactions may be utilized by Services in future revisions of this standard.

The Class of service is an indication of the quality of service that a Client expects from the underlying
transport. The following three Classes of service may be used to request a Service:

a) Class1,
b) Class2or
c) Class 3.

Since not all Classes are necessarily available, this parameter describes a list of Classes of services
in a descending order of preference. It is used by the Client to indicate a preference in the order of
availability. Class 3 service, if available in the operational environment, shall also be available to the
Client.

NOTE 1 The Class of service preference is specified according to the local service interface (see Annex A).
Since the Class of service is only meaningful to the local node, this indication is not transported as part of the CT
preamble information.

NOTE 2  When the Server is distributed amongst several entities within the Fabric, Class F service may be
used for communicating CT information between those entities. This usage of Class F is not defined by this stan-
dard (see FC-SW-3).

A Client may restrict the size of IUs it receives from a Server. A Server shall observe and obey this
restriction on behalf of the Client. It may do so as described in 4.3.2.8.

4.3 CT information unit

4.3.1 Overview

A Common Transport IU (CT_IU) is the common Fibre Channel Sequence used to transfer all infor-
mation between a Client and a Server. The first part of the CT_IU contains a preamble with informa-
tion common to all CT_IUs. The CT_IU preamble shall consist of the 16-byte basic CT_IU preamble.
Additionally, one or more of the following optional preambles may be used:

« Extended CT_IU preamble or

« Vendor Specific preamble.
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If more than a single preamble is used with in a CT_IU, the preamble order shall be as shown in table
2. All preambles present in the CT_IU (e.g., basic CT_IU preamble, extended CT_IU preamble and
Vendor Specific preamble) shall be defined as the CT_IU preamble. The remainder of the CT_IU
contains additional information as defined by the preamble and may be zero or more bytes in length.
The format of the CT_IU is shown in table 2.

Table2 -CT_IU

Word 3322 2222 2222 1111 1111 1100 0000 0000
Bits 1098 7654 32109876 5432 1098 7654 3210
Oto3 basic CT_IU preamble
4t0 25 extended CT_IU preamble (if required) CT IU
n preamble
to Vendor Specific preamble (if present)
n+34

additional

information

4.3.2 Basic CT_IU preamble description

4.3.2.1 Overview

The 16-bytes of the basic CT_IU preamble are defined as follows. The format is shown in table 3.

Table 3 — Basic CT_IU preamble

Word 3322 2222 2222 1111 1111 1100 0000 0000
Bits 1098 7654 32109876 5432 1098 7654 3210
0 Revision IN_ID
1 GS_Type GS_Subtype Options Reserved
2 Command/Response code Maximum/Residual Size
3 Fragment ID Reason code Reason code Vendor Specific
explanation

4.3.2.2 Revision field

This field denotes the revision of the protocol. A version of 01h, or 02h, indicate prior versions of this
standard. A value of 03h shall be used to indicate this version.

NOTE The version was changed to 03h to allow implementations to indicate support of new FC-GS-4 features
(e.g., Time Stamp format (see Annex E), the Vendor Specific Preamble (see 4.3.4), and the common CT Re-
quests (see 4.9)).
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4.3.2.3 IN_ID field

This field shall be set to zero by the Requesting_CT.

NOTE The IN_ID field is provided to allow distributed Servers to communicate the identity of the original re-
questor. This field is not intended to enable third-party responses by distributed Servers.

4.3.2.4 GS_Type field

This field is used to indicate the type of Service. The values are defined in table 4.

Table 4 — GS_Type values

Encoded
value Description
(hex)
00 to 1F Vendor Specific
20 Reserved for use by FC-SW-3
F7 Reserved for Key Distribution
Service
F8 Alias Service
FA Management Service
FB Reserved for Time Service
FC Directory Service
All
Others Reserved

4.3.2.5 GS_Subtype field

This field indicates the specific Server behind the Service. Values in this field are provided by the in-
dividual Service.

NOTE The GS_Subtype field is used to indicate second level routing behind the N_ Port (e.g., if more than one
Server is provided by the Directory Service at the WKA FFFFFCh, then the GS_Subtype field is used to distin-
guish these different Servers).
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This field denotes options used by the Requesting_CT, as shown in table 5.

Table 5 — Options field bits

Bit

Position

Description

7

Exchange mapping. A value of zero
indicates a single bidirectional
Exchange (synchronous mode
transactions). A value of one indicates
multiple Exchanges (asynchronous
mode transactions).

Partial Response. A value of one
indicates that the response is known to
be incomplete. A value of zero
indicates that the completeness of the
response is not specified (i.e., when a
Server is distributed amongst several
entities (e.g., Switches), if one or more of
the entities fails to respond, the Partial
Response bit may be used to indicate that
those entities did not participate in the
answer given. Note that a zero value for this
bit only indicates that the Server does not
know that the response is incomplete or that
it is unable to report that knowledge).

5t0 3

For encoded values, see table 6

Vendor Specific preamble. When the
bit is set to one, the Vendor Specific
preamble is present. When the bit is
set to zero, the Vendor Specific pre-
amble is not present (see 4.3.4).

1to0

Reserved
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Table 6 — Options field bits 5 to 3 values

Encoded
Values Description
(binary)

000 Extended preamble not present.

001to 011 | Reserved

100 Extended preamble present and all
fields valid. Service may retain residual
information (see 4.3.2.8).

101 Extended preamble present and all
fields valid. Service shall retain residual
information (see 4.3.2.8) for later
retrieval using a Get More Information
Request.

110 Extended preamble present, only
transaction_ID field is valid. Service
may retain residual information (see
4.3.2.8).

111 Extended preamble present, only

transaction_ID field valid. Service shall
retain residual information (see 4.3.2.8)
for later retrieval using a Get More
Information Request.

4.3.2.7 Command/Response code field

This field indicates whether the CT_IU is a request or a response. If the CT_IU is a request, this field
then specifies the command to be performed. If the CT_IU is a response, then this field indicates
whether the request was accepted or rejected. Requests and responses are further defined in 4.4.
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Common Request CT_IUs have the same definition for all servers. Table 7 depicts the valid Com-
mand/Response code values.

Table 7 — Command/Response codes

Encoded 5 -
Value (hex) escription
0001 to O3FF Request CT_IU

0400 to O5FF Reserved for FC-SW-3

0600 to 7TEFF Request CT_IU

7F00 to 7FFF | Common Request CT_IU

8001 Reject Response CT_IU

8002 Accept Response CT_IU

EO000 to FFFF Reserved for FC-SW-3

other values Reserved

4.3.2.8 Maximum/Residual size field
This field manages the size of the information returned in an Accept CT_IU. A Requesting_CT may
specify the maximum size of the Accept CT_IU it is able to receive. If the Responding_CT has more
available information to send than allowed by the maximum size, it shall indicate the excess residual
size in the Accept CT_IU. The values for Maximum/Residual size are interpreted as follows:
a) Inthe Request CT_IU:

1) 0000h: No Maximum Size indicated; the Accept CT_IU may be any size,

2) FFFFh: This value is reserved for the Request CT_IU or

3) any other value: The Encoded Value indicates the maximum number of words that shall be
sent in the Accept CT_IU, not inclusive of the CT_IU preamble.

b) Inthe Accept CT_IU:

1) 0000h: All available information was returned in the Accept CT_IU,

2) FFFFh: The Encoded Value indicates greater than 65 534 available words of information
were not sent in the Accept CT_IU, in excess of the Maximum Size specified in the Request
CT_IUor

3) any other value: The Encoded Value indicates the number of available words of information
that were not sent in the Accept CT_IU, in excess of the Maximum Size specified in the Re-
quest CT_IU

or

c) forthe Reject CT_IU and any other CT_IU, this field is reserved.
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4.3.2.9 Fragment ID field

The fragment ID field contains a value that identifies the fragment contained in the IU. The value con-
tained in this field in the Request CT_IU shall be echoed by the service in the associated Response
CT_IU.

4.3.2.10 Reason code field

The reason code field contains the reason code associated with a Reject CT_IU (see 4.4.4). When
the Command/Response code field indicates the CT_IU is not a Reject CT_IU, this field is reserved.

4.3.2.11 Reason code explanation field

This field contains a reason code explanation associated with a Reject CT_IU (see 4.4.4). When the
Command/Response code field indicates the CT_IU is not a Reject CT_IU, this field is reserved.

4.3.2.12 Vendor specific field

This field contains a vendor specific reason code associated with a Reject CT_IU (see 4.4.4). When
the Command/Response code field indicates the CT_IU is not a Reject CT_IU, this field is reserved.

4.3.3 Extended CT_IU preamble description
4.3.3.1 Overview
The 88-bytes of the extended CT_IU preamble are defined as follows. The format is shown in table 8.

The extended CT_IU preamble is preceeded by the 16-bytes of the basic CT_IU preamble (see
4.3.2). The calculation of the Authentication Hash Block is defined in 4.8.

Table 8 — Extended CT_IU preamble

Word 3322 2222 2222 1111 1111 1100 0000 0000
Bits 1098 7654 3210 9876 5432 1098 7654 3210
4 Authentication SAID
5 transaction_id
6to7 Requesting_CT N_Port_Name
8t09 Time Stamp
10to 25 Authentication Hash Block

4.3.3.2 Authentication SAID
This field denotes the Secured Association Identifier that uniquely identifies the algorithm and key

used to generate the Authentication Hash Block, as pre-arranged between the Requesting_CT and
the Responding_CT. The SAID value sent by the CT shall be as defined in 4.8.2.
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4.3.3.3 transaction_id

The transaction_id field contains an opaque value (e.g., managed and controlled by the
Requesting _CT). The opaque value shall not be validated by the Responding _CT. The
Responding_CT shall respond using the same encoded transaction_id value in the Accept CT_IU or
Reject CT_IU as was supplied in the Request CT_IU.

4.3.3.4 Requesting_CT N_Port_Name

This field contains the value of the N_Port_Name of the Requesting_CT. The Responding_CT shall
respond using the same encoded N_Port_Name value in the Accept CT_IU or Reject CT_IU as was
supplied in the Request CT_IU.

4.3.3.5 Time stamp

This field contains a time stamp value set by the CT sending the CT_IU. The Requesting_CT shall
set this value according to its time reference when it sends the CT_IU. The Responding_CT may set
this value according to its time reference when it sends the CT_IU, or it may echo the value sent by
the Requesting_CT. In all cases, the value of the time stamp shall be consistently increasing (i.e., the
value shall not decrease or be random in subsequent requests or responses). The format of the time
stamp is as defined in E.2.5.4.

4.3.3.6 Authentication hash block

This field contains the encoded value of the hash generated by the identified algorithm and key (see
4.3.3.2).

4.3.4 Vendor-specific CT_IU preamble

4.3.4.1 Overview

The Options field of the Basic FC-CT preamble indicates whether the Vendor Specific preamble is
present (see 4.3.2.6). If the Vendor Specific preamble is present, it shall immediately follow the Basic
CT_IU preamble if no Extended CT_IU preamble exists, or it shall immediately follow the Extended

CT_IU preamble if that preamble does exist.

The format of the Vendor Specific CT_IU preamble is shown in table 9.

Table 9 — Vendor-specific CT_IU preamble

Word 3322 2222 22221111 1111 1100 0000 0000
Bits 1098 7654 32109876 5432 1098 7654 3210
Oto1l Vendor Identifier
21033 Vendor Specific Information
Documents
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4.3.4.2 Vendor ldentifier

Contains the T10 administered vendor identifier.

NOTE The vendor identification shall be one assigned by INCITS. A list of assigned vendor identifications is on
the T10 web site (www.T10.0rg).

4.3.4.3 Vendor-specific information

This field contains 32 words of vendor-specific information.
4.3.4.4 Vendor-specific reject Information

4.3.4.4.1 General description

When the Vendor-Specific preamble is present, additional Vendor-Specific reject information may be
provided as part of the Vendor-Specific information. The vendor shall be responsible for specifying
any appropriate Vendor-Specific reject information as part of their Vendor-Specific information struc-
tures. Any Vendor-Specific reject information is provided in addition to the reason code information
and reason code explanation information specified for each CT command.

4.3.4.4.2 Reject CT_IU reason code field

This field shall indicate the appropriate reject CT_IU reason code values as defined for each CT com-
mand. If the CT command is directed to a Vendor-Specific server as defined by the GS_Type or the
GS_Subtype fields, then the Vendor-Specific reject information may be provided without specifying a
value in the Reason Code field.

4.3.4.4.3 Reject CT_IU reason code explanation field

This field shall indicate the appropriate reject CT_IU reason code explanation values as defined for
each CT command. If the CT command is directed to a Vendor-Specific server as defined by the
GS_Type or the GS_Subtype fields, then the Vendor-Specific reject information may be provided
without specifying a value in the Reason Code Explanation field.

4.3.4.4.4 Reject CT_IU Vendor-Specific field

When Vendor-Specific reject information is returned, the Reject CT_IU Vendor-Specific field shall be

set to FFh which indicates that additional Vendor-Specific reject information is contained in the Ven-

dor-Specific preamble.

4.3.4.5 Processing of the Vendor-Specific preamble

The processing of the Vendor-Specific preamble shall be subject to the following rules.

a) If the information contained in the Vendor-Specific preamble is not recognized or processed by
the server, then the command proceeds as defined and the server shall not return the Vendor-
Specific preamble in the response (i.e., Accept or Reject), and

b) for any CT command defined in this standard, the Vendor-Specific information shall not cause
the server to exhibit any behaviour, or operate in a manner different from that defined in the

standard, and each CT command shall conform with all the requirements stated in this stan-
dard.
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4.3.5 CT_IU additional information

Following the CT_IU preamble and optional extended preamble, the additional information bytes con-
tain information specific to the GS_Type, GS_Subtype and Command/Response code.

4.4 CT Information units (CT_IU)
4.4.1 Overview

A set of Server request and response CT_IUs are defined by CT for use by the Generic Services.
One Request CT_IU and two Response CT_IUs - Accept CT_IU and Reject CT_IU - are defined.

4.4.2 Request CT_IU

A Request CT_IU is a CT_IU in which the Command/Response code field contains a command code
value.

The command code shall define the particular request that is to be executed by the Server. The
range of codes for Common Request CT_IUs are defined in 4.9 and shall have identical definitions
for all servers. The other command codes shall be defined independently by each Server.

The additional information in the CT_IU contains the associated command specific data. The associ-
ated command specific data shall be defined independently by each Server, based on the command
code.

4.4.3 AcceptCT_IU

An Accept CT_IU is a CT_IU in which the Command/Response code field contains a value of 8002h.
The Accept CT_IU shall notify the Client that the request has been successfully completed.

The additional information in the CT_IU contains the associated response specific data. The associ-
ated response specific data shall be defined independently by each Server.

4.4.4 Reject CT_IU

A Reject CT_IU is a CT_IU in which the Command/Response code field contains a value of 8001h.
The Reject CT_IU shall notify the Client that the request has been unsuccessfully completed.

The Reason Code indicates the general reason why the request was rejected. Table 10 indicates the
defined Reject CT_IU Reason Codes.
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The Vendor-Specific field may be used by Vendors to specify additional reason codes.

Table 10 — Reject CT_IU reason codes

Value i
(hex) Description

01 Invalid command code

02 Invalid version level

03 Logical error

04 Invalid CT_IU Size

05 | Logical busy

07 Protocol error

09 Unable to perform command request

0B | Command not supported

oD Server Not Available

OE Session Could not be Established

others | Reserved

FF | Vendor Specific Error (see Vendor Specific field)

Invalid command code: The command code passed in the Request CT_IU is not defined by the
Server.

Invalid version level: The specified version level is not supported by the Server.

Logical error: The request identified by the Request CT_IU command code and additional informa-
tion content is invalid or logically inconsistent for the conditions present.

Invalid CT_IU size: The CT_IU size is invalid for the Server.
Logical busy: The Server is logically busy and unable to process the request at this time.

Protocol error: This indicates that an error has been detected that violates the rules of the Server
protocol that are not specified by other error codes.

Unable to perform command request: The Server is unable to perform the request.

Command not supported: The Server does not support the command requested.

Server Not Available: The server identified by the GS_Type and GS_Subtype is not available.
Session Could not be Established: A server session (i.e., using SSE) could not be established.

Vendor-Specific Error: The Vendor-Specific Field may be used by Vendors to specify additional
reason codes.
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The Reason code explanation further defines the indicated Reason Code. If a request is rejected with
a Reason Code of ‘Unable to perform command request’, then one of the Reason Code explana-
tions, shown in table 11, are returned.

Table 11 — Reject CT_IU reason code explanations for all Servers

Value I
(hex) Description
00 No additional explanation
FO Authorization Exception
F1 Authentication Exception
F2 Data base full
F3 Data base empty
Others Reserved

The use of these codes is further defined as follows:

a) If arequestis rejected by the Server because the requestor is not authorized to make that re-
quest, then the Reject CT_IU reason code shall be ‘Unable to perform command request’, with
a reason code explanation of ‘Authorization Exception’ or

b) ifarequestis rejected by the Server because the requestor fails authentication, then the Reject
CT_IU reason code shall be ‘Unable to perform command request’, with a reason code expla-
nation of ‘Authentication Exception’.

Additional Reason Code explanations may be defined by each Server. In the case of a conflict be-

tween an explanation code defined by a specific server and the codes defined in table 11, the specific

server definition shall be used.

4.5 FC-FS mapping

45.1 Overview

The CT maps CT_IUs into the appropriate Fibre Channel constructs.

4.5.2 Synchronous mode transactions

4.5.2.1 Fabric login and N_Port login

An Nx_Port shall perform Fabric Login and shall perform N_Port Login with the WKA or N_Port Iden-

tifier where the Service is offered, in the manner that is specified in FC-FS, before making any re-

quests of a Server provided by the Service. An Nx_Port that has completed its registration with a

Server shall perform explicit N_Port Logout with the Service. An Nx_Port that has completed any oth-

er requests with a Server should also perform explicit N_Port Logout with the Service.

A Service may perform N_Port Logout (LOGO) if it becomes resource constrained. A service may
use a least recently used algorithm in determining which entity to Logout.
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4.5.2.2 Class of service

Any Class of Service permitted in 4.2 may be used for the Request CT_IU.

The Class of Service of the Response CT_IU shall be the same as the Class of Service used for the
corresponding Request CT_IU.

4.5.2.3 Exchange and sequence management

For synchronous mode transactions, the Requesting_CT shall set the Exchange mapping bit in the
Options field to zero.

A single bidirectional Exchange shall be used. The Request CT_IU shall be the first Sequence of an
Exchange, and its associated Response CT_IU shall be the last Sequence of the same Exchange.

The Sl is transferred at the end of a CT_IU transmission. If the Responding_CT does not have the Sl
at the end of a CT_IU reception, it shall consider this to be a protocol error and shall terminate the Ex-
change (see 4.5.2.6).

An Exchange created by a Requesting_CT is to be used only for a specific Server, and shall not be
shared with another Server within the same or a different Service (i.e., a single Exchange shall not be
used for both Name Server and Alias Server requests).

Each CT_IU shall be mapped into a Sequence. The CT_IU table for synchronous mode transactions
are shown in table 12.

Table 12 — CT_IU table for synchronous transaction

Information Pavioad
CT_IUName | Category ayloa FmMLa | sib [ moc
Request 2 One Request CT_IU F T M
Response 3 One Response CT_IU L T M

8 The F/M/L column indicates whether the Sequence may be the First, Middle, or Last
Sequence of the Exchange.

b The SI column indicates whether Sequence Initiative is Held or Transferred.
¢ The M/O column indicates whether support for the Sequence is Mandatory or Optional.

4.5.2.4 FC-2interface

45.2.4.1 Overview

The mapping of CT_IUs to Fibre Channel Sequences and frames is described.
4.5.2.4.2 Routing bits

The routing bits shall be set to FC-4 device data (0000b).

4.5.2.4.3 Information category

This parameter shall be set as indicated in table 12.
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45244 D_ID

The D_ID shall identify the destination Fibre Channel address identifier for the CT_IU. For Request
CT _IUs, this is the WKA or N_Port Identifier where the Service is offered. For Response CT_IUs, this
is address identifier of the requesting Nx_Port.

45245 S_ID

The S_ID shall identify the source Fibre Channel address identifier for the CT_IU. For Request
CT_IUs, this is address identifier of the requesting Nx_Port. For Response CT_IUs, this is the WKA
or N_Port Identifier where the Service is offered.

45.2.4.6 Type

The CT shall set this parameter to Fibre Channel services (20h).

4.5.2.4.7 First sequence

The Requesting_CT shall set this parameter true to originate a new Exchange in order to transmit a
Request CT_IU.

4.5.2.4.8 Last sequence

The Service shall set this parameter true in a Response CT_IU to terminate an Exchange at the end
of the transaction.

4.5.2.4.9 Sequence Initiative

This parameter shall be set as described in 4.5.2.3.
4.5.2.4.10 Continue sequence condition

The use of this parameter is as defined in FC-FS.
4.5.2.4.11 Exchange reassembly

The CT shall set this parameter to zero.

4.5.2.4.12 Relative offset

Relative offset shall be used. Each CT_IU shall be treated as a continuous data block by the FC-FS
and the initial relative offset of each CT_IU shall be set to zero.

4.5.2.4.13 Optional headers
The use of any Optional Header is not defined by this standard.
4.5.2.5 Correlation of requests and responses

The correlation of Request CT_IUs and Response CT_IUs shall be managed by the specific Service.
FC-CT provides no generic mechanism for this management.

NOTE Services that make use of synchronous mode transactions typically correlate a request to a response
through the use of Exchange IDs.
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4.5.2.6 Error detection and recovery

There are two levels of error recovery that may be effected:
a) invalid CT_IU or FC-CT protocol error;
1) invalid/undefined GS_Type;
2) invalid revision level;
3) invalid Options or
4) Sequence payload exceeds the maximum size of CT_IU at a destination FC_CT,
and
b) FC-FS protocol errors and timeouts;
1) Sequence errors;
2) request to response timeout; or
3) Exchange errors.

When an invalid CT_IU or FC-CT protocol error is recognized, the Responding_CT indicates the er-
ror condition to the Requesting_CT using a Reject CT_IU.

When an FC-FS protocol error is detected, the Exchange shall be terminated. Synchronous mode
transactions shall be terminated by the Exchange Originator or the Exchange Responder using the
Abort Sequence Link Service with the LS _bit set to terminate the Exchange.

All error conditions shall also be indicated to the Client.

4.5.3 Asynchronous mode transactions

4.5.3.1 Fabric login and N_Port login

The Nx_Port shall perform Fabric Login and shall perform N_Port Login with the WKA of the Service,
in the manner that is specified in FC-FS.

4.5.3.2 Class of Service
For asynchronous mode transactions, the Class of Service is not defined by this standard.

NOTE For simplification when using asynchronous transactions, a replying CT should use the same Class of
service in its subsequent communication with an initiating CT.

4.5.3.3 Exchange and Sequence management

For asynchronous mode transactions, the Requesting_CT shall set the Exchange mapping bit in the
Options field to one.
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Separate Exchanges in each direction shall be used (e.g., each CT shall originate an Exchange and
hold the Sequence Initiative (SI)). Transfer of the Sl to the other CT shall be considered a protocol er-
ror and the other CT shall terminate the Exchange.

NOTE Asynchronous transaction mode is not used by any Service defined in this standard. This mode may be
removed in a future version of FC-GS.

An Exchange created by a CT is to be used only for a specific Server and shall not be shared with an-
other Server within the same or a different Service (e.g., a single Exchange shall not be used for both
Name Server and Alias Server requests).

Each CT_IU shall be mapped into a Sequence. The CT_IU table for asynchronous mode transac-
tions are shown in table 13.

Table 13 — CT_IU table for asynchronous transactions

CT_IU Name Incf:(;:;ng?r;n Payload FmiLe | siP | wio®
Request 2 One Request CT_IU F,M,L H M
Response 3 One Response CT_IU F,M,L H M
Unsolicited 2 One Request CT_IU F,M,L H M

a8 The F/M/L column indicates whether the Sequence may be the First, Middle or Last
Sequence of the Exchange.

b The SI column indicates whether Sequence Initiative is Held or Transferred.
¢ The M/O column indicates whether support for the Sequence is Mandatory or Optional.

4.5.3.4 FC-2interface

4.5.3.4.1 Overview

The mapping of CT_IUs to Fibre Channel Sequences and frames is described.
4.5.3.4.2 Routing bits

The routing bits shall be set to “FC-4 device data” (0000b).

4.5.3.4.3 Information category

This parameter shall be set as indicated in table 13.

45344 D_ID

The D_ID shall identify the destination Fibre Channel address identifier for the CT_IU.
45345 S_ID

The S_ID shall identify the source Fibre Channel address identifier for the CT_IU.
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4.5.3.4.6 Type

The CT shall set this parameter to “Fibre Channel services” (20h).
4.5.3.4.7 First sequence

The CT shall set this parameter true to originate a new Exchange.
4.5.3.4.8 Last sequence

The Service shall set this parameter true to terminate an Exchange at the end of the transaction.
4.5.3.4.9 Sequence initiative

This parameter shall be set as described in 4.5.3.3.

4.5.3.4.10 Continue sequence condition

The use of this parameter is vendor-specific.

4.5.3.4.11 Exchange reassembly

The CT shall set this parameter false.

4.5.3.4.12 Relative offset

Relative offset may be used if the underlying FC-FS supports it. Each CT_IU shall be treated as a
continuous data block by the FC-FS and the initial relative offset of each CT_IU shall be set to zero.

4.5.3.4.13 Optional headers
The use of any Optional Header is not defined by this standard.
4.5.3.5 Correlation of requests and responses

The correlation of Request CT_IUs and Response CT_IUs shall be managed by the specific Service.
FC-CT provides no generic mechanism for this management.

NOTE Services that make use of asynchronous mode transactions typically include a tag value within the ad-
ditional information to correlate requests with responses.

4.5.3.6 Error detection and recovery
There are two levels of error recovery that may be effected:
a) invalid CT_IU or FC-CT protocol error;

1) invalid/undefined GS_Type;

2) invalid revision level;

3) invalid Options;

4) Sequence payload exceeds the maximum size of CT_IU at a destination FC_CT.
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