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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work.

In the field of information technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

International Standard ISO/IEC 14888-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, IT Security techniques.

ISO/IEC 14888 consists of the following parts, under the general title Information technology — Security techniques —
Digital signatures with appendix:

— Part 1: General
— Part 2: Identity-based mechanisms

— Part 3: Certificate-based mechanisms
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Introduction

Digital signature mechanisms are asymmetric cryptographic techniques which can be used to provide entity
authentication, data origin authentication, data integrity and non-repudiation services. There are two types of digital
signature mechanisms:

— When the verification process needs the message as part of the input, the mechanism is named a “signature
mechanism with appendix”. A hash-function is involved in the calculation of the appendix. ISO/IEC 10118
specifies hash-functions for use in digital signatures with appendix.

— When the verification process reveals the message together with its specific redundancy (sometimes called the
shadow of the message), the mechanism is named a “sighature mechanism giving message recovery”.
Redundancy schemes designed for use as part of such a signature scheme are specified in the multipart
standard ISO/IEC 9796.

These two types are not mutually exclusive. Specifically, any digital signature mechanism giving message recovery,
for example, the mechanism specified in ISO/IEC 9796, can be used for provision of digital signatures with
appendix. In this case, the signature is generated by application of the signature process to a hash-token of the
message.
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Information technology — Security techniques — Digital
signatures with appendix —

Part 1:
General

1 Scope

ISO/IEC 14888 specifies several digital signature mechanisms with appendix for messages of arbitrary length. This
part of ISO/IEC 14888 contains general principles and requirements for digital signatures with appendix. It also
contains definitions and symbols common to all parts of ISO/IEC 14888.

2 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this part of ISO/IEC 14888. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this part of ISO/IEC 14888 are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated below. For
undated references, the latest edition of the normative document referred to applies. Members of ISO and IEC
maintain registers of currently valid International Standards.

ISO/IEC 9796:1991, Information technology — Security techniques — Digital signature scheme giving message
recovery.

ISO/IEC 9796-2:1997, Information technology — Security techniques — Digital signature schemes giving message
recovery — Part 2: Mechanisms using a hash-function.

ISO/IEC 10118-1:1994, Information technology — Security techniques — Hash functions — Part 1: General.

ISO/IEC 11770-3:1999, Information technology — Security techniques — Key management — Part 3: Mechanisms
using asymmetric techniques.

3 General

The mechanisms specified in ISO/IEC 14888 are based upon asymmetric cryptographic techniques. Every
asymmetric digital signature mechanism involves three basic operations.

O A process of generating pairs of keys, where each pair consists of a signature key and the corresponding
verification key.

O A process using the signature key; called the signature process.
O A process using the verification key; called the verification process.

The verification of a digital signature requires the signing entity’s verification key. It is thus essential for a verifier to
be able to associate the correct verification key with the signing entity, or more precisely, with (parts of) the signing
entity’s identification data. If this association is somehow inherent in the verification key itself, the scheme is said to
be “identity-based”. If not, the association between the correct verification key with the signing entity’s identification
data shall be provided by another means. Whatever the nature of such means, the scheme is then said to be

“certificate-based”.
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