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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechniel Commission) form thespecalized system for worldwide standardization.
Natioral bodies that ae members of I® or IEC participate inthe developmerof International
Standards througtechnicd committess estblished by the espective organization to dewith
particular fields of echnical activity. ISO and IEC technical commédecollaborate in @ds of
mutual interest. Other integiional organizations, governmehand non-governental, in liaison

with 1SO and IEC, ale takepart inthe work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 3.

In the field of infornation technology, ISO and IEC have estaldh joint technial committee,
ISO/IEC JTC 1.Draft International Standards adoptbd the joint techniad commitee are
circulated to national bodies for voting. Publication as an latiemal Standard requires approval
by at kast 75 % ofthe national bodies castiag/ote.

International Standard ISO/IEC 15408+&s preparedy Joint Techmial Commitee ISO/IEC

JTC 1, Information technologyin collaboration with CommorCriteria Project Sponsoring
Organisations. The identictext of ISO/IEC 15408-1 is published liyhe Common Criteri®roject
Sponsoring Organisations @@mmon Criteria for Information Tanology Security Evaluation.
Additional information on the Common Criteria Project and contact information on its Sponsoring
Organisatiosis providedin AnnexA of ISONEC 154081.

ISO/IEC 15408 consists of the following parts, under the generallniftemation technology —
Security techniques — Evaluation criteria for IT security

- Part 1: Introduction and general model
- Part 2: Security functional requirements
- Part 3: Security assurance requirements

Annexes B and C form a normatiyeart of this part ol SO/IEC 15408Annexes A and D are for
information only.

This LEGAL NOTICE hasbeen placed in all Parts of ISO/IEC 15408 by request:

The seven governmental organisations (cedtively called “the Common Criteria Project
Sponsoring Organisations”) identified in ISO/IEC 1840 Annex A, as the joint holders of the
copyright in the Common Ciriteria for Informatiohechnology &urity Evaluation, Parts 1
through 3 (called the “CC”), hereby grant naxclusiw license to ISO/IE to usethe CC in the
development of thdSO/IEC 15408 international standard. However, the Common Criteria
Project Sponsoring Organisations retahe right to use, copyistribute, or modify taCC as they
see fit.
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 1:
Introduction and general model

1 Scope

This multipart standard ISO/IEC 15408 defisecriteria, which for historicd and continuity
purpogs are eferred to herein as the Common Criteria (CC), to be used as the basis for evaluation
of securityproperties of IT produciandsystems. By establishing such a common criteria, tizese
results of an ITsecurity evalwation will be meaningful to a wider audience.

The CCwill permit comparaility betweenhe resilts of independent searity evaluations. It does

so by poviding a common set oéqurements for the sedty functions of IT products and systems
and for assw@ance measures applied to them duriagecurityevaluation. The evaluation pregs
estblishes a lewl of confidence thathe security functions of such products and systems #red
assurance measures apglie them meet tlese equirements.The evaluation results maydp
consuners to determine whether the IT product or system is secure enough for their intended
application and whether the securiisksimplicit in its use are tolerable.

The CC is seful as a guidéor the developmentfgroducts o systemswith IT security functions
and fa the procurement otommercal producs and systems wittsuch functions. During
evaluation,such a IT product or system iknownas a Target of Evaluation (TOE). Such TOEs
include, forexample, operating systentgmpuéer networks, distributed systenas)d applications.

The CC addresses protectiof information from unauthoried disclosuremnodification, or loss of
use. The cakgories of progction relating to trese thee types of failure of security are commonly
called confidentiality, irdgrity, andavailability, respectively. The CC may also be applicable to
aspects of T security outside of thesthree. The CC comntrates on threats toahinformation
arising from huran activities whether malicious or otherwise, but may &eplicable to somaon-
human threats as well. &ldition, the CC mape appled inother areas of IT, butakes no claim

of compeénce outside the strict damm of IT security.

The CC is applicabléo IT securitymeasures implementad hadware, firmware @ software.
Where particularaspects of evahtion are intended onlyto apply to cedin method of
implementation, this will bendicatedwithin the relewant criteria statements.

Cerain topics, beause they involvespecialied techniques or bcause they arsomewhat
periphera to IT security, are considered to be outside the scope of the CC. Some of these are
identified below.

a) The CC does not coamh security evaluatiorcriteria peréining to administrative
security measures hoelated diectly to the IT security mesures. However, it is
recognised that a sigrmfint part of the swirity of a TOE can often be achieved
through administrative measures sumh or@nisational, personnel, physal, and
proceduratontrols. Administative seurity measues in the operating environment of
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the TOE are treated as secwgage assumptions are these &ve an impact on the
ability of the IT securityneasuresto counter tkidentified threats.

b) The evaluation of techcal physical asgcts of IT seurity swch aselectromagnetic
emanation control is not sgécally cowvered, although many of the concepts
addressed will be applicable to that area. In particular, the CC addresses satse aspe
of physicalprotection of thel OE.

¢) The CC addresses neither the estidun methodology nor the adminiative and legl
framework under which the criteria may be applied by evaluation authorities.
However, it is expcted that the CC will be used for evaluation purposes iochiext
of such a frarework and such a methodology.

d) The procedures for use ofatwation esults in product or systent@aeditation are
outside the scapof the CC.Prodict or system ecreditation is tle administetive
process whereby authority is granted for the operation of an IT product or system in its
full opemtional environment. Evaluation focuses oe tf security parts othe produat
or system and those pad&the operatioriaenvironment thlamay directly affect the
secure use of IT elements. The results of the evaluation processrasguently a
valuable input to the accreditation pess. Howver, as other techniques are more
appropriate for the assessmaewitaon-IT relaéd product osystem securitproperties
and their rehbtionship to the IT security parts, accreditsrshould make segrate
provision forthose aspss.

€) The subjecof criteriafor the assessmewf the inherent qualites of cryptographic
algorithms is not coved in the CC. Should irgbendent assessment of mathenatic
properties of cryptographyemiedded in a TOE be requiredhe evaluation scheme
underwhichthe CC is applied mustake provisiorfor such assessments.

Documents

Document Sharing Hub

Full document details: ISO_IEC 15408-1_1999


http://avadocuments2026.com/doc/iso-iec-15408-1-1999
http://avadocuments2026.com/doc/iso-iec-15408-1-1999

© ISO/IEC ISO/IEC 15408-1:1999(E)

2 Definitions

2.1 Common abbrev iations
The following ablreviations are common to methanone part of the CC:
CcC Common Crig¢ria, the name used historically for this multipart standard

ISO/IEC 15408 in lieu of its officialSO nane of “Evaluation criteria for
informationtechnology security”

EAL Evaluation AssurarelLevel
IT Information Technology
PP Proection Profie

SF Security Function

SFP Security FunctioriPolicy
SOF Strength of Funion

ST Security Target

TOE Target of Evaluation

TSC TSF Scope o€ontrol

TSF TOE Security Furctions
TSFI TSF Inteface
TSP TOE Security Policy

2.2 Scope of glossary

This subchuse 2.2 corins only those érms which are used iaspecialised way throughout the
CC. The ngority of terms in the CC are udeeither acording to their acepted dictionary
definitions or according to commonlhaccepted definitions that may be found in ISO security
glossaresor othemwell-known colkctions of seurity terms.Some combinations of common terms
used in the CC, while not eriting glossary definition, are explained for clarity in the context where
they are used. Explanations of the use of terms and concepts used irlsepaay in ISO/IEC
15408-2 and ISO/IEC 15408€an befound intheir respetive “paradigm” sulzlauses.
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2.3 Glossary

Assets— Informationor resources to be protected ttne countermeasures of a TOE.
Assignment— The specifiation of anidentified pararaterin a component.
Assurance— Grounds for confidese that an entity meetits securityobjectives.

Attack potential — The perceived pential for sucessof an attack, shouldhaattak be launched,
expressed iterms of an attzker’'s expertiseresources and motivation.

Augmentation — Theaddition of o or more assuraecomponent(sfrom Pat 3to an EAL or
assuranceackage.

Authentication data — Information used to verify the aimed identity of a user.
Authorised user— A user who may, in accordanegth the TSP, performan operation.
Class— A grouping of families that share a common focus.

Componernt — The snall est seéctable set of elements thatynbe ircluded in aPP, an ST, or a
packag.

Connectivity — The property of the TOE whidilows intelactionwith IT entities external to the
TOE. This includes exchange of datawiye or by wireless means, ovany disance in any
environment or configuration.

Dependency— A relationship betweerequirements such that the requirement that is degaend
upon must normally be satisdi for the otler requirements to be abie meettheir objectives.

Element — An indivisible security requirement.
Evaluation — Assessmentf a PP, an ST or a TOE, against defined criteria.

Evaluation Assurance Level (EAL) — A paclkage consisting obssuranceomponents from Part
3 that epresents pointon the CQoredefined assurance scale.

Evaluation authority — A body that implements the CC for a sfie community by mens of
an evaluation scheme and thiey sets thestandards and monitors the quality evfaluations
conducte by bodieswithin that community.

Evaluation scheme— The administrative and regulatory framework under whibe CC is
applied byan ewaluation authority withira specificcommunity.

Extension — Theadditionto an ST or PP of functionegéquirements not contained iarP2 and/
or assuance requirements not contathin Part 3of the CC.

External IT entity — Any IT productor system, umtsted o trusted,outside & the TCE that
interacts with th& OE.
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Family — A grouping of compoentsthat share s&urity objectives but nay differ in emphasis or
rigour.

Formal — Expressed in a&estrictedsyntax language with definegtmantics based on well-
estblished mathematical compts.

Human user— Any persorwho interacs with the TOE.

Identity — A repmesentation (e.g. a string) uniquely identifying an authorised user, which can
either bethe full or abbeviatedname of tlat user orapseudonym.

Informal — Expressd in natual language.
Internal communication chamel— A communcation changl between separated parts of TOE.
Internal TOE transfer — Communicating datdetveen separated paof the TOE.

Inter-TSF transfers — Communicating datbetween the TOE and the security étions of other
trusted IT products.

Iteration — The use of a componemiore tharonce with varying operations.

Object — An entity within the TSC thaiontains or receives information and uponehsubjects
perform operations.

Organisational security policies— One or more ekurity rules, procedurespractices or
guidelines imposed bgn organisation upon its operations.

Package— A reusable e of either functional or assurance components éa.gcAL), combined
togetler to stisfy a setof identified securityobjectives.

Product — A packag of IT software, firmware and/or hardave, providing fuitionality designed
for use or incorporation within a multiplicity of systems.

Protection Profile (PP) — An implenmentation-independent set of securitgquirements foa
category of TOEs that megpecificconsumemneeds.

Reference monitor— The concept of an abatt machine that enfoes TOE acces control
policies.

Reference valdation medanism — An implementation of the refence monitor concept that
possesses the following propesti it is tamperproof, always invel, and simple enough to be
subjectedto thorough analysiand testing.

Refinement— The additiorof details toacomponent.

Role— A predefined st of rules esdblishing the allowed interactions be#en a user and the TOE.

Secret— Information that must be known only to autised uses and/or the TSF in order to
enforce a specific SFP.
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Searity attribu te — Information associated with subjects, users and/or objects that is used for
the enforcement dhe TSP.

Searity F unction (SF) — A part or parts of the TOE that hawebe elied upon forenforcing a
closelyrelated subset of theles fran the TSP.

Security Function Policy (SFP)— The security potly enforced byan SF.

Searit y objective — A statement of intent to counter identified thresmtd/or satisfy identigd
organisation security polies and assumptions.

Searity Target (ST) — A set of gcurity requirementsnd specifications to be used the basis
for evaluatiorof anidentified TOE.

Selection— Thespecifcationof one or more itesifrom alist in a component.

Semiformal — Expressednia restrictel syntax languagwith defined semantics.

Strength of Function (3OF) — A qualification of a TOE security function expressing the
minimum efforts assumed necessarydfea its expeatd security behaviour by directly attacking
its uncerlying security nechanisms.

SOF-basic— A level of the TOE strength of function whex analysis shows that étfunction
provides adequate prettion against casual beeh of TOE seurity by attackers possssing a low
attack potential.

SOF-medium— A level of the TOE strength of function where analysis shows that the function
provides adequate prettion against straightforward or intentional breach of TOE security by
attackers possessing a navdte attack potential.

SOF-high — A levd of the TOE stength of function where analysishows that the function
provides adequate protetion againg deliberately planned or ompised breach of TOE se&urity by
attackers possessing a high attack potnti

Subject— An entity within the TSC that causes atiems to be prformed.

System— A specificlT installation with a particulapurpose and opational environment.

Target of Evaluation (TOE) — AnIT produd or systen and itsassociated administrator dnser
guidane docurrentation that is the subje®f an evaluation.

TOE resource — Anything useabl®r consumablén the TOE.

TOE Seaurity F unctions (TSF) — A set consistingf all hardwaresoftware and firmwareof the
TOE that musbe ©lied uponfor the correct enfeementof the TSP.

TOE Security Functions Interface (TSFI) — A set ofinterfaces, whether interactive (man-

mechine interbce) or progammatic (applicatiorprogramming intedce), through whichTOE
resources &accessed, mediated byethSF, orinformation is obtaineffom the TSF.
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TOE Security Policy (TSP)— A sd of rules that regulate how assetsmanaged protectecand
distributed within a TOE.

TOE sewrity policy modd — A striwcturedrepregntation of the security policyo beenforced
by the TOE.

Transfersoutside TSF control— Communicating datto entities not undecontrol of the TSF.

Trusted channel— A mears by which aTSF am a remote trustél T product can communicate
with ne@ssary confidence tasupport the TSP.

Trusted path — A means by which a user and a T@Rcommuniate with necessy confidence
to support the TSP.

TSF data— Data created bgnd for tle TOE, that might affect the opetion of the TOE.

TSF Scope of Control (TSC)— Theset of interactions that can occur with or within a TéaDHE
are subjecto the rules of the TSP.

User — Any entity (human user external IT entity) outside the T@ that interacts with th€OE.

User data — Datacreated by and forthe user, that does not affehe operation of the TSF.
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3 Overview

This clause introdees the main concepts of the CC. It ident# thetarget audience, evaluation
conext, and the approach taén to present thenaterial.

3.1 Introduct ion

Information held by IT products or systems is a critical resouticat enables organisations to
suwcceed in their mission. Additionallyindividuals havea reasoreble expectation that their
personal information comined in IT products or sysins lemain privat, be available to theras
needed, and not be subject to unauthorised modification. IT products or systems should perform
their functions while exercising proper contradf the informationto ensure itis proteceéd against
hazards such as unwanted or unaated dissemination, alteration, or loss. The term IT security

is used tocover prevention and mitagon of these and simildrazards.

Many consumers of IT lack the knowledge, expertise or respueessary to judgewhether tleir
confidence in the serity of their IT products or systems is appref®j and they @y not wish to
rely solelyon the assertions ofhe developers. Consumers mingrefore chooseto increase their
confidencein the security measws®f an IT product or syste by ordering an analysis of its
security(i.e. a security evaluation).

The CC an be used to dect the approprate IT securitymeasurs and it containscriteria for
evaluationof security requiremnts.

3.2 Target audience of the CC

There are thee groups wittagenedl interest inevaluation otthe security properties 6F products
and systems: TOE consumefOE developersand TOE evaluator3.he criteria presengdn this
docunent havebeen structwad to support theeeds of all three groups. They areahsidcered to
be the principal users of this CC. The three groups can benefit from the estexjpéined in the
following paragraphs.

3.2.1 Consumers

The CC playsan important role in supporting techniques éonsumer settion of IT security
requirements to express therganisational eeds. The CCsiwritten to ensure that evaluation
fulfils the needs othe consumers as this is the fundamental pur@ose justifcation for the
evaluation process.

Consumers an use the results of evaluat®to help decidevhether an evalated productor
system fulfils their ecurity needs. These security needs are typically identified as a result of both
risk analysisand policy direction Consumers can alsose the evaluatiorresults to compare
different products or symns. Presentation of thassurance equirements within a hierehny
supports tte need.
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The CC gives consumers — esjally in consumer groupand communities of interest -an
implementation-indeperedt structure termed the Protection Profile (PP) in which to express their
special requirementsr IT security measures ia TOE.

3.2.2 Developers

The CC is intended to support developers in preparing for and assistingewvaltiaion of their
products or systems and in identifyisgcurity requirements to be satisfied bycleaof their
productsor systems. Itsalso quite possiblthat an associatbevaluation methodology, potentially
accompanied by a mutual recognition agreement for evaluation results, would fertinértpe
CC to support someone, other than the TOE deeglap premring for and assisting in the
evaluation of a developersOE.

The CC constructs can then be used to make claims that the TOE conforms to iteddentifi
requirements by means of specifiedséy functions and assances to be evaluated. Each TOE’s
requirements areontained in an im@mentation-depereht construct termed thSecurity Target

(ST). One or more PPs may provide tbguirementf a broad consumer base.

The CC degribes security fuations that a developer could include in the TOE. The&the ued
to determine theesponsibilities andcions to suppot evidence thatsinecesary to support the
evaluation of tle TOE. Italso dfines the content and presentation of that ewd.

3.2.3 Evaluators

The CC contains criteria to be used by evaluators when forming judgeaeutshe conformance
of TOEs to their securityequirements. The CCescribes the set of@neral actions the evaluator
is to carry out and the security ftiions on which to perform these actions. Niigt the CC does
not specify procedures to be followed in carrying out tfaosens.

3.2.4 Others

While the CC s oriented tovards speification ard evaluation of the IT security properties of
TOEs, it may also be useful as reference mattriall parties with an interest inor responsibility
for IT security. Some of the additi@hinterest groups thatan berefit from information contaied

in the CCare:

a) system custodianand systm security officers responsitg for determining and
meeting organisational I'Security policies andequirements;

b) auditors, both intea and external, responsible for essing the adeqog of the
security of a system;

C) security architets and designers responsible tbe speciftation of the seurity
content of IT systems amqoducts;

d) accreditors responsible for aapting an IT system for use withia particular
environment;

e) sponsors okvaluationresponsible forequesting and supfdog an evaluation; and
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f) evaluationauthorities responsible for the management and oversight of IT security

evaluation programmes.

3.3 Evaluation context

In order to achievegreater compability between evaluation esults, evaluatios should be
performed within theframework ofan authoritatie evaluation scheme thaetsthe standards,
monitors the quality of the evaluatioasd administers the regulations to which the evaluation

facilities and evaluators must conform.

The QC does not séte requirements for the regidry framework. However, consistenbetween
the regulatory frameworks of different evaluation authorities will lmessary to achieve the goal
of mutual recognitiomf the resuls of such evaluations. Figure 3depicts the major einents that

form the context fa evaluations.

Useof a comma evaluation methodolggcontribues to tre repeatabiliy and objectivity of the
results but is not by itsekufficient. Many of the evaluatiorriteria require the application of
expert judgment andbackground knowledge for whigtonsisteny is moredifficult to achieve.
In order toenharee the consistency ofheevaluation findingsthe find evaluation resultsould be
submitted to a certification process.€ldertification proessis the indepeneht inspection of the
results othe evaluation lading to the production of thignal certificate orapproval. The certificate
isnormally publcly available. It is noked that the certification process ameans ofjaining greater
consisteny in the application of IT security critexi

The evaluation heme methodology, ad certification processeare tle responsibilityof the
evaluationauthorities that run evaluation sohes and are outside the scope of @€.

Evaluation

Criteria
/ (the CC)

N

Evaluation
f Methodology

Evaluation
Scheme

Final A / List of
Evaluation gg:g;/ye Certificates
Results Register
Figure3.1 - Evaluation context
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