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Foreword

ISO (the International Organization for Standardization) and IEC (the Internati
Electrotechnical Commission) form thespecialized system for worldwide standardization
National bodies that are members of ISO or IEC participate inthe development of International
Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of
mutual interest. Other international organizations, governmental and non-governmental, in liaison
with ISO and IEC, also takepart inthe work.

In the field of information technology, ISO and IEC have established a joint technical committee,
aISO/IEC JTC 1.Draft International Standards adoptedby the joint technicl committee are

circulated to national bodies for voting. Publication as an International Standard requires approva
by at least 75 % ofthe national bodies castingavote.

International Standard ISO/IEC 15408-1was preparedby Joint Technical Committee ISO/IEC
JTC 1, Information technology, in collaboration with CommonCriteria Project Sponsoring
Organisations. The identical text of ISO/IEC15408-1 is published bythe Common CriteriaProject
Sponsoring Organisations as Common Criteria for Information Technology Security Evaluation.
Additional information on the Common Criteria Project and contact information on its Spons
Organisations is providedin AnnexA of ISO/IEC 15408-1.

ISO/IEC 15408 consists of the following parts, under the general titleInformation technology —
Security techniques —  Evaluation criteria for IT security:

-  Part 1: Introduction and general model

-  Part 2: Security functional requirements

-  Part 3: Security assurance requirements

Annexes B and C form a normative part of this part ofISO/IEC 15408.Annexes A and D are for
information only.

This LEGAL NOTICE has been placed in all Parts of ISO/IEC 15408 by request:
The seven governmental organisations (collectively called “the Common Criteria Project
Sponsoring Organisations”) identified in ISO/IEC 15408-1 Annex A, as the joint holders of th
copyright in the Common Criteria for InformationTechnology Security Evaluation, Parts 1
through 3 (called the “CC”), hereby grant non-exclusive license to ISO/IEC to use the CC in the
development of theISO/IEC 15408 international standard.  However, the Common Crite
Project Sponsoring Organisations retainthe right to use, copy,distribute, or modify the CC as they
see fit.

Part 3.
International Standards are drafted in accordance with the rules given in the ISO/IEC Dire
vii
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Information technology — Security techniques — Evaluation
criteria for IT security —

1  Scope

This multipart standard ISO/IEC 15408 defines criteria, which for historical and continuity
purposes are referred to herein as the Common Criteria (CC), to be used as the basis for eval
of securityproperties of IT productsandsystems. By establishing such a common criteria base, the
results of an ITsecurity evaluation will be meaningful to a wider audience. 

The CC will permit comparabilit y between the results of independent security evaluations. It does
so by providing a common set of requirements for the security functions of IT products and system
and for assurance measures applied to them during a security evaluation. The evaluation process
establishes a level of confidence thatthesecurity functions of such products and systems andthe
assurance measures applied to them meet these requirements.The evaluation results may help
consumers to determine whether the IT product or system is secure enough for their inte
application and whether the securityrisks implicit in its use are tolerable.

The CC is useful as a guide for the development of products or systems with IT security functions
and for the procurement ofcommercial products and systems withsuch functions. During
evaluation,such an IT product or system isknown as a Target of Evaluation (TOE). Such TOE
include, for example, operating systems,computer networks, distributed systems,and applications.

The CC addresses protection of information from unauthorised disclosure,modification, or loss of
use. The categories of protection relating to these three types of failure of security are commonly
called confidentiality, integrity, and availability, respectively. The CC may also be applicable 
aspects of IT security outside of these three. The CC concentrates on threats to that information
arising from human activities,whether malicious or otherwise, but may beapplicable to somenon-
human threats as well. Inaddition, the CC maybe applied in other areas of IT, but makes no claim
of competence outside the strict domain of IT security.

The CC is applicableto IT securitymeasures implementedin hardware, firmware or software.
Where particularaspects of evaluation are intended onlyto apply to certain methods of
implementation, this will beindicatedwithin the relevant criteria statements. 

Certain topics, because they involvespecialised techniques or because they aresomewhat
peripheral to IT security, are considered to be outside the scope of the CC. Some of thes
identified below.

a) The CC does not contain security evaluation criteria pertaining to administrative
security measures not related directly to the IT security measures. However, it is
recognised that a significant part of the security of a TOE can often be achieve
through administrative measures suchas organisational, personnel, physical, and
procedural controls. Administrative security measures in the operating environment o

Part 1:
Introduction and general model
1
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the TOE are treated as secure usage assumptions where these have an impact on the
ability of the IT security measures to counter the identified threats.

b) The evaluation of technical physical aspects of IT security such as electromagnetic
emanation control is not specifically  covered, although many of the concepts
addressed will be applicable to that area. In particular, the CC addresses some cts
of physical protection of the TOE.

c) The CC addresses neither the evaluation methodology nor the administrative and legal
framework under which the criteria may be applied by evaluation authori
However, it is expected that the CC will be used for evaluation purposes in the context
of such a framework and such a methodology.

d) The procedures for use of evaluation results in product or system accreditation are
outside the scope of the CC. Product or system accreditation is the administrative
process whereby authority is granted for the operation of an IT product or system
full operational environment. Evaluation focuses on the IT security parts of the product
or system and those parts of the operational environment that may directly affect the
secure use of IT elements. The results of the evaluation process are consequently a
valuable input to the accreditation process. However, as other techniques are mo
appropriate for the assessments of non-IT related product or system security properties
and their relationship to the IT security parts, accreditors should make separate
provision for those aspects.

e) The subject of criteria for the assessment of the inherent qualities of cryptographic
algorithms is not covered in the CC. Should independent assessment of mathematical
properties of cryptography embedded in a TOE be required, the evaluation scheme
under which the CC is applied must make provision for such assessments.
2
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2  Definitions

2.1  Common abbrev iations

The following abbreviations are common to more than one part of the CC: 

CC Common Criteria, the name used historically for this multipart standa
ISO/IEC 15408 in lieu of its official ISO name of “Evaluation criteria for
information technology security”

EAL  Evaluation Assurance Level

IT  Information Technology

PP Protection Profile

SF Security Function

SFP Security Function Policy

SOF Strength of Function

ST Security Target

TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Functions

TSFI TSF Interface

TSP TOE Security Policy

2.2  Scope o f glossary

This subclause 2.2 contains only those terms which are used in a specialised way throughout th
CC. The majority of terms in the CC are used either according to their accepted dictionary
definitions or according to commonly accepted definitions that may be found in ISO secur
glossaries or other well-known collections of security terms. Some combinations of common term
used in the CC, while not meriting glossary definition, are explained for clarity in the context wh
they are used. Explanations of the use of terms and concepts used in a specialised way in ISO/IEC
15408-2 and ISO/IEC 15408-3 can be found in their respective “paradigm” subclauses.
3
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2.3  Glossary

Assets — Information or resources to be protected by the countermeasures of a TOE.

Assignment — The specification of an identified parameter in a component.

Assurance — Grounds for confidence that an entity meets its security objectives.

Attack potential — The perceived potential for success of an attack, should an attack be launched,
expressed in terms of an attacker’s expertise, resources and motivation.

Augmentation — The addition of one or more assurance component(s) from Part 3 to an EAL or
assurance package.

Authentication data — Information used to verify the claimed identity of a user.

Authorised user — A user who may, in accordance with the TSP, perform an operation.

Class — A grouping of families that share a common focus.

Component — The smallest selectable set of elements that may be included in a PP, an ST, or a
package.

Connectivity — The property of the TOE which allows interaction with IT entities external to the
TOE. This includes exchange of data by wire or by wireless means, over any distance in any
environment or configuration.

Dependency — A relationship between requirements such that the requirement that is depened
upon must normally be satisfied for the other requirements to be able to meet their objectives.

Element — An indivisible security requirement.

Evaluation — Assessment of a PP, an ST or a TOE, against defined criteria.

Evaluation Assurance Level (EAL) — A package consisting of assurance components from Part
3 that represents a point on the CC predefined assurance scale.

Evaluation authority — A body that implements the CC for a specific community by means of
an evaluation scheme and thereby sets the standards and monitors the quality of evaluations
conducted by bodies within that community.

Evaluation scheme — The administrative and regulatory framework under which the CC is
applied by an evaluation authority within a specific community.

Extension — The addition to an ST or PP of functional requirements not contained in Part 2 and/
or assurance requirements not contained in Part 3 of the CC.

External IT entity  — Any IT product or system, untrusted or trusted, outside of the TOE that
interacts with the TOE.
4
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Family  — A grouping of components that share security objectives but may differ in emphasis or
rigour.

Formal — Expressed in a restricted syntax language with defined semantics based on well-
established mathematical concepts.

Human user — Any person who interacts with the TOE. 

Identity — A representation (e.g. a string) uniquely identifying an authorised user, which
either be the full or abbreviated name of that user or a pseudonym.

Informa l — Expressed in natural language.

In ternal communication channel — A communication channel between separated parts of TOE

In ternal TOE transfer — Communicating data between separated parts of the TOE.

Inter-TSF transfers — Communicating data between the TOE and the security functions of other
trusted IT products.

Iteration  — The use of a component more than once with varying operations.

Object — An entity within the TSC that contains or receives information and upon which subjects
perform operations. 

Organisational security policies — One or more security rules, procedures, practices, or
guidelines imposed by an organisation upon its operations. 

Package — A reusable set of either functional or assurance components (e.g. an EAL), combined
together to satisfy a set of identified security objectives.

Product — A package of IT software, firmware and/or hardware, providing functionality designed
for use or incorporation within a multiplicity of systems.

Protection Profile (PP) — An implementation-independent set of security requirements for a
category of TOEs that meet specific consumer needs.

Reference monitor — The concept of an abstract machine that enforces TOE access control
policies.

Reference validation mechanism — An implementation of the reference monitor concept tha
possesses the following properties: it is tamperproof, always invoked, and simple enough to be
subjected to thorough analysis and testing. 

Refinement — The addition of details to a component.

Role — A predefined set of rules establishing the allowed interactions between a user and the TOE

Secret — Information that must be known only to authorised users and/or the TSF in order to
enforce a specific SFP.
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Security attribu te — Information associated with subjects, users and/or objects that is use
the enforcement of the TSP.

Security F unction (SF) — A part or parts of the TOE that have to be relied upon for enforcing a
closely related subset of the rules from the TSP.

Security Function Policy (SFP) — The security policy enforced by an SF. 

Securit y objective — A statement of intent to counter identified threats and/or satisfy identified
organisation security policies and assumptions.

Secur ity Target (ST) — A set of security requirements and specifications to be used as the basis
for evaluation of an identified TOE.

Selection — The specification of one or more items from a list in a component.

Semiformal — Expressed in a restricted syntax language with defined semantics.

Strength of Function (SOF) — A qualification of a TOE security function expressing th
minimum efforts assumed necessary to defeat its expected security behaviour by directly attackin
its underlying security mechanisms.

SOF-basic — A level of the TOE strength of function where analysis shows that the function
provides adequate protection against casual breach of TOE security by attackers possessing a low
attack potential.

SOF-medium — A level of the TOE strength of function where analysis shows that the func
provides adequate protection against straightforward or intentional breach of TOE security
attackers possessing a moderate attack potential.

SOF-high — A level of the TOE strength of function where analysis shows that the function
provides adequate protection against deliberately planned or organised breach of TOE security by
attackers possessing a high attack potential.

Subject — An entity within the TSC that causes operations to be performed.

System — A specific IT installation, with a particular purpose and operational environment.

Target of Evaluation (TOE) — An IT product or system and its associated administrator and user
guidance documentation that is the subject of an evaluation.

TOE resource — Anything useable or consumable in the TOE.

TOE Security F unctions (TSF) — A set consisting of all hardware, software, and firmware of the
TOE that must be relied upon for the correct enforcement of the TSP.

TOE Security Functions Interface (TSFI) — A set of interfaces, whether interactive (man-
machine interface) or programmatic (application programming interface), through which TOE
resources are accessed, mediated by the TSF, or information is obtained from the TSF.
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TOE Security Policy (TSP) — A set of rules that regulate how assets are managed, protected and
distributed within a TOE.

TOE secur ity policy model — A structured representation of the security policy to be enforced 
by the TOE.

Transfers outside TSF control — Communicating data to entities not under control of the TSF. 

Trusted channel — A means by which a TSF and a remote trusted IT product can communicate
with necessary confidence to support the TSP. 

Trusted path — A means by which a user and a TSF can communicate with necessary confidence
to support the TSP.

TSF data — Data created by and for the TOE, that might affect the operation of the TOE.

TSF Scope of Control (TSC) — The set of interactions that can occur with or within a TOE and
are subject to the rules of the TSP.

User — Any entity (human user or external IT entity) outside the TOE that interacts with the TOE. 

User data — Data created by and for the user, that does not affect the operation of the TSF.
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3  Overview

This clause introduces the main concepts of the CC. It identifies the target audience, evaluation
context, and the approach taken to present the material.

3.1  Introduct ion

Information held by IT products or systems is a critical resource that enables organisations to
succeed in their mission. Additionally, individuals have a reasonable expectation that their
personal information contained in IT products or systems remain private, be available to them as
needed, and not be subject to unauthorised modification. IT products or systems should p
their functions while exercising proper control of the information to ensure it is protected against
hazards such as unwanted or unwarranted dissemination, alteration, or loss. The term IT secur
is used to cover prevention and mitigation of these and similar hazards.

Many consumers of IT lack the knowledge, expertise or resources necessary to judge whether their
confidence in the security of their IT products or systems is appropriate, and they may not wish to
rely solely on the assertions of the developers. Consumers may therefore choose to increase their
confidence in the security measures of an IT product or system by ordering an analysis of its
security (i.e. a security evaluation).

The CC can be used to select the appropriate IT security measures and it contains criteria for
evaluation of security requirements.

3.2  Target audience of the CC

There are three groups with a general interest in evaluation of the security properties of IT products
and systems: TOE consumers, TOE developers, and TOE evaluators. The criteria presented in this
document have been structured to support the needs of all three groups. They are all considered to
be the principal users of this CC. The three groups can benefit from the criteria as explained in the
following paragraphs.

3.2.1  Consumers

The CC plays an important role in supporting techniques for consumer selection of IT security
requirements to express their organisational needs. The CC is written to ensure that evaluation
fulfils the needs of the consumers as this is the fundamental purpose and justification for the
evaluation process. 

Consumers can use the results of evaluations to help decide whether an evaluated product or
system fulfils their security needs. These security needs are typically identified as a result of
risk analysis and policy direction. Consumers can also use the evaluation results to compare
different products or systems. Presentation of the assurance requirements within a hierarchy
supports this need.
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The CC gives consumers — especially in consumer groups and communities of interest — an
implementation-independent structure termed the Protection Profile (PP) in which to express 
special requirements for IT security measures in a TOE.

3.2.2  Developers

The CC is intended to support developers in preparing for and assisting in the evaluation of their
products or systems and in identifying security requirements to be satisfied by each of their
products or systems. It is also quite possible that an associated evaluation methodology, potentially
accompanied by a mutual recognition agreement for evaluation results, would further permit the
CC to support someone, other than the TOE developer, in preparing for and assisting in the
evaluation of a developer’s TOE.

The CC constructs can then be used to make claims that the TOE conforms to its ideed
requirements by means of specified security functions and assurances to be evaluated. Each TOE
requirements are contained in an implementation-dependent construct termed the Security Target
(ST). One or more PPs may provide the requirements of a broad consumer base.

The CC describes security functions that a developer could include in the TOE. The CC can be used
to determine the responsibilities and actions to support evidence that is necessary to support the
evaluation of the TOE. It also defines the content and presentation of that evidence.

3.2.3  Evaluators

The CC contains criteria to be used by evaluators when forming judgements about the conformance
of TOEs to their security requirements. The CC describes the set of general actions the evaluato
is to carry out and the security functions on which to perform these actions. Note that the CC does
not specify procedures to be followed in carrying out those actions. 

3.2.4  Others

While the CC is oriented towards specification and evaluation of the IT security properties of
TOEs, it may also be useful as reference material to all parties with an interest in or responsibility
for IT security. Some of the additional interest groups that can benefit from information contained
in the CC are:

a) system custodians and system security officers responsible for determining and
meeting organisational IT security policies and requirements;

b) auditors, both internal and external, responsible for assessing the adequacy of the
security of a system;

c) security architects and designers responsible for the specification of the security
content of IT systems and products;

d) accreditors responsible for accepting an IT system for use within a particular
environment;

e) sponsors of evaluation responsible for requesting and supporting an evaluation; and
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f) evaluation authorities responsible for the management and oversight of IT sec
evaluation programmes.

3.3  Evaluat ion context

In order to achieve greater comparability between evaluation results, evaluations should be
performed within the framework of an authoritative evaluation scheme that sets the standards,
monitors the quality of the evaluations and administers the regulations to which the evaluat
facilities and evaluators must conform.

The CC does not state requirements for the regulatory framework. However, consistency between
the regulatory frameworks of different evaluation authorities will be necessary to achieve the goa
of mutual recognition of the results of such evaluations. Figure 3.1 depicts the major elements that
form the context for evaluations.

Use of a common evaluation methodology contributes to the repeatability and objectivity of the
results but is not by itself sufficient. Many of the evaluation criteria require the application of
expert judgement and background knowledge for which consistency is more difficult to achieve.
In order to enhance the consistency of the evaluation findings, the final evaluation results could be
submitted to a certification process. The certification process is the independent inspection of the
results of the evaluation leading to the production of the final certificate or approval. The certificate
is normally publicly available. It is noted that the certification process is a means of gaining greater
consistency in the application of IT security criteria.

The evaluation scheme, methodology, and certification processes are the responsibility of the
evaluation authorities that run evaluation schemes and are outside the scope of the CC.

Figure 3.1  -  Evaluation context
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