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Foreword

ISO (the Intenational Organization for Standardization and IEC (the International
Electrotechniel Commission) form thespecalized system for worldwide standardization.
Natioral bodies that ae members of I® or IEC participate inthe developmerof International
Standards througtechnich committess estblished by the espective organization to deaith
particular fields of echnical activity. ISO and IEC technical commédecollaborate in @ds of
mutual interest. Other iatnational organizations, gesnmentaland non-goernmental, in liaison
with 1SO and IEC, ale takepart inthe work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 3.

In the field of infornation technology, ISO and IEC have estal#ih joint technial commitiee,
ISO/IEC JTC 1.Draft International Standards adoptby the joint technid committee are
circulated to national bodies for voting. Publication as an latiemmal Standard requires approval
by at kast 75 % othe national bodies castirg/ote.

International Standard ISO/IEC 15408-2 was prepared by Joint Teatf@ommitee ISO/IEC

JTC 1, Information technologyin collaboration with CommorCriteria Project Sponsoring
Organisations. The idengictext of ISO/IEC 15408-2 is published by the Common Criteria Project
Sponsoring Organisations @@mmon Criteria for Information Tanology Security Evaluation.
Additional information on the Common Criteria Project and contact information on its Sponsoring
Organisatiosis providedin AnnexA of ISONEC 154081.

ISO/IEC 15408 consists of the following parts, under theergétitle Information technology —
Security techniques — Evaluation criteria for IT security

- Part 1: Introduction and general model
- Part 2: Security functional requirements
- Part 3: Security assurance requirements
Annexes Ato M of this part of ISO/IEC 15408 are for informan orly.

This LEGAL NOTICE hasbeen placed in all Parts of ISO/IEC 15408 by request:

The seven governmental organisations (cetitively called “the Common Criteria Project
Sponsoring Organisations”) identified in ISO/IEC 1840 Annex A, as the joint holders of the
copyright in the Common Criteria for Informatiohechnology &urity Evaluation, Parts 1
through 3 (called the “CC”), hereby grant naxclusiwe license to ISO/IE to use the CC in the
development of théSO/IEC 15408 international standard. However, the Common Criteria
Project Sponsoring Organisations retdahe right to use, copydistribute, or modify taCC as they
see fit.
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 2:
Security functional requirements

1 Scope

Security furctionalcomponentsas defined in tisipart of ISO/IEC 15408, aethe basis for th&d OE

IT security functional requirements exgased in a Protection Profil§PP) or a Security Target
(ST). Theserequirements describe the edired security ehaviour expected of a Target of
Evaluation (TOE) andre intended to me#te securityobjectives as stated @PP oran ST. These
requirements describe security properties thatsiesn deted¢ by dired interaction with theTOE
(i.e. inputs, outputs) or by thEOE’s responséo stimulus.

Security functioal comporents express security requirements intended to counter threats in the
assumed opating environmeinof the TOE and/or cove any identiied organisational secity
policies and assumptions.

The audience forthis part of ISO/IEC 15408 includes consumetsvelopers, and evaluataré
securdT systems and products. ISO/IEC 15408-1 clause 3 provides additional informatien on
targetaudience of ISO/IEC 15408nd on the use of the standard by gineups tlat comprise the
target audence. These groups may usthis part oiSO/IEC 15408 as follows:

- Consumers who use ISO/IEC 15408-2 when selecting components tesexpr
functional equirementgo satisfythesecurity objectiveexpresseth a PP or ST. ISO/
IEC 154081 subclause .8 provides mee detailed information on the relationship
between security objectis@nd security requiements.

- Developers, who respond to actual or perceived consumer se@&guiyements in
constucting aTOE, may find a standardisedethod to understand thossgjurements
in this part ofISO/IEC 15408. They can also use the conteintsi® pat of ISOIEC
15408 as adsis for further defining theTOE security functions andeohanisms that
complywith those requirements.

- Evaluators, who use the functional requirements defined inahisfdSO/IEC 15408
in verifying that the TOE functional requirements expressed in the PP @tiSfyy the
IT security objectives and that all dslencies are accounted for and shown to be
satisfied. Evaluators also should use this part of ISO/IEC 15408 to assist in
determinig whether a give TOE satisfis stated requirements.

1.1 Extending and maintaining functional requirements
ISO/IEC 15408 and the associatedwsey functioral requirements desibed herein are not rast

to beadefinitive answeto allthe problems of T security. Rather, tle standard ofrs asetof well
understood security functional requirements that can led tscreate trusted products or systems
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reflecting the needs of the mark&hese seurity functional requirements aregsented as the
current state ahe art in requements speciftation and evaluation.

This part of ISO/IEC 15408 does not pres@nto include all possible secuyitfunctional
requirements but rather contains thosa #re known an@greed to be of alue by the ISO/IEC
15408-2authors at the timef release.

Since the unefstanding and needs cbnsumers @y change, the functionagguirements in this
pat of ISOAEC 1543 will need tobe maintainedit is envisioned that soe PP/ST authis may
have securityneed not (yet) coveredby the furctional requirement components ISO/IEC

15408-2. In thoseases the PP/ST author may choose to consider usictdioa requirements
not taken from the standarafgrred to aextensibility), as expdined in Annexes B and C of ISO/

IEC 15408-1.

1.2 Organisation of ISO/IEC 15408-2

Claus 1lis the introductay materialfor ISO/IEC 15408-2.

Clause2 introdues thecatalogue of ISO/IEC 15408-2 functional components whieses 3
through 13 dscribe the fumtional classes.

Annex A provides additional informatio of interest to potential userof the functional
components including a complete cross referéaioie of the funtional component degndencies.

Annexes B through M provide tl application nats for the functionlaclasses. They are a
repositoryfor informative suppding materialfor theuses of this part  ISO/IEC 15408which
may help then to appy relevant operationsand selet appropria¢ audit or documentation
information.

Those who authdPPs orSTs should refeto Clause? of ISONEC 154081 for relevant structures,
rules, and guidase:

- ISO/IEC 154081, claue 2definestheterms used iINSO/NEC 15408.
- ISOJ/IEC 154081, Annex B déines the structure fd°Ps.
- ISOJ/IEC 154081, Annex C dénes the structure f&TSs.

1.3 Functional requ irements paradigm

This subclause describes the paradiged inthe security functional req@ments bthis part of
ISO/IEC 15408. Figure 1.1 ard 1.2 depictsomeof the ke conceps of the paradign. This
subclause vides descriptive text for those figures anddthe key concepts not depicteldey
conceptsdiscussal are highlighted in bold/italics. This sibclause is mt intended to replace or
supersedanyof theterms foundn theISOAEC 15408 gloss# in ISONEC 154081, clause 2.
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.
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S
Subje TSF Scopef Control (TSC)

Figure 1.1 - Searity functional requirements paradigm (Monolithic TOE)

This part of ISO/IEC 15408 iscatalogue of security fusional requirements that can be specified
for a Target of Bvaluation (TOE). A TOE is an IT product or system (along with user and
administrator guidance documetin) containingesources such as electronic storage medja (
disks), peripheral devices.§. printers), and computing ity (e.g. CPU time) thatan beused

for processingnd storing information and is the subjetan evaluation.

TOE evaluation is concerngatimarily with ensuring that a defineOE Security Policy (TSP)is
enforced over the TOE resources. Th8P defines the rules by which the TOE governs access to
itsresources, anthusall informationand services controlled lige TOE.

TheTSP is, in turn, made wgf multiple Security Function Policies (SFPs) Each SFP has a scope
of control, that defines the s&bjs, obgcts, and operations controlled undex 8FP. The SFP is

implementedby a Searity Function (SF), whose rechanisms enforcéhe policyand provide
necessary capabilities.
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Figure 1.2 - Diagram of security functions in a distributed TOE

Those portios of a TOE that must beelied onfor the correct enforcemenof the TSP are
collectively referred toas theTOE Security Functions (TSF). The TS consistsof all hardware,
software, and firmware of a TOE #his either diectly or indirectly relied upon for seurity
enforcement.

A reference monitoris an absact machine that enforces thecess control polies of a TOE. A
reference validation mechanisnis animplementaton of the reference maror corcept thet
possessethe following propeties: tampeproof, always invoked, and simplenough to be
subjected tothorough analysis ahtesting The TSF may consist ofa reference validation
mechanism and/or ot securityfunctions neessary for the opeation of the TOE.

The TOE m# be a monolithic product containing hardwdnmenware, and software.

Alternatively a TOE may bea distributed product thatonsiss internally of multiple sparaed
parts. Each of #separts of the TOE provides jgarticular service for the TOE, and is conreect
to the other parts ofthe TOE through amternal communicationchannd. This channel can be as
small as a processbus, or may encompsia network internal to th€OE.
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When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF
which exchangsuser and TSF data over internal communicaticaamcéls with other @rts of the
TSF.This interaction is @led internal TOE transfer In thiscase the eparate parts of the TSF
abstractlyform the composié TSF, whid enforces the TSP.

TOE interface may be localisal to the particulaTOE, or they may allow interaction with other
IT products ove external communication channelsThese external intactions with other IT
products mayake two forms:

a) The security policy of the‘remotetrusted IT prodat’ and the TSP of the local TOEs
have been administiively coordinaéd and evalu&d. Exchanges of information in
this situationare calledinter-TSF transfers, as they are between thi&Fs of distinct
trusted poducts.

b) The remote IT produt may na be evaluated, indigted in Figure 1.2<‘untrusted IT
product’, theefore its security policy is unknan. Exchangesfanformation in this
situation are calletransfers outside TSF contrg as there is no TSF (or its policy
chagcteristics are unknowrgn the remot¢T product.

Thesetof interactions that canccur withor withina TOE and are subjedb therules ofthe TSP

is caled the TSF Scope of Control (TSC)The TSC encompasses a defined set of interactions
based on subjects, objects, and operations within the TOE, riegdt not enconass all resoures

of a TOE.

The set ofinterfaces, whethanteractive (man-machine interigcor programmat (application
programming interfag), through whibt resourcs are @cessed thaare mediaté by the TSF, or
information is obtaired from the TSF,is referredto as thel' SF Interface (TSFI). The TSFI defines
the boundass of the TOE functiosithat providefor the enforcement of the TSP.

Users are outside of the TOE, and therefore outside of the TSC elAmwin order to recest that
services be gformed by the TOE users interact with the TOE through the TSFI. There are two
types of users of intest to the ISO/IEC 15408-2aurity functional requirementstuman users

ard external IT entities Human usesare further differentiated aslocal human users meaning
they interact directly with the TOE via TOE devices (e.g. workstations¢neote human users
meaning they interact indirectly with the TOE through another IT product.

A period of intelaction ketween users and the TSF is referred to asasession Establishment
of user sessions can lentrolled based on a variety of consatems, for example: user
autrentication, time of day, method ote@essing the TOE, and number of allowahcurent
sessions @ user.

This part of BO/IEC 15408usesthe tem authorisedto signify a user who possess#e rights
and/orprivileges neessaryto perform an operation. The teauthorised usertherefore, indicas
that it is allowable for a user to perfoan opeation as @fined by the TSP.

To expresrequirements that ddior the separatiorof administrator dutieghe relevantSO/IEC
15408-2 scurity functional components (from family FMT_SMR) explicitlyatst that
administratie roles are required. A role is a pre-defined set of rules establishing the allowed
interactions btween a user and the TOE. A TOE may support the definition of any number of roles.
For example roles related to the secure opation of a TOE may include “Audit Administrator”

and “User Accountddministrator”.
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TOEs contain resourcesathmay be used for the processing and storing of information. The
primary goal of the TSF is the coref@ and correct enfoement of the TSP @ the resources and
information that the TOE controls.

TOEresources can bersttued and utilised in many dédrent ways. Howewe | SO/IEC 15408-2
makes a specific distinction thatows for the specification ofesbired seurity properties. All
entities that can be created froesources can be claaterised in on®f two ways. The entities
may beactive, meaning that thegre the cause of actions that occur inéta the TOE and cause
operations tdoe perforned oninformation.Alternatively, threentitiesmay be pssive, meaning b
they ae eitherthe containefrom whichinformation origirates or towhich informationis stored.

Active entitiesare referred toas subjects Several types of subgcts may exiswithin a TOE:

a) those ating on behalf oén authorised wes and which are subgt toall the rules of the
TSP (e.g. UNIX processes);

b) those acting as aagfic functional process that may in turn act on behalf of multiple
uses (e.g. furttions as mighbe found in client/server architectures); or

c) those actingspart of tre TOE itsef (e.g. trusted processes).

ISO/IEC 15408-2 addresses the enforcement of tHe oM8r types of subjects as those dibt
above.

Passive entities (i.e. infomtion conginers) are referred to in the ISO/IEQA5408-2 seurity
functional requirements abjects Objectsare the targets of operations thaynbe gerformed by
subjects. In the case where a subjjat active entity) is the target of an operation (e.gemprocess
communi@tion), a subject maylso beacted onas arobject.

Objecs can contai information. This conaept is required taspecify information flow control
policies @ addressed ithe FDP class.

Users, subjects, information and objects possess cattaioutes that consin information tlat
allows the TOE to be&ve correctly. Sone attributes, sut as file names, nyabe intended to be
informational (i.e. to inrease theuser-friendliness of the TOE) while etls, such as access control
information, may exist specifically for thenforcement of the TSPlhese é#tter attributes are
geneally refared to assecurity attributes’. The word attribute will besed as a shorthand in this
part d ISO/IEC 15408 for thevord ‘security attribute unless othmsvise indicatedHoweve, no
matter what the intered purpose of the attribute infoation, it may be necessary to have controls
on attribues as dictated byhe TSP.

Data in a TOE is categoed as either user data or TSF data. Figure 1.3 degpihis elationship.
User Datais informationstored in TOEe@sources that can be operatgan by usesin accordance
with the TSP anl upan which the TSHlaces no special meaning. Foraeyle, the contents oein
electronic nail message is user dataSF Datais information used by the TSF in making TSP
decisions. TSF Data may be infleed by users if allowed by the PSSecurity attributes,
authentcationdata and amss control list entries are examples of TSF data.

There areaveral SFPs that apply to data protection sudcasss control SFPandinformation

flow control SFPs The mechanisms that implement access control SFPs base their policy
decisions orattributes of the subjects, dofs and operations within the scope of control. These
attributes areaused in theet of rules that govern oparons that sulgcts may perform onbjects.
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Themechanisms that implement information flow coh8&Fs base their policy decisions time
attributes othe subjetsand informetion withinthe sopeof controland the setof rules that govern
the operations by subjects on information. Heibutes of the information, which may be
assaiated with the attributes of tle@ntiner (or may not, as in the case of a mutiidl database)
stay withthe information as it mas.

TOE DATA

e ™~ / Security Attributes \
TSF DATA / Y \
/ N < UserAttributes>

Authentication ( Object Attributes>

USER DATA Data
< Subject Attributes)

Information Attribute
)

\ P

Figure 1.3 - Relationship between usedata and TSF data

Two syecific types of TSF dataddressed by ISO/IEC 15408e2n be, but araot recessarilythe
same. These amithentication dataandsecrets

Authentation data is used to verify the claimed identity of a user requesting services from a TOE.
The most common form aefithenti@tion data is thegssword, which depends on being kept secret

in order to ben effectie security mectanism. However, not all forms of authenticatetaneed

to be keptecret. Biometricauthentcation devices (e.dingerprint readergetind scannersdo not

rely on the fact that the data is keptreg¢, but rather that the data is ssihing that only one user
possesses and that cannot be forged.

The term secrets, as e in ISO/IEC 15408-2 functional requirements, while applicable to
autrentication daa, is intended to also be apglite to other types of data that must be kept secret
in orde to enforce a specific SFP. Fexample,a trustedchannel mechanism thaelies on
cryptography to preserve the comndiality of informationbeing transmitted via the chasican
only beas strong as the method used to keep the crygbgr keys secret from unauthorised
disclosure.

Therefore, some, but not all, a@titication dataneed to be lept secretand some, but not all,
secretsare used as audmtication data. Figure 1.4 shewhis relationship between secredad
autrentication dita. In the Figure the types of data tgily ercouniered intheauthentcation data
and the secrets sectioare indicated.
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AUTHENTICATION DATA

PASSWORDS

CRYPTO VARIABLES
SECRETS

BIOMETRICS
SMART CARDS

Figure 1.4 - Relationship betweerfauthentication data” and “secrets”
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2 Security functional components

2.1 Overview

This clause defines thecontent ad presentation ofhe functionarequrements ofl SO/IEC 15408,
and provides guidance on the organisation of the requirements for new componentsltméd in
in an ST The functionakequirements are exgased in classes, families, and components.
2.1.1 Class structu re

Figure 2.1 illustrags the functional class structure in di@agmatic form. EBch functional chss
includes a clasname, class introduction, andesr more functional families.

Furctional
Class
Class
] Name
Class
A — Introduction

Key II Functional

A contains B plus a number of C — Families

Figure 2.1 - Functional class stiucture

2.1.1.1 Class name

The class name subclause provides information necessary to idewtifgtegorise dunctional
class. Every functional class has a unique name. Tegaretal information consists @ short
name of threecharacters. The sharame of the class isegsin the speification of the short ames
of the families of thatclass.

2.1.1.2 Class introduction

The class imbduction expesses the common intent approach bthosefamilies to satisfy

security obgctives. The definition of functional classes does not reflect anyafdexonomy in
the speification of therequirements.
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Theclass introduction provides a figudescribing tle families in ths classand the hierarchy of
the components in eaéamily, as explaineth 2.2.

2.1.2 Family structure

Figure 2.2 illustrates #functional family strature in dagrammatt form.

Functional
Family 4¢ Family name ‘

4¢ Family behaviour ‘

_{ Component levelling ‘

_¢ Management ‘
_{ Audit ‘

I|
_¢ Components m

Figure 2.2 - Functional family structure

2.1.2.1 Family name

The family name subclause provides categoerdldescriptive informationecessary to ienhtify
and caegorise a funtional family. Every functional &mily has a unique name. Tleategorial
information consists of a short name of seven chergawith the first three identtto the short
name of the class followed bgn underscoreand the short name of the family as follows
XXX_YYY. The unique sha form o the family nane provides the pncipal reference name for
the components.

2.1.2.2 Family behaviour

The family behaviour is the native description of the functiondamily stating its security
objectiveand a general descriptiar the functionakequirementsThese a& described irgreater
detil below:

a) The security objectives of the family address a security problem that may besdolv
with the telp of a TOEthatincorporates comporent of this family;

b) The description the functional requirementsummariss all therequirements tlat
areincluded in the component(s). The descripi®aimel at authos of PPsSTs and
functional packags who wish to assess whether the family is relevant to their specific
requirements.
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2.1.2.3 Component levelling

Functional &milies contain oneor more components, any @of which canbe selected for
inclusion in PPs, STs and functional packages. The goal of tisrses to provide information
to users in selecting an appropriate functiammehporent oncethe family has been @ttified as
being a neessary or useful part otheir security requements.

This section of the functional family descriptiorsdribes the components available, and their
rationale. The exadtetails of the componenése corgined withineach component.

Therelationships betwesn components within a functional family may or may not kedrchical.
A component is hierarchical to another if it offers more security.

As explained in 2.2 the descriptions of the families provide a graphierview of the hierahy
of the components a family.

2.1.2.4 Management

The managementrequirenents contain information for the PP/ST authors to consgter
maregement activities for a ggn componentThe mamgement requirementare detailed in
components of thmanag@mentclass (FMT).

A PP/ST authomay select thandicated managment requirements or may includether
maregement requirements not listed. As such the information shoudnstderednformative.

2.1.2.5 Audit

The audt requirements contain auditakdeents for the PP/S@uthors to select, ifequirements
fromthe cbss FAU,Securityaudit, aréncluded inthe PP/ST. Téserequirements include security
relevant events in terms of tharmus levels of deil suppored by the components of the
FAU_GEN Security audit data gnerationfamily. For example, an audiote mightinclude
actions tlat are in terms of: Minimal - sgessful use of the security mechanism; Basiay use
of the security rechanismas well as relevant information regarding the security ategut
involved; Detailed -any configuration changes made the mehanism, including ta actual
configurationvalues before and after thange.

It should be observed that thategorisation obuditable events is hierarical. For example, when
Basic Audit Generation is desired, all auditable events idesh being both Miniad and Basic
should be included in the PP/ST through the use of the appropriate assignment operapbn, exc
when the higher level event simply prossdnore detail than the lower lewesient. When Btailed

Audit Generation is desired, all identified auditablesrete (Minimal, Basic and Deidil ed) should
beincluded in the PP/ST.

In the class FAU theules governing thaudit are explained imore detail.
2.1.3 Component structure

Figure 2.3 illustrates the functidrcomponenstructure.
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Component

Component
—1 Identification

[
Functional
. Elements

—| Dependencies

Figure 2.3 - Functional componert structure
2.1.3.1 Component identification

The component identifation sulslause provides desptive information neessary to identify,
categorise, egister and crosseference acomporent. The following is provided as part of every
functional component:

A unique nameThe name reflects the purpasfehe component.

A short nameA unique short form of theunctionalcomponent name. This short name serves as
the principal reference namfor the cakegorisation, registration andross-refeencing of the
comporent. This short name refits the class and family to which the component belongs and the
comporent number within théamily.

A hierarchicatto list. A list of other components th¢éhis componenis hierarchichto and for
whichthis component can beagsto satisfy dependenesto the listeccomponents.

2.1.3.2 Functional elements

A set of elementis provided foreach component. Each element is indiatiudefined and is self-
contained

A functional element is aesurity functional requirement that if further divided would na&d¢ia
meaningful ewaluation result. Itis the smallestsecurity functional requirerent identified and
recognised in IS8/IEC 15408

When building jpckages, PPs and/or STs, it is not permitted to select only one oelements
from a component. The complete set of elementsofrgorent must be selected fordlusion in
aPP ST or package.

A unique short form of the functionalement namesiprovided. For example the requirement
name FDP_IFF.4.2 reads follows: F - functional requirement, DP - class “User data protection”,
_IFF - family “Informaton flow control fundtons’, .4 - 4th componentamed “Parial elimination

of illicit information flows”, .2 - 2nd eémentof the component.
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2.1.3.3 Dependencies

Dependencigamongfunctional components arise when a compornemibt self sufficientand
relies upon the functionajitof, or interaction with, anothe component for its wn proper
functoning.

Each furctional component provides aomplete list of degndencies to other functionahd
assuranceomponents. Some components may lish épendenciesThecomporentsdepended

upon may in turrhave dependeres onother components. The list provided ire tomponents

will be the direct degndencies. That is only refergas tothe functionalrequirements that are
required for this requirement to perform its job properly. The indirect dependencies, that is the
dependenass that result from the depended upomporents can be found in Annex A of this part

of ISOANEC 154081t is noted that in some cases the dependency is optional in that a number of
functioral requirements arprovided, whee each oneof them would be suffient to satisy the
dependency (sefor exampke FDP_UIT.1).

Thedependency list identifies tmeinimum functional or assurance components needed to satisfy
the security equirementsassodied with an identified comporent. Components #i are
hierarchical to theidentified component may also be used to sattsfydepenenhcy.

The dependenciandicated in ISO/IE 15408-2are normative. They must b satisfied within a
PP/ST In speific situations theindicated @pendenas might not be applicableThe PP/ST
author, by providing the rationalewhy it is not applicable, may dave the degnded upon
component out of #apackag, PP or ST.

2.1.4 Permitted functional component operations

Thefunctionalcomporents used in the definition of thequiremensin a PP, an Sorafunctional
package may bexactly as speified in clauses 3 to 13 dlfis partof ISO/IEC 15408, or they may
betailored to meet a specific security objective. Hoeeseleting and éiloring these functional
components is complicatéy thefact that identifieccomporent dependencies must tensicered.
Thus thistailoring is restricted to an approved sébperations.

A list of permitted operations is included with each dtional component. Not all opeations are
permitted onall functional components.

The permitted operationare seleatd from the following set:

- iteration: allowsacomponent to be ed more than once with varyiraperations,
- assignment: allows the apfication of an identified arameter,

- selection: allowshe speciftation of one or more elements fratist,

- refinenment: allowsthe addition of etails.

2.1.4.1 Ilteration
Where neessary to cover different aspects of the same regemtefe.g. iéntification of more

than one typefouse), repetitive use othe same component from thisrpaf ISO/IEC 15408 to
covereach aspect is permitted.
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2.1.4.2 Assignment

Sonrefunctional component elements contain parameters or variables thattbed®R#S author

to speify a policy or a set of values for incorporation into the PP or STe&t mspecific saiurity
objective. These elementsegrly identify each grameter and constraint on values that may be
assigned to that paraster.

Any aspet of an eémentwhose acceptable valsiean beunambiguously described or enumedat
can be represented by a parameter. The parametebenan attribute or rule that narrows the
requiremento a specific value orange of values. For instagydased om specifed seurity
objective, the functionhcomponentlemen may state that given ogeration should be perfored
anumber of times. Ithis case, thassignmentvould provide the number, or rangénumbersto

be used irthe pararster.

2.1.4.3 Selection

This is the operation of picking o more items from a list in order to narrow the scope of a
comporent element.

2.1.4.4 Refinement

For all functionalcomporent elements the PP/STauthor is permitd tolimit the sé of acceptable
implementations by specifying additional detail in orglemest a seurity objective. Refinement
of an element consists aflding these technical details.

Within a ST, the meanings of th@ms subjet and obgct might ned to beexplained for the TOE
to bemeanindul, and are theréore subjectto refinement.

Like the othe operationsrefinementoes na levy any completelypew requrementslt appliesan
elaboration, interpretation, orspecial maning to a requirement, rgjlconsént or condition basl
on seurity objectives. Refinement shall only further restrict the set of possibbepsable
functions or nechanisms to imgment the requirements, but nevacreaseit. Refinement does
not allow nev requirements to bereated, and therefore do®ot increase #list of dependencies
associated with a componeiihe PP/ST author must be carefutttne cependency needs of other
requirements that depend on theguirement, are satisfied.

2.2 Componen t catalogue

The grouping of the components in thiartpof ISO/IEC 15408 does notflect any fornal
taxonomy.

This part of ISO/IEC 15408 contains classes of famidied components, whiclare rough
groupings on the basis of related functioporposepresented in alphabetic ordét the start of
each class is an informative diagram that ingisghe axonomy of ech class, indicating the
families in eah clas and the comporents in eah family. The diagram ia usefulindicator of the
hierarchicakelationship tiat may exist betweecomponents.

In the description of the functional components, a section iderttifie dependencies between the
comporent and any other components.
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In each class a figureatcribing the family hierarchy similar to Figure 2.4, is provided. In Figure
2.4.the first family, Family 1, comins three hiearchical components, whereomporent 2 and
component 3 can both besed to satisfy dependencies comporent 1. Component 3 is
hierarcchical to componen2 andcan also be usl to satisfy depenéncieson component 2.

Class Name
Family 2
4
Family 3 1 4
-.

Figure 2.4 - Sample tass decomposition diagram

In Family 2 thereare three components not all of which are hierarchical. Components 1 and 2 are
hierarcchical to no othecomporents. Component 3 isdriarchical to component 2, and can be used
to satisfydependencies omomponen?2, but not to satisfy dependses on compoent 1.

In Family 3, components 2, 3, and 4 are hierarchical to component 1. Comp2rent 3 are both
hieracchical to component, butnon-comparalel Component 4 ikierarchicato both compoent
2 and component 3.

These diagrams are meant to complement the text of the families and make mtentifot the
relationships easier. They do not replace the “Hierarchical to:” note in each component that is the
mandatory dim of hierarchy for ech component.

2.2.1 Component changes highlighting

The relationship &ween components within a family is highlighted ugiabolding conwention.
This bolding conventioncalls for the bolding of all new requirements. For hierarchical
components, requirements and/or dependencielcdded when tey areenhaned or modified
beyondthe requirements of th@evious component. In additipany newor enhanced permitted
operationseyond tle previous component are alsmhlighted usingbold type.
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3 Class FAU: Security audit

Securiy auditing involves recognising, recording, storing, and analysing informationdétate
security releent activities (i.e. activities controlled by the TSP). The resulting auddrds can be
examined to determine&hich security relevant activities took place and whom (whigder) is
responsible fothem.

‘ Security audit ‘

4¢ FAU_ARP Security audit automatic response

4¢ FAU_GEN Security audit data generation

4’ FAU_SAA Security audit analysis

|

FAU_SAR Security audit review

|

FAU_SEL Security audit event selection

4‘ FAU_STG Security audit event storage

Figure3.1 - Security audit class decompaosition
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3.1 Security audit automatic response (FAU_ARP)
Family behaviour

This family cefines the esponse to be taken oase of deteetl events indicative of a potedlti
security violation.

Component levelling

FAU_ARP Security audit automatic response

At FAU_ARP1 Security alarms, the TSFahtake actions in case a gotial scurity violation
is detected.

Management: FAU_ARP.1

The following actions coulde considered fahe manageent functiorsin FMT:
a) themanagment(addtion, remové or modificaton) of actons.

Audit: FAU_ARP.1

Thefollowing actions showl be audital®#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Actions take due to imminent security violations

FAU_ARP.1 Security alarms
Hierarchical to: No other components.

FAU_ARP.1.1 The TSF shall take [assignmentilist of the least disruptiveactiond upon
detection of a potential security violation.

Dependencies: FAU_SAA.1 Potential violation analysis
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3.2 Security audit data generation (FAU_GEN)

Family behaviour

This family defines requirements for recording the occurrence of security relevemtsehatake
place undel SF control. Thigamily identifiesthe level of auditingenumerads thetypesof events
that shall be auditable by the T@3Rd identifies the minimum set afidit-related information that
should begorovided within vaious audit recad types.

Component levelling

FAU_GEN Security audit data generation

FAU_GEN1 Audit data genegtion defines tle leve of auditabé eventsand speifies thelist of
data that shall be parded in eah record.

At FAU_GEN.2 User identityassociation, the TSF shall associate auditable events to individual
use identities.

Management: FAU_GEN1, FAU_GEN.2
There are no ranagement activiéis foreseen.
Audit: FAU_GEN.1, FAU_GEN.2

There are no ations identified tha should beauditabke if FAU_GEN Security audit data
generation is includeth the PP/ST.

FAU_GEN.1 Audit data generation
Hierarchical to: No other components.

FAU_GEN.11 The TSF shall beable to generatean audit record of the following auditable
events:

a) Start-up and shutdown of the audit fu nctions;

b) All auditable events for the [seletion: minimum, basic, detailed, not
specified levelof audit; and

c) [assignment:other specifically defined auditable evesjt

FAU_GEN.12 The TSF shall recad within each audit record at least the following
infor mation:
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a) Date and time of the event, type of event, subjet identity, and the
outcome (sieccess or failure)of the event; and

b) For each audit event type, based on the auditable event definitions of
the functional compaments included in the PP/ST, [assigment: other
audit relevant information]

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.2 User identity asso ciation
Hierarchical to: No other components.

FAU_GEN.21 The TSF shall be able to associagach auditable event with the identity of the
userthat caused the event.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID. 1 Timing of identification
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3.3 Security aud it analysis (FAU_SAA)

Family behaviour

This family defires requirements for automatectans that analyse sgat activity and auditiata
looking for possile or real seurity violations This analysis may workn suppot of intrusion

detection, orautomatic response #mn imminent scurity violation.

The actions to betaken based on the detection can be specified using the FAU_ARP family
desired.

Component levelling

FAU_SAA Security audit analysis

In FAU_SAA.1 Potential violation analys, basic theshold detection on the basisadixed rule
sd is required.

In FAU_SAAZ2 Profile based anomalyetection, theT SF maintains individugdrofilesof sysem

usage where a profile represents the historical patterns of usage performed by members of the
profile target group.A profile target group efers to a group of one enoreindividuals (e.ga

single user, users wishare a group ID @rou account, uarswho operate undean assigned role,

users of an entire system or network node) who interact with the TSF. Each member of a profile
target grow is assigned an individdasuspicion ratingthat represents how vell that member’s
current activity corresponds the esdblished patterns of usage repented inthe profile. This
analysis can be perfoet at runtimeor during a post-collectionabch-mode analysis.

In FAU_SAA3 Simple attack heuristics, éhTSF slall be able todetect the occurrence of
signature esnts that represersignificant theat to TSP enforcementThis search fosignature
eventsmay occuiin real-time or during a post-colletion batch-mode analysis.

In FAU_SAA.4 Complex attek heuristicsthe TSF shall be abto represerand detet multi-step
intrusion scenarios. The TSFable to compare sysém events (possibly perfoed by multiple
individuals) against event sequences knowrepoasent entire intrusion @tarios. The TSF shall
be able to indicate when a sigture event or event sequence is fotlmat indicates a potential
violation of tre TSP.
Management: FAU_SAA.1
The followingactions could be considered fahe managemeriunctionsin FMT:

a) mainenance of the rules by (adding, modifying,atieln) of rules from theet of rules.
Management: FAU_SAA.2

The followingactions could be considered fahe managemeriunctionsin FMT:
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a) mainterance (deletion modification, addition) othe group ofusers in tk profile
target group.

Management: FAU_SAA.3
The following actions coulde considered fahe manageent functiorsin FMT:

a) mainterance (deletionmodification, addition) of theubset obystem events.
Management: FAU_SAA.4
The following actions coulde considered fahe manageent functiorsin FMT:

a) mainterance (deletionmodification, addition) of theubset obystem events;

b) maintenance (aletion, modification, additiondf theset of sequence of system events.
Audit: FAU_SAA.1,FAU_SAA.2, FAU_SAA.3, FAU_SAA4

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Enablingand disablirg of any of the analysimechanisms;

b) Minimal: Automated responses perfatnby thetool.

FAU_SAA.1 Potential violation analysis
Hierarchical to: No other components.

FAU_SAA.1.1 The TSFshall be ale to apply a set of rules n monitoring the audited evats
and basea upon theserules indicate a potential violation of the T SP.

FAU_SAA.1.2 The TSF shall enforce the following rulesfor monitoring audited events:

a) Accumulation or combination of [assignment: subset of efined
auditableeventg known to indicate a potential security violation;

b) [assignment:any othe rules|.

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAA.2 Profile based anom aly detection
Hierarchical to: FAU_SAA.1
FAU_SAA.2.1 The TSF shal beableto maintain profiles of system usage, where an individual

profile represents thehistorical pattern sof usage performed by thanember(s)
of [assignment the profile target group.
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FAU_SAA.2.2 The TSF shall be able to maintain a suspicion rating associated with each user
whose activity s recorded in a profile, where the susprion rating represents
the degree to which the uses current activity is found inconsistent with the
establishal patterns of usage represented in the profile.

FAU SAA.2.3 The TSF shall be able to indicatean imminent violation of the TSP when a
user’s suspiciorr ating exceeds the following threshold conditions [assignment:
conditions under whichanomalous activity is reported tifne TSF].

Dependencies: FIA_UID. 1 Timing of identification

FAU_SAA.3 Simpl e attack heuristics
Hierarchical to: FAU_SAA.1

FAU_SAA.3.1 The TSF shall be able to maintain an internal epresentation of the following
signature events [assignmenta subset of systeravent] that may indicate a
violation of the TSP.

FAU_SAA.3.2 The TSF shall be able to compare the signature ents against the ecord of
system activity discernible from an examination of [assignment:the
information to beused to determingystem activitly

FAU SAA.3.3 The TSF shall be able to indicatean imminent violation of the TSP when a
system event is foud to match a signature eventhat indicates a potential
violation of the TSP.

Dependencies: No dependencies.

FAU_SAA .4 Complex att ack heuri stics
Hierarchical to: FAU_SAA.3

FAU_SAA.4.1 The TSF shall bable to maintaimn internal representation of tHellowing event
sequences of known intrusioscenarios [assignmentist of sequences of system
events whose ocurrence are repesentative of known penetration scenasicand
the following signature events [assignmeatsubset of systenvents| that may
indicatke a potentialviolation of the TSP.

FAU_SAA.4.2 The TSF shall be able to compare the sigmawntsand event sequenceagainst
the record of system activity dsaible from anexamination of [assignmenthe
information to beused to detemine systen activity].

FAU_SAA.4.3 The TSF shall bable to indicate an imminent violation of the TSP wh&ystem
activity is found to match a signature evemtevent sequencdhat indcates a
potential violation othe TSP.

Dependencies: No dependencies.
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3.4 Security audit review (FAU_SAR)
Family behaviour

This family defines therequirements for autiiools that should be available tauthorise users to
assist in theeview ofaudit data.

Component levelling

FAU_SAR Security audit review

FAU_SAR1 Audit reviewprovidesthe capabilityto read information from thaudit records.

FAU_SAR2 Restricted auditaview requires tht thereare no other users esat those tht have
beenidentified in FAU_SAR.1 that can ad the information.

FAU_SAR3 Selectble audit revew requires audit review tools telect the audit data to be
reviewed based on ogifa.

Management: FAU_SAR1

The following actions coulde considered fahe manageent functiorsin FMT:

a) mainterance (deletion, modification, addition) of the group of users wiill aecess
right tothe audit reords.

Management: FAU_SARZ2, FAU_SAR.3
There aren0 management activities &seen.
Audit: FAU_SAR.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basc: Reading of information frorthe audit reords.
Audit: FAU_SAR.2

Thefollowing actions shoul be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basc: Unsucessful attempts$o read informatiorirom theaudit records.

Documents
24 Document Sharing Hub

Full document details: ISO_IEC 15408-2_1999


http://www.avadocuments.com/doc/iso-iec-15408-2-1999
http://www.avadocuments.com/doc/iso-iec-15408-2-1999

©ISO/IEC ISO/IEC 15408-2:1999(E)

Audit: FAU_SAR.3

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP/ST:

a) Detailed: the parametersagsfor the viewing.

FAU_SAR.1 Audit review

This component will providauthorisé users theapability to obtin and inerpret the information.
In case bhuman usethis information needs to be in a human understandable preseritatase
of external IT entities the information needs to benmpiguously epresented in an electronic
fashion.

Hierarchical to: No other components.

FAU_SAR.1.1 The TSF shall provide [assignmentauthorised userswith the cgability to
read [assignment:list of audit information] from the audit records.

FAU_SAR.1.2 The TSF shall povide the audit records in amanner suitable for the user to
interpret the infor mation.

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.2 Restrict ed audit review
Hierarchical to: No other components.

FAU_SAR.2.1 The TSF shall prohibit all users read acess to theaudit records, except those
users that have bee granted explicit read-access.

Dependencies: FAU_SAR.1 Audit review

FAU_SAR.3 Selectable audit review
Hierarchical to: No other components.

FAU_SAR.3.1 The TSF shall provide the ability to perform [selection: searches, sorting,
ordering] of audit data based on [assignmentriteria with logical relations].

Dependencies: FAU_SAR.1 Audit review
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3.5 Security audit event selection (FAU_SEL)
Family behaviour

This family definsrequirements teelectthe eventso be auditediuring TOE operation. It defines
requirements to riude or exlude ewents from theset ofauditable events.

FAU_SEL Security audit event selection

FAU_SEL1 Selective audit,aquires theability to include or exclua events from the set of
audited events based uporriatites to be specified by the PP/ST autho

Management: FAU_SEL.1

The following actions coulde considered fahe manageent functiorsin FMT:

a) mainterance of the rights to @ew/modify theaudit events.
Audit: FAU_SEL.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: All modifications to the audit configuratiothat occur whik the audit
collection furctions are opeting.

FAU_SEL.1 Selective audit
Hierarchical to: No other components.

FAU_SEL.1.1 The TSF shall be able to include oexclude auditableevents from the &t of
audited events based on the following attributes:

a) [selection: object identity, user identity, subject idengjt host identity,
event ype|

b) [assignment list of additional attributes that audit eectivity is basd
upon].

Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD. 1 Management of TS data
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3.6 Security aud it event storage (FAU_STG)
Family behaviour

This family defires the requirements for the TSF to be able ¢éaterand maintain a secure audit
trail.

Component levelling

FAU_STGSecurity audit event storage

At FAU_STG1 Protected audit trail stage, requirements are pkton theaudit trail. It will be
protected fromunauthorised deletionand/or modification.

FAU_STG2 Guarantes of audit data availability specifies the guarantees that the TSF maintains
overtheaudit cita given theoccurrence oén undesied condition.

FAU_STG3 Action in case of possible audit data loss specifies actions to be ifek threshold
on the audit trail is exceeded.

FAU_STG4 Prevention of audit data loss specifies actionsase the audit trai full.
Management: FAU_STG1

There are no ranagement activiéis foreseen.

Management: FAU_STG2

The followingactions could be considered fahe managemenrfunctiorsin FMT:
a) mainenance of thparameters that controlglaudit storage capability.

Management: FAU_STG3

The followingactions could be considered fahe managemenrfunctionsin FMT:

a) mainenance of thehreshold;

b) mainenance (deletion, modification, addition) of actions to be takewase of
imminent audit storage failure.

Management: FAU_STG4

The followingactions could be considered fahe managemenrfunctiorsin FMT:
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a) mainterance (deletion, modiGation, addition) ofctions to be taken in casé audit
storage failure.

Audit: FAU_STG.1 FAU_STG.2

There ae no actions identified t& should beauditable if FAU_GBEN Security audi data
genestion is included in th&P/ST.

Audit: FAU_STG.3

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basic:Actions take due to exceedmof a threshold.
Audit: FAU_STG.4

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basc: Actions takerdue to the audit storage failure.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.

FAU_STG.1.1 The TSF shall protect the stored audit records from unauthorised deletion.

FAU_STG.1.2 The TSF shall be able to [selectiomprevent, detet] modifications to the audit
records.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.2 Guarant ees of audit data avail ability
Hierarchical to: FAU_STG.1

FAU_STG.2.1 The TS shallprotect the storedudit record from unauthorised deletion.

FAU_STG.2.2 The TSF shall & able to [seletion: prevent, detei modifications to the audit
records.

FAU_STG.2.3 The TSF shall ensure that [assignmentmetric for saving audit records] audit
records will be maintained wren the following conditions occur: [selection:
audit storag exhaustion, failure, attack

Dependencies: FAU_GENJ1 Audit data genetion
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FAU_STG.3 Action in case of possible audit data loss
Hierarchical to: No other components.

FAU_STG.3.1 The TSF shall take [assignmentactions to be taken in case of possible audit
storage failurg if the audit trail exceeds [assignmentpre-defined limii.

Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4 Prevention of auditd ataloss
Hierarchical to: FAU_STG.3

FAU_STG.4.1 The TSF shall[selection ‘ignore auditable events’, ‘preent auditable eents,
except those taken by the authoeib user with special rights’, “gerwrite the
oldest stored auditecords] and [assgnment: other actionsto be taken in case
of audit storage failug] if the audit trail is full.

Dependencies: FAU_STG1 Protected audirail storage
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4 Class FCO: Communication

This class provides two families spécally concerned with assuring theidentity of a party
participating ina data exciinge. These famiksare related to assuring thedity of the originator
of transmitted information (proof of origin) and assuringitiemtity of the recipient of transmitted
information (proof of reeipt). Thesefamilies ensuréhatan originator cannot deny having séme
message, nor can thecipient deny havingeceived it.

Figure 4.1 showthe decomposition of thisads into its constituent components.

Communication

FCO_NRO Non-repudiation of origin — 1 2

—{ FCO_NRR Non-repudiation of receipt H 1 H 2 ‘

Figure 4.1 - Communication clas decomposition
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4.1 Non-repudiation of or igin (FCO_NRO)

Family behaviour

Non-repudiatia of origin ensures that #ghoriginator ofinformation canna sucessfully deny
having senthe information.This family requires that the TSF provide a mettio@nsure thiaa
subjed that re@ives information during a dad exchange is provided with evidere of the origin of
the information. This evidence c#wen be verified by eitér this subject oothersubjects.

Component levelling

FCO_NRO Non-repudiation of origin 12

FCO_NROL1 Selectiwe proof oforigin requies the TSF t@rovide subjecwith the capabilityto
requesevidence of therigin of information.

FCO_NRO2 Enforced proof of origin requires that the TSF always ge@avidege of origin
for transmitted inforration.

Management: FCO _NRO.1, FCONRO.2

The following actions coulde considered fahe manageent functiorsin FMT:

a) The managemendf changes to iformation typesfields originata atributesand
recipients of evidere.

Audit: FCO_NRO.1

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsgincluded
in the AP/ST:

a) Minimal: The identity of the user whequestedthat evidence of originvould be
geneated.

b) Minimal: The invocation of the non-repudiation seevi

c) Basc: Identification of tke information,the destination, and a copy of the evidence
provided.

d) Detailed:The identity of thauserwho requested a verification tife eviderce.
Audit: FCO_NRO.2

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: The invocation of the non-repudiation seevi
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b) Basic: Identificationof the infornation, the destination, ané copy ofthe evidence
provided.

c) Detailed: Thadentity of the user who request a verifiation of the evidence.

FCO_NRO.1 Selective proof of origin
Hierarchical to: No other components.

FCO_NRO.11 The TSF shall be able to generate evidence of origin for tansmitted
[assignment: list of information types| at the request of the [seletion:
originator, recipient,[assighment: list of third partied].

FCO_NRO.12 The TSF shall be able to relate the [assignent: list of attributes] of the
originator of the information, and the [assignment list of information fieldg of
the information to which the evidence applies.

FCO_NRO.13 The TSF shall provide a capability to verify the evidence of origin of
information to [seletion: originator, recipient, [assignment: list of third
partied] given [assignment:limitations on theevidene of origin].

Dependencies: FIA_UID. 1 Timing of identification

FCO_NRO.2 Enforced proof of origin
Hierarchical to: FCO_NRO.1

FCO_NRO.21 The TSF shalenforce the generation ofeviderce of origin for transmitted
[assignmentlist of information typédsat all times.

FCO_NRO.22 The TSF shalbeable torelate the [assignent: list of attributeg of theoriginator
of the infornmation, and the dssignment:list of information fields of the
information to which tk evidence applies.

FCO_NRO.23 The TSF shall provide a capability to verify the evidence of origin of information
to [selection: originator, recipent, [assignment:list of third parties]] given
[assignmenttimitations on the evidence ofigin].

Dependencies: FIA_UID.1 Timing of identification
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4.2 Non-repudiation of receipt (FCO_NRR)

Family behaviour

Non-repudiation of respt ensures that the recipient of infoation cannot suassfully deny
reaiving the infornation. This family requires that éhTSF provide a rthod to ensure that a
subject that transmits information during a data exchange is pdowiith evidere of receipt of
the information. This evidence c#ren be verified by eitér this subject oothersubjects.

Component levelling

FCO_NRR Non-repudiation of receipt 1 2

FCO_NRRL1 Selective proof of receiprequires the TSFto provide subjets with acapability to
requesevidene of thereceipt of information.

FCO_NRR2 Enforced proof of receipt requires that the Tfrays generatevidence ofreceipt
for receivednformation.

Management: FCO_NRR.1, FCO_NRR.2

The following actions coulde considered fahe manageent functiorsin FMT:

a) The mamagement of charggto information types, fields,originator attributeand third
parties recipients adviderce.

Audit: FCO_NRR.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: The identity of tle user who equested thiaevidene of receiptwould be
geneated.

b) Minimal: The invocation of the non-repudiation seevi

c) Basrc: Identification of tke information,the destination, and a copy of the evidence
provided.

d) Detailed:The identity of thaiserwho requested a verification tife eviderce.
Audit: FCO_NRR.2

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: The invocation of the non-repudiation seevi

b) Bast: Identification of tke information,the destination, and a copy of the evidence
provided.
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c) Detailed: Thadentity of the user who request a verifiation of the evidence.

FCO_NRR.1 Selective proof of receipt
Hierarchical to: No other components.

FCO_NRR.11 The TSF shall be able to generate evidenceradceipt for received [assignment:
list of information types] at the request of the [seletion: originator, recipient,
[assignment list of third partied].

FCO_NRR.12 The TSF shall be able to relate the [assignent: list of attributes] of the
recipient of the information, and the [assignment list of information fields] of
the information to which the evidenc applies.

FCO_NRR.13 The TSF shall povide a capability to verify the evidence of reeipt of
information to [seletion: originator, recipient, [assignment: list of third
partied] given [assignment:limitations on theevidence of receipt].

Dependencies: FIA_UID. 1 Timing of identification

FCO_NRR.2 Enforced proof of receipt
Hierarchical to: FCO_NRR.1

FCO_NRR.21 The TSF shallenforce the generation of evidene of receipt for received
[assignmentlist of information typéds

FCO_NRR.22 The TSF shall be abte relate the [assignmeniist of attribute$ of the recipient of
the information, and the [assignmelidt of information felds] of the information
to which theeviderce apples.

FCO_NRR.23 The TSF shall provide a cagility to verify the evignce of reeipt of information
to [selection: originator, recipent, [assignment:list of third parties]] given
[assignmentltimitations on the evidence wEceipt].

Dependencies: FIA_UID.1 Timing of identification
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5 Class FCS: Cryptographic support

The TSF may employ cryptographic functionality help satisfy several high-lesl security
objectives. These include (buére not limited to): identifcation and authenttion, non-
repudiation, trusted path, trusted channel astd deparationThis clss is used wherthe TOE
implementzryptogaphic functionsthe mplementationof whichcould be in hedware, firmware
and/or safware.

The FCS chss is compaal of two families: FCS_CKM Cryptographic key @mnagementand
FCS_C@ Cryptogmphic operation. The FCS_CKM familgldresses the managemh aspeof
cryptographt keys,while the FCS_COPRamily is concerned with the operationaleusf those
cryptographic keys.

Figure 5.1 showthe decomposition of thisads into its constituent components.

‘ Cryptographic support

—{ FCS_CKM Cryptographic key management

—{ FCS_COP Cryptographic operation

Figure5.1 - Cryptographic support class de@mpaosition
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5.1 Cryptographic key management (FCS_CKM)

Family behaviour

Cryptographic keys must be managed througltbeir life cycle This familyis intendedo support
that lifecycle and consequently defines requirements for the following activatigstographic key
geneation, cyptogaphic key distribution, rgptogaphic key access and cryptographic key
destruction. This family should bednded whenever there are functional requirements for the
management of cryptographic keys

Component levelling

FCS_CKM Cryptographic key management

FCS_CKMJ1 Cryptographic ky genestion requies cryptographic keyso be generatedn
accordance with a specifiedgorithm and key steswhich an be based on an assigneahdard.

FCS_CKM2 Cryptographt key distribution requires cryptograjghkeys to be distributed in
accordance with a specified distribution method wigah bebased on aessigned standard.

FCS_CKM3 Cryptographic ky access requires ass to cryptographic keys to be performed in
accordance with a specified@ess nsthod which can bedsed on an assigd standard.

FCS_CKM.4 Cryptographickey destuction requires typtogaphic keys to be dwoyed in
accordance with a specifiatestruction method whiclcan bebasedn anassignedstandard.

Management. FCS _CKM.1FCS CKM.2 FCS _CKM.3FCS CKM.4

The following actions coulbe considered fahe manageent functiorsin FMT:

a) the managemewtf changesto cryptographic keattributes. Examples &gy attributes
include user, key type (e.g. public, private, secret), validitiod, and use (e.g. digat
signatue, key encryption, keggreementdataencryption).

Audit: FCS_CKM.1,FCS_CKM2, FCS_CKM.3FCS_CKM.4

The following actions should bauditable if FAU_GEN Saurity Audit Data Generation is
included in the PP/ST:

a) Minimal: Success andifure of the activity.

b) Basic: The object attribute(s), and object valugggluding any sensitive information
(e.g. secret or privakeys).
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FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

FCS_CKM.1.1 The TSF shall generatecryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographc key
generation algorithm] and specified cryptographic key sizs [assignment:
cryptographic key siz} that meet the following: [assignmentlist of standards.

Dependencies: [FCS_CKM.2 Cryptographic key distri bution

or

FCS_COP1 Cryptographic operation]

FCS _CKM. 4 Cryptographic key destuction
FMT_MSA.2 Secure security attibutes

FCS _CKM. 2 Cryptographic key distribution
Hierarchical to: No other components.

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in &cordance with a specified
cryptographic key distribution method [assigiment: cryptographt key
distribution methal] that meets the following: [assignment: list of standard.

Dependencies: [FDP_ITC.1 Import of user data without security attributes

or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM. 4 Cryptographic key destuction
FMT_MSA.2 Secure security attibutes

FCS_CKM. 3 Cryptographic key access
Hierarchical to: No other components.

FCS_CKM.3.1 The TSF shall perform [assignment:type of cryptographic key acce$sin
acca dance with a specified cyptographic key access method [assignment:
cryptographic key access metHatihat mees the following: [assignment list of
standard$.

Dependencies: [FDP_ITC.1 Import of user data without security attributes

or
FCS_CKM.1 Cryptographic key generation]
FCS CKM. 4 Cryptographic key destuction

FMT_MSA.2 Secure security attibutes
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FCS_CKM.4 Cryptog raphic key destruction
Hierarchical to: No other components.

FCS_CKM.4.1 The TSF shall destoy cryptographic keys in acordance with a speified
cryptographic key destruction method [assignment: cryptographic key
dedruction mehod] that medsthe following: [assignmen: list of standard.

Dependencies: [FDP_ITC.1 Import of user data without security atributes

or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA. 2 Secure security attributes
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