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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
needed for the different types of document should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see

www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This fourth edition cancels and replaces the third edition (ISO/IEC 15408-3:2008), which has been
technically revised.

The main changes are as follows:

— the terminology has been reviewed and updated;

— the exact conformance type has been incorporated;

— low assurance PPs have been removed and direct rationale PPs have been incorporated;
— PP-Modules and PP-Configurations for modular evaluations have been incorporated;

— multi-assurance evaluation has been incorporated.

Alist of all parts in the ISO/IEC 15408 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Legal notice

The governmental organizations listed below contributed to the development of this version of the
Common Criteria for Information Technology Security Evaluations. As the joint holders of the copyright
in the Common Criteria for Information Technology Security Evaluations (called CC), they hereby
grant non-exclusive license to ISO/IEC to use CC in the continued development/maintenance of the
ISO/IEC 15408 series of standards. However, these governmental organizations retain the right to use,
copy, distribute, translate or modify CC as they see fit.

Australia The Australian Signals Directorate

Canada Communications Security Establishment

France Agence Nationale de la Sécurité des Systemes d'Information
Germany Bundesamt fiir Sicherheit in der Informationstechnik

Japan Information-technology Promotion Agency

Netherlands Netherlands National Communications Security Agency
New Zealand Government Communications Security Bureau

Republic of Korea National Security Research Institute

Spain Ministerio de Asuntos Econémicos y Transformacion Digital
Sweden FMV, Swedish Defence Materiel Administration

United Kingdom National Cyber Security Centre

United States The National Security Agency
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Introduction

Security assurance components, as defined in this document, are the basis for the security assurance
requirements expressed in a Security Assurance Package, Protection Profile (PP), a PP-Module, a PP-
Configuration, or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This
document catalogues the set of assurance components, families and classes. It also defines evaluation
criteria for PPs, PP-Configurations, PP-Modules, and STs.

The audience for this document includes consumers, developers, technical working groups, evaluators
of secure IT products and others. ISO/IEC 15408-1:2022, Clause 5 provides additional information on
the target audience of the ISO/IEC 15408 series, and on the use of the ISO/IEC 15408 series by the
groups that comprise the target audience. These groups may use this document as follows:

a) Consumers, who use this document when selecting components to express assurance requirements
to satisfy the security objectives expressed in a PP or ST, determining required levels of security
assurance of the TOE.

b) Developers, who respond to actual or perceived consumer security requirements in constructing
a TOE, reference this document when interpreting statements of assurance requirements and
determining assurance approaches of TOEs.

c¢) Evaluators, who use the assurance requirements defined in this document as a mandatory
statement of evaluation criteria when determining the assurance of TOEs and when evaluating PPs
and STs.

NOTE This document uses bold and italic type in some cases to distinguish terms from the rest of the text.
The relationship between components within a family is highlighted using a bolding convention. This convention
calls for the use of bold type for all new requirements. For hierarchical components, requirements are presented
in bold type when they are enhanced or modified beyond the requirements of the previous component. In
addition, any new or enhanced permitted operations beyond the previous component are also highlighted using
bold type.

The use of italics indicates text that has a precise meaning. For security assurance requirements the convention
is for special verbs relating to evaluation.
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 3:
Security assurance components

1 Scope

This document defines the assurance requirements of the ISO/IEC 15408 series. It includes the
individual assurance components from which the evaluation assurance levels and other packages
contained in ISO/IEC 15408-5 are composed, and the criteria for evaluation of Protection Profiles (PPs),
PP-Configurations, PP-Modules, and Security Targets (STs).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 15408-1:2022, Information security — Evaluation criteria for IT security — Part 1: Introduction
and general model

ISO/IEC 15408-2, Information security — Evaluation criteria for IT security — Part 2: Security functional
components

ISO/IEC 15408-4, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 4: Framework for the specification of evaluation methods and activities

ISO/IEC 15408-5, Information security — Evaluation criteria for IT security — Part 5: Pre-defined
packages of security requirements

ISO/IEC 18045:2022, Information security, cybersecurity and privacy protection — Evaluation criteria for
IT security — Methodology for IT security evaluation

ISO/IEC IEEE 24765, Systems and software engineering — Vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-1, ISO/IEC 15408-2,
ISO/IEC 15408-4, ISO/IEC 15408-5, ISO/IEC 18045 and ISO/IEC IEEE 24765 and the following apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

acceptance procedure

procedure followed in order to accept newly created or modified configuration items (3.3) as part of the
target of evaluation (TOE), or to move them to the next step of the life-cycle

Note 1 to entry: These procedures identify the roles or individuals responsible for the acceptance and the criteria
to be applied in order to decide on the acceptance. Docu ments
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Note 2 to entry: There are several types of acceptance situations some of which can overlap:

a) acceptance of an item into the configuration management system for the first time, in particular as part of
an integration process;

b) progression of configuration items to the next life-cycle phase at each stage of the construction of the TOE
EXAMPLE1 Module, subsystem, quality control of the finished TOE;

c) subsequent to transport of configuration items

EXAMPLE 2 Parts of the TOE or preliminary products between different development (3.15) sites;

d) subsequent to the delivery (3.14) of the TOE to the consumer;

e) subsequent to the integration of the TOE

EXAMPLE 3  Inclusion of software, firmware and hardware components from other sources into the TOE.

3.2
action
evaluator or developer action element of ISO/IEC 15408-3

Note 1 to entry: These actions are either explicitly stated as evaluator actions or implicitly derived from developer
actions (implied evaluator actions) within ISO/IEC 15408-3 assurance components.

3.3

configuration item

item or aggregation of hardware, software, or both that is designated for configuration management
and treated as a single entity in the configuration management process, during the target of evaluation
(TOE) development (3.15)

Note 1 to entry: These can be either parts of the TOE or objects related to the development of the TOE, e.g.
evaluation documents or development tools. Configuration management items can be stored in the configuration
management system directly (for example, files) or by reference (for example, hardware parts) together with
their version.

3.4

configuration list

configuration management output (3.8) document listing all configuration items (3.3) for a specific
product together with the exact version of each configuration management item relevant for a specific
version of the complete product

Note 1 to entry: This list allows distinguishing the items belonging to the evaluated version of the product from
other versions of these items belonging to other versions of the product. The final configuration management
list is a specific document for a specific version of a specific product. (Of course, the list can be an electronic
document inside of a configuration management tool (3.12). In that case, it can be seen as a specific view into the
system or a part of the system rather than an output of the system. However, for the practical use in an evaluation
the configuration list will probably be delivered as a part of the evaluation documentation.) The configuration
list defines the items that are under the configuration management requirements of ALC_CMC.

3.5

configuration management

CM

discipline applying technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a configuration item (3.3), control changes to those
characteristics, record and report change processing and implementation status, and verify compliance
with specified requirements

[SOURCE: ISO/IEC IEEE 24765:2017, 3.779 1]
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3.6

configuration management documentation

CM documentation

documentation including configuration management output (3.8), configuration management list(s),
configuration management system records (3.11), configuration management plan (3.9) and configuration
management usage documentation (3.13)

3.7

configuration management evidence

everything that may be used to establish confidence in the correct operation of the configuration
management system

EXAMPLE Configuration management output (3.8), rationales provided by the developer, observations,
experiments, or interviews made by the evaluator during a site visit.

3.8

configuration management output

results, related to configuration management, produced, or enforced by the configuration management
system

Note 1 to entry: These configuration management related results can occur as documents (e.g. filled paper forms,
configuration management system records (3.11), logging data, hard-copies, and electronic output data) as well as
actions (e.g. manual measures to fulfil configuration management instructions). Examples of such configuration
management outputs are configuration lists (3.4), configuration management plans (3.9) and/or behaviours during
the product life-cycle.

3.9
configuration management plan
description of how the configuration management system is used for the target of evaluation (TOE)

Note 1 to entry: The objective of issuing a configuration management plan is that staff members can see clearly
what they have to do. From the point of view of the overall configuration management system this can be seen
as an output document (because it can be produced as part of the application of the configuration management
system). From the point of view of the concrete project it is a usage document because members of the project
team use it in order to understand the steps that they have to perform during the project. The configuration
management plan defines the usage of the system for the specific product; the same system can be used to a
different extent for other products. The configuration management plan defines and describes the output of the
configuration management system of a company which is used during the TOE development (3.15).

EXAMPLE The structure and content of a configuration management plan are presented in ISO 10007:2017,
Annex A.

3.10

configuration management system

set of procedures and tools (including their documentation) used by a developer to develop and
maintain configurations of their products during their life-cycles

Note 1 to entry: Configuration management systems can have varying degrees of rigour and function. At higher
levels, configuration management systems can be automated, with flaw remediation, change controls, and other
tracking mechanisms.

3.11

configuration management system record

output produced during the operation of the configuration management system documenting important
configuration management activities

EXAMPLE Configuration management item change control forms and configuration management item
access approval forms.

Documents

Document Sharinngub
© ISO/IEC 2022 - All rights reserved

Full document details: ISO IEC 15408-3-2022


http://avadocuments2026.com/doc/iso-iec-15408-3-2022
http://avadocuments2026.com/doc/iso-iec-15408-3-2022

ISO/IEC 15408-3:2022(E)

3.12
configuration management tool
manually operated or automated tool realizing or supporting a configuration management system

EXAMPLE Tools for the version management of the parts of the target of evaluation (TOE).

3.13

configuration management usage documentation

part of the configuration management system, which describes how the configuration management
system is defined and applied by using, e.g. handbooks, regulations and/or documentation of tools and
procedures

3.14

delivery

transmission of the finished target of evaluation (TOE) from the production (3.24) environment into the
hands of the customer

Note 1 to entry: This product life-cycle phase can include packaging and storage at the development (3.15) site,
but does not include transportation of the unfinished TOE or parts of the TOE between different developers or
different development sites.

3.15

development

product life-cycle phase which is concerned with generating the implementation representation of the
target of evaluation (TOE)

Note 1 to entry: Throughout the ALC: Life-cycle support requirements, development, and related terms
(developer, develop) are meant in the more general sense to comprise development and production (3.24).

3.16

encountered potential vulnerability

potential weakness in the target of evaluation (TOE) identified by the evaluator while performing
evaluation activities that can be used to violate the security functional requirements (SFRs)

3.17

evaluation deliverable

resource required from the sponsor or developer by the evaluator or evaluation authority to perform
one or more evaluation or evaluation oversight activities

3.18

exploitable vulnerability

weakness in the target of evaluation (TOE) that can be used to violate the security functional
requirements (SFRs) in the operational environment for the TOE

3.19

installation

procedure performed by a human user embedding the target of evaluation (TOE) in its operational
environment and putting it into an operational state

Note 1 to entry: This operation is performed normally only once, after receipt and acceptance of the TOE. The
TOE is expected to be progressed to a configuration allowed by the security target (ST). If similar processes have
to be performed by the developer, they are denoted as “generation” throughout the class ALC: Life-cycle support.
If the TOE requires an initial start-up that does not need to be repeated regularly, this process would be classified
as installation.

3.20

life-cycle model

framework containing the processes, activities, and tasks involved in the development (3.15), operation,
and maintenance of a product, spanning the life of the system from the definition of its requirements to
the termination of its use

[SOURCE: ISO/IEC IEEE 24765:2017 3.2219 2] Documents
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3.21

operation

<TOE life-cycle> usage phase of the target of evaluation (TOE) including normal usage, administration,
and maintenance of the TOE after delivery (3.14) and preparation (3.23)

3.22
potential vulnerability
suspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements
(SFRs).

3.23

preparation

activity in the life-cycle phase of a product, comprising the customer's acceptance of the delivered
target of evaluation (TOE) and its installation (3.19)

Note 1 to entry: Preparation can include such things as booting, initialization, start-up and progressing the TOE
to a state ready for operation.

3.24

production

life-cycle phase which consists of transforming the implementation representation into the
implementation of the TOE, i.e. into a state acceptable for delivery (3.14) to the customer

Note 1 to entry: This phase can comprise manufacturing, integration, generation, internal transport, storage,
and labelling of the TOE.

3.25

residual vulnerability

weakness that cannot be exploited in the operational environment for the target of evaluation (TOE),
but that can be used to violate the security functional requirements (SFRs) by an attacker with greater
attack potential than is anticipated in the operational environment for the TOE

3.26
sub-activity
application of an assurance component of ISO/IEC 15408-3

Note 1 to entry: Assurance families are not explicitly addressed in the ISO/IEC 15408 series because evaluations
are conducted on a single assurance component from an assurance family.

3.27
time period to exposure
time interval when an element is participating in an IT system and can be attacked

3.28

vulnerability

weakness in the TOE that can be used to violate the security functional requirements (SFRs) in some
environment

3.29
window of opportunity
period of time that an attacker has access to the target of evaluation (TOE)

4 Overview
Clause 5 describes the paradigm used in the security assurance requirements of this document.

Clause 6 describes the presentation structure of the assurance classes, families, components, evaluation

assurance levels along with their relationships, and the structure of the composed assurance packages
CAPs). It also characterizes the assurance classes and families found in Clauses 7 th

(CAPs) D&etiments
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Clauses 7 through 15 provide the detailed definitions of this document assurance classes.
Annex A provides further explanations and examples of the concepts behind the development class.

Annex B provides an explanation of the concepts behind composed target of evaluation (TOE)
evaluations and the composition class.

Annex C provides a summary of the dependencies between the assurance components.

5 Assurance paradigm

5.1 General

The purpose of this clause is to document the underlying approach of the ISO/IEC 15408 series approach
to assurance. An understanding of this clause allows the reader to understand the rationale behind the
assurance requirements of this document.

5.2 ISO/IEC 15408 series approach

The approach of the ISO/IEC 15408 series is that the threats to security and organisational security
policy commitments should be clearly articulated and the proposed security controls be demonstrably
sufficient for their intended purpose.

Furthermore, measures should be adopted that reduce the likelihood of vulnerabilities, the ability
to exercise (i.e. intentionally exploit or unintentionally trigger) a vulnerability, and the extent of the
damage that can occur from a vulnerability being exercised. Additionally, measures should be adopted
that facilitate the subsequent identification of vulnerabilities and the elimination, mitigation, and/or
notification that a vulnerability has been exploited or triggered.

5.3 Assurance approach

5.3.1 General

The approach of the ISO/IEC 15408 series is to provide assurance based upon an evaluation of the IT
product that is to be trusted. Evaluation has been the traditional means of providing assurance and is
the basis for prior evaluation criteria documents. In aligning the existing approaches, the ISO/IEC 15408
series adopts the same approach. The ISO/IEC 15408 series proposes measuring the validity of the
documentation and of the resulting IT product by expert evaluators with increasing emphasis on scope,
depth, and rigour.

The ISO/IEC 15408 series does not exclude, nor does it comment upon, the relative merits of other
means of gaining assurance. Research continues with respect to alternative ways of gaining assurance.
As mature alternative approaches emerge from these research activities, they will be considered for
inclusion in the ISO/IEC 15408 series, which is so structured as to allow their future introduction.

5.3.2 Significance of vulnerabilities

It is assumed that there are threat agents that will actively seek to exploit opportunities to violate
security policies both for illicit gains and for well-intentioned, but nonetheless insecure actions. Threat
agents may also accidentally trigger security vulnerabilities, causing harm to the organization. Due to
the need to process sensitive information and the lack of availability of sufficiently trusted products,
there is significant risk due to failures of IT. It is, therefore, likely that IT security breaches can lead to
significant loss.

IT security breaches arise through the intentional exploitation or the unintentional triggering of
vulnerabilities in the application of IT within business concerns.
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Steps should be taken to prevent vulnerabilities arising in IT products. To the extent feasible,
vulnerabilities should be:

a) eliminated: active steps should be taken to expose, and remove or neutralize, all exercisable
vulnerabilities;

b) minimised: active steps should be taken to reduce, to an acceptable residual level, the potential
impact of any exercise of a vulnerability;

c) monitored: active steps should be taken to ensure that any attempt to exercise a residual
vulnerability will be detected so that steps can be taken to limit the damage.

5.3.3 Cause of vulnerabilities
Vulnerabilities can arise through failures in:

a) requirements: an IT product may possess all the functions and features required of it and still
contain vulnerabilities that render it unsuitable or ineffective with respect to security;

b) design: an IT product has been poorly designed. Building a secure product, system, or application
requires not only the implementation of functional requirements butalso an architecture thatallows
for the effective enforcement of specific security properties the product, system, or application is
supposed to enforce. The ability to withstand attacks the product, system, or application may be
face in its intended operational environment is highly dependent on an architecture that prohibits
those attacks or, if they cannot be prohibited, allows for detection of such attacks and/or limitation
of the damage such an attack can cause;

c) development: an IT product does not meet its specifications and/or vulnerabilities have been
introduced as a result of poor development standards or incorrect design choices;

d) delivery, installation and configuration: an IT product has vulnerabilities introduced during the
delivery, installation and configuration of the product;

e) operation: an IT product has been constructed correctly to a correct specification, but
vulnerabilities have been introduced as a result of inadequate controls upon the operation.

f) maintenance: an IT product is maintained in such a way that new vulnerabilities are introduced.

5.3.4 ISO/IEC 15408 series assurance

Assurance can be derived from reference to sources such as unsubstantiated assertions, prior relevant
experience, or specific experience. However, the ISO/IEC 15408 series provides assurance through
active investigation or a specification-based approach. Active investigation is an evaluation of the IT
product in order to determine its security properties.

5.3.5 Assurance through evaluation

Evaluation has been the traditional means of gaining assurance and is the basis of the ISO/IEC 15408
series approach. Evaluation techniques can include, but are not limited to:

a) analysis and checking of process(es) and procedure(s);

b) checking that process(es) and procedure(s) are being applied;

c) analysis of the correspondence between TOE design representations;
d) analysis of the TOE design representation against the requirements;
e) verification of proofs;

f) analysis of guidance documents;
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g) analysis of functional tests developed and the results provided;
h) independent functional testing;

i) analysis for vulnerabilities (including flaw hypotheses);

j) penetration testing;

k) analysis of the delivery process;

1) analysis of the maintenance process.

5.4 ISO/IEC 15408 series evaluation assurance scale

The approach of the ISO/IEC 15408 series asserts that greater assurance results from the application
of greater evaluation effort, and that the goal is to apply the minimum effort required to provide the
necessary assurance. The increasing level of effort is based upon:

a) scope: the effort is greater because a larger portion of the IT product is included;

b) depth: the effort is greater because it is deployed to a finer level of design and implementation
detail;

c) rigour: the effort is greater because it is applied in a more structured, formal manner.

6 Security assurance components

6.1 General

Subclauses 6.2 to 6.6 describe the constructs used in representing the assurance classes, families, and
components.

Figure 1 illustrates the security assurance requirements (SARs) defined in this document. Note that the
most abstract collection of SARs is referred to as a class. Each class contains assurance families, which
then contain assurance components, which in turn contain assurance elements. Classes and families
are used to provide a taxonomy for classifying SARs, while components are used to specify SARs in a
PP/ST.

6.2 Assurance class structure

6.2.1 General

Figure 1 illustrates the assurance class structure.

6.2.2 Class name

Each assurance class is assigned a unique name. The name indicates the topics covered by the assurance
class.

A unique short form of the assurance class name is also provided. This is the primary means for
referencing the assurance class. The convention adopted is an “A” followed by two letters related to the
class name.

6.2.3 Class introduction

Each assurance class has an introductory subclause that describes the composition of the class and
contains supportive text covering the intent of the class.
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6.2.4 Assurance families

Each assurance class contains at least one assurance family. The structure of the assurance families is
described in the following subclause.

Figure 1 illustrates the assurance family structure.

Common criteria assurance requirements

Class introduction

Assurance family

Family name
|
Objectives
|
Component levelling
|
Application notes

Assurance component

Component identification
I
Objectives

I
Application notes
T
Dependancies
T

Assurance element

Figure 1 — Assurance class/family/component/element hierarchy

6.3 Assurance family structure

6.3.1 Family name

Every assurance family is assigned a unique name. The name provides descriptive information about
the topics covered by the assurance family. Each assurance family is placed within the assurance class
that contains other families with the same intent.

A unique short form of the assurance family name is also provided. This is the primary means used to
reference the assurance family. The convention adopted is that the short form of the class name is used,
followed by an underscore, and then three letters related to the family name.

6.3.2 Objectives

The objectives subclause of the assurance family presents the intent of the assurance family.
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This subclause describes the objectives, particularly those related to the ISO/IEC 15408 series
assurance paradigm, that the family is intended to address. The description for the assurance family
is kept at a general level. Any specific details required for objectives are incorporated in the particular
assurance component.

6.3.3 Componentlevelling

Each assurance family contains one or more assurance components. This subclause of the assurance
family describes the components available and explains the distinctions between them. Its main
purpose is to differentiate between the assurance components once it has been determined that the
assurance family is a necessary or useful part of the SARs for a PP/ST.

Assurance families containing more than one component are levelled and rationale is provided as to
how the components are levelled. This rationale is in terms of scope, depth, and/or rigour.

6.3.4 Application notes

The application notes subclause of the assurance family, if present, contains additional information for
the assurance family. This information should be of particular interest to users of the assurance family
(e.g. PP and ST authors, designers of TOEs, evaluators). The presentation is informal and covers, for
example, warnings about limitations of use and areas where specific attention may be required.

6.3.5 Assurance components

Each assurance family has at least one assurance component. The structure of the assurance
components is provided in the following subclause.

6.4 Assurance component structure

6.4.1 General

Figure 2 illustrates the assurance component structure.

Assurance

component | | ___|Component
identification

Objectives

Application
notes

Dependencies

Assurance
elements

Figure 2 — Assurance component structure

The relationship between components within a family is highlighted using a bolding convention. Those
parts of the requirements that are new, enhanced or modified beyond the requirements of the previous
component within a hierarchy are bolded.
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6.4.2 Component identification

The component identification subclause provides descriptive information necessary to identify,
categorize, register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information
about the topics covered by the assurance component. Each assurance component is placed within the
assurance family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means used
to reference the assurance component. The convention used is that the short form of the family name is
used, followed by a period, and then a numeric character. The numeric characters for the components
within each family are assigned sequentially, starting from 1.

6.4.3 Objectives

The objectives subclause of the assurance component, if present, contains specific objectives for the
particular assurance component. For those assurance components that have this subclause, it presents
the specific intent of the component and a more detailed explanation of the objectives.

6.4.4 Application notes

The application notes subclause of an assurance component, if present, contains additional information
to facilitate the use of the component.

6.4.5 Dependencies

Dependencies among assurance components arise when a component is not self-sufficient and relies
upon the presence of another component.

Each assurance component provides a complete list of dependencies to other assurance components.
Some components may list “No dependencies”, to indicate that no dependencies have been identified.
The components depended upon may have dependencies on other components.

The dependency list identifies the minimum set of assurance components which are relied upon.
Components which are hierarchical to a component in the dependency list may also be used to satisfy
the dependency.

In specific situations it is possible that the indicated dependencies will not be applicable. The PP, PP-
Module, PP-Configuration or ST author, by providing rationale for why a given dependency is not
applicable, may elect not to satisfy that dependency.

6.4.6 Assurance elements

A set of assurance elements is provided for each assurance component. An assurance element is a
security requirement which, if further divided, would not yield a meaningful evaluation result. It is the
smallest security requirement recognized in the ISO/IEC 15408 series.

Each assurance element is identified as belonging to one of the three sets of assurance elements:

a) Developer action elements: the activities that shall be performed by the developer. This set of
actions is further qualified by evidential material referenced in the following set of elements.
Requirements for developer actions are identified by appending the letter “D” to the element
number.

b) Content and presentation of evidence elements: the evidence required, what the evidence shall
demonstrate, and what information the evidence shall convey. Requirements for content and
presentation of evidence are identified by appending the letter “C” to the element number.
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c) Evaluator action elements: the activities that shall be performed by the evaluator. This set of actions
explicitly includes confirmation that the requirements prescribed in the content and presentation
of evidence elements have been met. It also includes explicit actions and analysis that shall be
performed in addition to that already performed by the developer. Implicit evaluator actions are
also to be performed as a result of developer action elements which are not covered by content
and presentation of evidence requirements. Requirements for evaluator actions are identified by
appending the letter “E” to the element number.

The developer actions and content and presentation of evidence define the assurance requirements that
are used to represent a developer's responsibilities in demonstrating assurance in the TOE meeting the
SFRs of a PP, PP-Module, PP-Configuration or ST.

The evaluator actions define the evaluator's responsibilities in two aspects of evaluation. The first aspect
is validation of the applicable PP, PP-Module, PP-Configuration or ST, in accordance with the classes
ACE, APE and ASE in Clauses, ACE: ACE: Protection Profile Configuration evaluation, APE: Protection
Profile evaluation and ASE: Security Target evaluation. The second aspect is verification of the TOE's
conformance with its SFRs and SARs. By demonstrating that the PP, PP-Module, PP-Configuration or ST
is valid and that the requirements are met by the TOE, the evaluator can provide a basis for confidence
that the TOE in its operational environment solves the defined security problem.

The developer action elements, content and presentation of evidence elements, and explicit evaluator
action elements, identify the evaluator effort that shall be expended in verifying the security claims
made in the ST of the TOE.

6.5 Assurance elements

Each element represents a requirement to be met. These statements of requirements are intended
to be clear, concise, and unambiguous. Therefore, there are no compound sentences: each separable
requirement is stated as an individual element.

6.6 Component taxonomy

This document contains classes of families and components that are grouped on the basis of related
assurance. At the start of each class is a diagram that indicates the families in the class and the
components in each family.

Family 1 1 2 3

Figure 3 — Sample class decomposition diagram

In Figure 3 the class as shown contains a single family. The family contains three components that are
linearly hierarchical (i.e. component 2 requires more than component 1, in terms of specific actions,
specific evidence, or rigour of the actions or evidence). The assurance families in this document are all
linearly hierarchical, although linearity is not a mandatory criterion for assurance families that may be
added in the future.

7 Class APE: Protection Profile (PP) evaluation

7.1 General

Evaluating a PP is required to demonstrate that the PP is sound and internally consistent, and, if the PP
is based on one or more other PPs or on packages, that the PP is a correct instantiation of these PPs and
packages. These properties are necessary for the PP to be suitable for use as the basis for writing an ST
or another PP.
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Clause 7 should be used in conjunction with ISO/IEC 15408-1:2022, Annexes B and D, as these annexes
clarify the concepts here and provide many examples.

Figure 4 shows the families within this class, and the hierarchy of components within the families.

| APE_INT: PP introduction =

| APE_CCL: Conformance claims H 1 |

| APE_SPD: Security problem definition H 1 |

| APE_OB]J: Security objectives H 1 H 2 ‘
| APE_ECD: Extended component definition H 1 |

|

APE_REQ: Security requirements H 1 H 2 ‘

Figure 4 — APE: Protection Profile (PP) evaluation class decomposition

7.2 PP introduction (APE_INT)

7.2.1 Objectives
The objective of this family is to describe the TOE in a narrative way.

Evaluation of the PP introduction is required to demonstrate that the PP is correctly identified, and that
the PP reference and TOE overview are consistent with each other.

7.2.2 APE_INT.1 PP introduction

Dependencies: No dependencies.

Developer action elements

APE_INT.1.1D

The developer shall provide a PP introduction.

Content and presentation elements

APE_INT.1.1C

The PP introduction shall contain a PP reference and a TOE overview.
APE_INT.1.2C

The PP reference shall uniquely identify the PP.

APE_INT.1.3C

The TOE overview shall summarize the usage and major security features of the TOE.
APE_INT.1.4C

The TOE overview shall identify the TOE type.

APE_INT.1.5C

The TOE overview shall identify any non-TOE hardware/software/firmware available to the
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Evaluator action elements
APE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.3 Conformance claims (APE_CCL)

7.3.1 Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this
family specifies how STs and other PPs are to claim conformance with the PP.

7.3.2 APE_CCL.1 Conformance claims

Dependencies: APE_INT.1 PP introduction
APE_ECD.1 Extended components definition
APE_REQ.1 Direct rationale PP-Module security requirements
Developer action elements
APE_CCL.1.1D
The developer shall provide a conformance claim.
APE_CCL.1.2D
The developer shall provide a conformance claim rationale.
APE_CCL.1.3D
The developer shall provide a conformance statement.
Content and presentation elements
APE_CCL.1.1C

The conformance claim shall identify the ISO/IEC 15408 edition to which the PP claims
conformance.

APE_CCL.1.2C

The conformance claim shall describe the conformance of the PP to ISO/IEC 15408-2 as either
ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

APE_CCL.1.3C

The conformance claim shall describe the conformance of the PP as either “ISO/IEC 15408-3
conformant” or “ISO/IEC 15408-3 extended”.

APE_CCL.1.4C
The conformance claim shall be consistent with the extended components definition.
APE_CCL.1.5C

The conformance claim shall identify all PPs and packages to which the PP claims conformance.

APE_CCL.1.6C
Documents
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The conformance claim shall describe any conformance of the PP to a functional package as one
of package-conformant, package-augmented, or package-tailored.

APE_CCL.1.7C

The conformance claim shall describe any conformance of the PP to an assurance package as
either package-conformant or package-augmented.

APE_CCL.1.8C
The conformance claim shall describe any conformance of the PP to another PP as PP Conformant.
APE_CCL.1.9C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE
type in the PP(s) to which conformance is being claimed.

APE_CCL.1.10C

The conformance claim rationale shall demonstrate that the statement of the security problem
definition is consistent with the statement of the security problem definition in the PPs and any
functional packages for which conformance is being claimed.

APE_CCL.1.11C

The conformance claim rationale shall demonstrate that the statement of security objectives is
consistent with the statement of security objectives in the PPs and any functional packages for
which conformance is being claimed.

APE_CCL.1.12C

The conformance claim rationale shall demonstrate that the statement of security requirements
is consistent with the statement of security requirements in the PPs and any functional packages
for which conformance is being claimed.

APE_CCL.1.13C

The conformance statement shall describe the conformance required of any PPs/STs to the PP as
one of exact, strict, or demonstrable conformance.

APE_CCL.1.14C

For an exact conformance PP, the conformance statement shall contain an allowed-with
statement that identifies the set of PPs (if any) to which, in combination with the PP under
evaluation, exact conformance is allowed to be claimed.

APE_CCL.1.15C

For an exact conformance PP, the conformance statement shall contain an allowed-with
statement that identifies the set of PP-Modules (if any) that are allowed to be used with the PP
under evaluation in a PP-Configuration.

APE_CCL.1.16C

The conformance statement shall identify the set of derived Evaluation Methods and Evaluation
Activities (if any) that shall be used with the PP under evaluation. This list shall contain:

— any Evaluation methods and Evaluation activities that are specified for the PP under
evaluation;

— any Evaluation methods and Evaluation activities specified in conformance statements of
PPs to which conformance is being claimed by the PP under evaluation;
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— any Evaluation methods and Evaluation activities specified in the Security Requirements
sections of packages to which conformance is being claimed by the PP under evaluation.

Evaluator action elements
APE_CCL.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.4 Security problem definition (APE_SPD)

7.4.1 Objectives

This part of the PP defines the security problem to be addressed by the TOE and the operational
environment of the TOE.

Evaluation of the security problem definition is required to demonstrate that the security problem
intended to be addressed by the TOE and its operational environment, is clearly defined.

7.4.2 APE_SPD.1 Security problem definition

Dependencies: No dependencies.

Developer action elements

APE_SPD.1.1D

The developer shall provide a security problem definition.

Content and presentation elements

APE_SPD.1.1C

The security problem definition shall describe the threats.

APE_SPD.1.2C

All threats shall be described in terms of a threat agent, an asset, and an adverse action.
APE_SPD.1.3C

The security problem definition shall describe the organizational security policies (OSPs).
APE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational
environment of the TOE.

Evaluator action elements
APE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.5 Security objectives (APE_OB]J)

7.5.1 Objectives

The security objectives are a concise statement of the intended response to the security problem
defined through the Security problem definition (APE_SPD) family. Documents
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Evaluation of the security objectives is required to demonstrate that the security objectives adequately
and completely address the security problem definition and that the division of this problem between
the TOE and its operational environment is clearly defined.

7.5.2 Component levelling

The components in this family are levelled on whether they prescribe only security objectives for the
operational environment, or also security objectives for the TOE.

7.5.3 APE_OB]J.1 Security objectives for the operational environment

Dependencies: No dependencies.

Developer action elements

APE_OBJ.1.1D

The developer shall provide a statement of security objectives for the operational environment.
APE_OB]J.1.2D

The developer shall provide a security objectives rationale objectives for the operational
environment.

Content and presentation elements
APE_OB]J.1.1C

The statement of security objectives shall describe the security objectives for the operational
environment.

APE_OBJ.1.2C

The security objectives rationale shall trace each security objective for the operational
environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.

APE_OBJ.1.3C

The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
APE_OBJ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.5.4 APE_OB]J.2 Security objectives

Dependencies: APE_SPD.1 Security problem definition.
Developer action elements

APE_OB]J.2.1D

The developer shall provide a statement of security objectives.
APE_OB]J.2.2D

The developer shall provide a security objectives rationale.
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Content and presentation elements
APE_OB]J.2.1C

The statement of security objectives shall describe the security objectives for the TOE and the security
objectives for the operational environment.

APE_OBJ.2.2C

The security objectives rationale shall trace each security objective for the TOE back to threats
countered by that security objective and OSPs enforced by that security objective.

APE_OBJ.2.3C

The security objectives rationale shall trace each security objective for the operational environment
back to threats countered by that security objective, OSPs enforced by that security objective, and
assumptions upheld by that security objective.

APE_0BJ.2.4C

The security objectives rationale shall demonstrate that the security objectives counter all
threats.

APE_OB]J.2.5C
The security objectives rationale shall demonstrate that the security objectives enforce all OSPs.
APE_OB]J.2.6C

The security objectives rationale shall demonstrate that the security objectives for the operational
environment uphold all assumptions.

Evaluator action elements
APE_OBJ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

7.6 Extended components definition (APE_ECD)

7.6.1 Objectives

Extended security requirements are requirements that are not based on components from
ISO/IEC 15408-2 or this document, but which are based on extended components: components defined
by the PP author.

Evaluation of the definition of extended components is necessary to determine that they are clear
and unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or this document components.

7.6.2 APE_ECD.1 Extended components definition
Dependencies: No dependencies.

Developer action elements

APE_ECD.1.1D

The developer shall provide a statement of security requirements.

APE_ECD.1.2D
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The developer shall provide an extended components definition.

Content and presentation elements

APE_ECD.1.1C

The statement of security requirements shall identify all extended security requirements.
APE_ECD.1.2C

The extended components definition shall define an extended component for each extended
security requirement.

APE_ECD.1.3C

The extended components definition shall describe how each extended component is related to
the existing ISO/IEC 15408 series components, families, and classes.

APE_ECD.1.4C

The extended components definition shall use the existing ISO/IEC 15408 series components,
families, classes, and methodology as a model for presentation.

APE_ECD.1.5C

The extended components shall consist of measurable and objective elements such that
conformance or nonconformance to these elements may be demonstrated.

Evaluator action elements
APE_ECD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

APE_ECD.1.2E

The evaluator shall confirm that no extended component may be clearly expressed using existing
components.

7.7 Security requirements (APE_REQ)

7.7.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour
of the TOE. The SARs form a clear, unambiguous and well-defined description of the expected activities
that will be undertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and
well-defined.

7.7.2 Component levelling

The components in this family are levelled on whether the SFRs are derived from SPD, or whether the
SFRs are derived from security objectives for the TOE.

7.7.3 APE_REQ.1 Direct rationale PP-Module security requirements

Dependencies: APE_ECD.1 Extended components definition

APE_OB].1 Security objectives for the operational environmen
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Developer action elements

APE_REQ.1.1D

The developer shall provide a statement of security requirements.
APE_REQ.1.2D

The developer shall provide a security requirements rationale.

Content and presentation elements

APE_REQ.1.1C

The statement of security requirements shall describe the SFRs and the SARs.
APE_REQ.1.2C

All subjects, objects, operations, security attributes, external entities and other terms that are
used in the SFRs and the SARs shall be defined.

APE_REQ.1.3C

The statement of security requirements shall identify all operations on the security
requirements.

APE_REQ.1.4C
All operations shall be performed correctly.
APE_REQ.1.5C

Each dependency of the security requirements shall either be satisfied, or the security
requirements rationale shall justify the dependency not being satisfied.

APE_REQ.1.6C

The security requirements rationale shall trace each SFR back to the threats countered by that
SFR and the OSPs enforced by that SFR.

APE_REQ.1.7C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) counter all threats for the TOE.

APE_REQ.1.8C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) enforce all OSPs for the TOE.

APE_REQ.1.9C

The security requirements rationale shall explain why the SARs were chosen.APE_REQ.1.10C
The statement of security requirements shall be internally consistent.

Evaluator action elements

APE_REQ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.7.4 APE_REQ.2 Derived security requirements
Documents
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Dependencies: APE_OB]J.2 Security objectives

APE_ECD.1 Extended components definition
Developer action elements
APE_REQ.2.1D
The developer shall provide a statement of security requirements.
APE_REQ.2.2D
The developer shall provide a security requirements rationale.
Content and presentation elements
APE_REQ.2.1C
The statement of security requirements shall describe the SFRs and the SARs.
APE_REQ.2.2C

All subjects, objects, operations, security attributes, external entities and other terms that are used in
the SFRs and the SARs shall be defined.

APE_REQ.2.3C

The statement of security requirements shall identify all operations on the security requirements.
APE_REQ.2.4C

All operations shall be performed correctly.

APE_REQ.2.5C

Each dependency of the security requirements shall either be satisfied, or the security requirements
rationale shall justify the dependency not being satisfied.

APE_REQ.2.6C

The security requirements rationale shall trace each SFR back to the security objectives for the TOE
enforced by that SFR.

APE_REQ.2.7C

The security requirements rationale shall demonstrate that the SFRs meet all security objectives for
the TOE.

APE_REQ.2.8C

The security requirements rationale shall explain why the SARs were chosen.
APE_REQ.2.9C

The statement of security requirements shall be internally consistent.

Evaluator action elements

APE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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8 Class ACE: Protection Profile Configuration evaluation

8.1 General

Evaluating a PP-Configuration is required to demonstrate that the PP-Configuration is sound and
consistent. These properties are necessary for the PP-Configuration to be suitable for use as the basis
for writing an ST.

The class ACE is defined for the evaluation of a PP-Configuration composed of at least one PP and one
other component (PPs and/or PP-Modules). The evaluation of PPs is addressed in Class APE. The class
ACE defines the requirements for:

— Evaluating the PP-Modules in the framework of their PP-Modules Base(s) (components ACE_INT.1,
ACE_CCL.1, ACE_SPD.1, ACE_OBJ.1 or ACE_OBJ.2, ACE_REQ.1 or ACE_REQ.2, and ACE_MCO.1).

— Evaluating the consistency of the combination of all the PPs and PP-Modules that belong to the PP-
Configuration (see ACE_CCO.1).

Clause 8 should be used in conjunction with ISO/IEC 15408-1:2022, Annex C.

ACE_INT: PP-Module intruduction 1

ACE_CCL: PP-Module conformance claims 1

ACE_SPD: PP-Module Security problem definition 1
ACE_OB]J: PP-Module Security objective 1 2

ACE_ECD: PP-Module extended component definition 1
ACE_REQ: PP-Module security requirements 1 2

ACE_MCO: PP-Module consistency 1

ACE_CCO: PP-Configuration consistency 1

Figure 5 — ACE: Protection Profile Configuration evaluation class decomposition

8.2 PP-Module introduction (ACE_INT)

8.2.1 Objectives
The objective of this family is to describe the TOE in a narrative way.

The evaluation of the PP-Module introduction is required to demonstrate that the PP-Module is correctly
identified, and that the PP-Module reference and TOE overview are consistent with each other.

8.2.2 ACE_INT.1 PP-Module introduction

Dependencies: No dependencies.

Developer action elements Documents
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ACE_INT.1.1D

The developer shall provide a PP-Module introduction.
Content and presentation elements

ACE_INT.1.1C

The PP-Module introduction shall contain a PP-Module reference, the identification of the PP-
Module Base(s) and a TOE overview.

ACE_INT.1.2C
The PP-Module reference shall uniquely identify the PP-Module.
ACE_INT.1.3C

The identification of the PP-Module Base shall consist of a list of at least one PP and possibly
other PPs and PP-Modules on which the PP-Module depends.

ACE_INT.1.4C

The identification of the PP-Module Base(s) shall describe the dependency structure of the PP-
Module Base(s).

ACE_INT.1.5C

The PP-Module introduction shall contain as many TOE overviews as alternative PP-Module
Bases.

ACE_INT.1.6C

The TOE overview shall summarize the usage and major security features of the TOE.
ACE_INT.1.7C

The TOE overview shall identify the TOE type.

ACE_INT.1.8C

The TOE overview shall identify any non-TOE hardware/software/firmware available to the
TOE.

ACE_INT.1.9C

The TOE overview shall describe the differences of the TOE with regard to the TOEs defined in
the PP-Module Base(s).

Evaluator action elements
ACE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.3 PP-Module conformance claims (ACE_CCL)

8.3.1 Objectives

The objective of this family is to determine the validity of the conformance claim and conformance
statement. A PP-Module cannot claim conformance to any PP, PP-Configuration, or another PP-Module.

8.3.2 ACE_CCL.1 PP-Module conformance claims DOCU ments
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Dependencies: ACE_INT.1 PP-Module introduction
ACE_ECD.1 PP-Module extended components definition

ACE_REQ.1 PP-Module stated security requirements or ACE_REQ.2 PP-Module de-
rived security requirements

Developer action elements

ACE_CCL.1.1D

The developer shall provide a conformance claim.
ACE_CCL.1.2D

The developer shall provide a conformance statement.
Content and presentation elements

ACE_CCL.1.1C

The conformance claim shall identify the ISO/IEC 15408 edition to which the PP-Module claims
conformance.

ACE_CCL.1.2C

The conformance claim shall describe the conformance of the PP-Module to ISO/IEC 15408-2 as
either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ACE_CCL.1.3C

The conformance statement shall describe the conformance type required of any ST to the PP-
Module (as part of a PP-Configuration) as one of exact, strict, or demonstrable.

ACE_CCL.1.4C

The conformance claim shall describe the conformance of the PP-Module to this document as
either “ISO/IEC 15408-3 conformant” or “ISO/IEC 15408-3 extended”.

ACE_CCL.1.5C
The conformance claim shall be consistent with the extended components definition.
ACE_CCL.1.6C

The conformance claim shall identify all functional packages to which the PP-Module claims
conformance.

ACE_CCL.1.7C

The conformance claim shall describe any conformance of the PP-Module to a functional package
as either package-conformant, package-augmented or package-tailored.

ACE_CCL.1.8C

The conformance claim shall identify all assurance packages to which the PP-Module claims
conformance.

ACE_CCL.1.9C

The conformance claim shall describe any conformance of the PP-Module to an assurance
package as either package-conformant or package-augmented.

ACE_CCL.1.10C Documents
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For exact conformance, the PP-Module’s conformance statement shall contain an allowed-with
statement that identifies the set of PPs and PP-Modules (exclusive of those PPs and PP-Modules
that are included in the PP-Module Base) to which, in combination with the PP-Module under
evaluation, exact conformance is allowed to be claimed.

ACE_CCL.1.11C

The conformance statement may identify the set of ISO/IEC 18045-derived Evaluation methods
and Evaluation activities that shall be used with the PP-Module under evaluation. This list shall
contain any Evaluation methods and Evaluation activities that are specified in the PP-Module
but also any Evaluation methods and Evaluation activities specified in the PP-Module Base(s)
and/or in the packages (if any) for which conformance is being claimed by the PP-Module under
evaluation.

Evaluator action elements
ACE_CCL.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.4 PP-Module security problem definition (ACE_SPD)

8.4.1 Objectives

This part of the PP-Module defines the security problem to be addressed by the TOE and the operational
environment of the TOE.

Evaluation of the security problem definition is required to demonstrate that the security problem
intended to be addressed by the TOE and its operational environment, is clearly defined.

8.4.2 ACE_SPD.1 PP-Module security problem definition
Dependencies: No dependencies.

Developer action elements

ACE_SPD.1.1D

The developer shall provide a security problem definition.
Content and presentation elements

ACE_SPD.1.1C

The security problem definition shall describe the threats.
ACE_SPD.1.2C

All threats shall be described in terms of a threat agent, an asset, and an adverse action.
ACE_SPD.1.3C

The security problem definition shall describe the OSPs.
ACE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational
environment of the TOE.

Evaluator action elements
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ACE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.5 PP-Module security objectives (ACE_OB]J)

8.5.1 Objectives

The security objectives are a concise statement of the intended response to the security problem
defined through the Security problem definition (APE_SPD) family.

Evaluation of the security objectives is required to demonstrate that the security objectives adequately
and completely address the security problem definition and that the division of this problem between
the TOE and its operational environment is clearly defined.

8.5.2 Component levelling

The components in this family are levelled on whether they prescribe only security objectives for the
operational environment (see ACE_OBJ.1), or also security objectives for the TOE (see ACE_OB].2).

8.5.3 ACE_OB]J.1 PP-Module security objectives for the operational environment
Dependencies: No dependencies.

Developer action elements

ACE_OB]J.1.1D

The developer shall provide a statement of security objectives for the operational environment
of the PP-Module.

ACE_OB]J.1.2D

The developer shall provide a security objectives rationale for the operational environment of
the PP-Module.

Content and presentation elements
ACE_OBJ.1.1C

The statement of security objectives shall describe the security objectives for the operational
environment.

ACE_O0B]J.1.2C

The security objectives rationale shall trace each security objective for the operational
environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.

ACE_O0B]J.1.3C

The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
ACE_OBJ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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8.5.4 ACE_OB]J.2 PP-Module security objectives

Dependencies: ACE_SPD.1 PP-Module security problem definition.

Developer action elements

ACE_OBJ.2.1D

The developer shall provide a statement of security objectives for the PP-Module.
ACE_OB]J.2.2D

The developer shall provide a security objectives rationale for the PP-Module.
Content and presentation elements

ACE_OB]J.2.1C

The statement of security objectives shall describe the security objectives for the TOE and the security
objectives for the operational environment.

ACE_OBJ.2.2C

The security objectives rationale shall trace each security objective for the TOE back to threats
countered by that security objective and OSPs enforced by that security objective.

ACE_OBJ.2.3C

The security objectives rationale shall trace each security objective for the operational environment
back to threats countered by that security objective, OSPs enforced by that security objective, and
assumptions upheld by that security objective.

ACE_O0B]J.2.4C

The security objectives rationale shall demonstrate that the security objectives counter all
threats.

ACE_OB]J.2.5C
The security objectives rationale shall demonstrate that the security objectives enforce all OSPs.
ACE_OB]J.2.6C

The security objectives rationale shall demonstrate that the security objectives for the operational
environment uphold all assumptions.

Evaluator action elements
ACE_OBJ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

8.6 PP-Module extended components definition (ACE_ECD)

8.6.1 Objectives

Extended SFRs are requirements that are not based on components from ISO/IEC 15408-2 or this
document, but which are based on extended components: components defined by the PP-Module author.

Evaluation of the definition of extended functional components is necessary to determine that they
are clear and unambiguous, and that they are necessary, i.e. they may not be clearly expressed using
existing ISO/IEC 15408-2 or this document components.
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8.6.2 ACE_ECD.1 PP-Module extended components definition

Dependencies: No dependencies.

Developer action elements

ACE_ECD.1.1D

The developer shall provide a statement of security requirements for the PP-Module.
ACE_ECD.1.2D

The developer shall provide an extended components definition for the PP-Module.
Content and presentation elements

ACE_ECD.1.1C

The statement of security requirements shall identify all the extended security requirements.
ACE_ECD.1.2C

The extended components definition shall define an extended component for each extended
security requirement.

ACE_ECD.1.3C

The extended components definition shall describe how each extended component is related to
the existing ISO/IEC 15408 series components, families, and classes.

ACE_ECD.1.4C

The extended components definition shall use the existing ISO/IEC 15408 series components,
families, classes, and methodology as a model for presentation.

ACE_ECD.1.5C

The extended components shall consist of measurable and objective elements such that
conformance or nonconformance to these elements may be demonstrated

Evaluator action elements
ACE_ECD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ACE_ECD.1.2E
The evaluator shall confirm that no extended component may be clearly expressed using existing
components.

8.7 PP-Module security requirements (ACE_REQ)

8.7.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour
of the TOE. The SARs form a clear, unambiguous and well-defined description of the expected activities
that will be undertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and
well-defined.
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8.7.2 Component levelling

The components in this family are levelled on whether the SFRs are derived from SPD (see ACE_REQ.1),
or whether the SFRs are derived from the security objectives for the TOE (see ACE_REQ.2.).

8.7.3 ACE_REQ.1 PP-Module stated security requirements

Dependencies: APE_ECD.1 Extended components definition
ACE_SPD.1 PP-Module security problem definition
Developer action elements
ACE_REQ.1.1D
The developer shall provide a statement of security requirements for the PP-Module.
ACE_REQ.1.2D
The developer shall provide a security requirements rationale for the PP-Module.
Content and presentation elements
ACE_REQ.1.1C

The statement of security requirements shall describe the SFRs and SARs (the SARs that apply
to the PP-Module may be explicitly stated, or inherited from the PP-Module Base(s)).

ACE_REQ.1.2C

All subjects, objects, operations, security attributes, external entities and other terms that are
used in the SFRs and the SARs shall be defined.

ACE_REQ.1.3C

The statement of security requirements shall identify all operations on the security
requirements.

ACE_REQ.1.4C
All operations shall be performed correctly.
ACE_REQ.1.5C

Each dependency of the security requirements shall either be satisfied, or the security
requirements rationale shall justify the dependency not being satisfied.

ACE_REQ.1.6C

The security requirements rationale shall trace each SFR back to the threats countered by that
SFR and the OSPs enforced by that SFR.

ACE_REQ.1.7C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) counter all the threats for the TOE.

ACE_REQ.1.8C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) enforce all the OSPs for the TOE.

ACE_REQ.1.9C
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The security requirements rationale shall explain why the SARs were chosen.
ACE_REQ.1.10C

The statement of security requirements shall be internally consistent.
Evaluator action elements

ACE_REQ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.7.4 ACE_REQ.2 PP-Module derived security requirements

Dependencies: ACE_ECD.1 PP-Module extended components definition
ACE_OBJ.2 PP-Module security objectives

Developer action elements

ACE_REQ.2.1D

The developer shall provide a statement of security requirements for the PP-Module.

ACE_REQ.2.2D

The developer shall provide a security requirement rationale for the PP-Module.

Content and presentation elements

ACE_REQ.2.1C

The statement of security requirements shall describe the SFRs and SARs (the SARs that apply to the
PP-Module may be explicitly stated, or inherited from the PP-Module Base(s)).

ACE_REQ.2.2C

All subjects, objects, operations, security attributes, external entities and other terms that are used in
the SFRs and the SARs shall be defined.

ACE_REQ.2.3C

The statement of security requirements shall identify all operations on the security requirements.
ACE_REQ.2.4C

All operations shall be performed correctly.

ACE_REQ.2.5C

Each dependency of the security requirements shall either be satisfied, or the security requirements
rationale shall justify the dependency not being satisfied.

ACE_REQ.2.6C

The security requirements rationale shall trace each SFR back to the security objectives for the TOE
enforced by that SFR.

ACE_REQ.2.7C

The security requirements rationale shall demonstrate that the SFRs meet all security objectives for
the TOE.
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ACE_REQ.2.8C

The security requirements rationale shall explain why the SARs were chosen.
ACE_REQ.2.9C

The statement of security requirements shall be internally consistent.
Evaluator action elements

ACE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.8 PP-Module consistency (ACE_MCO)

8.8.1 Objectives

The objective of this family is to determine the consistency of the PP-Module and to state the
correspondence between the PP-Module and its PP-Module Base(s).

8.8.2 ACE_MCO.1 PP-Module consistency

Dependencies: ACE_INT.1 PP-Module introduction
ACE_SPD.1 PP-Module Security problem definition

ACE_OB]J.1 Direct Rationale PP-Module Security objectives for the environment or
ACE_OB]J.2 PP-Module Security objectives

ACE_REQ.1 Direct Rationale PP-Module security requirements or ACE_REQ.2
PP-Module derived security requirements

Developer action elements
ACE_MCO.1.1D

The developer shall provide a consistency rationale of the PP-Module for each of the alternative
PP-Module Bases identified in the PP-Module introduction.

ACE_MCO.1.2D

The developer shall provide an assurance rationale of the PP-Module for each of the alternative
PP-Module Bases identified in the PP-Module introduction.

Content and presentation elements
ACE_MCO.1.1C

The consistency rationale shall demonstrate that the TOE type of the PP-Module and the TOE
types of its PP-Module Base(s) are consistent.

ACE_MCO.1.2C

The consistency rationale shall identify the assets of the PP-Module’s SPD that also belong to
some of its PP-Module Bases and amongst them those for which the PP-Module and the PP-
Module Base define different security problems.

ACE_MCO0.1.3C
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The consistency rationale shall demonstrate that:

— the statement of the security problem definition is consistent with the statement of the
security problem definition of its PP-Module Base(s);

— the statement of the security problem definition is consistent with the statement of the
security problem definition of any functional package for which conformance is being
claimed.

ACE_MCO0.1.4C
The consistency rationale shall demonstrate that:

— the security objectives definition is consistent with the security objectives of its PP-Module
Base(s);

— the security objectives definition is consistent with the security objectives of any functional
package for which conformance is being claimed.

ACE_MCO.1.5C
The consistency rationale shall demonstrate that:

— the security functional requirements definition is consistent with the security functional
requirements of its PP-Modules Base(s);

— the security functional requirements definition is consistent with the security functional
requirements of any functional package for which conformance is being claimed.

ACE_MCO.1.6C

The assurance rationale shall demonstrate the internal consistency of the set of security
assurance requirements of the PP-Module with regard to its security problem definition.

ACE_MCO.1.7C

The assurance rationale shall demonstrate the consistency of the set of security assurance
requirements of the PP-Module with regard to the security assurance requirements of the PP-
Module Base(s).

Evaluator action elements
ACE_MCO.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence. If the PP-Module specifies alternative PP-Module Bases, the
evaluator shall perform this action for each consistency rationale.

8.9 PP-Configuration consistency (ACE_CCO)

8.9.1 Objectives

The objective of this family is to determine the well-formedness and the consistency of the PP-
Configuration.

8.9.2 ACE_CCO.1 PP-Configuration consistency

Dependencies: ACE_INT.1 PP-Module introduction

ACE_CCL.1 PP-Module conformance claims
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ACE_SPD.1 PP-Module security problem definition

ACE_OB]J.1 Direct Rationale PP-Module security objectives for the environment
or ACE_OBJ.2 PP-Module security objectives

ACE_ECD.1 PP-Module extended component definition

ACE_REQ.1 Direct Rational PP-Module security requirements or ACE_REQ.2
PP-Module derived security requirements

ACE_MCO.1 PP-Module consistency
APE_* (all APE components)
Developer action elements
ACE_CCO0.1.1D
The developer shall provide the reference of the PP-Configuration.
ACE_CCO0.1.2D
The developer shall provide a components statement.
ACE_CCO0.1.3D
The developer shall provide a TOE overview.
ACE_CCO0.1.4D
The developer shall provide a conformance claim.
ACE_CCO0.1.5D
The developer shall provide a conformance statement within the conformance claim.
ACE_CCO.1.6D
The developer shall provide a consistency rationale.
ACE_CCO0.1.7D
The developer shall provide a SAR statement.
ACE_CCO0.1.8D

The developer shall provide the set of evaluation methods and/or activities that are applicable
to the PP-Configuration.

Content and presentation elements

ACE_CCO0.1.1C

The PP-Configuration reference shall uniquely identify the PP-Configuration.
ACE_CCO0.1.2C

The PP-Configuration components statement shall uniquely identify the PPs and PP-Modules
that compose the PP-Configuration.

ACE_CCO.1.3C

For each PP-Module identified in the PP-Configuration components statement, the components

statement shall include the PP-Module Base required by the identified PP'NB%lgulfn‘lﬂéenPtl:é
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Module specifies alternative PP-Module Bases, only one of these PP-Module Bases shall be
referred to in the PP-Configuration.

ACE_CCO.1.4C

For a multi-assurance PP-Configuration, the components statement shall describe the
organization of the TSF in terms of the sub-TSFs defined in the PPs and PP-Modules defined in
the PP-Configuration.

ACE_CCO0.1.5C

The TOE overview shall identify the TOE type.

ACE_CCO0.1.6C

The TOE overview shall describe the usage and major security features of the TOE.
ACE_CCO0.1.7C

The TOE overview shall identify any non-TOE hardware/software/firmware available to the
TOE.

ACE_CCO.1.8C

The conformance claim shall identify the ISO/IEC 15408 edition(s) to which the PP-Configuration
components claim conformance.

ACE_CCO.1.9C

The conformance claim shall describe the conformance of the PP-Configuration to
ISO/IEC 15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ACE_CCO.1.10C

The conformance claim shall describe the conformance of the PP-Configuration to this document
as either “ISO/IEC 15408-3 conformant” or ISO/IEC 15408-3 extended.”

ACE_CCO.1.11C

The conformance claim shall be consistent with the conformance claims of the PP-Configuration
components.

ACE_CCO.1.12C

The conformance claim of a PP-Configuration shall include an assurance package conformance
claim consisting of statements describing any conformance of the PP-Configuration to an
assurance package as either package-conformant or package-augmented.

ACE_CC0.1.13C

The conformance statement shall specify the required conformance to the PP-Configuration
as one of exact, strict, demonstrable, or it shall provide the list of conformance types that are
required by each of the PP-Configuration components.

ACE_CCO.1.14C

For the exact conformance case, the allowed-with statement of the conformance statement of
each PP included in the components statement of the PP-Configuration shall identify all the
PP-Configuration components as being allowed to be used in combination with the PP in a PP-
Configuration.

ACE_CCO0.1.15C

Documents

Document Sharing Hub
34 © ISO/IEC 2022 - All rights reserved

Full document details: ISO IEC 15408-3-2022


http://avadocuments2026.com/doc/iso-iec-15408-3-2022
http://avadocuments2026.com/doc/iso-iec-15408-3-2022

ISO/IEC 15408-3:2022(E)

For the exact conformance case, the allowed-with statement of the conformance statement of
each PP-Module included in the components statement of the PP-Configuration shall identify all
the PP-Configuration components that are not in the PP-Module Base(s) for that particular PP-
Module as being allowed to be used in combination with the PP-Module in a PP-Configuration.

ACE_CCO.1.16C

For PP-Configurations that are not of exact conformance type (i.e. for PP-Configurations of strict
or demonstrable conformance type), the conformance statement of a PP-Configuration may
include an Evaluation methods and Evaluation activities reference statement that identifies the
set of ISO/IEC 18045-derived Evaluation methods and Evaluation activities that are applicable
to the PP-Configuration under evaluation.

ACE_CCO.1.17C

The consistency rationale shall demonstrate that the TOE type defined in the PP-Configuration
is consistent with the TOE types defined in the PPs and PP-Modules that belong to the PP-
Configuration components statement.

ACE_CCO.1.18C

The consistency rationale shall demonstrate that the union of all the SPDs, security objectives
and security functional requirements defined in the PP-Configuration components is consistent.

ACE_CCO.1.19C

For a single-assurance PP-Configuration, the SAR statement shall define a single set of SARs
that applies to the entire TOE. For strict and demonstrable conformance, the set of SARs shall
include the SARs identified in each of the PP-Configuration components. For exact conformance,
the set of SARs shall be identical to the set of SARs identified in each of the PP-Configuration
components.

ACE_CCO.1.20C

For a multi-assurance PP-Configuration, the SAR statement shall define the global set of
SARs that applies to the entire TOE and the SARs that apply to each sub-TSF. For strict and
demonstrable conformance, the global assurance set of SARs shall include the set of common
SARs among the PP-Configuration components, and each set of SARs that apply to a sub-TSF shall
include those identified for the PP-Configuration components associated with that sub-TSF. For
exact conformance, the global assurance set of SARs shall be the set of common SARs among the
PP-Configuration components, and each set of SARs that apply to a sub-TSF shall be identical to
those identified for the PP-Configuration components associated with that sub-TSF.

ACE_CCO.1.21C

The SAR statement of a PP-Configuration shall include an assurance rationale that demonstrates
the consistency of the applicable set of SARs with those defined in the components of the PP-
Configuration under evaluation and their associated Evaluation methods and Evaluation
activities. For a multi-assurance PP-Configuration, the assurance rationale shall demonstrate:

— that the global set of SARs is consistent with the threats as defined in the SPDs of the PP-
Configuration components, and

— that the global set of SARs and the sets of SARs for each sub-TSF are consistent with each
other.

Evaluator action elements
ACE_CCO.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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ACE_CCO.1.2E

The evaluator shall check that the PP-Configuration consisting of all the PPs and PP-Modules
identified in the component statement is consistent.

9 C(lass ASE: Security Target (ST) evaluation

9.1 General

Evaluating an ST is required to demonstrate that the ST is sound and internally consistent, and, if the
ST is based on a PP-Configuration, or one or more PPs or packages, that the ST is a correct instantiation
of the PP-Configuration, PPs, and packages. These properties are necessary for the ST to be suitable for
use as the basis for a TOE evaluation.

Clause 9 should be used in conjunction with ISO/IEC 15408-1:2022, Annexes B, C and D as these annexes
clarify the concepts here and provide many examples.

Figure 6 shows the families within this class, and the hierarchy of components within the families.

ASE_INT: ST introduction — 1

ASE_CCL: Conformance claims 1

ASE_SPD: Security problem definition — 1
ASE_OB]J: Security objectives — 1 — 2

ASE_ECD: Extended component definition — 1
ASE_REQ: Security requirements — 1 2
ASE_TSS: TOE summary specification — 1 2

ASE_COMP: Consistency of composite product Security Target — 1

Figure 6 — ASE: Security Target (ST) evaluation class decomposition

9.2 ST introduction (ASE_INT)

9.2.1 Objectives

The objective of this family is to describe the TOE in a narrative way on three levels of abstraction: TOE
reference, TOE overview and TOE description.

Evaluation of the ST introduction is required to demonstrate that the ST and the TOE are correctly
identified, that the TOE is correctly described at three levels of abstraction and that these three
descriptions are consistent with each other.

9.2.2 ASE_INT.1 ST introduction
Dependencies: No dependencies.

Developer action elements

ASE_INT.1.1D
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The developer shall provide an ST introduction.
Content and presentation elements
ASE_INT.1.1C

The ST introduction shall contain an ST reference, a TOE reference, a TOE overview and a TOE
description.

ASE_INT.1.2C

The ST reference shall uniquely identify the ST.

ASE_INT.1.3C

The TOE reference shall uniquely identify the TOE.

ASE_INT.1.4C

The TOE overview shall summarize the usage and major security features of the TOE.
ASE_INT.1.5C

The TOE overview shall identify the TOE type.

ASE_INT.1.6C

The TOE overview shall identify any non-TOE hardware/software/firmware required by the
TOE.

ASE_INT.1.7C

For a multi-assurance ST, the TOE overview shall describe the TSF organization in terms of the
sub-TSFs defined in the PP-Configuration the ST claims conformance to.

ASE_INT.1.8C

The TOE description shall describe the physical scope of the TOE.
ASE_INT.1.9C

The TOE description shall describe the logical scope of the TOE.
Evaluator action elements

ASE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ASE_INT.1.2E

The evaluator shall confirm that the TOE reference, the TOE overview, and the TOE description
are consistent with each other.

9.3 Conformance claims (ASE_CCL)

9.3.1 Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this
family specifies how STs are to claim conformance with the PP or PP-Configuration.

9.3.2 ASE _CCL.1 Conformance claims
- Documents
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Dependencies: ASE_INT.1 ST introduction
ASE_ECD.1 Extended components definition
ASE_REQ.1 Direct rationale stated security requirements
Developer action elements
ASE_CCL.1.1D
The developer shall provide a conformance claim.
ASE_CCL.1.2D
The developer shall provide a conformance claim rationale.
Content and presentation elements
ASE_CCL.1.1C

The conformance claim shall identify the edition of ISO/IEC 15408 to which the ST and the TOE
claim conformance.

ASE_CCL.1.2C

The conformance claim shall describe the conformance of the ST to ISO/IEC 15408-2 as either
ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ASE_CCL.1.3C

The conformance claim shall describe the conformance of the ST as either “ISO/IEC 15408-3
conformant” or “ISO/IEC 15408-3 extended”.

ASE_CCL.1.4C
The conformance claim shall be consistent with the extended components definition.
ASE_CCL.1.5C

The conformance claim shall identify a PP-Configuration, or all PPs and security requirement
packages to which the ST claims conformance.

ASE_CCL.1.6C

The conformance claim shall describe any conformance of the ST to a package as either package-
conformant or package-augmented.

ASE_CCL.1.7C
The conformance claim shall describe any conformance of the ST to a PP as PP-Conformant.
ASE_CCL.1.8C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE
type in the PP-Configuration or PPs for which conformance is being claimed.

ASE_CCL.1.9C

The conformance claim rationale shall demonstrate that the statement of the security problem
definition is consistent with the statement of the security problem definition in the PP-
Configurationd), PPs and any functional packages for which conformance is being claimed.

1) In practice, this refers to the union of SPDs defined in the PP-Configuration components. Docu ments
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