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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of
document should be noted. This document was drafted in accordance with the editorial rules of the
ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details of any
patent rights identified during the development of the document will be in the Introduction and/or on the ISO
list of patent declarations received (see www.iso.org/patents) or the IEC list of patent declarations received
(see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This third edition cancels and replaces the second edition (ISO/IEC 18045:2008), which has been technically
revised.

The main changes are as follows:

— the exact conformance type has been introduced;

— low assurance PPs have been removed and direct rationale PPs have been introduced;
— PP-modules and PP-configurations for modular evaluations have been introduced;

— multi-assurance evaluation has been introduced.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Legal notice

The governmental organizations listed below contributed to the development of this version of the Common
Methodology for Information Technology Security Evaluations. As the joint holders of the copyright in the
Common Methodology for Information Technology Security Evaluations (called CEM), they hereby grant non-
exclusive license to ISO/IEC to use CEM in the continued development/maintenance of the ISO/IEC 18045
International Standard. However, these governmental organizations retain the right to use, copy, distribute,
translate or modify CEM as they see fit.”
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Introduction

The target audience for this document is primarily evaluators applying the ISO/IEC 15408 series and
certifiers confirming evaluator actions. Evaluation sponsors, developers, protection profile (PP), PP-Module,
PP-Configuration, and security target (ST) authors, and other parties interested in IT security, can be a
secondary audience.

This document cannot answer all questions concerning IT security evaluation and further interpretations may
be needed. Individual schemes determine how to handle such interpretations, although these can be subject
to mutual recognition agreements. A list of methodology-related activities that can be handled by individual
schemes can be found in Annex A.

This document is intended to be used in conjunction with the ISO/IEC 15408 series.

NOTE 1 Reference throughout the document to ISO/IEC 15408 implies the ISO/IEC 15408 series.

NOTE 2 This document uses bold and italic type in some cases to distinguish terms from the rest of the text. The
relationship between components within a family is highlighted using a bolding convention. This convention calls for the
use of bold type for all new requirements. For hierarchical components, requirements are presented in bold type when
they are enhanced or modified beyond the requirements of the previous component. In addition, any new or enhanced
permitted operations beyond the previous component are also highlighted using bold type.

The use of italics indicates text that has a precise meaning. For security assurance requirements the convention is for
special verbs relating to evaluation.
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INTERNATIONAL STANDARD ISO/IEC 18045:2022(E)

Information security, cybersecurity and privacy protection —
Evaluation criteria for IT security — Methodology for IT
security evaluation

1 Scope

This document defines the minimum actions to be performed by an evaluator in order to conduct an ISO/IEC
15408 series evaluation, using the criteria and evaluation evidence defined in the ISO/IEC 15408 series.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 15408-1:2022, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 1: Introduction and general model

ISO/IEC 15408-2:2022, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 2: Security functional components

ISO/IEC 15408-3:2022, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 3: Security assurance components

ISO/IEC 15408-4, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 4: Framework for the specification of evaluation methods and activities

ISO/IEC 15408-5, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 5: Pre-defined packages of security requirements

ISO/IEC IEEE 24765, Systems and software engineering — Vocabulary
3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-1, ISO/IEC 15408-2,
ISO/IEC 15408-3, ISO/IEC 15408-4, ISO/IEC 15408-5, ISO/IEC IEEE 24765 and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

. IEC Electropedia: available at https://www.electropedia.org/
e  [SO Online browsing platform: available at https://www.iso.org/obp/

3.1
check, verb
<evaluation> generate a verdict by a simple comparison

Note 1 to entry: Evaluator expertise is not required. The statement that uses this verb describes what
is mapped.
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3.2

confirm, verb

<evaluation> declare that something has been reviewed in detail with an independent determination of
sufficiency

Note 1 to entry: The level of rigour required depends on the nature of the subject matter.

3.3
demonstrate, verb
<evaluation> provide a conclusion gained by an analysis which is less rigorous than a “proof”

34
describe, verb
<evaluation> provide specific details of an entity

3.5

determine, verb

<evaluation> affirm a particular conclusion based on independent analysis with the objective of reaching a
particular conclusion

Note 1 to entry: The usage of this term implies a truly independent analysis, usually in the absence of
any previous analysis having been performed. Compare with the terms “confirm” (3.2) or “verify” which imply
that an analysis has already been performed which needs to be reviewed.

3.6

encountered potential vulnerability

potential weakness in the target of evaluation (TOE) identified by the evaluator while performing evaluation
activities that can be used to violate the security functional requirements (SFRs)

3.7
ensure, verb
<evaluation> guarantee a strong causal relationship between an action and its consequences

Note 1 to entry: When “ensure” is preceded by the word “help” it indicates that the consequence is not
fully certain, on the basis of that action alone.

3.8
evaluation evidence
item used as a basis for establishing the verdict of an evaluation activity

3.9
examine, verb
<evaluation> generate a verdict by analysis using evaluator expertise

Note 1 to entry: The statement that uses this verb identifies what is analysed and the properties for
which it is analysed.

3.10

exhaustive, adj.

<evaluation> characteristic of a methodical approach taken to perform an analysis or activity according to an
unambiguous plan

Note 1 to entry: This term is used in respective parts of the ISO/IEC 15408 series with respect to
conducting an analysis or other activity. It is related to “systematic” but is considerably stronger, in that it
indicates not only that a methodical approach has been taken to perform the analysis or activity according to
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an unambiguous plan, but that the plan that was followed is sufficient to ensure (3.7) that all possible avenues
have been exercised.

3.11
explain, verb
<evaluation> give argument accounting for the reason for taking a course of action

Note 1 to entry: This term differs from both “describe” (3.4) and “demonstrate” (3.3). It is intended to
answer the question “Why?” without actually attempting to argue that the course of action that was taken was
necessarily optimal.

3.12
justify, verb
<evaluation> provide a rationale providing sufficient reason

Note 1 to entry: The term ‘justify’ is more rigorous than ‘demonstrate’ (3.3). This term requires
significant rigour in terms of very carefully and thoroughly explaining (3.11) every step of a logical analysis
leading to a conclusion.

3.13

monitoring attack

generic category of attack methods that includes passive analysis techniques aiming at disclosure of sensitive
internal data of the target of evaluation (TOE) by operating the TOE in the way that corresponds to the
guidance documents

3.14

observation report

OR

report written by the evaluator requesting a clarification or identifying a problem during the evaluation

3.15

oversight verdict

statement issued by an evaluation authority confirming or rejecting an overall verdict based on the results of
evaluation oversight activities

3.16
prove, verb
<evaluation> show correspondence by formal analysis in its mathematical sense

Note 1 to entry: It is completely rigorous in all ways. Typically, the term “prove” is used when there is a
desire to show correspondence between two target of evaluation (TOE) security functionality (TSF)
representations at a high level of rigour.

3.17

record, verb

<evaluation> retain a written description of procedures, events, observations, insights, and results in
sufficient detail to enable the work performed during the evaluation to be reconstructed at a later time

3.18

report, verb

<evaluation> include evaluation results and supporting material in the evaluation technical report, an
observation report (3.14) or an evaluation authority report (report of the evaluation authority)

3.19
specify, verb
<evaluation> provide specific details about an entity in a rigorous and precise manner
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3.20

trace, verb

<evaluation> establish a relation between two sets of entities, which shows which entities in the first set
correspond to which entities in the second

3.21
verdict
statement issued by an evaluator with respect to evaluator action element, assurance component, or class

3.22
verify, verb
<evaluation> rigorously review in detail with an independent determination of sufficiency

Note 1 to entry: Also see “confirm” (3.2). This term has more rigorous connotations. The term “verify”
is used in the context of evaluator actions where an independent effort is required of the evaluator.

3.23
window of opportunity
period of time that an attacker has access to the target of evaluation (TOE)

3.24
work unit
most granular level of evaluation work

4 Abbreviated terms

OR observation report

5 Terminology

Unlike in the ISO/IEC 15408 series, where each element maintains the last digit of its identifying symbol for
all components within the family, this document can introduce new work units when an ISO/IEC 15408 series
evaluator action element changes from sub-activity to sub-activity. As a result, the last digit of the work unit's
identifying symbol can change although the work unit remains unchanged.

Any methodology-specific evaluation work required that is not derived directly from an ISO/IEC 15408 series
requirement is termed task or sub-task.

6 Verb usage

All work unit and sub-task verbs are preceded by the auxiliary verb shall and by presenting both the verb and
the shall in bold italic type face. The auxiliary verb shall is used only when the provided text is mandatory and
therefore only within the work units and sub-tasks. The work units and sub-tasks contain mandatory
activities that the evaluator must perform in order to assign verdicts.

Guidance text accompanying work units and sub-tasks gives further explanation on how to apply ISO/IEC
15408 words in an evaluation. The verb usage is in accordance with ISO definitions for these verbs. The
auxiliary verb should is used to indicate a recommendation. May indicates a permission and can indicates a
possibility.

The verbs check, examine, report and record are used with a precise meaning within this part of this document
and Clause 3 should be referenced for their definitions.
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7 General evaluation guidance

Material that has applicability to more than one sub-activity is collected in one place. Guidance whose
applicability is widespread (across activities and EALs) has been collected into Annex A. Guidance that
pertains to multiple sub-activities within a single activity has been provided in the introduction to that
activity. If guidance pertains to only a single sub-activity, it is presented within that sub-activity.

8 Relationship between the ISO/IEC 15408 series and ISO/IEC 18045 structures

There are direct relationships between the ISO/IEC 15408 series structure (i.e. class, family, component and
element) and the structure of this document. Figure 1 illustrates the correspondence between the ISO/IEC
15408 series constructs of class, family and evaluator action elements and evaluation methodology activities,
sub-activities and actions. However, several evaluation methodology work units can result from the
requirements noted in the ISO/IEC 15408 series developer action and content and presentation elements.

Common criteria Common evaluation methodology

( Assurance class>—>< Activity >
( Assurance ‘)——b( Sub-activity >
component
CEvaluator action) , ( Action )
element

Developer action
element \ i, N

J
C Work unit >

Figure 1 — Mapping of the ISO/IEC 15408 series and ISO/IEC 18045 structures

Content and presentation
of evidence element

9 Evaluation process and related tasks
9.1 General

This clause provides an overview of the evaluation process and defines the tasks an evaluator is intended to
perform when conducting an evaluation.

Each evaluation, whether of a PP, PP-Configuration, or TOE (including ST), follows the same process, and has
four evaluator tasks in common: the input task, the output task, the evaluation sub-activities, and the
demonstration of the technical competence to the evaluation authority task.
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The input task and the output tasks, which are related to management of evaluation evidence and to report
generation, are entirely described in this clause. Each task has associated sub-tasks that apply to all ISO/IEC
15408 evaluations (evaluation of a PP, PP-Configuration, or a TOE).

The evaluation sub-activities are only introduced in this clause, and fully described in the following chapters.

In contrast to the evaluation sub-activities, input and output tasks have no verdicts associated with them as
they do not map to ISO/IEC 15408 evaluator action elements; they are performed in order to ensure
conformance with the universal principles and to be in conformance with this document.

The demonstration of the technical competence to the evaluation authority task can be fulfilled by the
evaluation authority analysis of the output tasks results, or may include the demonstration by the evaluators
of their understanding of the inputs for the evaluation sub-activities. This task has no associated evaluator
verdict, but has an evaluator authority verdict. The detailed criteria to pass this task are left to the discretion
of the evaluation authority, as noted in A.6.

Evaluation activities defined in conformance with ISO/IEC15408-4 can be used in place of work units defined
within this document provided that this is made clear within the evaluation and certification reports.

9.2 Evaluation process overview

9.2.1 Objectives

This subclause presents the general model of the methodology and identifies:

a) roles and responsibilities of the parties involved in the evaluation process;

b) the general evaluation model.
9.2.2 Responsibilities of the roles

The general model defines the following roles: sponsor, developer, evaluator and evaluation authority.

The sponsor is responsible for requesting and supporting an evaluation. This means that the sponsor
establishes the different agreements for the evaluation (e.g. commissioning the evaluation). Moreover, the
sponsor is responsible for ensuring that the evaluator is provided with the evaluation evidence.

The developer produces the TOE and is responsible for providing the evidence required for the evaluation
(e.g. training, design information), on behalf of the sponsor.

The evaluator performs the evaluation tasks required in the context of an evaluation: the evaluator receives
the evaluation evidence from the developer on behalf of the sponsor or directly from the sponsor, performs
the evaluation sub-activities and provides the results of the evaluation assessment to the evaluation authority.

The evaluation authority establishes and maintains the scheme, monitors the evaluation conducted by the
evaluator, and issues certification/validation reports as well as certificates based on the evaluation results
provided by the evaluator.

9.2.3 Relationship of roles

To prevent undue influence from improperly affecting an evaluation, some separation of roles is required.
This implies that the roles described above are fulfilled by different entities, except that the roles of developer
and sponsor can be satisfied by a single entity.

Moreover, some evaluations (e.g. EAL1 evaluation) may not require the developer to be involved in the
project. In this case, it is the sponsor who provides the TOE to the evaluator and who generates the evaluation

evidence.
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9.2.4 General evaluation model

The evaluation process consists of the evaluator performing the evaluation input task, the evaluation output
task and the evaluation sub-activities. Figure 2 provides an overview of the relationship between these tasks
and sub-activities.

Evaluation
evidence
Evaluation input task ]
________________________ <
\
|
Evaluation sub-activities :
I
/

Evaluation
outputs

u)emonstration of the technical competence task ]

Figure 2 — Generic evaluation model

The evaluation process may be preceded by a preparation phase where initial contact is made between the
sponsor and the evaluator. The work that is performed and the involvement of the different roles during this
phase may vary. It is typically during this step that the evaluator performs a feasibility analysis to assess the
likelihood of a successful evaluation.

9.2.5 Evaluator verdicts

The evaluator assigns verdicts to the requirements of ISO/IEC 15408 and not to those of this document. The
most granular ISO/IEC 15408 structure to which a verdict is assigned is the evaluator action element (explicit
or implied). A verdict is assigned to an applicable ISO/IEC 15408 evaluator action element as a result of
performing the corresponding evaluation methodology action and its constituent work units. Where required
by a Security Target, the evaluator may follow Evaluation Activities derived from work units in this document
(for example using the framework in ISO/IEC 15408-4:2022). Where such derived Evaluation Methods and
Evaluation Activities are required by an ST then these shall be used by the evaluator to assign verdicts to the
relevant evaluator action element(s). Finally, an evaluation result is assigned, as described in ISO/IEC 15408-
1:2022, Clause 13, Evaluation and evaluation results.

Documents

© I1S0/IEC 2022 - All rights reserved Document Sharing Hub

Full document details: ISO IEC 18045-2022


http://www.avadocuments.com/doc/iso-iec-18045-2022
http://www.avadocuments.com/doc/iso-iec-18045-2022

ISO/IEC 18045:2022(E)

Evaluation result
 Assurance class

| Assurance component

Evaluatog“@\(\::gion element
g“ \\\\

Evaluator@g\ggion element
§§ \\\\\

Figure 3 — Example of the verdict assignment rule

This document recognises three mutually exclusive verdict states:

a) conditions for a pass verdict are defined as an evaluator completion of ISO/IEC 15408 evaluator action
element and determination that the requirements for the PP, PP-Configuration, ST or TOE under
evaluation are met. The conditions for passing the element are defined as:

1) the constituent work units of the related evaluation methodology action, and;

2) all evaluation evidence required for performing these work units is coherent, that is it can be
fully and completely understood by the evaluator, and;

3) all evaluation evidence required for performing these work units does not have any obvious
internal inconsistencies or inconsistencies with other evaluation evidence. Note that obvious
means here that the evaluator discovers this inconsistency while performing the work units: the
evaluator should not undertake a full consistency analysis across the entire evaluation evidence
every time a work unit is performed.
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b) conditions for a fail verdict are defined as an evaluator completion of ISO/IEC 15408 evaluator action
element and determination that the requirements for the PP, PP-Configuration, ST, or TOE under
evaluation are not met, or that the evidence is incoherent, or an obvious inconsistency in the evaluation
evidence has been found;

c) all verdicts are initially inconclusive and remain so until either a pass or fail verdict is assigned.

The overall verdict is pass if and only if all the constituent verdicts are also pass. In the example illustrated in
Figure 3, if the verdict for one evaluator action element is fail then the verdicts for the corresponding
assurance component, assurance class, and overall verdict are also fail.

9.3 Evaluation input task

9.3.1 Objectives

The objective of this task is to ensure that the evaluator has available the correct version of the evaluation
evidence necessary for the evaluation and that it is adequately protected. Otherwise, the technical accuracy of
the evaluation cannot be assured, nor can it be assured that the evaluation is being conducted in a way to
provide repeatable and reproducible results.

9.3.2 Application notes

The responsibility to provide all the required evaluation evidence lies with the sponsor. However, most of the
evaluation evidence is likely to be produced and supplied by the developer, on behalf of the sponsor.

Since the assurance requirements apply to the entire TOE, all evaluation evidence pertaining to all parts of the
TOE is to be made available to the evaluator. The scope and required content of such evaluation evidence is
independent of the level of control that the developer has over each of the parts of the TOE. For example, if
design is required, then the TOE design (ADV_TDS) requirements will apply to all subsystems that are part of
the TSF. In addition, assurance requirements that call for procedures to be in place, e.g. CM capabilities
(ALC_CMC) and Delivery (ALC_DEL) will also apply to the entire TOE (including any part produced by another
developer).

It is recommended that the evaluator, in conjunction with the sponsor, produce an index to required
evaluation evidence. This index may be a set of references to the documentation. This index should contain
enough information (e.g.a brief summary of each document, or at least an explicit title, indication of the
subclauses of interest) to help the evaluator to find easily the required evidence.

It is the information contained in the evaluation evidence that is required, not any particular document
structure. Evaluation evidence for a sub-activity may be provided by separate documents, or a single
document may satisfy several of the input requirements of a sub-activity.

The evaluator requires stable and formally-issued versions of evaluation evidence. However, draft evaluation
evidence may be provided during an evaluation, for example, to help an evaluator make an early, informal
assessment, but is not used as the basis for verdicts. It may be helpful for the evaluator to see draft versions of
particular appropriate evaluation evidence, such as:

a) testdocumentation, to allow the evaluator to make an early assessment of tests and test procedures;
b) design documents, to provide the evaluator with background for understanding the TOE design;

c) source code or hardware drawings, to allow the evaluator to assess the application of the developer's
standards.

Draft evaluation evidence is more likely to be encountered where the evaluation of a TOE is performed
concurrently with its development. However, it may also be encountered during the evaluation of an already-

developed TOE where the developer has had to perform additional work to address a problem identified by
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the evaluator (e.g.to correct an error in design or implementation) or to provide evaluation evidence of
security that is not provided in the existing documentation (e.g. in the case of a TOE not originally developed
to meet the requirements of ISO/IEC 15408).

9.3.3 Management of evaluation evidence sub-task
9.3.3.1 Configuration control

The evaluator shall perform configuration control of the evaluation evidence.

ISO/IEC 15408 implies that the evaluator is able to identify and locate each item of evaluation evidence after
it has been received and is able to determine whether a specific version of a document is in the evaluator's
possession.

The evaluator shall protect the evaluation evidence from alteration or loss while it is in the evaluator's
possession.

9.3.3.2 Disposal

Schemes may wish to control the disposal of evaluation evidence at the conclusion of an evaluation. The
disposal of the evaluation evidence should be achieved by one or more of:

a) returning the evaluation evidence;
b) archiving the evaluation evidence;

c) destroying the evaluation evidence.
9.3.3.3 Confidentiality

An evaluator may have access to sponsor and developer commercially-sensitive information (e.g. TOE design
information, specialist tools), and may have access to nationally-sensitive information during the course of an
evaluation. Schemes may wish to impose requirements for the evaluator to maintain the confidentiality of the
evaluation evidence. The sponsor and evaluator may mutually agree to additional requirements as long as
these are consistent with the scheme.

Confidentiality requirements affect many aspects of evaluation work, including the receipt, handling, storage
and disposal of evaluation evidence.

9.4 Evaluation sub-activities

The evaluation sub-activities vary depending on whether it is a PP, PP-Configuration, or a TOE evaluation.
Moreover, in the case of a TOE evaluation, the sub-activities depend upon the selected assurance
requirements.

9.5Evaluation output task

9.5.1 Objectives

The objective of this subclause is to describe the Observation Report (OR) and the Evaluation Technical
Report (ETR). Schemes may require additional evaluator reports such as reports on individual units of work,
or may require additional information to be contained in the OR and the ETR. This document does not
preclude the addition of information into these reports as this International Standard specifies only the
minimum information content.

Consistent reporting of evaluation results facilitates the achievement of the universal principle of
repeatability and reproducibility of results. The consistency covers the type and the amount of information
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reported in the ETR and OR. The consistency of ETR and OR among different evaluations is the responsibility
of the evaluation authority.

The evaluator performs the two following sub-tasks in order to meet the requirements of this document for
the information content of reports:

a) write OR sub-task (if needed in the context of the evaluation);
b) write ETR sub-task.
9.5.2 Management of evaluation outputs

The evaluator delivers the ETR to the evaluation authority, as well as any ORs as they become available.
Requirements for controls on handling the ETR and ORs are established by the scheme which may include
delivery to the sponsor or developer. The ETR and ORs may include sensitive or proprietary information and
may need to be sanitised before they are given to the sponsor.

9.5.3 Application notes

In this edition of this document, the requirements for the provision of evaluator evidence to support re-
evaluation and re-use have not been explicitly stated. Where information for re-evaluation or re-use is
required by the sponsor, the scheme under which the evaluation is being performed should be consulted.

9.5.4 Write OR sub-task

ORs provide the evaluator with a mechanism to request a clarification (e.g. from the evaluation authority on
the application of a requirement) or to identify a problem with an aspect of the evaluation.

In the case of a fail verdict, the evaluator shall provide an OR to reflect the evaluation result. Otherwise, the
evaluator may use ORs as one way of expressing clarification needs.

For each OR, the evaluator shall report the following:
a) the identifier of the PP or TOE evaluated;
b) the evaluation task/sub-activity during which the observation was generated;

c) the observation;

d) the assessment of its severity (e.g. implies a fail verdict, holds up progress on the evaluation, requires a
resolution prior to evaluation being completed);

e) theidentification of the organisation responsible for resolving the issue;
f) the recommended timetable for resolution;
g) the assessment of the impact on the evaluation of failure to resolve the observation.

The intended audience of an OR and procedures for handling the report depend on the nature of the report's
content and on the scheme. Schemes may distinguish different types of ORs or define additional types, with
associated differences in required information and distribution (e.g. evaluation ORs to evaluation authorities
and sponsors).

9.5.5 Write ETR sub-task

9.5.5.1 Objectives

The evaluator shall provide an ETR to present technical justification of the verdicts.
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This document defines the ETR's minimum content requirement; however, schemes may specify additional
content and specific presentational and structural requirements. For instance, schemes may require that
certain introductory material (e.g. disclaimers and copyright clauses) be reported in the ETR.

The reader of the ETR is assumed to be familiar with general concepts of information security, ISO/IEC 15408,
this document, evaluation approaches and IT.

The ETR supports the evaluation authority to confirm that the evaluation was done to the required standard,
but it is anticipated that the documented results may not provide all of the necessary information, so
additional information specifically requested by the scheme may be necessary. This aspect is outside the
scope of this document.

9.5.5.2 ETR for a PP Evaluation
9.5.5.2.1 General

This subclause describes the minimum content of the ETR for a PP evaluation. The contents of the ETR are
portrayed in Figure 4; this figure may be used as a guide when constructing the structural outline of the ETR
document.

Evaluation Technical Report

Introduction

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 4 — ETR information content for a PP evaluation

9.5.5.2.2 General

The evaluator shall report evaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to unambiguously identify the scheme
responsible for the evaluation oversight.

The evaluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies the ETR (e.g. name, date and
version number).
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The evaluator shall report PP configuration control identifiers.

PP configuration control identifiers (e.g. name, date and version number) are required to identify what is
being evaluated in order for the evaluation authority to verify that the verdicts have been assigned correctly
by the evaluator.

The evaluator shall report the identity of the developer.
The identity of the PP developer is required to identify the party responsible for producing the PP.
The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for providing evaluation evidence to
the evaluator.

The evaluator shall report the identity of the evaluator.

The identity of the evaluator is required to identify the party performing the evaluation and responsible for
the evaluation verdicts.

9.5.5.2.3 Evaluation

The evaluator shall report the evaluation methods, techniques, tools and standards used.
The evaluator references the evaluation criteria, methodology and interpretations used to evaluate the PP.

The evaluator shall report any constraints on the evaluation, constraints on the handling of evaluation results
and assumptions made during the evaluation that have an impact on the evaluation results.

The evaluator may include information in relation to legal or statutory aspects, organisation, confidentiality.

9.5.5.2.4 Results of the evaluation

The evaluator shall report a verdict and a supporting rationale for each assurance component that
constitutes an APE activity, as a result of performing the corresponding evaluation methodology action and its
constituent work units.

The rationale justifies the verdict using ISO/IEC 15408, this document, any interpretations and the evaluation
evidence examined and shows how the evaluation evidence does or does not meet each aspect of the criteria.
It contains a description of the work performed, the method used, and any derivation of results. The rationale
may provide detail to the level of an evaluation methodology work unit.

9.5.5.2.5 Conclusions and recommendations

The evaluator shall report the conclusions of the evaluation, in particular the overall verdict as defined in
ISO/IEC 15408-1:2022, Clause 12, Evaluation results, and determined by application of the verdict
assignment described in 8.2.5.

The evaluator provides recommendations that may be useful for the evaluation authority. These
recommendations may include shortcomings of the PP discovered during the evaluation or mention of
features which are particularly useful.

9.5.5.2.6 List of evaluation evidence

The evaluator shall report for each item of evaluation evidence the following information:
a) theissuing body (e.g. the developer, the sponsor);

b) the title;

Documents

© I1S0/IEC 2022 - All rights reserved Document Sharigg Hub

Full document details: ISO IEC 18045-2022


http://www.avadocuments.com/doc/iso-iec-18045-2022
http://www.avadocuments.com/doc/iso-iec-18045-2022

ISO/IEC 18045:2022(E)

c) the unique reference (e.g. issue date and version number).
9.5.5.2.7 List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used in the ETR.

Glossary definitions already defined by ISO/IEC 15408(all parts) or by this document need not be repeated in
the ETR.

9.5.5.2.8 Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs raised during the evaluation and
their status.

For each OR, the list should contain its identifier as well as its title or a brief summary of its content.

9.5.5.3 ETR for a PP-Configuration Evaluation

9.5.5.3.1 General

This subclause describes the minimum content of the ETR for a PP-Configuration evaluation. The contents of
the ETR are portrayed in Figure 5; this figure may be used as a guide when constructing the structural outline
of the ETR document.

Evaluation Technical Report

Introduction

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 5 — ETR information content for a PP-Configuration evaluation
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9.5.5.3.2 General

The evaluator shall report evaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to unambiguously identify the scheme
responsible for the evaluation oversight.

The evaluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies the ETR (e.g. name, date and
version number).

The evaluator shall report PP-Configuration configuration control identifiers.

PP configuration control identifiers (e.g. name, date and version number) are required to identify what is
being evaluated in order for the evaluation authority to verify that the verdicts have been assigned correctly
by the evaluator.

The evaluator shall report the identity of the developer.

The identity of the PP-Configuration developer is required to identify the party responsible for producing the
PP-Configuration.

The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for providing evaluation evidence to
the evaluator.

The evaluator shall report the identity of the evaluator.

The identity of the evaluator is required to identify the party performing the evaluation and responsible for
the evaluation verdicts.

9.5.5.3.3 PP-Configuration overview

The evaluator shall report all PP-Configuration components used in the PP-configuration.

PP-Configuration components include at least one PP, as well as all other PPs and PP-Modules used in the PP-
Configuration. Each PP-Module will have one of its PP-Module Bases included in the PP-Configuration,
therefore all elements of the relevant PP-Module Base are included as PP-Configuration components. See
ISO/IEC 15408-1:2022, Annex C for more detail on the identification of the PP-Module Base for each PP-
Module.

The ETR shall report the reference of the PP-Configuration components.

A PP-Configuration component reference contains information that uniquely identifies the specific
component (e.g. title, date, and version number).

9.5.5.3.4 Evaluation

The evaluator shall report the evaluation methods, techniques, tools and standards used.

The evaluator references the evaluation criteria, methodology and interpretations used to evaluate the PP-
Configuration.

The evaluator shall report any constraints on the evaluation, constraints on the handling of evaluation results
and assumptions made during the evaluation that have an impact on the evaluation results.

The evaluator may include information in relation to legal or statutory aspects, organisation, confidentiality.
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9.5.5.3.5 Results of the evaluation

The evaluator shall report a verdict and a supporting rationale for each assurance component that
constitutes an ACE activity, as a result of performing the corresponding evaluation methodology action and its
constituent work units.

The rationale justifies the verdict using ISO/IEC 15408, this document, any interpretations and the evaluation
evidence examined and shows how the evaluation evidence does or does not meet each aspect of the criteria.
[t contains a description of the work performed, the method used, and any derivation of results. The rationale
may provide detail to the level of an evaluation methodology work unit.

9.5.5.3.6 Conclusions and recommendations

The evaluator shall report the conclusions of the evaluation, in particular the overall verdict as defined in
ISO/IEC 15408-1:2022, Clause 12, Evaluation results, and determined by application of the verdict
assignment described in 8.2.5.

The evaluator provides recommendations that may be useful for the evaluation authority. These
recommendations may include shortcomings of the PP-Configuration discovered during the evaluation or
mention of features which are particularly useful.

9.5.5.3.7 List of evaluation evidence

The evaluator shall report for each item of evaluation evidence the following information:
a) theissuing body (e.g. the developer, the sponsor);

b) the title;

c) theunique reference (e.g. issue date and version number).

9.5.5.3.8 List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used in the ETR.

Glossary definitions already defined by ISO/IEC 15408 or by this document need not be repeated in the ETR.

9.5.5.3.9 Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs raised during the evaluation and
their status.

For each OR, the list should contain its identifier as well as its title or a brief summary of its content.
9.5.5.4 ETR for a TOE Evaluation
9.5.5.4.1 General

This subclause describes the minimum content of the ETR for a TOE evaluation. The contents of the ETR are
portrayed in Figure 6; this figure may be used as a guide when constructing the structural outline of the ETR

document.
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Evaluation Technical Report

Introduction

Architectural description of the TOE

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 6 — ETR information content for a TOE evaluation

9.5.5.4.2 General

The evaluator shall report evaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to unambiguously identify the scheme
responsible for the evaluation oversight.

The evaluator shall report ETR configuration control identifiers.

The ETR configuration control identifiers contain information that identifies the ETR (e.g. name, date and
version number).

The evaluator shall report ST and TOE configuration control identifiers.

ST and TOE configuration control identifiers identify what is being evaluated in order for the evaluation
authority to verify that the verdicts have been assigned correctly by the evaluator.

If the ST claims that the TOE conforms to the requirements of one or more PPs, or to a PP-Configuration, the
ETR shall report the reference of the corresponding PPs/PP-Configuration.

The PPs/PP-Configuration reference contains information that uniquely identifies the PPs/PP-Configuration
(e.g. title, date, and version number).

The evaluator shall report the identity of the developer.
The identity of the TOE developer is required to identify the party responsible for producing the TOE.
The evaluator shall report the identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for providing evaluation evidence to

the evaluator.
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The evaluator shall report the identity of the evaluator.

The identity of the evaluator is required to identify the party performing the evaluation and responsible for
the evaluation verdicts.

9.5.5.4.3 Architectural description of the TOE

The evaluator shall report a high level description of the TOE and its major components based on the
evaluation evidence described in ISO/IEC 15408 assurance family entitled TOE design (ADV_TDS), where
applicable.

The intent of this subclause is to characterise the degree of architectural separation of the major components.
If there is no TOE design (ADV_TDS) requirement in the ST, this is not applicable and is considered to be
satisfied.

9.5.5.4.4 Evaluation

The evaluator shall report the evaluation methods, techniques, tools and standards used.

The evaluator may reference the evaluation criteria, methodology and interpretations used to evaluate the
TOE or the devices used to perform the tests. This shall include identification of any derived Evaluation
Methods and Evaluation Activities used, and a confirmation that these are as required by the Security Target
(cf. ASE_CCL).

The evaluator shall report any constraints on the evaluation, constraints on the distribution of evaluation
results and assumptions made during the evaluation that have an impact on the evaluation results.

The evaluator may include information in relation to legal or statutory aspects, organisation, confidentiality.

9.5.5.4.5 Results of the evaluation

For each activity on which the TOE is evaluated, the evaluator shall report:

a) the title of the activity considered;

b) a verdict and a supporting rationale for each assurance component that constitutes this activity, as a
result of performing the corresponding evaluation methodology action and its constituent work units.

The rationale justifies the verdict using ISO/IEC 15408, this document, any derived Evaluation Methods and
Evaluation Activities required by the ST, any interpretations and the evaluation evidence examined and
shows how the evaluation evidence does or does not meet each aspect of the criteria. It contains a description
of the work performed, the method used, and any derivation of results. The rationale may provide detail to
the level of an evaluation methodology work unit.

The evaluator shall report all information specifically required by a work unit.

For the AVA and ATE activities, work units that identify information to be reported in the ETR have been
defined.

9.5.5.4.6 Conclusions and recommendations

The evaluator shall report the conclusions of the evaluation, which will relate to whether the TOE has
satisfied its associated ST, in particular the overall verdict as defined in ISO/IEC 15408-1:2022, Evaluation
and evaluation results, and determined by application of the verdict assignment described in 8.2.5.

The evaluator provides recommendations that may be useful for the evaluation authority. These
recommendations may include shortcomings of the IT product discovered during the evaluation or mention
of features which are particularly useful.
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9.5.5.4.7 List of evaluation evidence

The evaluator shall report for each item of evaluation evidence the following information:

a) theissuing body (e.g. the developer, the sponsor);

b) the title;

c) the unique reference (e.g. issue date and version number).
9.5.5.4.8 List of acronyms/Glossary of terms

The evaluator shall report any acronyms or abbreviations used in the ETR.
Glossary definitions already defined by ISO/IEC 15408 or by this document need not be repeated in the ETR.

9.5.5.4.9 Observation reports

The evaluator shall report a complete list that uniquely identifies the ORs raised during the evaluation and
their status.

For each OR, the list should contain its identifier as well as its title or a brief summary of its content.

10 Class APE: Protection Profile evaluation
10.1 General

This clause describes the evaluation of a PP. The requirements and methodology for PP evaluation are
identical for each PP evaluation, regardless of the EAL (or other set of assurance requirements) that is
claimed in the PP. The evaluation methodology in this clause is based on the requirements on the PP as
specified in ISO/IEC 15408-3:2022 class APE.

This clause should be used in conjunction with ISO/IEC 15408-1:2022, Annexes B and D, as these Annexes
clarify the concepts here and provide many examples.

10.2 Re-using the evaluation results of certified PPs

While evaluating a PP that is based on one or more certified PPs, it may be possible to re-use the fact that
these PPs were certified. The potential for re-use of the result of a certified PP is greater if the PP under
evaluation does not add threats, OSPs, security objectives and/or security requirements to those of the PP
that conformance is being claimed to. If the PP under evaluation contains much more than the certified PP, re-
use may not be useful at all.

The evaluator is allowed to re-use the PP evaluation results by doing certain analyses only partially or not at
all if these analyses or parts thereof were already done as part of the PP evaluation. While doing this, the
evaluator should assume that the analyses in the PP were performed correctly.

An example would be where the PP that conformance is being claimed to contains a set of security
requirements, and these were determined to be internally consistent during its evaluation. If the PP under
evaluation uses the exact same requirements, the consistency analysis does not have to be repeated during
the PP evaluation. If the PP under evaluation adds one or more requirements, or performs operations on
these requirements, the analysis will have to be repeated. However, it may be possible to save work in this
consistency analysis by using the fact that the original requirements are internally consistent. If the original
requirements are internally consistent, the evaluator only has to determine that:

a) thesetof all new and/or changed requirements is internally consistent, and

b) the set of all new and/or changed requirements is consistent with the original requirenﬁnts.
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The evaluator notes in the ETR each case where analyses are not done or only partially done for this reason.

10.3 PP introduction (APE_INT)
10.3.1 Evaluation of sub-activity (APE_INT.1)

10.3.1.1 Objectives

The objective of this sub-activity is to determine whether the PP is correctly identified, and whether the PP
reference and TOE overview are consistent with each other.

10.3.1.2 Input

The evaluation evidence for this sub-activity is:

a) thePP.
10.3.1.3 Action APE_INT.1.1E

10.3.1.3.1 General

ISO/IEC 15408-3:2022 APE_INT.1.1C: The PP introduction shall contain a PP reference and a TOE overview.
10.3.1.3.2 Work unit APE_INT.1-1

The evaluator shall check that the PP introduction contains a PP reference and a TOE overview.

ISO/IEC 15408-3:2022 APE_INT.1.2C: The PP reference shall uniquely identify the PP.
10.3.1.3.3 Work unit APE_INT.1-2

The evaluator shall examine the PP reference to determine that it uniquely identifies the PP.

The evaluator determines that the PP reference identifies the PP itself, so that it may be easily distinguished
from other PPs, and that it also uniquely identifies each version of the PP, e.g. by including a version number
and/or a date of publication.

The PP should have some referencing system that is capable of supporting unique references (e.g. use of
numbers, letters or dates).

ISO/IEC 15408-3:2022 APE_INT.1.3C: The TOE overview shall summarize the usage and major security features
of the TOE.

10.3.1.3.4 Work unit APE_INT.1-3

The evaluator shall examine the TOE overview to determine that it describes the usage and major security
features of the TOE.

The TOE overview should briefly (i.e. several paragraphs) describe the usage and major security features
expected of the TOE. The TOE overview should enable consumers and potential TOE developers to quickly
determine whether the PP is of interest to them.

The evaluator determines that the overview is clear enough for TOE developers and consumers, and sufficient
to give them a general understanding of the intended usage and major security features of the TOE.

ISO/IEC 15408-3:2022 APE_INT.1.4C: The TOE overview shall identify the TOE type.
10.3.1.3.5 Work unit APE_INT.1-4

The evaluator shall check that the TOE overview identifies the TOE type.
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ISO/IEC  15408-3:2022  APE_INT.1.5C: The TOE overview shall identify any non-TOE
hardware/software/firmware available to the TOE.

10.3.1.3.6 Work unit APE_INT.1-5

The evaluator shall examine the TOE overview to determine that it identifies any non-TOE
hardware/software/firmware available to the TOE.

While some TOEs may run stand-alone, other TOEs (notably software TOEs) need additional hardware,
software or firmware to operate. In this subclause of the PP, the PP author lists all hardware, software, and/or
firmware that will be available for the TOE to run on.

This identification should be detailed enough for potential consumers and TOE developers to determine
whether their TOE may operate with the listed hardware, software and firmware.

10.4 Conformance claims (APE_CCL)
10.4.1 Evaluation of sub-activity (APE_CCL.1)

10.4.1.1 Objectives

The objective of this sub-activity is to determine the validity of various conformance claims. These describe
how the PP conforms to ISO/IEC 15408, other PPs and packages.

10.4.1.2 Input

The evaluation evidence for this sub-activity is:

a) thePP;

b) the package(s) that the PP claims conformance to.
10.4.1.3 Action APE_CCL.1.1E

10.4.1.3.1 General

ISO/IEC 15408-3:2022 APE_CCL.1.1C: The conformance claim shall identify the ISO/IEC 15408 edition to which
the PP claims conformance.

10.4.1.3.2 Work unit APE_CCL.1-1

The evaluator shall check that the conformance claim identifies the edition of ISO/IEC 15408 to which the PP
claims conformance.

The evaluator determines that ISO/IEC 15408 conformance claim identifies the edition of ISO/IEC 15408 that
was used to develop this PP. This should include the edition number of ISO/IEC 15408 and, unless the
International English edition of ISO/IEC 15408 was used, the language of the edition of ISO/IEC 15408 that
was used.

ISO/IEC 15408-3:2022 APE_CCL.1.2C: The conformance claim shall describe the conformance of the PP to
ISO/IEC 15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

10.4.1.3.3 Work unit APE_CCL.1-2

The evaluator shall check that ISO/IEC 15408 conformance claim states a claim of either ISO/IEC 15408-2
conformant or ISO/IEC 15408-2 extended for the PP.

ISO/IEC 15408-3:2022 APE_CCL.1.3C: The conformance claim shall describe the conformance of the PP as either
“ISO/IEC 15408-3 conformant” or “ISO/IEC 15408-3:2022 extended”.
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10.4.1.3.4 Work unit APE_CCL.1-3

The evaluator shall check that ISO/IEC 15408 conformance claim states a claim of either ISO/IEC 15408-
3:2022 conformant or ISO/IEC 15408-3:2022 extended for the PP.

ISO/IEC 15408-3:2022 APE_CCL.1.4C: The conformance claim shall be consistent with the extended components
definition.

10.4.1.3.5 Work unit APE_CCL.1-4

The evaluator shall examine the 1SO/IEC 15408 conformance claim for ISO/IEC 15408-2 to determine that it
is consistent with the extended components definition.

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-2 conformant, the evaluator determines that the
extended components definition does not define functional components.

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-2 extended, the evaluator determines that the
extended components definition defines at least one extended functional component.

10.4.1.3.6 Work unit APE_CCL.1-5

The evaluator shall examine the ISO/IEC 15408 conformance claim for ISO/IEC 15408-3:2022 to determine
that it is consistent with the extended components definition.

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-3:2022 conformant, the evaluator determines
that the extended components definition does not define assurance components.

If ISO/IEC 15408 conformance claim contains ISO/IEC 15408-3:2022 extended, the evaluator determines that
the extended components definition defines at least one extended assurance component.

ISO/IEC 15408-3:2022 APE_CCL.1.5C: The conformance claim shall identify all PPs and packages to which the
PP claims conformance.

10.4.1.3.7 Work unit APE_CCL.1-6

The evaluator shall check that the conformance claim contains a PP claim that identifies all PPs for which the
PP claims conformance.

If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered
to be satisfied.

The evaluator determines that any referenced PPs are unambiguously identified (e.g. by title and version
number, or by the identification included in the introduction of that PP).

The evaluator is reminded that claims of partial conformance to a PP are not permitted.

If the PP is of exact conformance type, the evaluator determines that the PP claims conformance to no other
PPs. If the PP is not of exact conformance type, the evaluator determines that any PPs to which conformance is
claimed do not require exact conformance in their conformance statement.

10.4.1.3.8 Work unit APE_CCL.1-7

The evaluator shall check, for each identified functional package, that the package definition is complete.

If the PP does not claim conformance to a functional package, this work unit is not applicable and therefore
considered to be satisfied.

The evaluator determines that the package definition is conformant to the requirements from ISO/IEC 15408-
1:2022, Clause 9 "Packages" by checking that the functional package includes:
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a) A functional package identification, giving a unique name, version, date, sponsor, and the ISO/IEC 15408
edition;

b) A functional package overview, giving a narrative description of the security functionality;

c) A component rationale that provides the rationale for selecting the functional
components/requirements included in the package;

d) Ifthe package defines an SPD then:
i. the package includes a security requirements rationale.

ii. the package includes a security objectives rationale if security objectives for the environment are
defined.

iii. If the package is a direct rationale package, there are no security objectives for the TOE defined and
the security requirements rationale maps directly to the SPD.

iv. If the package is not a direct rationale package, then security objectives for the TOE are defined, the
security objectives rationale covers the objectives with respect to the SPD, and the security
requirements rationale maps the requirements to the security objectives.

e) one or more security components or requirements (the functional package SFRs);

f) If extended components have been specified then the functional package includes an extended
components definition;

10.4.1.3.9 Work unit APE_CCL.1-8

The evaluator shall check, for each identified assurance package, that the package definition is complete. If
the PP does not claim conformance to an assurance package, this work unit is not applicable and therefore
considered to be satisfied. If the assurance package is a reference to one of the assurance packages contained
in ISO/IEC 15408-5:2022 then this work unit is also considered to be satisfied. The evaluator determines that
the package definition is conformant to the requirements from ISO/IEC 15408-1:2022, Clause 9 “Packages” by
checking that the assurance package includes:

a) An assurance package identification, giving a unique name, version, date, sponsor, and the ISO/IEC
15408 edition;

b) An assurance package overview, giving a narrative description of the security functionality;

c) One or more security components or requirements (the assurance package SARs) drawn from ISO/IEC
15408-3, extended assurance components or some combination of both;

d) Anassurance package shall not include an SPD or security objectives;

e) If extended components have been specified then the assurance package includes an extended
components definition;

f) A security requirements rationale that provides the rationale for selecting the assurance components/
requirements included in the package.

ISO/IEC 15408-3:2022 APE_CCL.1.6C: The conformance claim shall describe any conformance of the PP to a
functional package as one of package-conformant, package-augmented, or package-tailored.
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10.4.1.3.10 Work unit APE_CCL.1-9

The evaluator shall check that, for each identified functional package, the conformance claim states a claim of
conformance to that package as one of package-conformant, package-augmented, or package-tailored. If the
PP does not claim conformance to a functional package, this work unit is not applicable and therefore
considered to be satisfied.

If the package conformance claim contains package-conformant, the evaluator determines that all
assumptions, threats, OSPs, security objectives and SFRs included in the package are included in identical
form in the PP (after allowing for iteration, refinement, assignments and selections from the package to be
completed as required by the PP).

If the package conformance claim contains package-augmented, the evaluator determines that all
assumptions, threats, OPSs, Security Objectives, and SFRs included in the package are included in identical
form in the PP (after allowing for iteration, refinement, assignments and selections from the package to be
completed as required by the PP) except that the PP shall have at least one additional SFR or one SFR that is
hierarchically higher than an SFR in the functional package.

If the package conformance claim contains package-tailored, the evaluator determines that all assumptions,
threats, OPSs, Security Objectives, and SFRs included in the package are included in identical form in the PP
(after allowing for iteration, refinement, assignments and selections from the package to be completed as
required by the PP) except that the PP shall include additional selection values for at least one of the SFRs in
the package, and may also have one or more SFRs that are hierarchically higher than an SFR in the functional
package.

ISO/IEC 15408-3:2022 APE_CCL.1.7C: The conformance claim shall describe any conformance of the PP to an
assurance package as either package-conformant or package-augmented.

10.4.1.3.11 Work unit APE_CCL.1-10

The evaluator shall check that, for each identified assurance package, the conformance claim states a claim of
conformance to that package as one of package-conformant or package-augmented.

If the package conformance claim contains package-conformant, the evaluator determines that the PP
contains all SARs included in the package, but no additional SARs.

If the package conformance claim contains package-augmented, the evaluator determines that the PP contains
all SARs included in the package, and at least one additional SAR or at least one SAR that is hierarchical to a
SAR in the package.

ISO/IEC 15408-3:2022 APE_CCL.1.8C: The conformance claim shall describe any conformance of the PP to
another PP as PP Conformant.

10.4.1.3.12 Work unit APE_CCL.1-11

The evaluator shall check that if the PP claims conformance to another PP, that claim is described as PP
Conformant.

If the PP does not claim conformance to another PP, this work unit is considered satisfied.

ISO/IEC 15408-3:2022 APE_CCL.1.9C: The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PP(s) to which conformance is being claimed.

10.4.1.3.13 Work unit APE_CCL.1-12

The evaluator shall examine the conformance claim rationale to determine that the TOE type of the TOE is
consistent with all TOE types of the PPs.
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If the PP does not claim conformance to another PP, this work unit is not applicable and therefore considered
to be satisfied.

The relation between the types may be simple: a firewall PP claiming conformance to another firewall PP, or
more complex: a smart card PP claiming conformance to a number of other PPs at the same time: a PP for the
integrated circuit, a PP for the smart card OS, and two PPs for two applications on the smart card.

ISO/IEC 15408-3:2022 APE_CCL.1.10C: The conformance claim rationale shall demonstrate that the statement
of the security problem definition is consistent with the statement of the security problem definition in the PPs
and any functional packages for which conformance is being claimed.

10.4.1.3.14 Work unit APE_CCL.1-13

The evaluator shall examine the conformance claim rationale to determine that it demonstrates that the
statement of security problem definition is consistent with the statements of security problem definition
stated in the PPs and functional packages to which conformance is being claimed, taking into consideration
the conformance statement of PPs to which conformance is being claimed.

If the PP under evaluation does not claim conformance with any PP or functional packages, this work unit is
not applicable and therefore considered to be satisfied.

If the conformance claim includes functional packages, the evaluator determines that the security problem
definition of the PP under evaluation consists of all assumptions, threats and OSPs of all functional packages.

The terms exact, strict and demonstrable conformance are defined in ISO/IEC 15408-1.

If packages are used, the rules defined in the following paragraphs concerning strict and demonstrable
conformance also hold for the SPD descriptions taken from the packages.

Note that since a PP that specifies strict or demonstrable conformance in its conformance statement can only
claim conformance to another PP whose conformance statement requires strict or demonstrable conformance,
those are the only cases covered in the following paragraphs. If strict conformance is required by the PP to
which conformance is being claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether:

a) the threats in the PP under evaluation are a superset of or identical to the threats in the PP to which
conformance is being claimed;

b) the OSPs in the PP under evaluation are a superset of or identical to the OSPs in the PP to which
conformance is being claimed;

c) the assumptions in the PP claiming conformance are identical to the assumptions in the PP to which
conformance is being claimed, with two possible exceptions described in the following two bullet points:

e an assumption (or part of an assumption) from the PP to which conformance is claimed, can be
omitted, if all security objectives for the operational environment addressing this assumption (or
part of an assumption) are replaced by security objectives for the TOE;

e an assumption can be added to the assumptions defined in the PP to which conformance is claimed,
if a justification is given, why the new assumption neither mitigates a threat (or a part of a threat)
meant to be addressed by security objectives for the TOE in the PP to which conformance is claimed,
nor fulfils an OSP (or part of an OSP) meant to be addressed by security objectives for the TOE in
the PP to which conformance is claimed.

The following discussion gives some motivation and examples for cases where a PP, omits assumptions from
another PP to which conformance is claimed, or adds new assumptions:
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e example for omitting an assumption: A PP to which conformance is claimed, may contain an assumption
stating that the operational environment prevents unauthorized modification or interception of data
sent to an external interface of the TOE. This may be the case if the TOE accepts data in clear text and
without integrity protection at this interface and is assumed to be located in a secure operational
environment, which will prevent attackers from accessing these data. The assumption will then be
mapped in the PP, to which conformance is claimed, to some objective for the operational environment
stating that the data interchanged at this interface are protected by adequate measures in the
operational environment. If a PP claiming this PP, defines a more secure TOE, which has an additional
security objective stating that the TOE itself protects these data, for example by providing a secure
channel for encryption and integrity protection of all data transferred via this interface, the
corresponding objective and assumption for the operational environment can be omitted from the PP
claiming conformance. This is also called re-assigning of the objective, since the objective is re-assigned
from the operational environment to the TOE. Note, that this TOE is still secure in an operational
environment fulfilling the omitted assumption and therefore still fulfils the PP to which conformance is
claimed.

. example for adding an assumption: In this example, the PP to which conformance is claimed, is designed
to specify requirements for a TOE of type "Firewall" and the author of another PP wishes to claim
conformance to this PP for a TOE, which implements a firewall, but additionally provides the
functionality of a virtual private network (VPN) component. For the VPN functionality, the TOE needs
cryptographic keys and these keys may also have to be handled securely by the operational environment
(e. g. if symmetric keys are used to secure the network connection and therefore need to be provided in
some secure way to other components in the network). In this case, it is acceptable to add an assumption
that the cryptographic keys used by the VPN are handled securely by the operational environment. This
assumption does not address threats or OSPs of the PP to which conformance is claimed, and therefore
fulfils the conditions stated above.

. counterexample for adding an assumption: In a variant of the first example a PP to which conformance is
claimed, may already contain an objective for the TOE to provide a secure channel for one of its
interfaces, and this objective is mapped to a threat of unauthorized modification or reading of the data
on this interface. In this case, it is clearly not allowed for another PP claiming this PP, to add an
assumption for the operational environment, which assumes that the operational environment protects
data on this interface against modification or unauthorized reading of the data. This assumption would
reduce a threat, which is meant to be addressed by the TOE. Therefore, a TOE fulfilling a PP with this
added assumption would not automatically fulfil the PP to which conformance is claimed, anymore and
this addition is therefore not allowed.

e second counterexample for adding an assumption: In the example above of a TOE implementing a
firewall it would not be admissible to add a general assumption that the TOE is only connected to trusted
devices, because this would obviously remove essential threats relevant for a firewall (namely that there
is untrusted IP traffic, which needs to be filtered). Therefore, this addition would not be allowed.

If demonstrable conformance is required by the PP to which conformance is being claimed, the evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement of security
problem definition of the PP under evaluation is equivalent or more restrictive than the statement of security
problem definition in the PP to which conformance is being claimed.

For this, the conformance claim rationale needs to demonstrate that the security problem definition in the PP
claiming conformance is equivalent (or more restrictive) than the security problem definition in the PP to
which conformance is claimed. This means that:

. all TOEs that would meet the security problem definition in the PP claiming conformance also meet the
security problem definition in the PP to which conformance is claimed. This can also be shown indirectly
by demonstrating that every event, which realizes a threat defined in the PP to which conformance is
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claimed, or violates an OSP defined in the PP to which conformance is claimed, would also realize a
threat stated in the PP claiming conformance or violate an OSP defined in the PP claiming conformance.
Note that fulfilling an OSP stated in the PP claiming conformance may avert a threat stated in the PP to
which conformance is claimed, or that averting a threat stated in the PP claiming conformance may fulfil
an OSP stated in the PP to which conformance is claimed, so threats and OSPs can substitute each other;

e all operational environments that would meet the security problem definition in the PP to which
conformance is claimed, would also meet the security problem definition in the PP claiming conformance
(with one exception in the next bullet);

e  Dbesides a set of assumptions in the PP claiming conformance needed to demonstrate conformance to the
SPD of the PP to which conformance is claimed, a PP claiming conformance may specify further
assumptions, but only if these additional assumptions are independent of and do not affect the security
problem definition as defined in the PP to which conformance is claimed. More detailed, there are no
assumptions in the PP claiming conformance that exclude threats to the TOE that need to be countered
by the TOE according to the PP to which conformance is claimed. Similarly, there are no assumptions in
the PP claiming conformance that realize aspects of an OSP stated in the PP to which conformance is
claimed, which are meant to be fulfilled by the TOE according to the PP to which conformance is claimed.

ISO/IEC 15408-3:2022 APE_CCL.1.11C: The conformance claim rationale shall demonstrate that the statement
of security objectives is consistent with the statement of security objectives in the PPs and any functional
packages for which conformance is being claimed.

10.4.1.3.15 Work unit APE_CCL.1-14

The evaluator shall examine the conformance claim rationale to determine that the statement of security
objectives is consistent with the statement of security objectives in the PPs and functional packages to which
conformance is being claimed, taking into consideration the conformance statement of PPs to which
conformance is being claimed..

If the PP does not claim conformance to another PP nor to functional packages, this work unit is not
applicable and therefore considered to be satisfied.

If conformance is claimed to any functional packages, the evaluator determines that the security objectives of
the PP under evaluation include all security objectives of all functional packages to which conformance is
claimed.

If packages are used, the rules defined in the following paragraphs concerning strict and demonstrable
conformance also hold for the security objectives taken from the packages.

Note that since a PP can only claim conformance to another PP whose conformance statement requires strict
or demonstrable conformance, those are the only cases covered in the following paragraphs. If strict
conformance is required by the PP to which conformance is being claimed, no conformance claim rationale is
required. Instead, the evaluator determines whether:

a) the PP under evaluation contains all security objectives for the TOE of the PP to which conformance is
being claimed. Note that it is allowed for the PP under evaluation to have additional security objectives
for the TOE;

b) the security objectives for the operational environment in the PP claiming conformance are identical to
the security objectives for the operational environment in the PP to which conformance is being claimed,
with two possible exceptions described in the following two bullet points;

c) a security objective for the operational environment (or part of such security objective) from the PP to
which conformance is claimed, can be replaced by the same (part of the) security objective stated for the
TOE;
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d) a security objective for the operational environment can be added to the objectives defined in the PP to
which conformance is claimed, if a justification is given, why the new objective neither mitigates a threat
(or a part of a threat) meant to be addressed by security objectives for the TOE in the PP to which
conformance is claimed, nor fulfils an OSP (or part of an OSP) meant to be addressed by security
objectives for the TOE in the PP to which conformance is claimed.

When examining a PP claiming another PP which omits security objectives for the operational environment
from the PP to which conformance is claimed, or adds new security objectives for the operational
environment, the evaluator shall carefully determine, if the conditions given above are fulfilled. The examples
given for the case of assumptions in the preceding work unit are also valid here.

If demonstrable conformance is required by the PP to which conformance is being claimed, the evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement of security
objectives of the PP under evaluation is equivalent or more restrictive than the statement of security
objectives in the PP to which conformance is being claimed.

For this the conformance claim rationale needs to demonstrate that the security objectives in the PP claiming
conformance are equivalent to (or more restrictive than) the security objectives in the PP to which
conformance is claimed. This means that:

a) all TOEs that would meet the security objectives for the TOE in the PP claiming conformance also meet
the security objectives for the TOE in the PP to which conformance is claimed;

b) all operational environments that would meet the security objectives for the operational environment in
the PP to which conformance is claimed, would also meet the security objectives for the operational
environment in the PP claiming conformance (with one exception in the next bullet);

c) besides a set of security objectives for the operational environment in the PP claiming conformance,
which are used to demonstrate conformance to the set of security objectives defined in the PP to which
conformance is claimed, a PP claiming conformance may specify further security objectives for the
operational environment, but only if these security objectives neither affect the original set of security
objectives for the TOE nor the security objectives for the operational environment as defined in the PP to
which conformance is claimed.

ISO/IEC 15408-3:2022 APE_CCL.1.12C: The conformance claim rationale shall demonstrate that the statement
of security requirements is consistent with the statement of security requirements in the PPs, and any functional
packages for which conformance is being claimed.

10.4.1.3.16 Work unit APE_CCL.1-15

The evaluator shall examine the PP to determine that the statement of security requirements is consistent
with all security requirements stated in the PPs and any functional packages to which conformance is being
claimed, taking into consideration the conformance statements of PPs to which conformance is being claimed.

If the PP does not claim conformance to another PP nor to functional packages, this work unit is not
applicable and therefore considered to be satisfied.

If conformance is claimed to any functional packages, the evaluator determines that the SFRs of the PP under
evaluation include all SFRs (or hierarchical SFRs) of all functional packages to which conformance is claimed.

If packages are used, the rules defined in the following paragraphs concerning strict and demonstrable
conformance also hold for the SFRs taken from the packages.

Note that since a PP can only claim conformance to another PP whose conformance statement requires strict
or demonstrable conformance, those are the only cases covered in the following paragraphs.
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If strict conformance is required by the PP to which conformance is being claimed, no conformance claim
rationale is required. Instead, the evaluator determines whether the statement of security requirements in the
PP under evaluation is a superset of or identical to the statement of security requirements in the PP to which
conformance is being claimed (for strict conformance).

If demonstrable conformance is required by the PP to which conformance is being claimed, the evaluator
examines the conformance claim rationale to determine that it demonstrates that the statement of security
requirements of the PP under evaluation is equivalent or more restrictive than the statement of security
requirements in the PP to which conformance is being claimed.

For:

e  SFRs: The conformance rationale in the PP claiming conformance shall demonstrate that the overall set
of requirements defined by the SFRs in the PP claiming conformance is equivalent (or more restrictive)
than the overall set of requirements defined by the SFRs in the PP to which conformance is claimed. This
means that all TOEs that would meet the requirements defined by the set of all SFRs in the PP claiming
conformance would also meet the requirements defined by the set of all SFRs in the PP to which
conformance is claimed;

) SARs: The PP claiming conformance shall contain all SARs in the PP to which conformance is claimed, but
may claim additional SARs or replace SARs by hierarchically stronger SARs. The completion of
operations in the PP claiming conformance must be consistent with that in the PP to which conformance
is claimed; either the same completion will be used in the PP claiming conformance as that in the PP to
which conformance is claimed or a completion that makes the SAR more restrictive (the rules of
refinement apply).

ISO/IEC 15408-3:2022 APE_CCL.1.13C: The conformance statement shall describe the conformance required of
any PPs/STs to the PP as exact-PP, strict-PP or demonstrable-PP conformance.

10.4.1.3.17 Work unit APE_CCL.1-16

The evaluator shall check that the PP conformance statement states a claim of exact-PP, strict-PP or
demonstrable-PP conformance.

ISO/IEC 15408-3:2022 APE_CCL.1.14C: For an exact conformance PP, the conformance statement shall contain
an allowed-with statement that identifies the set of PPs (if any) to which, in combination with the PP under
evaluation, exact conformance is allowed to be claimed.

10.4.1.3.18 Work unit APE_CCL.1-17

The evaluator shall check the conformance statement to determine that it contains an allowed-with
statement that lists the set of PPs to which, in combination with the PP being evaluated, an exact conformance
claim (in an ST or PP-Configuration) is allowed.

If the PP does not require exact conformance in its conformance statement, this work unit does not apply and
is therefore considered satisfied.

If the PP does not allow claims of exact conformance to it in combination with any other PPs, then no list of
PPs is required and this work unit is considered satisfied.

The usage of the allowed-with statement is a matter of policy and is not addressed here. There are no other
actions for the evaluator other than determining that the list is present.

ISO/IEC 15408-3:2022 APE_CCL.1.15C: For an exact conformance PP, the conformance statement shall contain
an allowed-with statement that identifies the set of PP-Modules (if any) that are allowed to be used with the PP
under evaluation in a PP-Configuration.
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10.4.1.3.19 Work unit APE_CCL.1-18

The evaluator shall check the conformance statement to determine that it contains an allowed-with
statement that lists the set of PP-Modules that, in combination with the PP being evaluated, can be present in
a PP-Configuration that requires exact conformance.

If the PP does not require exact conformance in its conformance statement, this work unit does not apply and
is therefore considered satisfied.

If the PP does not allow claims of exact conformance to it in combination with any PP-Modules, then no list of
PP-Modules is required and this work unit is considered satisfied.

The usage of the allowed-with statement is a matter of policy and is not addressed here. There are no other
actions for the evaluator other than determining that the list is present.

ISO/IEC 15408-3:2022 APE_CCL.1.16C: The conformance statement shall identify the set of derived Evaluation
Methods and Evaluation Activities (if any) that shall be used with the PP under evaluation. This list shall contain:

e any Evaluation Methods and Evaluation Activities that are specified for the PP under evaluation;

e any Evaluation Methods and Evaluation Activities specified in conformance statements of PPs to which
conformance is being claimed by the PP under evaluation;

e any Evaluation Methods and Evaluation Activities specified in the Security Requirements sections of
packages to which conformance is being claimed by the PP under evaluation.

10.4.1.3.20 Work unit APE_CCL.1-19

The evaluator shall check the conformance statement of the PP under evaluation to determine that:

a) if any derived Evaluation Methods and Evaluation Activities are required by other items to which the PP
claims conformance then these are all identified in the PP under evaluation, along with any derived
Evaluation Methods and Evaluation Activities that the PP itself requires;

b) the list of derived Evaluation Methods and Evaluation Activities is sufficiently structured and detailed to
unambiguously identify and locate every member of the list;

c) if there is any overlap in the scope of the identified Evaluation Methods and Evaluation Activities
(i.e. where an overlay exists as described in ISO/IEC 15408-4) then the rationale for the resulting set of
Evaluation Methods and Evaluation Activities is applicable to the TOE as described by the PP under
evaluation.

The intention of this work unit is to ensure that when evaluating a TOE that claims conformance with the PP
under evaluation then the correct Evaluation Methods and Evaluation Activities can be used. This means that
identification in the PP need not list individual Evaluation Activities where these are unambiguously included
in a listed Evaluation Method. Similarly, where multiple Evaluation Methods or Evaluation Activities are
included in a single document then it is sufficient to reference the document, provided this does lead to
unambiguous identification of the Evaluation Methods and Evaluation Activities that apply to the PP under
evaluation.

EXAMPLE If a document lists multiple different Evaluation Methods applicable to different use cases then it
would not be sufficient to reference the document: the relevant use cases would also have to be identified.
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10.5 Security problem definition (APE_SPD)
10.5.1 Evaluation of sub-activity (APE_SPD.1)
10.5.1.1 Objectives

The objective of this sub-activity is to determine that the security problem intended to be addressed by the
TOE and its operational environment is clearly defined.

10.5.1.2 Input

The evaluation evidence for this sub-activity is:
a) thePP.
10.5.1.3 Action APE_SPD.1.1E

10.5.1.3.1 General

ISO/IEC 15408-3:2022 APE_SPD.1.1C: The security problem definition shall describe the threats.
10.5.1.3.2 Work unit APE_SPD.1-1

The evaluator shall check that the security problem definition describes the threats.

If all security objectives are derived from assumptions and/or OSPs only, the statement of threats need not be
present in the PP. In this case, this work unit is not applicable and therefore considered to be satisfied.

The evaluator determines that the security problem definition describes the threats that must be countered
by the TOE and/or its operational environment.

Note that if optional requirements are defined by the PP, there may be associated threats that are covered by
this work unit.

ISO/IEC 15408-3:2022 APE_SPD.1.2C: All threats shall be described in terms of a threat agent, an asset, and an
adverse action.

10.5.1.3.3 Work unit APE_SPD.1-2

The evaluator shall examine the security problem definition to determine that all threats are described in
terms of a threat agent, an asset, and an adverse action.

If all security objectives are derived from assumptions and OSPs only, the statement of threats need not be
present in the PP. In this case, this work unit is not applicable and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise, resource, opportunity, and motivation.

ISO/IEC 15408-3:2022 APE_SPD.1.3C: The security problem definition shall describe the organizational security
policies (OSPs).

10.5.1.3.4 Work unit APE_SPD.1-3
The evaluator shall examine that the security problem definition describes the OSPs.

If all security objectives are derived from assumptions and/or threats only, OSPs need not be present in the
PP. In this case, this work unit is not applicable and therefore considered to be satisfied.

The evaluator determines that OSP statements are made in terms of rules or guidelines that must be followed
by the TOE and/or its operational environment.
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The evaluator determines that each OSP is explained and/or interpreted in sufficient detail to make it clearly
understandable; a clear presentation of policy statements is necessary to permit tracing security objectives to
them.

Note that if optional requirements are defined by the PP, there may be associated OSPs that are covered by
this work unit.

ISO/IEC 15408-3:2022 APE_SPD.1.4C: The security problem definition shall describe the assumptions about the
operational environment of the TOE.

10.5.1.3.5 Work unit APE_SPD.1-4

The evaluator shall examine the security problem definition to determine that it describes the assumptions
about the operational environment of the TOE.

If there are no assumptions, this work unit is not applicable and is therefore considered to be satisfied.

The evaluator determines that each assumption about the operational environment of the TOE is explained in
sufficient detail to enable consumers to determine that their operational environment matches the
assumption. If the assumptions are not clearly understood, the end result may be that the TOE is used in an
operational environment in which it will not function in a secure manner.

10.6 Security objectives (APE_OB]J)
10.6.1 Evaluation of sub-activity (APE_OB]J.1)

10.6.1.1 Objectives

The objective of this sub-activity is to determine whether the security objectives for the operational
environment are clearly defined.

10.6.1.2 Input
The evaluation evidence for this sub-activity is:

a) thePP.
10.6.1.3 Action APE_OBJ.1.1E

10.6.1.3.1 General

ISO/IEC 15408-3:2022 APE_OB].1.1C: The statement of security objectives shall describe the security objectives
for the operational environment.

10.6.1.3.2 Work unit APE_OBJ.1-1

The evaluator shall check that the statement of security objectives defines the security objectives for the
operational environment.

The evaluator checks that the security objectives for the operational environment are identified.

ISO/IEC 15408-3:2022 APE_OBJ.1.2C: The security objectives rationale shall trace each security objective for the
operational environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.
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10.6.1.3.3 Work unit APE_OB]J.1-2

The evaluator shall check that the security objectives rationale traces the security objectives for the
operational environment back to threats countered by that security objective, to OSPs enforced by that
security objective, and to assumptions upheld by that security objective.

Each security objective for the operational environment may trace back to threats, OSPs, assumptions, or a
combination of threats, OSPs and/or assumptions, but it must trace back to at least one threat, OSP or
assumption.

Failure to trace a security objective for the operational environment back to at least a threat, OSP or
assumption, implies that either the security objectives rationale is incomplete, the security problem definition
is incomplete, or the security objective for the operational environment has no useful purpose.

There is no prescribed location where this tracing element of the rationale must be placed: for example, the
relevant parts may be located under each threat, OSP and assumption in order to help make the security
argument clearer and easier to read.

ISO/IEC 15408-3:2022 APE_OBJ.1.3C: The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

10.6.1.3.4 Work unit APE_0OB]J.1-3

The evaluator shall examine the security objectives rationale to determine that for each assumption for the
operational environment it contains an appropriate justification that the security objectives for the
operational environment are suitable to uphold that assumption.

If no security objectives for the operational environment trace back to the assumption, the evaluator action
related to this work unit is assigned a fail verdict.

The evaluator determines that the justification for an assumption about the operational environment of the
TOE demonstrates that the security objectives are sufficient: if all security objectives for the operational
environment that trace back to that assumption are achieved, the operational environment upholds the
assumption.

The evaluator also determines that each security objective for the operational environment that traces back
to an assumption about the operational environment of the TOE is necessary: when the security objective is
achieved it actually contributes to the operational environment upholding the assumption.

Note that simply listing in the security objectives rationale the security objectives for the operational
environment associated with each assumption may be a part of a justification, but does not constitute a
justification by itself. A descriptive justification is required, although in simple cases this justification may be
as minimal as "Security Objective X directly upholds Assumption Y".

10.6.2 Evaluation of sub-activity (APE_OB]J.2)
10.6.2.1 Objectives

The objective of this sub-activity is to determine whether the security objectives adequately and completely
address the security problem definition and that the division of this problem between the TOE and its
operational environment is clearly defined.

10.6.2.2 Input

The evaluation evidence for this sub-activity is:

a) thePP.
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10.6.2.3 Action APE_OB]J.2.1E

10.6.2.3.1 General

ISO/IEC 15408-3:2022 APE_OB]J.2.1C: The statement of security objectives shall describe the security objectives
for the TOE and the security objectives for the operational environment.

10.6.2.3.2 Work unit APE_OB]J.2-1

The evaluator shall check that the statement of security objectives defines the security objectives for the TOE
and the security objectives for the operational environment.

The evaluator checks that both categories of security objectives are clearly identified and separated from the
other category.

ISO/IEC 15408-3:2022 APE_OB].2.2C: The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs enforced by that security objective.

10.6.2.3.3 Work unit APE_OBJ.2-2

The evaluator shall check that the security objectives rationale traces all security objectives for the TOE back
to threats countered by the objectives and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a combination of threats and OSPs,
but it must trace back to at least one threat or OSP. Optional requirements may require Threats/OSPs to be
specified, and security objectives associated with these SPD elements are also covered by this work unit.

Failure to trace a security objective for the TOE back to at least one threat or OSP, implies that either the
security objectives rationale is incomplete, the security problem definition is incomplete, or the security
objective for the TOE has no useful purpose.

ISO/IEC 15408-3:2022 APE_OB]J.2.3C: The security objectives rationale shall trace each security objective for the
operational environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.

10.6.2.3.4 Work unit APE_OB]J.2-3

The evaluator shall check that the security objectives rationale traces the security objectives for the
operational environment back to threats countered by that security objective, to OSPs enforced by that
security objective, and to assumptions upheld by that security objective.

Each security objective for the operational environment may trace back to threats, OSPs, assumptions, or a
combination of threats, OSPs and/or assumptions, but it must trace back to at least one threat, OSP or
assumption.

Failure to trace a security objective for the operational environment back to at least one threat, OSP, or
assumption, implies that either the security objectives rationale is incomplete, the security problem definition
is incomplete, or the security objective for the operational environment has no useful purpose.

ISO/IEC 15408-3:2022 APE_OBJ.2.4C: The security objectives rationale shall demonstrate that the security
objectives counter all threats.

10.6.2.3.5 Work unit APE_OB]J.2-4

The evaluator shall examine the security objectives rationale to determine that it justifies for each threat that
the security objectives are suitable to counter that threat.

If no security objectives trace back to the threat, the evaluator action related to this work unit is assigned a
fail verdict.
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The evaluator determines that the justification for a threat shows whether the threat is removed, diminished
or mitigated.

The evaluator determines that the justification for a threat demonstrates that the security objectives are
sufficient: if all security objectives that trace back to the threat are achieved, the threat is removed,
sufficiently diminished, or the effects of the threat are sufficiently mitigated.

Note that the tracings from security objectives to threats provided in the security objectives rationale may be
part of a justification, but do not constitute a justification by themselves. Even in the case that a security
objective is merely a statement reflecting the intent to prevent a particular threat from being realised, a
justification is required, but this justification may be as minimal as "Security Objective X directly counters
Threat Y".

The evaluator also determines that each security objective that traces back to a threat is necessary: when the
security objective is achieved it actually contributes to the removal, diminishing or mitigation of that threat.

ISO/IEC 15408-3:2022 APE_OBJ.2.5C: The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.

10.6.2.3.6 Work unit APE_OB]J.2-5

The evaluator shall examine the security objectives rationale to determine that for each OSP it justifies that
the security objectives are suitable to enforce that OSP.

If no security objectives trace back to the OSP, the evaluator action related to this work unit is assigned a fail
verdict.

The evaluator determines that the justification for an OSP demonstrates that the security objectives are
sufficient: if all security objectives that trace back to that OSP are achieved, the OSP is enforced.

The evaluator also determines that each security objective that traces back to an OSP is necessary: when the
security objective is achieved it actually contributes to the enforcement of the OSP.

Note that the tracings from security objectives to OSPs provided in the security objectives rationale may be
part of a justification, but do not constitute a justification by themselves. In the case that a security objective is
merely a statement reflecting the intent to enforce a particular OSP, a justification is required, but this
justification may be as minimal as "Security Objective X directly enforces OSP Y".

ISO/IEC 15408-3:2022 APE_OBJ.2.6C: The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

10.6.2.3.7 Work unit APE_OB]J.2-6

The evaluator shall examine the security objectives rationale to determine that for each assumption for the
operational environment it contains an appropriate justification that the security objectives for the
operational environment are suitable to uphold that assumption.

If no security objectives for the operational environment trace back to the assumption, the evaluator action
related to this work unit is assigned a fail verdict.

The evaluator determines that the justification for an assumption about the operational environment of the
TOE demonstrates that the security objectives are sufficient: if all security objectives for the operational
environment that trace back to that assumption are achieved, the operational environment upholds the
assumption.

The evaluator also determines that each security objective for the operational environment that traces back
to an assumption about the operational environment of the TOE is necessary: when the security objective is
achieved it actually contributes to the operational environment upholding the assumption.
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Note that the tracings from security objectives for the operational environment to assumptions provided in
the security objectives rationale may be a part of a justification, but do not constitute a justification by
themselves. Even in the case that a security objective of the operational environment is merely a restatement
of an assumption, a justification is required, but this justification may be as minimal as "Security Objective X
directly upholds Assumption Y".

10.7 Extended components definition (APE_ECD)
10.7.1 Evaluation of sub-activity (APE_ECD.1)
10.7.1.1 Objectives

The objective of this sub-activity is to determine whether extended components have been clearly and
unambiguously defined, and whether they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC 15408-2 or ISO/IEC 15408-3 components.

10.7.1.2 Input

The evaluation evidence for this sub-activity is the PP.

10.7.1.3 Action APE_ECD.1.1E

10.7.1.3.1 General

ISO/IEC 15408-3:2022 APE_ECD.1.1C: The statement of security requirements shall identify all extended
security requirements.

10.7.1.3.2 Work unit APE_ECD.1-1

The evaluator shall check that all security requirements in the statement of security requirements that are
not identified as extended requirements are present in ISO/IEC 15408-2 or in ISO/IEC 15408-3.

ISO/IEC 15408-3:2022 APE_ECD.1.2C: The extended components definition shall define an extended component
for each extended security requirement.

10.7.1.3.3 Work unit APE_ECD.1-2

The evaluator shall check that the extended components definition defines an extended component for each
extended security requirement.

If the PP does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

A single extended component may be used to define multiple iterations of an extended security requirement,
it is not necessary to repeat this definition for each iteration.

ISO/IEC 15408-3:2022 APE_ECD.1.3C: The extended components definition shall describe how each extended
component is related to the existing ISO/IEC 15408 series components, families, and classes.

10.7.1.3.4 Work unit APE_ECD.1-3

The evaluator shall examine the extended components definition to determine that it describes how each
extended component fits into the existing ISO/IEC 15408 components, families, and classes.

If the PP does not contain extended security requirements, this work unit is not applicable and therefore
considered to be satisfied.

The evaluator determines that each extended component is either:
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