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Cloud Infrastructure Management Interface (CIMI) Model and
RESTful HTTP-based Protocol

1 Scope

This specification describes the model and protocol for management interactions between a cloud
Infrastructure as a Service (laaS) Provider and the Consumers of an laaS service. The basic resources of
laaS (machines, storage, and networks) are modeled with the goal of providing Consumer management
access to an implementation of laaS and facilitating portability between cloud implementations that
support the specification. This document specifies a Representational State Transfer (REST)-style
protocol using HTTP. However, the underlying model is not specific to HTTP, and it is possible to map it
to other protocols as well.

CIMI addresses the management of the lifecycle of infrastructure provided by a Provider. CIMI does not
extend beyond infrastructure management to the control of the applications and services that the
Consumer chooses to run on the infrastructure provided as a service by the Provider. Although CIMI may
be to some extent applicable to other cloud service models, such as Platform as a Service ("PaaS") or
Storage as a Service ("SaaS"), these uses are outside the design goals of CIMI.

1.1 Document structure
This document defines a model and a RESTful HTTP-based protocol.

The core REST patterns are defined first and, after each resource is defined, any HTTP-specific
information for that resource is specified.

1.2 Document versioning scheme
This document adheres to the versioning scheme defined in clause 6.3 of DSP4004.

As the specification changes over time certain features might be deprecated. These are identified in the
specification and should not be supported. Each of these deprecated features is clearly denoted in the
clause in which they were previously defined.

1.3 Typographical conventions
This specification uses the following conventions:

In the narrative text of the specification:
e  The regular or narrative font is Arial.

e  Proper CIMI nouns such as Resource names, attribute names, operation names, reserved
variable names are in Cour i er font. (e.g. Machi ne, vol unes, $expand). The plural form
applies to such names to indicate several instances of such Resources (e.g. Machi nes,
Syst ens).

o  Examples text are in small Cour i er font and over a darker background.

e Quotes are used for any text that needs be distinguished as name or value of a particular
concept (e.g. the "value constraints” attribute, the “Resource Name” column, a “false” value). In
such cases, the string in quotes is always qualified by the concept it is an instance of.

o  Names for CIMI concepts that may be common English words but have a very specific meaning
in CIMI, are in narrative font but capitalized, e.g. Provider, Consumer, Resource, Collection.
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When used in their common English sense they remain lower-case. However, CIMI modeling
concepts that are used in a commonly understood manner remain in lower-case, such as:
attribute, operation.

Inside tables describing the Resource data model:
e  The narrative font is used for all terms, as the table structure qualifies them sufficiently.
o  Where textual descriptions are introduced, the rules for narrative text apply.

e Ifaname is used as types (i.e., names of embedded structures as well as atomic types such as

"integer”, "string"), are in italic.

o Names that are just placeholders for actual names that may vary with each model instance, are
between < > (e.g., <componentTemplate>).

Where the serialization of Resources is described, a pseudo-schema notation is used with the following
conventions:

e Values in italics indicate data types instead of literal values.
e  Characters are appended to items to indicate cardinality:
- "?"(@Oor1)
"*" (0 or more)
- "+"(1 or more)
o Vertical bars, "|", denote choice. For example, "a|b" means a choice between "a" and "b".

e Parentheses, "(" and ")", are used to indicate the scope of the operators "?", ™", "+" and "|".

e Ellipses (i.e., "...") indicate points of extensibility. Note that the lack of an ellipses does not mean
no extensibility point exists, rather it is just not explicitly called out - usually for the sake of
brevity.

Operation names Create, Update, Delete, Read are abstract operations that convey the semantics of
concrete corresponding operations, such as HTTP methods or CIMI operation URIs.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated

or versioned references, only the edition cited (including any corrigenda or DMTF update versions)
applies. For references without a date or version, the latest published edition of the referenced document
(including any corrigenda or DMTF update versions) applies.

DMTF DSP0223, Generic Operations 1.0,
http://www.dmtf.org/standards/published documents/DSP0223 1.0.pdf

DMTF DSP0243, Open Virtualization Format Specification 1.1,
http://www.dmtf.org/sites/default/files/standards/documents/DSP0243 1.1.pdf

DMTF DSP1001, Management Profile Specification Usage Guide 1.1,
http://www.dmtf.org/standards/published documents/DSP1001 1.1.pdf

DMTF DSP4004, DMTF Release Process 2.4,
http://www.dmtf.org/sites/default/files/standards/documents/DSP4004 2.4.pdf

IANA HTTP Header Registry, http://www.iana.org/assignments/message-headers/perm-headers.html
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IEC 80000-13:2008, International Organization for Standardization, Geneva, Switzerland, Quantities and
units — Part 13: Information science and technology, April 2008,
http://www.iso.org/iso/catalogue detail?csnumber=31898

IETF RFC2616, R. Fielding et al, Hypertext Transfer Protocol -- HTTP/1.1,
http://www.ietf.org/rfc/rfc2616.txt

IETF RFC3986, T.Berners-Lee et al, Uniform Resource Identifiers (URI): Generic Syntax, August 1998,
http://www.ietf.org/rfc/rfc3986.txt

IETF RFC4627, D. Crockford, The application/json Media Type for JavaScript Object Notation (JSON),
July 2006, http://www.ietf.org/rfc/rfc4627 .ixt

IETF RFC5246, T. Dierks and E. Rescorla, The Transport Layer Security (TLS) Protocol Version 1.2,
http://www.ietf.org/rfc/rfc5246.txt

ISO 8601:20044, International Organization for Standardization, Geneva, Switzerland, Data elements and
interchange formats -- Information interchange - - Representation of dates and times, March 2008,
http://www.iso.org/iso/iso_catalogue/ catalogue tc/catalogue detail.htm?csnumber=40874

ISO/IEC 14977:1996, Roger S. Scowen, Extended BNF — A generic base standard. Software
Engineering Standards Symposium 1993.
http://www.iso.org/iso/catalogue_detail?csnumber=26153

ISO/IEC Directives, Part 2, Rules for the structure and drafting of International Standards,
http://isotc.iso.org/livelink/livelink.exe?func=I1&objld=4230456 &objAction=browse&sort=subtype

NIST Special Publication 800-145, Peter Mell and Timothy Grance, The NIST Definition of Cloud
Computing, Sept. 2011, http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

NIST Special Publication 500-292, Fang Liu, Jin Tong, Jian Mao, Robert Bohn, John Messina, Lee
Badger and Dawn Leaf, NIST Cloud Computing Reference Architecture, Sept. 2011,
http://collaborate.nist.gov/twiki-cloud-
computing/pub/CloudComputing/ReferenceArchitectureTaxonomy/NIST SP_500-292 - 090611.pdf

Representational State Transfer, Roy Fielding, Doctoral dissertation, University of California, Architectural
Styles and the Design of Network-based Software Architectures (Chapter 5), 2000,
http://www.ics.uci.edu/~fielding/pubs/dissertation/rest arch_style.htm

XMLSchema - Part 1, World Wide Web Consortium (W3C) Recommendation, H. Thompson, et al.,
Editors, XML Schema Part 1: Structures Second Edition, 28 October 2004,
http://www.w3.org/TR/xmlschema-1/

XMLSchema - Part 2, World Wide Web Consortium (W3C) Recommendation, P. Biron, A. Malhotra,
Editors, XML Schema Part 2: Datatypes (Second Edition), 28 October 2004,
http://www.w3.org/TR/xmlschema-2/

3 Terms and definitions

In this document, some terms have a specific meaning beyond the normal English meaning. Those terms
are defined in this clause.

The terms "shall" ("required"), "shall not," "should" ("recommended"), "should not" ("not recommended"),
"may," "need not" ("not required"), "can" and "cannot" in this document are to be interpreted as described
in ISO/IEC Directives, Part 2, Annex H. The terms in parenthesis are alternatives for the preceding term,
for use in exceptional cases when the preceding term cannot be used for linguistic reasons. Note that
ISO/IEC Directives, Part 2, Annex H specifies additional alternatives. Occurrences of such additional
alternatives shall be interpreted in their normal English meaning.
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The terms "clause," "subclause," "paragraph," and "annex" in this document are to be interpreted as
described in ISO/IEC Directives, Part 2, Clause 5.

The terms "normative" and "informative" in this document are to be interpreted as described in ISO/IEC
Directives, Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled "(informative)" do
not contain normative content. Notes and examples are always informative elements.

The terms defined in DSP4004, DSP0223, and DSP1001 apply to this document. The following additional
terms are used in this document.

3.1
authentication

The process of verifying a claim, made by a subject, that it should be allowed to act on behalf of a given
principal (person, service, etc.). Typical authentication mechanisms involve the use of
username/password combination or public/private key pairs.

3.2
authorization

The process of verifying that an authenticated principal (person, service, etc.) has permission to perform
certain operations (e.g., read, update) on specific Resources. (Also known as Access Control.)

3.3
cloud

Synonymous with “cloud computing” as defined in section 2 of the NIST Definition of Cloud Computing
[SP800-145].

3.4
Cloud Service Consumer

A category of actors that includes the Consumer Business Manager (who approves business and
financial expenditures for consumed services; accounts for used service instances; establishes business
relationships; sets up accounts, budget, and terms; etc.); the Consumer Service Administrator (who
requests service instances and changes to service instances; purchases services within the business
relationship; creates Service Users (including policies); allocates resources, such as computer and
storage; generates reports, such as usage; etc.); and Service Users (who use service instances provided
by a Cloud Service Provider). The term "Consumer" is used if the indicated action or activity could involve
one or more of the above actors. In cases where the distinction between the actors in this category is
relevant, the more detailed term is used.

For purposes of comparison and alignment, it should be noted that a Cloud Service Consumer is
equivalent to the “Cloud Consumer” actor defined in the NIST Reference Architecture [SP500-292].

3.5
Cloud Service Provider

A category of actors that includes the Service Operations Manager (who manages the technical
infrastructure required for providing cloud services; monitors and measures performance and utilization
against SLAs; provides reports from monitoring and measurement; etc.); Service Business Manager (who
offers all types of services developed by cloud service developers; accounts for services potentially
offered by service Providers themselves and services offered on behalf of cloud service developers;
establishes a portfolio of business relationships; and sets up accounts and terms for Consumers, etc.);
and Service Transition Manager (who enables a customer to use the cloud service, including
"onboarding", integration, and process adoption; defines and creates service offerings based on
Templates and Configurations that can be used by Consumers and are populated into the catalog; etc.).
The term "Provider" is used if the indicated action or activity could involve one or more of the above
actors. In cases where the distinction between the actors in the category is relevant, the more detailed
term is used.
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For purposes of comparison and alignment, it should be noted that a Cloud Service Provider is equivalent
to the “Cloud Provider” actor defined in the NIST Reference Architecture [SP500-292].

3.6
Collection

A particular kind of Resource that contains a collection of other Resources and has a representation and
serialization defined in this specification. Synonym for “CIMI collection”.

3.7

Configuration

A set of metadata, the values of which serve as the parameters of a discrete conformation of a specific
type of virtual resource.

3.8
Infrastructure as a Service (laaS)

A cloud computing service model defined in section 2 of the NIST Definition of Cloud Computing [SP800-
143].

3.9

message confidentiality

A quality of a message that prevents anyone but the intended receiver(s) from viewing its contents.

3.10
message integrity

A quality of a message that allows a receiver of that message to determine whether the contents of the
message have been altered since its creation.

3.11
Resource

A representation of an entity managed by the [Cloud Service] Provider that is generally available to the
[Cloud Service] Consumer to access or operate on by the way of the interface described in this
specification. Synonym for “CIMI resource”.

3.12
Template

Synonym for “CIMI template”. A Resource that represents the set of metadata and instructions used to
instantiate some other Resource (e.g., a Machi neTenpl at e is used to create Machi nes). Templates
may aggregate other metadata Resources such as other Templates, Configurations, and Images. For
example, a Machi neTenpl at e refers to a Machi neConf i gur ati on and a Machi nel mage.

How a specific protocol mapping, or implementation, chooses to supply Templates as inputs to the
instantiation process may vary. However, some common patterns should be considered:

1. By reference - allow Consumers to reference a Template (that exists as a Resource in the
Provider) as part of the instantiation operation.

2. By value - allow Consumers to dynamically provide the Template information as part of the
instantiation operation.

3. Reference with overrides - allow Consumers to reference a Template (that exists as a Resource
in the Provider) and provide additional values that override the attributes of that Template as part
of the instantiation operation.
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4 HTTP-based protocol

4.1 Introduction

All operations are based on the HyperText Transfer Protocol (HTTP), version 1.1 [REC2616]. Each
request is sent by using an HTTP verb such as PUT, GET, DELETE, HEAD, or POST and includes a
message body in either JSON or XML format. Each response uses a standard HTTP status code, whose
semantics are interpreted in the context of the particular request that was made. Each Resource in the
model has a MIME type that further contextualizes the payload of requests and responses.

Resources in the model are identified by URIs, and each Resource's representation shall contain an "ID"
attribute, of type URI, that acts as a "self pointer.” This URI shall be unique within the context of the
Provider's implementation. Dereferencing (through an HTTP GET) the URI of a Resource yields a
representation of the Resource containing attributes and links to associated Resources. To begin
operations, a client shall know the URI to the main entry point of a Provider - also known as the "Cloud
Entry Point" Resource. All other Resources within the environment shall then be discoverable by the way
of the iterative following of links to associated Resources within each Resource retrieved.

4.1.1 Protocol evolution and client expectations

Future versions of this specification structure changes in such a way that clients that conform to an earlier
version of this specification continue to work, and are not be adversely affected by the evolution of the
protocol. Clients are expected to follow a few simple rules to ensure this compatibility:

1. Clients shall not assume that the serializations shown for responses in this specification are
complete. In particular, clients shall accept responses that contain data mixed in with the
serializations shown here, and shall ignore such data. However, per clause 4.2.1.3, clients shall
include unknown data in PUT requests to update Resources.

2. Clients shall not assume anything about the operations supported by a server. They are expected
to discover operations that are supported (and permissible) by navigating to Resources from the
cloud entry point. The serializations of Resources encountered indicate which operations are
supported by the server.

4.1.2 XML namespaces

Table 1 lists the XML namespaces that are used in this specification. The choice of any namespace prefix
is arbitrary and not semantically significant.

Table 1 — XML namespaces

Prefix XML Namespaces Specification
cimi http://schemas.dmtf.org/cimi/1 This specification
XS http://www.w3.0rg/2001/XMLSchema | XML Schema Part2

4.1.3 URI space

While URIs returned by Providers are to be treated as opaque by Consumers, and Consumers shall not
make assumptions about the layout of the URIs or the structures of the URIs for the Resources, a
Consumer may augment URIs with any well-defined query parameters that are supported by the Provider
as defined in clause 4.1.6.

The sample URIs used in this specification are not normative and the patterns used shall not be
interpreted as guidance for implementations. For example, any of the following URIs might be used by
Providers to reference a particular Machi ne Resource:
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htt p: // exanpl e. coml machi nes/ 12345
http://exanpl e. conl machi nes?i d=12345
http://exanpl e. com 12345

htt p: // exanpl e. com C oud/ r esour ce?i d=12345

4.1.4 Media types

In this specification, Resource and response representations are encoded either in JSON, as specified in
RFC4627 or in XML. If serialized in JSON, the media-type for CIMI resources shall be "application/json".
If serialized in XML, the media-type shall be "application/xml".

In the JSON serialization of CIMI representations sent by Providers, there shall be an additional attribute
on the root object called "r esour ceURI " that contains the unique URI that is associated with the type of
CIMI resource being serialized.

Note that this requirement applies even if the $sel ect attribute is used to subset the Resource being
acted upon.

In the XML serialization of Collection representations sent by Providers there shall be a r esour ceURI
attribute, as shown in the example XML serialization of Collections in clause 5.5.12.

This attribute is optional for Consumers to include. If included, this attribute's value shall match the

"t ypeURI " attribute of the corresponding Resour ceMet adat a Resource (see clause 5.11), if
Resour ceMet adat a is supported. This value shall also be equivalent to the wrapping element of the
XML serialization; in other words, the namespace of the wrapper element concatenated a "/" and then its
localName.

Any CIMI resource implemented by a Provider shall have representations in JSON and XML. The client
implementation may thus use either JSON or XML in requests with any server implementation, and may
request a specific serialization using server-driven content negotiation (using the Accept request header).

4.1.5 Request headers

This specification uses general-header, request-header, and entity-header headers as defined in
RFC2616 in request messages to provide metadata about the message. Applications using messages
defined in this specification shall use headers consistent with the requirements of REC2616.

4.1.6 Request query parameters

Providers may choose to include query parameters as part of the URIs returned to Consumers.
Consumers shall include those query parameters when sending messages to those URIs. If Providers
choose to define query parameters care should be taken to avoid conflicts with CIMI defined query
parameters.

To modify the behavior of the Provider when processing request messages, Consumers may augment
request URIs as described in the following clauses. As stated in clause 4.1.3, URIs returned from
Providers are to be treated as opaque by Consumers; however, it is the responsibility of the Consumer to
understand the use of the query parameters defined in the following clauses and ensure correctness
when making a request.

Unsupported, or unknown, query parameters shall be silently ignored by Providers. Consumers may
examine the CloudEntryPoint's capabilities to determine whether support of these query parameters is
enabled.
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4.1.6.1 Filtering Collections

If retrieving the representation of a Collection, Consumers may include the $fi | t er query parameter to
reduce the number of entries of the Collection that are returned based on the data within the entries of the
Collection. Providers shall interpret and process the $f i | t er query parameter as described in this
section. The $f i | t er parameter shall be of the form:

?%filter=expression
where "expression" represents a mathematical expression denoting how the top-level attributes of the

Resources within the Collection shall be filtered. The expression is defined by the following EBNF
grammar:

Filter ::= AndExpr ( 'or' Filter )* ;
AndExpr ::= Conmp ( 'and' AndExpr )*
Conp ::= Attribute Op Val ue
| Value Op Attribute
| PropExpr
| "(" Filter ")
o3 e N I I I
Attribute ::= ? resource attribute name ?
Val ue ::=IntValue | DateValue | StringValue | Bool Val ue
I nt Val ue 1= /[0-9]+
Dat eVal ue ::= ? as defined by XM. Schema ?
StringvValue ::="..." |
Bool Val ue :="true' | 'false'
Pr opExpr i:= "property[' StringValue ']' Op StringVal ue

Where Pr opExpr is used to find Resources that contain a property with a certain key/value combination.
The key is the St ri ngVal ue within the square brackets ([ ] ) and the value is the St ri ngVal ue after
the Op. The Resource shall be considered to satisfy the search criteria if any of the properties in the
Resources match the specified Pr opExpr .

Each of these shall be percent encoded in the URL as appropriate.

The choice of which operator (including 'and' and 'or') is limited based on the type of the value and
attribute. The following example describes the allowable operators:

‘or', 'and : Bool ean val ue/ attri bute

<t =) > st "= Integer and date value/attribute

= R : String value/attribute
Consumers may include multiple filters within a single URI. Provider shall treat multiple filters as a series

of "and" expressions where an entry of the Collection shall only be included in the response message if it
satisfies all of the filter expressions specified.

Examples:
In the following examples, the following sample base URIs are used.

The URI to the Machi neCol | ect i on of the Cloud Entry Point is as follows:

/ machi nes
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The URI to a Machi ne is as follows:
/ machi nes/ 123

The URI to the Di skCol | ecti on of a Machi ne is as follows:
/ machi nes/ 123/ di sks

The URI to the Machi neVol uneCol | ecti on of a Machi ne is as follows:

/ machi nes/ 123/ vol unes

To filter the Machi neCol | ect i on so that just Machi nes with a "name" attribute of "mine" are
returned, use the following filter:

GET / machi nes?$filt er=nane='ni ne'

To filter a Di skCol | ect i on of a Machi ne so that just Di sks with a format of "ntfs" are returned, the
following filter would be used:

CGET / machi nes/ 123/ di sks?$filter=format="ntfs'

If the $f i | t er attribute is used, the Collection's "count " attribute shall contain the number of Resources
matching the filter expression.

4.1.6.2 Subsetting Collections

If retrieving the representation of a Collection, Consumers may include query parameters to subset the
number of entities of the Collection that are returned. Providers shall interpret and process these query
parameters as described in this section. While the previous clause discussed how to perform a filter over
the data within the Collection, this clause uses ordinal position within the Collection to achieve the desired
reduction.

This specification defined two query parameters that, if used, shall indicate the first and last ordinal
positions of the entities within the Collection that are returned. The query parameters shall be of the form:

?%$fir st =nunber

?$l ast =nunber

Where "$f i r st " indicates the (1-based) ordinal position of the first entity of the Collection to return and
"$l ast " indicates the (1-based) ordinal position of the last entity of the Collection to return. Consumers
are not required to use both at the same time. If $f i r st is specified but $| ast is not, the implied value
for $l ast shall be the ordinal position of the last entity in the Collection. Conversely, if $I ast is specified
but $f i r st is not, the implied value for $f i r st shall be 1.

If any part of the range as expressed by $f i r st and $| ast is outside of the bounds of the Collection,
just the Resources (if any) in the Collection that are contained within that range shall be returned. A fault
shall not be generated if any part, or all, of the expressed range is outside the bounds of the Collection.
Note that if $f i r st is larger than $I ast , the range shall represent an empty range and therefore no
Resources are returned.

If either $f i r st or $I ast are specified, and a filter expression (as defined in clause 4.1.6.1) is also
specified, the filter expression shall be performed first and then the ordinal constraints of $f i r st and
$l ast shall be applied.

4.1.6.3 Subsetting Resources

If retrieving the representation of a Resource, Consumers may include the $sel ect query parameter to
specify a subset of the Resource to be acted upon. Providers shall interpret and process this query
parameter as described in this section. This subsetting shall have the semantic equivalence of
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referencing a different Resource whose attributes are a subset of the original Resource as specified by
the attribute names listed in the $sel ect query parameter. The format of a $sel ect query parameter is:

?%sel ect=attri but eNane, . ..

The value of the $sel ect query parameter shall be a comma separated list of top-level attribute names
of the Resource, possibly including the string “operations” in case the intent is to select the operations
available to the Consumer for this Resource. Any attribute name erroneously appearing in the list that is
not part of the Resource shall be ignored by the Provider. An attribute name of "*" is equivalent to
specifying all of the attributes of the Resource including its operations. Any attribute name explicitly
appearing more than once in a URI shall have its second (and subsequent) appearances ignored.

The $sel ect query parameter may appear more than once in a URI. This is semantically equivalent to
all of the attribute names appearing as values of a single $sel ect query parameter. For example:

?$sel ect =nane&$sel ect =st at e

is equivalent to:

?$sel ect =nane, st ate

The order of attribute names in the $sel ect query parameter is not relevant for serialization purposes.
The attributes are serialized per the serialization rules/order as specified by the Resource definition.

Note that per clause 4.1.4, if a Resource representation is sent by a Provider it shall always include the
resour ceURIl attribute even if it is not specified in the $sel ect query parameter.

For example, to subset the list of Machine attributes being acted upon to just the "name" and
"description”, the following query parameter would be used:

?$sel ect =nane, descri pti on

See clause 4.2.1.3.1 for more information about the impact of using this query parameter when updating
a Resource.

If $sel ect is used in the URI for a Collection resource, the subsettings shall apply to the attributes of the
Collection resource itself as for any other Resource. For example, to subset a Collection resource in order
to only return the number of its items, plus the operations available on this Collection:

?$sel ect =count, oper ati ons

However, exceptionally for Collection resources, if some attribute provided in the $sel ect listis nota
top-level attribute of the Collection resource but instead is an attribute of the entities that are items of the
Collection, the subsetting shall apply to each item of the Collection regarding this attribute. For example, if
retrieving the Di skCol | ect i on, the following query parameter:

?$sel ect =nane, capacity

returns a collection of the Di sks associated with a Machi ne but each entity of the collection just has
the nane and capaci t y attributes and nothing else, not even the oper ati ons ori d attributes.

Optionally, an implementation may also support the alternative attribute name notation:

<col | ecti onName>/<at t ri but eNanme> for subsetting the items inside a collection. For example, the
following subsetting on items of a Di sks Collection is equivalent to the one done in the previous
example, while in addition listing the operations of the Collection resource itself (not of its items):

?$sel ect =di sks/ nane, di sks/ capaci ty, operati ons
This notation, if supported (see the “QueryPathNotation” capability in 5.11.2), allows for disambiguating

subsettings if the same attribute name can be found for the Collection and for each item in the collection
(which is always the case for i d and oper ati ons).
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4.1.6.4 Expanding references

If retrieving the representation of a Resource, Consumers may include the $expand query parameter to
specify which of the top-level "r ef er ence" attributes of the Resource shall be "expanded". Providers
shall interpret and process this query parameter as described in this section. To expand a reference
means that the attributes of the Resource being referenced shall be included in the serialization of that
attribute. This feature allows for a more optimized retrieval of Resources.

The serialization shall be performed as follows:

JSON serialization:

"name": { "href": string }

shall be expanded to be:
"name": {
"href": string,
attributes of referenced resource...

}

XML serialization:

<name href="xs:anyURl "/ >

shall be expanded to be:
<nanme href="xs:anyURl ">
attributes of the referenced resource...

</ nanme>

Note that in the XML case the nested elements shall not contain the wrapper element of the referenced
Resource (e.g., <Machi ne> in the case of a reference to a Machi ne Resource).

The format of a $expand query parameter shall be:

?$expand=at tri but eNane, . ..

The value of the $expand query parameter is a comma-separated list of attribute names. Any attribute
name erroneously appearing in the list that is not part of the Resource, or is not a reference, shall be
ignored by the Provider. An attribute name of "*", or no attribute name list at all, is equivalent to specifying
all of the attributes. Any attribute name explicitly appearing more than once in a URI shall have its second
(and subsequent) appearances ignored.

The $expand query parameter may appear more than once in a URI, which is semantically equivalent to
all of the attribute names appearing as values of a single $expand query parameter.

If the Resource being retrieved is a Collection, the attribute names listed in the $expand shall apply to
the attributes of the entities within the Collection. For example, specifying:

?$expand=vol unes

if retrieving the Machi neCol | ect i on has the same net effect as applying the "expand" semantics to
the specified attribute ("vol umes" in this example) of each Machi ne within the Collection. To be clear,
$expand acts on the attributes of the Resources in the Collection, not on the wrapping Collection
Resource itself.
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4.1.6.5 Specifying the Resource format

If retrieving the representation of a Resource, the HTTP Accept header is used to specify the encoding
style of the response. While it is recommended that Consumers use the Accept header, there might be
situations where Consumers are unable to control the values specified in that header. In these cases
Consumers may use the $f or nat query parameter to override the Accept header values. Providers shall
interpret and process the $f or mat query parameter as described in this section.
The $f or mat parameter shall be of the form:

?$f or mat =encodi ng
Where "encodi ng" is the requested representation of the response. This specification defines two

possible values: "j son" and "xml ". Provider may support others. The value of the $f or mat query
parameter shall be case insensitive.

If both an Accept header and $f or mat query parameter are present in a request message, the $f or nat
value shall take precedence. If the $f or mat query parameter appears more than once, the second, and
subsequent, appearances shall be ignored.

4.1.6.6 Sorting Collections

If retrieving the representation of a Collection, Consumers may include the $or der by query parameter to
sort the entries of the Collection that are returned based on different attributes or in a different order
(descending). Providers shall interpret and process the $or der by query parameter as described in this
section. The $or der by parameter shall be of the form:

?%or der by=at t ri but eNane[ : asc| : desc],

The $or der by expression may include multiple, comma-separated attribute names. Each attribute name
may be optionally followed immediately by a colon and “asc” to denote ascending order (default), or
“desc” to denote descending order for that attribute. If neither asc nor desc is specified, the order shall
be "ascendi ng”.

The attributes included in the $or der by shall be of the following types as defined in clause 5.5: boolean,
dateFormat, duration, integer, or string.

The sort shall be performed based on the attribute type.

The following rules apply to the ascending sort order:
e  boolean — ‘false’ shall come before ‘true’.
e dateTime — Earlier datetime shall come before a later datetime.
e  duration — A shorter duration shall come before a longer duration.

e integer — Smaller integer shall come before larger integers. Negative integers shall come before
positive integers.

e  string — Ordering is based on Unicode/UTF-8 sort order.
For the desc sort order, the reverse of the above shall be performed.
Examples:

To sort the result set of the Machi nesCol | ect i on Resource on the “cr eat ed” attribute in
descending order, the following expression would be used:

GET / machi nes?$or der by=cr eat ed: desc
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To sort the result set of the Machi nesCol | ect i on Resource on the “cpu” attribute in descending
order, followed by the “nenor y” attribute in ascending order, the following expression would be used:

GET / machi nes?$or der by=cpu: desc, nenory: asc

4.1.6.7 Response headers

As defined in REC2616, this specification uses general-header, response-header, and entity-header
headers in response messages to provide metadata about the message. Applications that use messages
defined in this specification shall use headers consistent with the IANA HTTP Header Registry.

4.1.6.8 Job header

If the server supports the Job Resource, response messages shall include a header defined by this
specification to indicate the URI for the job created to process the associated request message.

CIM-Job-URI = "CIM-Job-URI" ":" string

In cases where an error occurs during the processing of a request, the Provider shall include a
representation of a Job Resource describing the status of the failed operation. This representation of a
Job shall be included even in cases where the Provider does not normally support Job Resources to
ensure that Consumers are provided with sufficient information, in a consistent manner, as to the reason
for the failure regardless of whether the Provider supports Jobs. If Jobs are not supported in general,
any of the references in the Job representation (e.g., "id" or the "href" for nest edJobs) shall be empty
paths (i.e., ") and the nest edJobs array shall be expanded (see 4.1.6.4) to inline the representation of
the pseudo subordinate Jobs.

4.1.6.9 ETag support

An ETag header may be provided by a Provider with each Resource as specified in REC2616. If a
Provider does provide an ETag header, it shall also support If-Match header processing on behalf of the
Consumer.

4.2 Protocol operations

This clause defines the set of common HTTP operations that a Provider may expose. At its core, there
are four basic CRUD (Create, Read, Update, and Delete) operations. The manner in which these are
used is consistent across all Resources within the model; therefore, their use is defined once and is to be
applied consistently. Some Resources support specialized operations that do not fit well into a CRUD
style of operation and those follow a similar high-level pattern, but each operation is allowed to have slight
variations to accommodate its specific needs. The specifics of these special operations are detailed within
the clause that defines the Resource.

If appropriate, some of the Resource representations include an "operations" attribute. Providers shall
only include the "operations" attribute if the specified operations are accessible to the current client for
that particular Resource. This situation means that based on many factors (e.g., authorization rights of the
clients, current state of the Resource, etc.), a different set of "operations" shall be returned on each
serialization of the Resource. Each operation shall include a "rel" and an "href" field. The "rel" field shall
uniquely identify the operation name (e.g., "add", "edit"), while the "href" field is the URI to which the
operation's request message shall be sent. Note that the "href" field's URI may be different from the URI
of the Resource itself. The operations attribute shall be serialized as follows:
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JSON serialization:
{ "operations": [

{ "rel": "string", "href": "string" }, +

}

XML serialization:
<Resource xm ns="http://schemas.dntf.org/cim/1">
<operation rel ="xs:anyUR " href="xs:anyURI"/> *

</ Resour ce>
For example, the "edit" operation would appear as:

JSON serialization:
{ "operations": [
{ "rel": "edit", "href": "<editURI >" }

}

XML serialization:
<Resource xm ns="http://schemas.dntf.org/cim/1">
<operation rel="edit" href="<editURI > "/>

</ Resour ce>

Additional "r el " values may be defined by Providers; however, they shall be fully qualified URIs and not
relative URlIs.

421 Common CRUD operations

Each of the Resources supported by this protocol shall adhere to the interaction patterns defined in the
following clauses.

4.21.1 Creating a new Resource

To create a new instance of a Resource type, an HTTP POST request is sent to a designated "addURI "
for that Resource type. In many cases, the Collection resource that maintains, or groups, all instances of
that Resource type includes an "add" operation. The "add" operation references the addURI that is to be
used.

The HTTP POST request shall include:
e CIMI serialization of the request to create a new Resource in the HTTP Body
e HTTP Content-Type header
e HTTP Content-Length header

For example, the request can be:
POST <addURI > HTTP/ 1.1

Host : <host nanme>
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Accept: application/(json|xm)
Cont ent - Type: application/(json|xm)
Cont ent - Lengt h: <l engt h>

<serialization of request to create a new resource>

This example has an Accept header with one of the CIMI supported media types: application/json or
application/xml. If the Provider chooses to reply with a serialization, this serialization should be of the
specified media type. Omission of the Accept header allows the Provider to reply with a serialization of
any media type. If the Resource has a “St at e” attribute, its value shall be “CREATING” while the
Provider is processing this operation.

Many of the create requests are defined such that a Template of the new Resource is passed. These
create requests allow for the Template to be passed in "by-reference" or "by-value." For example,
creating a new Machi ne looks like this (here using XML):

<Machi neCreate xm ns="http://schemas.dntf.org/cim/1">
<name> xs:string </name> ?
<description> xs:string </description> ?
<property key="xs:string"> xs:string </property> *
<machi neTenpl ate href="xs:anyURl "? >
templ ate attributes ... ?
</ machi neTenpl at e>
</ Machi neCr eat e>

Note that in the XML case the creation of a new Machi ne requires a wrapper element named
Machi neCr eat e per the rules specified in clause 5.5.12.1.

More generally, creating a new Resource shall follow one of these two serialization patterns (here
illustrated in JSON):

(1) Resource creation by passing a Template by value:

{ "resourceURlI": "http://schemas.dntf.org/cim/1/ ResourceCreate",
"name": "nyResour ceNane", ?
"description": "My resource description", ?
"properties": { “proplnane” : “proplvalue” , + }, ?

"resourceTenpl ate": ({
<here the tenplate is passed by val ue>

}
}
(2) Resource creation by passing a template by reference:
{ "resourceURlI": "http://schemas.dntf.org/cim/1/ ResourceCreate ",
"nane": "nyResourceNane", ?
"description": "My resource description", ?
"properties": { “proplnane” : “proplvalue” , + }, ?

"resourceTenplate": { "href": string ,
<here sone tenplate attribute/value pairs may be added to override val ues
in the referenced tenpl ate>

}
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}

In case the created Resource is itself a Template, only the first creation pattern - by value - applies.

In both patterns (1) and (2) the r esour ceURI attribute specifies the operation here generically identified
as “ResourceCreate”, e.g., Machi neCr eat e.

In both patterns (1) and (2) an element corresponding to the Resource Template (here identified
generically as “resourceTemplate” e.g., Machi neTenpl at e) is specifying the Template to be used,
either by value (1) or by reference (2).

Direct setting of attributes in the new Resource:

In a creation request it is possible to set the value of some attributes of the newly created Resource,
regardless of what values the Template instantiation might have set if used alone. Three common
attributes of the new created Resource may be set: nane, descri pti on, and properties.

The semantics shall be same as of a partial update of the Resource for these attributes (described in a
next subsection), immediately following the Resource creation from the Template alone.

Defining or referring to the Resource Template:

In pattern (1) above, the Provider may choose to create a Template Resource from the value given, but
such creation is temporal in nature. The Provider shall not expose such a transient Resource to the
Consumer and no such transient Resource shall be included in any query results back to the Consumer.

In pattern (2) above, additional attribute name/value pairs may be given inside the ResourceTemplate
element that also contains the reference to the external (pre-existing) Template in order to override
similar attributes defined in the Template. More precisely:

e  Any top-level attribute of complex or simple type in the referred Template shall be overridden by
providing its name/value pair in the create request inside the resourceTemplate element and
immediately under it. For a top-level attribute of complex type (e.g., arrays, Collections,
structures), the provided complex value shall also set all underlying attributes — e.g., array
elements.

e  The semantics shall be same as of modifying (overriding) parts of the referred Template just
before it is used for instantiation, but these overrides shall not persist in the referred Template
and shall only concern this particular instantiation.

In pattern (2) above, Consumers may erase any Template attributes by specifying either

"attribute": null

for the attribute in the JSON serialization, or

<attribute/ >
in the XML serialization for that attribute.
Examples:

Here is an example of creation pattern (1) using a Machi neTenpl at e by value (in JSON):

{ "resourceURI": "http://schemas.dntf.org/cim/1/ Machi neCreate ",
"name": "myMachi nel23",
"description": "A machine to be connected to a pre-existing network",
"machi neTenpl ate": {
<here a tenplate passed “by value” i.e. the attribute/value pairs for the
Machi neTenpl ate tenpl ate. An exanple is of the networklnterfaces bel ow >
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“networkl nterfaces”: [
{ "addresses": [ { "address": { "href": "http://exanpl e. conm addr esses/ add1"
}}.{ "address": { "href": "http://exanpl e. com addr esses/ add2" }} ],
"network": { "href": "http://exanpl e.com networ ks/ net1" },
"state": "ACTIVE" }

]

}
}

In the previous example:

The attributes nane and descri pti on are instance-level settings because they are outside the
machineTemplate element (i.e., they set attribute values in the new created Resource, not in the
Template used to create the Resource). The name of the new Machi ne is “nyMachi ne123”.

This Machi ne is connected to an existing Net wor k of reference
(http: // exanpl e. com net wor ks/ net 1), as specified in the Template complex attribute .

Here is an example of creation pattern (2) using a Machi neTenpl at e by reference:

{ "resourceURlI": "http://schemas.dntf.org/cim/1/ Machi neCreate ",
"name": "myMachi ne456",
"description": "A machi ne connected to a pre-existing vol ume",
"machi neTenpl ate": { "href": “http://exanpl e. com machi neTenpl at es/ 72000”,
"credential": { "href": "http://exanpl e.com nyCredential " }
“networkl nterfaces”: |
{ "addresses": [ { "address": { "href": "http://exanpl e. com addr esses/ add4"
}},{ "address": { "href": "http://exanpl e.com addr esses/add5" }} ],
"network": { "href": "http://exanpl e.com networ ks/ net1" },
"state": "ACTIVE" }

]

}
}

In the above example, a new machine named “nyMachi ne456” is created, also connected to the same
existing Net wor k as in example (1), but with a different set of Addr esses. Two kinds of attributes are
provided with values at creation time in this example:

o Instance-level attribute settings: these shall directly update similar attributes in the created
Resource, here nane and descri pti on.

e  Template-level overrides: The referred Machi neTenpl at e is used for creating the
Machi ne, but the cr edent i al attribute in this Template is (temporarily) overridden by the
credential provided in the creation request as is the net wor kI nt er f aces array. In case
such attributes were not present in the referred Template, they are added (temporarily) just for
this Machi ne creation.

Some of the create requests allow for configuration type of Resources to be passed by-reference or by-
value as well - e.g., Credent i al ona Machi ne create operation. The processing rules defined above
applies in those cases as well.

If the response has a 201 status code, the response shall include:

e HTTP Location header with a reference to the new Resource

© ISO/IEC 2015 — All rights reserved 25
Documents

Document Sharing Hub

Full document details: ISO IEC 19831-2015


http://www.avadocuments.com/doc/iso-iec-19831-2015
http://www.avadocuments.com/doc/iso-iec-19831-2015

995
996

997
998

999
1000
1001
1002
1003
1004
1005

1006
1007

1008
1009
1010
1011

1012
1013
1014

1015
1016
1017
1018
1019
1020

1021

1022
1023
1024
1025
1026

1027
1028
1029

1030
1031
1032

ISO/IEC 19831:2015 (E)

If the response to a create request includes a serialization of the new Resource, the response shall
additionally include:

e HTTP Content-Type header
e HTTP Content-Length header

For example, the response can be:
HTTP/ 1.1 201 Created
Locati on: <l ocation>
Cont ent - Type: application/ (json|xnl)
Cont ent - Lengt h: <I engt h>

<serialization of new resource>

4.21.2 Retrieving a representation of a Resource
To retrieve a representation of Resource, an HTTP GET request is sent to the Resource's URI.

For example, the request can be:
CET <ResourceURlI > HTTP/ 1.1
Host: <host nanme>

Accept: application/(json|xm)
If the response has a 200 status code, the response shall include:
e HTTP Content-Type header
e HTTP Content-Length header

For example, the response can be:
HTTP/ 1.1 200 OK
Cont ent - Type: application/ (json|xn)
Cont ent - Lengt h: <l engt h>

<serialization of resource>

4.21.3 Updating a Resource

To update a Resource's state, an HTTP PUT request containing the complete, updated representation is
sent to a designated edi t URI for that Resource type. Consumers shall include all non-empty attributes
of the Resource in the PUT request - including ones that it might not support or understand that were
returned in a GET response. This is to ensure that a client does not inadvertently modify (erase) data in a
Resource by excluding it from the full representation of the Resource.

In many cases, this edi t URl is the same as the URI of Resource itself. Retrieving the Resource
representation shall include an "edit” operation, which contains the edi t URI that is to be used, if the
requester is allowed to modify the Resource.

While processing a PUT request, if the server detects that an attempt is being made to update a
read-only, or immutable, attribute, it shall silently ignore that attribute update request and shall not
generate an error. This rule applies to Resource partial updates as well.
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1033 Because of potential conflicts that might occur due to multiple concurrent updates, Consumers should use
1034  the partial update mechanism, defined in 4.2.1.3.1, to reduce the chances of mistakenly updating
1035  attributes with out-of-date data.

1036 The HTTP PUT request shall include:

1037 e CIMI serialization of the updated Resource in the HTTP Body
1038 e HTTP Content-Type header

1039 e HTTP Content-Length header

1040 For example, the request can be:

1041 PUT <editURI > HTTP/ 1.1

1042 Host: <host name>

1043 Accept: application/(json|xm)

1044 Cont ent - Type: application/(json|xm)

1045 Cont ent - Lengt h: <l engt h>

1046

1047 <serialization of request to update a resource>

1048 If the response includes a serialization of the updated Resource and has a status code of 200, this
1049 response shall include:

1050 e HTTP Content-Type header

1051 e HTTP Content-Length header

1052 For example, the response can be:

1053 HTTP/ 1.1 200 OK

1054 Cont ent - Type: application/(json|xm)
1055 Cont ent - Lengt h: <l engt h>

1056

1057 <serialization of updated resource>

1058 4.2.1.3.1 Partial updates to a Resource

1059 For clarity, this clause explains how to use the $sel ect query parameter (see clause 4.1.6.3) to subset a
1060 Resource for the purposes of only operating on a selected set of top-level attributes.

1061 To update only certain top-level attributes of a Resource, a Consumer may include only the altered

1062 attributes in the representation of the Resource within the HTTP request body. If this request is made, the
1063 URI to the Resource shall include the attributes to be modified as a comma-separated list of query

1064 parameters; in other words, the URI shall be of the form:

1065 htt p: // exanpl e. conf resour ce?$sel ect=attributel, attribute2, ...

1066 Only the attributes listed in the URI's query parameters shall be modified; attributes not listed in the URI
1067 shall not be directly modified by the request. Note that this circumstance does not preclude the

1068 modification of one attribute causing side-effects that result in the modification of an attribute not listed in
1069 the query parameters.

1070 Any attribute listed in the URI but not included within the HTTP request body shall be reset to a Resource
1071 specific value (e.g., removed).
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From an HTTP perspective, the updated subsetted Resource is a distinct one. The semantics of a normal
HTTP PUT are adhered to; it is a complete replacement update of the specified Resource. From the
Consumer’s perspective, the partial update is interpreted and executed by the Cloud Service Provider,
and some part of the Resource is changed.

Adhering to the generic PUT semantics defined previously, any attribute of the original (full) Resource
included within the HTTP request body shall result in an error being generated if that attribute is not listed
in the $sel ect query parameter - see clause 5.4. Note that this is due to these attributes being unknown
to this subsetted Resource.
The following sample request updates just the name and description attributes of a Machi ne:

PUT / nachi nes/ myMachi ne?$sel ect =nane, descri ption HITP/ 1.1

Host: <host nanme>

Accept: application/xn

Cont ent - Type: application/xm

Cont ent - Lengt h: <l engt h>

<Machi ne>
<nanme>My New Machi ne</ name>

</ Machi ne>

The nane attribute is set to "My New Machi ne" and the descri pti on attribute is erased.

4.21.4 Deleting a Resource

To delete a Resource, an HTTP DELETE request is sent to a designated del et eURI for that Resource
type. In many cases, this del et eURI is the same as the URI of Resource itself. Retrieving the Resource
representation shall include a "delete" operation, which contains the del et eURI that is to be used, if the
requester is allowed to delete the Resource.
For example, the request can be:

DELETE <del eteURI > HTTP/ 1. 1

Host : <host nanme>

If the Resource has a St at e attribute, its value shall be “DELETING”, while the Provider is processing
this operation.
For example, the response can be:

HTTP/ 1.1 200 OK

4.21.5 Other operations

While some modifications to the Resources in the model can be done by the way of a simple update
(PUT) operation to the Resource's edi t URI , sometimes a more complex set of actions needs to be
taken. In these cases, the operations shall be modeled as HTTP POSTs to the operation specific URI of
the Resource.

For each of the Resources that define additional operations, a description of the HTTP request and
response bodies is provided. However, the general HTTP interaction are as described below.

The request shall be of the following form:
POST <operati onLi nkURI > HTTP/ 1. 1
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Host: <host nanme>

Accept: application/(json|xm)

Cont ent - Type: application/ (json|xnl)
Cont ent - Lengt h: <l engt h>

<serialization of request to perform sone action>
The form of the response varies depending on the operation and is defined by the operation itself.

Note that the definition of the Create operation (see clause 4.2.1.1) follows this same pattern. It is just
called out for ease of reference.

4.21.6 Synchronous operations

If a Provider supports the Job Resource, each incoming PUT, DELETE, POST request shall result in a
Job Resource being created and an absolute URI reference to that Job Resource shall be returned back
to the client by the way of the CIMI-Job-URI HTTP Header in the HTTP response message:

CIM -Job-URI: <uri-to-Job>

In this case, the requested operation shall be complete and the Job URI shall point to a completed Job. If
the Job is not complete, the server shall return a 202 and follow the instructions for Asynchronous
operations.

4.2.1.7 Asynchronous operations

In some cases, an operation requested by the client may take an undetermined amount of time to be
completed. For example, creating a new Machi ne or starting an existing Machine may take a relatively
long time to be completed. In these cases, it is not practical to complete these operations within a
reasonable HTTP request timeout interval, so the Provider shall return an HTTP "202 Accepted" response
code.

As with synchronous operations, if a Provider supports the Job Resource, it shall create a Job Resource
for the incoming request and return a reference to that Job Resource back to the client by the way of the
CIMI-Job-URI HTTP Header in the HTTP response message. Additionally, in the case of a "202
Accepted" response code, the Provider may also return any of the following in the HTTP response body:

e A representation of the Job Resource, if one was created.

e A partial representation of the response message as if the operation were a synchronous
operation. For example, when creating a new Machi ne, the response message may include a
partial representation of the new Machi ne in the response message. The list of attributes of the
Resource that is returned is implementation specific and based upon how much information is
available at the time the response message is generated, but it shall be consistent with the
definition of the full Resource representation. In the case of a create operation, the Provider may
also include an HTTP Location header referencing the "to be created" Resource, if it is known.

e An empty response body.

Note that the decision as to whether any particular operation is synchronous or asynchronous is at the
server's discretion.

4.3 OVF support

The Open Virtualization Format (OVF) Specification (DSP0243) describes an open, secure, portable,
efficient, and extensible format for the packaging and distribution of software to be run in virtual
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machines. OVF support in CIMI allows an OVF package to be used to create CIMI management
resources by importing the package. Additionally, CIMI management resources can be exported into an
OVF package. The actual support for the OVF package is typically provided by a hypervisor that is
managed by the CIMI provider. The import of an OVF package exposes CIMI specific constructs and
parameters as a result of the import without altering the original OVF package. Thus the CIMI resources
that are created as a result of the import form a “View” of what the hypervisor did; however, other (non-
CIMI mapped) information from the OVF package may have been used by the hypervisor in its import.
This other information is implementation dependent and is not further touched upon by this standard.

An OVF package can support single virtual machines (VMs) corresponding to a single CIMI Machi ne or
Machi neTenpl at e (see clause 5.14.1) or may also support a complex hierarchy of VMs and their
related Resources corresponding to a CIMI Syst emor Syst enifenpl at e (see clause 5.13.1) and
related CIMI management resources.

OVF support is covered in more detail in ANNEX A.

5 Model

This model assumes that a business relationship has already been established between the Consumer
and the Provider. This relationship may include financial terms, creating separately administered clouds
that the consuming organization is paying for, and the establishment of authentication credentials to
access the administrative entry point for each cloud. The scope of this model is one separately
administered cloud.

The CIMI model is described here by using a tabular representation. It is inspired from Entity-Relationship
modeling, where each entity is modeling a significant cloud resource for which independent access and
manipulation is expected. Relationships between resources use a referential mechanism based on
unique identifiers that is expected to be already supported by the implementation environment and
protocol (e.g., URIs for HTTP).

The model is self-describing and allows for querying its own metadata, e.g., to discover which extensions
have been implemented. The model is also extensible in different ways (see clause 5.1).

Along with this model, a serialization of its entities is defined (both in XML and JSON).

An alternative UML diagram representation is provided for each major group of resources.

5.1 Resource wrappers

The serialization of Resource instances in the model follow these conventions. Consider the serialization
of a Resource named “MyResour ce”:

JSON serialization:

The Resource is serialized as an object wrapping all its attributes, but without a wrapper name. The
Resource includes a r esour ceURI with a URI for the type of Resource being serialized. For example:
{ "resourceURI": "http://exanpl e.com MyResource",
“attribute": "val ue"

}

XML serialization:

The Resource is serialized as an element with name equal to the Resource name; for example:
<MyResour ce xm ns="http://exanpl e.com' >

<attribute> value </attribute>
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</ MyResour ce>

5.2 Extensibility

There are two types of extensibility mechanisms defined by the CIMI model; one is intended for use by
Consumers whilst the other is to be used by Providers.

The first allows for a CIMI Consumer to add additional data to a Resource. Each Resource in the CIMI
model has an attribute called "pr operti es". Consumers, when creating or updating a Resource, may
store any name/value pair in the pr oper ti es attribute. CIMI Providers shall store and return these
values to the Consumer. There is no obligation for the Provider to understand or take any action based on
these values; they are there for the Consumer's convenience. Providers shall not add elements to this
properti es attribute.

The second type of extensibility mechanism allows for Provider defined extensions and this specification
includes the Resour ceMet adat a Resource for this purpose. Resour ceMet adat a may be used to

e express constraints on the existing CIMI defined Resource attributes (e.g., express a maximum
for the 'cpu’ attribute of the Machi neConf i gur at i on Resource)

¢ introduce new attributes for CIMI defined Resources together with any constraints governing
these (e.g., a new 'location' attribute for the Vol ume Resource that takes values from a defined
set of strings)

e introduce new operations for any of the CIMI defined Resources (e.g., define a new '‘compress’
operation for the Vol unme Resource)

e express any Provider specific capabilities or features (e.g., the length of time that a Job
Resource is retained after Job completion and before this is deleted)

It is recommended that Providers use the Resour ceMet adat a Resource to advertise these attributes,
operations, and capabilities along with any constraints that might need to be understood by Consumers.
The Resour ceMet adat a Resource is defined in clause 5.11.

If a Provider receives a message containing an unknown or unsupported attribute, it shall reject the
request. If a Consumer receives a message containing an unknown or unsupported attribute, it shall
silently ignore the attribute. However, Consumers are required to include those attributes in messages
sent back to the Provider. Note in these cases the Consumer is not required to understand or process the
unsupported attribute, but merely echo it back to the Provider.

5.3 Identifiers

All identifiers (e.g., Resource names, attributes, operations, parameter names) defined by this
specification, or defined by the way of an extension, shall adhere to the following rules:

e |dentifier names shall be treated as case sensitive.
e |dentifier names shall only use the following set of characters:
o0 Uppercase ASCII (U+0041 through U+005A)
0 Lowercase ASCII (U+061 through U+007A)
o Digits (U+0030 through U+0039)
o Underscore (U+005F)
¢ Identifier names shall not start with a Digit (U+0030 through U+0039).
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Note that these rules do not apply to the "name" common attribute defined in clause 5.10.1.

5.4 Attribute constraints

Each attribute of the Resources in the CIMI model is augmented by a set of constraints that further qualify
the attribute that is being defined. For each attribute, there is a Provider and a Consumer set of
constraints because each might differ. The following constraints are possible:

support optional:

This constraint indicates that support for this attribute is optional. If supported, Providers should advertise
its support through Resour ceMet adat a. See clause 5.2 for information concerning the processing of
unsupported and unknown attributes. See clause 5.5.14 regarding empty attribute values.

Non-empty Consumer supported writeable (i.e., read-write and write-only) attributes shall always be
included as part of the Resource representation sent from Consumers to Providers, including create
requests.

Non-empty Provider-supported attributes shall always be included as part of the Resource representation
sent from Providers to Consumers.

support mandatory:

This constraint indicates that support for this attribute is required by compliant implementations. If present
on a nested attribute, this attribute is required to be supported only if the parent attribute is supported.
See clause 5.5.14 regarding empty attribute values.

Non-empty mandatory writeable (i.e., read-write and write-only) attributes shall always be included as part
of the Resource representation sent from Consumers to Providers - including create requests.

Non-empty Provider mandatory attributes shall always be included as part of the Resource representation
sent from Providers to Consumers.

immutable:

This Provider constraint indicates that the attribute, once set, shall never change for the lifetime of the
Resource.

mutable:

This Provider constraint indicates that the attribute may be modified. Providers shall always have the
ability to modify these attributes. Whether Consumers have the ability to modify these attributes shall be
indicated by the read-only, read-write, and write-only constraints.

read-only:

This Consumer constraint indicates that the attribute may be retrieved but not updated by Consumers.
Read-only attributes are not required to appear in the serialization of Resources in create or update
request messages. If present, they shall be silently ignored by the Provider. Read-only attributes shall
appear in the serialization of Resources sent from Providers.

read-write:

This Consumer constraint indicates that the attribute may be retrieved and/or updated by Consumers.
Read-write attributes shall appear in the serialization of Resources sent to and from Providers. Providers
may further constrain whether Consumers can update these attributes and should indicate this by the way
of Resour ceMet adat a.
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write-only:

This Consumer constraint indicates that the attribute may be updated by Consumers but are not
retrievable by Consumers, typically for security reasons. Write-only attributes shall appear in the
serialization of Resources sent to Providers but shall never appear in the serialization of Resources sent
from Providers.

5.5 Data types and their serialization

Unless specifically asked to not include certain attributes in the Resource representation, the absence of
an optional attribute in the representation means that the attribute has no value (i.e., is undefined),
meaning there is no notion of an optional attribute having an implied value. Note that a client cannot
distinguish (from just looking at the returned representation) whether a particular attribute is not supported
from one that does not exist. Likewise, an absent attribute from a Resource representation as the input to
an update operation means that the Consumer is requesting that the Provider remove that attribute.

The following clauses describe the data types and values that are used within the model definition tables.

5.5.1 boolean

A value as defined by xs:boolean per XML Schema — Part 2, with the exception that the only allowable
values are either "true" or "false." The value is case sensitive.

If serialized in JSON these values shall be of JSON type: boolean

If serialized in XML these values shall be of XML Schema type: xs:boolean

5.5.2 dateTime

A value as defined by xs:dateTime per XML Schema — Part 2, which is consistent with DMTF DSP4004
and ISO 8601. The timestamp should preserve time zone information, i.e., include a local time component
and an offset from UTC.

Any constraints on the specific ranges allowed for any particular attribute are specified by that attribute's
definition or at runtime by the Provider by the way of the metadata discovery mechanisms defined by this
specification.

For example, Monday, May 25, 2012, at 1:30:15 PM EST is represented as:
2012- 05- 25T13: 30: 15- 05: 00

If serialized in JSON these values shall be of JSON type: string

If serialized in XML these values shall be of XML Schema type: xs:dateTime

5.5.3 duration

A value as defined by xs:duration per XML Schema — Part 2. Any constraints on the specific ranges
allowed for any particular attribute shall be specified by that attribute's definition or at runtime by the
Provider by the way of the metadata discovery mechanisms defined by this specification.

If serialized in JSON these values shall be of JSON type: string

If serialized in XML these values shall be of XML Schema type: xs:duration
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5.5.4 integer

A value as defined by xs:integer per XML Schema — Part 2. Any constraints on the specific ranges
allowed for any particular attribute shall be specified by that attribute's definition or at runtime by the
Provider by the way of the metadata discovery mechanisms defined by this specification.

If serialized in JSON these values shall be of JSON type: number

If serialized in XML these values shall be of XML Schema type: xs:integer

5.5.5 string

A value as defined by xs:string per XML Schema — Part 2. Any constraints on this type for any particular
attribute shall be specified by that attribute's definition or at runtime by the Provider by the way of the
metadata discovery mechanisms defined by this specification.

If serialized in JSON these values shall be of JSON type: string
If serialized in XML these values shall be of XML Schema type: xs:string

If serializing an attribute of type string, the serialization shall omit this attribute in case of an empty string.

5.5.6 ref
A reference to another Resource.

References allow for Consumers to navigate to Resources. By starting at the Cloud Entry Point and
following the references that appear in the retrieved Resources, Consumers are able to recursively
discover and navigate to all other Resources.

As a general rule, if an attribute is of type "r ef ", its value shall be held by an attribute named "hr ef "
(both in JSON and XML).

JSON serialization:

In the JSON serialization the hr ef property appears as of type "st ri ng." If an attribute is of type "r ef ",
the name of this attribute shall appear as a key, with the hr ef property as it a nested value. For example,
a Resource attribute "myvol ume" of type "r ef " is serialized as:

"myvolume": { "href": string }
XML serialization:

In the XML serialization the hr ef attribute appears as type "xs: anyURI ." If an attribute is of type "r ef ,"
the name of this attribute shall appear as name of an XML element with the hr ef property as an (XML)
attribute. For example, a Resource attribute "nyvol une" of type "r ef " is serialized as:

<nyvol ume href="xs:anyURl "/ >
References in both JSON and XML have an extensibility point that allows for additional information (such
as the target Resource to be included "by value") if supported. For convenience, the JSON and XML
representations, as shown above, exclude the implicit extensibility points that would allow for the
attributes of the target Resource to be included if desired. So, more accurately the above representations
might be written as follows:
For JSON:

"nmyvol ume": { "href": string, ... }

and in XML:
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<myvol une href="xs:anyURl "> xs:any* </nyvol une>

However, for brevity the extensibility points are excluded from the serialization of the Resources.

5.5.7 map

A list of key/value pairs. The same "key" shall not be used more than once within an attribute. The "key" is
case sensitive.

If serializing an attribute of type map, the serialization shall omit this attribute in case of an empty map.

5.5.8 structure

Attributes of this type are complex attributes made up of a set of nested attributes. For each attribute of
this type, there is an additional table defining those nested attributes.

A nested structure can be considered a complex type definition. Structures may be named or unnamed.
Table 2 is an example of named structure:

Table 2 — Named structure

Name summary

Attribute Type Description

low number Number of “low” occurrences
medium number Number of “medium” occurrences
high number Number of “high” occurrences
critical number Number of “critical” occurrences

JSON serialization:

In JSON, the name of the structure (i.e., of the type it represents) never appears. In other words, whether
the structure is named or not does not matter. An attribute named “syst em nci dent s” of type
"sumar y" (as above) is serialized as follows:

"system ncidents": {
"l ow': nunber,
"medi unt': nunber,
"hi gh": nunber,
“critical": nunber

}

XML serialization:

In XML, the name of the structure (i.e., of the type it represents) never appears. In other words, whether
the structure is named or not does not matter. The same previous "syst em nci dent s" example is
serialized so that the structure sub-attributes become XML attributes of a <syst enl nci dent s> XML
element wrapper:

<system ncidents | ow="xs:integer" nedi um="xs:integer" high="xs:integer"
critical ="xs:integer"/>

NOTE A large number of sub-attributes of atomic type in a structure may be represented alternatively as XML child
elements for better readability. Both options are available; however, the same structure shall be serialized the same
way across Resources.
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559 byte[]

An arbitrary set of bytes meant to represent a block of binary data. Any constraints on this type for any
particular attribute shall be specified by that attribute's definition or at runtime by the Provider by the way
of the metadata discovery mechanisms defined by this specification.

If serialized in JSON, these values shall be of JSON type: string

If serialized in XML, these values shall be of XML Schema type: xs:hexBinary

5.5.10 URI
The format and syntax of the attributes of type "URI" is defined by RFC3986.

Unless otherwise noted, this specification does not mandate whether Providers use relative or absolute
URI in the HTTP response bodies.

If URIs are specified as relative URIs, they shall be relative to the baseURI .

The algorithm used for converting a relative URI to an absolute URI shall be as described in section 5.2 of
RFC3986. Table 3 illustrates how relative URIs are resolved against base URIs:

Table 3 — Converting a relative URI to an absolute URI

Base URI Relative URI | Absolute URI

http://exanpl e. com pl/file http://exanpl e.conl pl/file
http://exanpl e.com cl/ pl/file http://exanple.com cl/pl/file
http://exanpl e.com cl/c2/ | pl/file http://exanpl e.com cl/c2/pl/file

If relative URIs are used, the baseURI shall end with a trailing slash and relative URIs shall not begin
with a leading slash. This format is consistent with most URI resolve utilities and produces the same
results as a simple string concatenation algorithm.

If serialized in JSON, these values shall be of JSON type: string
If serialized in XML, these values shall be of XML Schema type: xs:anyURI

5.5.11 Arrays

An array represents an ordered list of items of the same type. An array shall always appear as an
attribute of a Resource, and is only accessible as such (it is not a separately addressable Resource). If a
Resource is deleted, the items in its arrays shall also be deleted. However, in case these items were just
references to other Resources, these referred Resources are not affected. (See the semantics of
references in 5.7.)

Attributes that are arrays are defined by using the notation i t enType[ ], where i t enType is the type
name for each item of the array. If the type is a structure, not a simple data type, it is recommended as a
convention in the model that the name of an array be the plural of a name that characterizes each item.
For example, an array of volume items or of references to these may be named "volumes."

If an attribute is of type of references (r ef [ ] ) — and more generally array of an atomic type - the
definition in the model shall include an "Array item nane" that may be used in its serialization.

JSON serialization:

Within this specification, arrays in JSON are serialized with a wrapper property. The wrapper name shall
be same as the attribute name for the array. For example, a "t hi ngs" attribute of type "t hi ng[ ] " is
serialized as:
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"t hi ngs" [
...} +
1 ?

If the items in the array are structures, the structure name shall not be present in the JSON serialization.

In the case of an array of references, i.e., where the "r ef " type applies to each element of the array, each
element shall simply be serialized as an hr ef property within a JSON array. For example, an array
"t hi ngs" of type "ref [] " is serialized as:

"things": [
{ "href": string }, +
] 2

NOTE If serializing arrays, conformant implementations shall not include empty arrays (i.e., arrays that contain no
child properties) in the JSON serialization. Notice that the child of the "t hi ngs" property is defined with a "+",
meaning at least one child is required. This requirement ensures that the JSON serialization is minimized and only
includes the wrapping "t hi ngs" element if, and only if, there is at least one "t hi ng" in the array.

XML serialization:

The XML serialization of arrays requires each item of the array to be represented as an element. These
elements shall be consecutive and contiguous in the serialization and the name of each element (tag
name) shall be the name of the element type (the name that appears before "[ ] " in the array type). For
example, a "t hi ngs" attribute shall be serialized as a list of items named "t hi ng", where "t hi ng" is the
name of a structure:

<t hi ng>

</thing> *
There is no wrapper element for an array in XML.

In the case of an array of references, i.e., where the "r ef " type applies to each element of the array, the
array is serialized as a list of XML elements without wrapper. Each element is named per the "Ar r ay

i t em nane" value specified in the attribute's definition. For example, an array "t hi ngs" of type "ref []"
where the "Array item name"is "t hi ng" is serialized as:

<thing href="xs:anyURI"/> +

5.5.12 Collections

Like arrays, Collections are groupings of Resources of the same type. In contrast with arrays, Collections
are themselves Resources that have their own URI and can be independently accessed. Collections also
allow for an optimized and convenient interaction pattern by providing a specialized set of operations that
avoid replacing a large number of items when updating the set.

This specification uses Collections if the set of items in the list is modified often and potentially by multiple
Consumers. Conversely, arrays are used if it is expected that the list of items is not modified often or can
be easily modified by substitution of the entire list, and thus the overhead of managing these items as
separate Resources might be burdensome.

Attributes that are Collections are represented as type "col | ecti on[ it enType] ." The Resource type
of the Collection items are specified inside the brackets; for example an attribute that is a Collection of
Machines is expressed as "col | ecti on[ Machi ne] ." These are serialized as a reference to a Collection
Resource. For brevity, while these attributes are "references" the word "ref" or "reference" does not
appear in the model definition tables - simply the type "col | ecti on[it enType] " appears.
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To each one of these Resource items, shall correspond an entry in the Collection. These Resources
items are assumed to be of a complex type and are separately addressable and manageable. While
different Collections contain entries of different Resource types, all Collections follow the pattern
described below:

e Collections shall contain an i d attribute that acts as a "self pointer." Retrieving the data at this
reference shall return the Collection. In the XML representation, each Collection shall be wrapped
by a <Col | ect i on> element.

e Collections shall contain a count attribute that indicates the number of Resources in the
Collection at the time the Collection was queried.

e Collections shall contain a list of Resources that make up the Collection. As with all arrays, if
there are no Resources in the Collection, the serialization of the list shall be omitted.

e As with all Resources in the CIMI model, each Resource in the Collection shall have an i d
attribute that acts as a "self pointer." Retrieving the data at this reference shall return just that one
Resource and not any parent Resource, such as the Collection or array attribute.

e Adding new Resources to the Collection shall be done through the "add" operation defined within
the Collection. Note that lack of an "add" operation on the Collection indicates that new
Resources are not permitted at that time.

e Deleting Resources from the Collection shall be done through a "delete" operation on the
Resource itself.

e Unless otherwise specified, deleting a Collection shall also delete all of the Resources that make
up the Collection, but shall not delete any tertiary Resources referenced by the to-be-deleted
Collection Resources.

e Collections shall be deleted if their owning Resource is deleted.

The Resources in a Collection are of two kinds:

¢ aninfrastructure Resource (such as those listed in the Cloud Entry Point, or those embedded in
an entity such as the di sks inside a Machi ne)

e anintermediary Resource that holds a reference to an infrastructure Resource, called the
“tar get Resource”

By convention, intermediary Resources have a name that concatenates the name of the
Resource owning the Collection, with the name of the target Resource, e.g., Machi neVol une
is the name of the intermediary Resource that is used to connect a Machine to a Volume.

Collections of intermediary Resources allow for decoupling the lifecycle of a Collection (and of its owning
entity) from the lifecycle of the actual target Resources. For example, deleting a Collection shall delete its
intermediary Resources but not its target Resources. In case the reference to the target Resource is a
mandatory attribute of the intermediary Resource, the intermediary Resource cannot have a longer
lifecycle than the target Resource.

e If atarget Resource is deleted, the Provider shall also delete any intermediary Resource that
has a reference to this Resource as the value of a mandatory attribute.

The serialization of Collections shall adhere to the following pattern:

JSON serialization:
{ "resourceURI": string,

"id": string,
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1497 "count": nunber,
1498 "resour ceSpeci fi cG oupi ngNane": |
1499 { "resourceURl": string,
1500 "id": string
1501 "name": string, ?
1502 "description": string, ?
1503 "created": string, ?
1504 "updat ed": string, ?
1505 "properties": { string: string, + }, ?
1506 ... entry specific data ..
1507 "operations": [
1508 { "rel": "edit", "href": string }, ?
1509 { "rel": "delete", "href": string } ?
1510 1 ?
1511
1512 } o+
1513 . ?
1514 "operations": [ { "rel": "add", "href": string } ? ]
1515
1516 }
1517 XML serialization:
1518 <Col | ection resourceURl ="xs:anyUR " xm ns="http://schemas.dntf.org/cimi/1">
1519 <id> xs:anyURl </id>
1520 <count > xs:integer </count>
1521 <Resour ceSpeci fi cEl enent Name>
1522 <id> xs:anyURl </id>
1523 <name> xs:string </ name> ?
1524 <descri ption> xs:string </description> ?
1525 <creat ed> xs: dateTi ne </created> ?
1526 <updat ed> xs: dat eTi me </updated> ?
1527 <property key="xs:string"> xs:string </property> *
1528 ... entry specific data ...
1529 <operation rel="edit" href="xs:anyURl "/> ?
1530 <operation rel ="del ete" href="xs:anyURI"/> ?
1531 <XS:any>*
1532 </ Resour ceSpeci fi cEl ement Name> *
1533 <operation rel ="add" href="xs:anyURI"/> ?
1534 <Xs:any>*
1535 </ Col | ecti on>
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1536 Where the r esour ceURI attributes shall contain the Collection or Resource specific URIs for that type of
1537 Collection, and r esour ceSpeci fi cG oupi ngNane and Resour ceSpeci fi cEl ement Nane shall be
1538 replaced with the name of the Collection-specific Resource name, e.g., machi nes in JSON or Machi ne
1539  in XML.

1540 5.5.12.1 Adding items to Collections

1541 Invoking the "add" operation of a Collection shall add a new Resource to the Collection. The contents of
1542  the request body shall be either a representation of the new Resource being added to the Collection, or a
1543 representation of the Template associated with the new Resource being created. This specification

1544 indicates which Resources require the use of a Template.

1545  For example, to add a new Vol une to the vol unes Collection of a Machi ne, the "add" operation's
1546 request body shall be serialized as follows:

1547 JSON serialization:

1548 { "resourceURlI": "http://schemas.dntf.org/cim/1/ Machi neVol une",
1549 "initial Location": string,

1550 "volunme": { "href": string }

1551 }

1552 XML serialization:

1553 <Machi neVol une xm ns="http://schemas.dntf.org/cim/1">

1554 <initialLocation> xs:string </initialLocation>

1555 <vol une href="xs:string"/>

1556 </ Machi neVol une>

1557  Note that while deleting this type of Resource from the Collection deletes and removes the Resource from
1558  the Collection, it shall not delete the referenced target Resource itself - in this case the Vol une.

1559 If creating a new Resource that requires the use of a Template, the "add" operation shall contain:

1560 e  The "common attributes" as defined by clause 5.10.1.

1561 e  The Resource specific data needed to create it. This data shall either be a reference to the
1562 Resource-specific Template Resource or the Resource-specific Template Resource itself
1563 inlined.

1564 e Inthe XML case, a wrapper element (named after the pattern <ResourceNameCreate>).

1565 For example, to create a new Machi ne (which requires the use of a Template) and add it to the
1566  Machi neCol | ect i on, the "add" operation of the Machi neCol | ect i on shall be serialized as
1567 follows:

1568 JSON serialization:

1569 { "resourceURI": "http://schemas.dntf.org/cim/1/ Machi neCreate", ?
1570 "name": string, ?
1571 "description": string, ?
1572 "properties": { string: string, + }, ?
1573 "machi neTenpl ate": { "href": string ?}
1574
1575 }
40 © ISO/IEC 2015 — All rights reserved

Documents

Document Sharing Hub

Full document details: ISO IEC 19831-2015


http://www.avadocuments.com/doc/iso-iec-19831-2015
http://www.avadocuments.com/doc/iso-iec-19831-2015

1576
1577
1578
1579
1580
1581
1582
1583

1584

1585
1586
1587
1588
1589
1590

1591
1592
1593
1594
1595
1596

1597

1598
1599
1600

1601

1602
1603
1604

1605

1606
1607
1608

1609
1610

1611

1612
1613

ISO/IEC 19831:2015 (E)

XML serialization:
<Machi neCreate xm ns="http://schemas.dntf.org/cim/1">
<name> xs:string </name> ?
<description> xs:string </description> ?
<property key="xs:string"> xs:string </property> *
<machi neTenpl ate href="xs:anyURl "? />
<XS:any>*

</ Machi neCr eat e>
The Machi neCol | ecti on has a new Machi ne:

JSON serialization:
{ "resourceURI": "http://schemas.dntf.org/cim/1/ Machi ne",
"id": string,

"nanme": string,

}

XML serialization:
<Machi ne xm ns="http://schemas. dntf.org/cim/1">
<id> xs:anyURl </id>

<name> xs:string </name

</ Machi ne>
The processing of the "add" operation shall adhere to the semantics defined in clause 4.2.1.1.

Regardless of whether a Template is used, the "add" operation shall create the new Resource and add it
to the Collection and a reference (URI) to the new entry shall be returned in the response message in the
HTTP Location header.

5.5.13 "Any" type

Some attributes are polymorphic and can hold various data types, the list of which is indicated in their
description. In such cases, the type of the attribute shall be indicated as "any" in the model
representation.

5.5.14 Empty attribute values

Attributes of the following types are omitted in cases where they have an empty value: string, map, array,
and Collection. Apart from being “Provider optional” or “Consumer optional”’ , an empty value is the third
reason that the serialization schema contains an ‘?’ or an **' for an attribute.

Other attribute types do not have empty values and shall not be omitted from the serialization for this
reason.

5.6 Units

Some of the Resources defined by this specification have attributes that describe an amount of
something that belongs to, or is associated with, that Resource. For example, the Machi ne Resource
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has a menor y attribute that describes "the size of the memory allocated to this machine." The allowable
units of these attributes are listed in Table 4. Their meaning is defined in IEC 80000-13:2008. Their
numerical equivalents are provided here for convenience:

Table 4 — Numerical equivalents for attributes

String Numerical Value | String Numerical Value
kilobyte 1073 kibibyte | 2°10
megabyte | 10”6 mebibyte | 2720
gigabyte | 1079 gibibyte | 2730
terabyte 10012 tebibyte | 240
petabyte | 10715 pebibyte | 2750
exabyte 10718 exbibyte | 2760
zettabyte | 10721 zebibyte | 2770
yottabye | 10724 yobibyte | 280

5.7 Relationship semantics

A reference between two Resource instances has the semantics of a simple "association." In particular,
unless specified otherwise, (a) the same referred instance can be referred by other Resource instances,
i.e., be "shared," and (b) the referred Resource instance is not affected if deleting the referring Resource
instance (i.e., the Delete operation is a "shallow delete" by default).

The embedding of a subresource inside another Resource, has the semantics of a "composition" (or
whole-part relationship in UML). In particular, unless specified otherwise, (a) an embedded subresource
cannot be shared by several Resource instances, and (b) if deleting an embedding Resource instance,
the embedded subresource instances are also deleted.

5.8 Operations

All Resource operations defined by this specification are optional for Providers to support. Consumers, by
the way of examination of a Resource's ResourceMetadata, can determine which operations are
supported. However, even for those operations that are supported Consumers still need to examine each
Resource's representation to determine which operations are supported at that moment. Whether an
operation is supported is based on a number of factors, including state of the Resource and access
control rights of the Consumer. Also see clause 4.2. Operations and states are coupled; i.e., if
implementing a state-changing Resource operation defined in this specification, the corresponding
state(s) shall also be implemented. See the Resource-specific “Operations” clauses for additional detail.

The "State" attribute of Resources that have this attribute shall only change value if
e an operation is performed on this Resource and this operation requires a state change, or

° an error occurred, in this case the “State” attribute shall obtain the value “ERROR”.

For example, for a ‘start’ operation on a Machi ne both the STARTING and the STARTED states are
required to be supported by the Machi ne, while the Machi ne can only leave the STARTED state after
another state changing operation is requested, unless an error occurs.

Providers can define additional operations and states. Such extensions shall fall into one of these
categories:

a) A new operation that starts from a CIMI-defined state, or leads to a CIMI-defined state, or both.
In the latter case, if a CIMI-defined operation already exists for this transition between two
CIMI-defined states, it shall also be supported by the Provider in addition to the new operation.

b) A new Resource state. In that case, a new operation that leads to that state shall also be
created. In other words, a Provider-defined operation has to be performed before a
Provider-defined state can be reached.”
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1650 c) A new operation that transitions between two Provider-defined states.

1651 5.9 Alternative model formats

1652 It is expected that this specification is implemented by using a variety of technologies. As a convenience,
1653  the definition of the model elements are provided in alternative formats that are easily consumable by
1654  technology-specific tooling.

1655  This model is also available in a CIM/MOF format [CIMI-CIM].

1656 In the event of inconsistencies between the various formats, the normative text within this specification
1657  takes precedence over the XML Schemas and alternative formats, which in turn take precedence over
1658 examples.

1659 5.10 Resources

1660  The following clauses detail the attributes of the Resources defined by the CIMI model.

1661 5.10.1 Common attributes

1662 Except for Resour ceMet adat a and Collection Resources (see 5.5.12), the Resources described by
1663  this document share the following common attributes; see Table 5. There are different requirements for
1664  primary and secondary CIMI resources. All Resources that are element types of Collections in the

1665  C oudEnt r yPoi nt shall be primary CIMI resources. All other Resources shall be secondary CIMI
1666 resources. An exception to this rule is that the Cl oudEnt r yPoi nt shall be considered a primary
1667 Resource.

1668  For example, Machi ne is a primary CIMI resource as the Cl oudEnt r yPoi nt has a Collection with
1669  Machi ne as its element type. However, for example, Machi neVol une is a secondary CIMI resource
1670  because the Cl oudEnt r yPoi nt does not have a Collection with Machi neVol une as its element
1671 type.

1672 Table 5 — Common attributes
Attribute Type Description
id URI The unique URI identifying this Resource; assigned upon Resource

creation. This attribute value shall be unique in the Provider’s cloud.
Constraints for primary and secondary Resources:

Provider: support mandatory; immutable

Consumer: support mandatory; read-only

name string The human-readable name of this Resource; assigned by the creator
as a part of the Resource creation input.

Constraints for primary Resources:

Provider: support mandatory; mutable

Consumer: support optional; read-write

Constraints for secondary Resources:

Provider: support optional; mutable

Consumer: support optional; read-write

description | string The human-readable description of this Resource; assigned by the
creator as a part of the Resource creation input.

Constraints for primary Resources:

Provider: support mandatory; mutable

Consumer: support optional; read-write

Constraints for secondary Resources:

Provider: support optional; mutable

Consumer: support optional; read-write

created dateTime The timestamp when this Resource was created. The format should
be unambiguous, and the value is immutable.
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Attribute

Type

Description

Constraints for primary and secondary Resources:
Provider: support optional; immutable
Consumer: support optional; read-only

updated

dateTime

The time at which the last explicit attribute update was made on the
Resource. Note, while operations, such as "stop", do implicitly modify
the 'state' attribute, they do not change the 'updated_time'.
Constraints for primary and secondary Resources:

Provider: support optional; mutable

Consumer: support optional; read-only

properties

map

A map of key/value pairs (each entry called a "property"), some of
which may control one or more aspects this Resource. Properties
may also serve as an extension point, allowing Consumers to record
additional information about the Resource.
The same "key" shall not be used more than once within a
"properties” attribute.
Each property shall contain the following nested data:

Name | property

Data | Type | Description

key string | The name of the property.
Constraints:
Provider: support mandatory; mutable
Consumer: support mandatory; read-write
value | string | The value of the property.
Constraints:
Provider: support mandatory; mutable
Consumer: support mandatory; read-write
Constraints for primary Resources:
Provider: support mandatory; mutable
Consumer: support optional; read-write
Constraints for secondary Resources:
Provider: support optional; mutable
Consumer: support optional; read-write

The following pseudo-schemas describe the serialization of these attributes in both JSON and XML:

JSON serialization:

"id":

"name":

"description":
"created":
"updat ed":

"properties":

XML serialization:

<i d> xs: anyURI

string,

string,

string, ?
string, ?
string, ?

{ string: string, +1}, ?

</id>

<name> xs:string </name> ?

<description> xs:string </description> ?
<created> xs:dateTime </created> ?
<updat ed> xs: dat eTi me </updated> ?

<property key="xs:string"> xs:string </property> *
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1688 5.11 Resource metadata

1689 Implementations of this specification should allow for Consumers to discover the metadata associated
1690 with each supported Resource type. Doing so allows for the discovery of Provider defined constraints on
1691 the CIMI defined attributes as well as discovery of any new extension attributes or operations that the
1692  Provider may have defined. A Resour ceMet adat a instance contains metadata describing a particular
1693 Resource type — e.g., Net wor k, or Machi ne —including any Provider-specific capabilities or features.
1694 The mechanism by which this metadata is made available is protocol specific.

1695 Note that while this specification declares the Resour ceMet adat a as mutable attributes, it is
1696 expected that only administrative users associated with the Provider will update them. Consequently they
1697 remain read-only for Consumers.

1698 Each Resource's metadata shall contain the following pieces of information:

1699 Table 6 — ResourceMetadata attributes
Name ResourceMetadata
Type URI http://schemas.dmtf.org/cimi/1/ResourceMetadata
Attribute Type Description
id URI The unique URI identifying this Resource; assigned upon Resource creation. This

attribute value is immutable, and shall be unique in the Provider’s cloud.
Provider: support mandatory; immutable

Consumer: support mandatory; read-only

typeURI URI A unique URI associated with, and denoting, the described Resource type.
Constraints:

Provider: support mandatory; mutable

Consumer: support mandatory; read-write

name string The name of the described Resource type.

Provider: support mandatory; mutable

Consumer: support mandatory; read-write

attributes attribute[] | A set of Provider-defined metadata that can be used by clients to discover any
metadata associated with each attribute of the described Resource type, including
the set of extension attributes not defined in this specification.

Each attribute shall contain the following nested data:

Name attribute
Data Type Description
name string The name of the attribute.

Provider: support mandatory; mutable

Consumer: support mandatory; read-write
namespace | URI The namespace in which this attribute is defined. It is
recommended that a dereference of this URI returns
information about the attribute. This shall not be
present if describing a CIMI-defined attribute, but
shall be present if describing a non-CIMI defined
attribute.

Constraints:

Provider: support mandatory; mutable

Consumer: support mandatory; read-write

type string The data type of the attribute. This shall not be
present if describing a CIMI-defined attribute, but
shall be present if describing a non-CIMI-defined
attribute.

Provider: support mandatory; mutable

Consumer: support mandatory; read-write

required boolean | Indicates whether this Resource requires this attribute
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Name ResourceMetadata
Type URI http://schemas.dmtf.org/cimi/1/ResourceMetadata
Attribute Type Description
to be present. If absent the implied value is "false."
Provider: support mandatory; mutable
Consumer: support mandatory; read-write
value any Type-specific data that describes any constraints on
constraints values of this attribute. If absent, there are no

constraints.

Note that the serialization of these "value constraints"
shall be determined by the type of the attribute; see
clause 5.11.1.

Constraints:

Provider: support mandatory; mutable

Consumer: support mandatory; read-write

Constraints:

Provider: support optional; mutable

Consumer: support optional; read-write

capabilities capability[] | A set of Provider-defined metadata that can be used by Consumer to discover any
capability or feature provided by this Provider.

Each capability shall contain the following nested data:

Name capability
Data Type | Description
name string | The name of the capability.

Provider: support mandatory; mutable

Consumer: support optional; read-write

uri URI A URI that uniquely identifies the capability at a global
level.

Provider: support mandatory; mutable

Consumer: support mandatory; read-write

description | string | The human-readable description of the semantic of the
capability.

Constraints:

Provider: support mandatory; mutable

Consumer: support optional; read-write

value any The value of the capability. The specific type varies
depending on the definition of the capability. If not present
the capability defaults to a "boolean” type with a value of
"true" indicating that the specific capability is supported
by the Provider.

Constraints:

Provider: support mandatory; mutable

Consumer: support mandatory; read-write

Constraints:

Provider: support optional; mutable

Consumer: support optional; read-write

actions action(] A set of Provider defined operations that can be used by consumers to act on the
Resource. This set represents all operations defined for this described Resource
type, which may be a superset of those operations a particular Consumer is actually
allowed to use. The subset of allowed operations for a particular Consumer shall be
those operations returned to this Consumer if querying an instance of the described
Resource type. Note that this attribute is called "actions" so as not to conflict with
the ResourceMetadata Resource's own operations.

Each operation shall contain the following nested data:

Name action
Data Type | Description
name string | The name of the operation.
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Name ResourceMetadata
Type URI http://schemas.dmtf.org/cimi/1/ResourceMetadata
Attribute Type Description
Provider: support mandatory; mutable
Consumer: support mandatory; read-write
uri URI A URI that uniquely identifies the operation at a

global level.

Provider: support mandatory; mutable
Consumer: support mandatory; read-write
description string | The human-readable description of the semantic of
the operation.

Constraints:

Provider: support mandatory; mutable
Consumer: support optional; read-write

method string | The protocol-dependent verb to use to perform the
operation.

Constraints:

Provider: support mandatory; mutable
Consumer: support mandatory; read-write
inputMessage string | The body mimeType of the request message; it may
depend on the model format chosen by the Provider.
Provider: support mandatory; mutable
Consumer: support mandatory; read-write
outputMessage | string | The body mimeType of the response message; it
may depend on the model format chosen by the
Provider.

Constraints:

Provider: support mandatory; mutable
Consumer: support mandatory; read-write

Constraints:
Provider: support optional; mutable
Consumer: support optional; read-write

1700 When implementing or using Resour celMet adat a, Providers and Consumers shall adhere to the
1701 syntax and semantics of its attributes as described in the above table as well as in the tables describing
1702 embedded Resources or related Collections. Both Consumer and Provider shall serialize this Resource
1703  as described below. The following pseudo-schemas (see notation in 1.3) describe the serialization of the
1704 Resource in both JSON and XML:

1705 JSON media type: application/json
1706 JSON serialization:

1707 { "resourceURI": "http://schemas.dntf.org/cim/1/ ResourceMet adata",
1708 "id": string,
1709 "typeURI": string,
1710 "nanme": string,
1711 "attributes" : [
1712 { "name": string,
1713 "namespace": string, ?
1714 "type": string, ?
1715 "required": bool ean, ?
1716 ...value constraints...? } *
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}

1, ?
"capabilities": [
{ "nane": string, ?
"uri": string,
"description": string, ?

"val ue": any } *

"actions" : |
{ "nane": string
"uri": string,
"description": string, ?
"met hod": string,
"i nput Message": string, ?
"out put Message": string ? }, *
1, ?

"operations": [

{ "rel": "edit", "href": string }, ?
{ "rel": "delete", "href": string } ?
] ?

XML media type: application/xml

XML serialization:

<Resour ceMet adata xm ns="http://schemas. dntf.org/cim/1">

<id> xs:anyURl </id>
<name> xs:string </nanme>
<typeURI > xs:anyURl </typeURl >
<attribute nanme="xs:string" nanespace="xs:anyURlI"? type="xs:string"
requi red="xs: bool ean"? >
...value constraints...?
</attribute> *
<capability name="xs:string"? uri="xs:anyURl " description="xs:string"?>
XS: any*
</ capabi lity> *
<action name="xs:string" uri="xs:anyURl " description="xs:string"?
net hod="xs: string" input Message="xs:string"?
out put Message="xs:string"? /> *
<operation rel="edit" href="xs:anyURl"/> ?

<operation rel ="del ete" href="xs:anyURI "/> ?
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<XS:any>*

</ Resour ceMet adat a>

Additional metadata about the Resource or attributes may be included by the Provider.

5.11.1 Serialization of attribute value constraints

The following examples describe the values, syntax, and serialization of the "value constraints" attribute
(sub-attribute of "attributes"), which has a type of "any."

type="string"
The JSON shall be of the form:
"values": [ string, +] ?
The XML shall be of the form:
<val ue> xs:string </val ue> *
type="integer"
The JSON shall be of the form:
"val ues": [ nunber, + 1], ?
"ranges": [ { "low': nunber, "high": nunber }, + ] ?
The XML shall be of the form:

<val ue> xs:integer </value> *

<range | ow="xs:integer" high="xs:integer"/> *
The total value space of an 'integer attribute is the accumulation of all values and ranges.
type="boolean"

The JSON shall be of the form:

"val ue": bool ean ?

The XML shall be of the form:

<val ue> xs: bool ean </val ue> ?

Only one “value” is permitted. It indicates whether the attribute is required to be either “true” or “false”.

5.11.1.1 Examples

The following example shows a sample metadata document for a Vol uneConf i gur ati on Resource
in XML that lists the allowable values for the "format" attribute and has been extended with a "Location"
string attribute:

<Resour ceMet adata xm ns="http://schemas.dmf.org/cim/1">
<id> http://exanpl e.org/types/VC </id>
<typeURI > http://schemas. dntf.org/cim/1/ Vol unmeConfiguration </typeURl >
<name> Vol unmeConfi gurati on </ nane>
<attribute name="format" type="string" required="fal se">
<val ue> ext4 </val ue>

<val ue> ntfs </val ue>
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1792 </attribute>
1793 <attribute name="Locati on" nanespace="http://exanple.org/" type="string"/>
1794 </ Resour ceMet adat a>

1795  The following example shows the same Vol uneConf i gur at i on, but the "Location" attribute is

1796 restricted to a set of values and is required:

1797 <Resour ceMet adat a xm ns="http://schemas. dntf.org/cimi/1">

1798 <id> http://exanple.org/types/VC </id>

1799 <typeURI > http://schemas. dntf.org/cim/1/ Vol umeConfi guration </typeURl >
1800 <nane> Vol uneConfi guration </ nanme>

1801 <attribute name="format" type="string" required="fal se">

1802 <val ue> ext4 </val ue>

1803 <val ue> ntfs </val ue>

1804 </attribute>

1805 <attribute nane="Location" namespace="http://exanple.org/" type="string"
1806 required="true">

1807 <val ue> NYC </val ue>

1808 <val ue> LAX </val ue>

1809 <[attribute>

1810 </ Resour ceMet adat a>

1811 The following example shows the same VolumeConfiguration serialized in JSON:

1812 { "resourceURl": "http://schemas.dntf.org/cinm/1/ Vol umeConfi guration",
1813 "id": "http://exanple.org/types/VC',
1814 "typeURI": "http://schemas. dntf.org/cim/1/ Vol umeConfiguration”,
1815 "nane": " Vol uneConfi guration",
1816 "attributes": [
1817 { "name": "format",
1818 "type": "string",
1819 "required": false,
1820 "val ues": [ "ext4", "ntfs" ]
1821 },
1822 { "name": "Location",
1823 "nanespace": "http://exanple.org",
1824 "type": "string",
1825 "required": true,
1826 "val ues": [ "NYC', "LAX" ]
1827 }
1828 ]
1829 }
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