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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

Amendment 1 to ISO/IEC 24727-3:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1,
Information technology, Subcommittee SC 17, Cards and personal identification.

ISO/IEC 24727-2 standardizes the use of ISO/IEC 7816-15 data structures as "discovery information" that is
communicated throughout the ISO/IEC 24727 stack. This Amendment enhances the definition of the use of
ISO/IEC 7816-15 to fully link the entities defined at the Service Access Layer (API) (e.g. Differential Identity,
Authentication Protocol) with typical "on-card" entities such as keys, files and Access Control Rules. Examples
are provided.

XML encodings have become more and more used in the field of IAS [Identity, Authentication and (digital)
Signature] Identity Management and general networking communication. To enhance interoperability with
existing networking systems and federated identification and authorization systems (e.g. SAML, OpenlD, etc.)
standardization of an XML representation of the API and data structures of ISO/IEC 24727-3 is essential.

This Amendment extends the scope of ISO/IEC 24727-3 in the following ways:

1. Make explicit (nhormative and informative elements, including examples) of the use of the ISO/IEC
7816-15-based Registry. XML representation of the ISO/IEC 24727-3 API including appropriate web
service bindings specified as WSDL-structure.

2. Reaffirm that ASN.1 is the central definition of the API and data structures. All other bindings and
representations are derived from ASN.1

3. ASN.1 and XML representations for ISO/IEC 24727-3 will reside in this part, which may necessitate
movement of text/annexes from other parts of ISO/IEC 24727 (i.e. ISO/IEC 24727-2 and ISO/IEC
24727-4 and ISO/IEC 24727-5).

4. As aresult of Amendments under development for other parts of ISO/IEC 24727, portions of this
standard may be deleted and referenced.

5. Add to this standard the ISO/IEC 7816-13 application management and life cycle concepts.

6. Add a discovery mechanism to the API to indicate messaging is either ASN.1 or XML.

7. Enhance a Registry facility through which the SAL can record its use of the GCI and through which the
GCI mechanisms can be conveyed to the SAL.

8. Consider enhancements to the API to resolve technical deficiencies.

9. Remove ambiguities by elaborating and re-specifying concepts that may not be clear in the current
standard.
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10. Incorporate concepts that are captured in other parts of ISO/IEC 24727 but are more relevant for
ISO/IEC 24727-3.

11. Include C and Java bindings in a Normative Annex ( C ) and an Informative Annex(Java).

12. Pursue additional mechanisms for discovery and (card and application) capability description based
e.g. on XML representations as part the development of a more comprehensive Registry. This XML is
restricted to a set of instructions that enable card recognition for legacy cards.
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Identification cards — Integrated circuit card programming
interfaces —

Part 3:
Application interface

AMENDMENT 1

Add the following new annexes after Annex C:

Annex D
(normative)

Web Services Interface Description

D.1 Contents of Annex D

e Clause D.2 contains information for the connection establishment for web service based SAL-
communication.

e Clause D.3 contains an XML-based CardInfo-Structure, which facilitates the support of legacy cards.
e Clause D.4 contains the XML-specification for the XML-based Service Access Layer Interface
D.2 Connection handling for web service based communication

This clause describes the connection handling for web service based communications in an ISO/IEC 24727-
based environment.

D 2.1 General security requirements

The security requirements of ISO/IEC 24727 dictate that the TLS protocol in accordance with RFC 4346 shall
be used.

Moreover, public server services shall have access to corresponding X.509 certificates.

When it comes to the security of the communication between the different modules realizing the ECC-3 stack
consisting of Service Access Layer (SAL) and IFD Layer), however, X.509 certificates shall be used, whereby
the associated private keys shall be adequately protected. Alternatively, anonymous TLS cipher suites, such
as TLS_DH_anon from RFC 4346 or TLS_ECDH_anon from RFC 4492, shall be used, although appropriate
security measures need to be taken in the operational environment in order to avert man-in-the-middle attacks
while the connection is being established.
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In both cases there shall be an exclusive binding of the communication context at application level to the TLS
channel which has been established in this process. This communication context is established on connection
to the IFD-Layer via the function EstablishContext and represented by the ContextHandle. When
connecting to the SAL, this communication context corresponds to a connection to the card application
established by means of CardapplicationConnect, which is represented by a ConnectionHandle.

As such, one single TLS channel shall be sufficient to establish communication between a SAL and the IFD
layer — irrespective of the number of card terminals and connected cards — whereas a separate TLS channel
shall be required for every connection to a card application for communication to take place between the
identity layer or the application layer and the SAL.

D.2.2 Connections for SOAP binding

When using the SOAP binding, the connection shall be established simply by setting up a TLS-protected
channel between the user of the web service (service consumer) and the provider of the web service (service
provider) via which web service messages can henceforth be exchanged. In this case the service consumer
and service provider take the roles of TLS/http client and TLS/http server, respectively.

D.2.3 Connections for PAOS binding

When using the PAOS binding, however, a more complex process shall be required to establish the
connection as, in this case, the TLS/http server acts as the user of the web service (service consumer) with
eService because the TLS/http client acts as the provider of the web service (service provider) and shall
initiate the connection.

Moreover, in this case there are typically two different TLS channels, and appropriate cryptographic
mechanisms shall be used to safeguard their logical relationship while the connection is established.

An example general connection sequence is illustrated in Figure D.1.
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Figure D.1 — Example of a general connection process with PAOS binding
D.3 XML-based Cardinfo-Structure for support of legacy cards
D.3.1 Introduction
In order to use the generic Service Access Layer (SAL) interface defined in this standard with legacy cards, it
shall be necessary to provide a certain set of information, which allows to map the generic calls at the SAL to
card-specific APDUs.
The XML-schema introduced in this clause defines a structure that shall both be used for the specification of
card profiles and for the mapping of generic calls at the Service Access Interface to card-specific APDUs of
legacy cards.
The rest of this annex is structured as follows: Clause D.3.2 provides an overview of the defined structure and
explains the top-level element <Cardinfo>. The following clauses D.3.3 through D.3.7 describe the various
child-elements of <Cardinfo>, Clause E.7 contains the complete XML-schema-definition
D.3.2 Overview
The cardiInfo structure shall be used for the specification of card profiles and for the mapping of generic
requests at the Service Access Layer to card-specific APDUs in case of legacy cards, which are not equipped

with appropriate ACD and CCD structures according to ISO/IEC 24727-2.

Each card profile shall be described by a <CardInfo> element

<element name="CardInfo" type="iso:CardInfoType" />
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of type CardInfoType which shall be defined as follows:

<complexType name="CardInfoType">
<sequence>
<element name="CardType" type="iso:CardTypeType" />
<element name="CardIdentification" type="iso:CardIdentificationType" />
<element name="CardCapabilities"
type="iso:CardCapabilitiesType" maxOccurs="1" minOccurs="0" />
<element name="ApplicationCapabilities"
type="iso:ApplicationCapabilitiesType" maxOccurs="1" minOccurs="0" />
<element name="Signature"
type="ds:SignatureType" maxOccurs="unbounded" minOccurs="0" />
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<CardType> [required]
Contains a unique identifier for the card type and optionally further links to specification documents.
<CardIdentification> [required]

Allows to determine the type of a given card by traversing an appropriate decision tree and checking
whether the characteristic features are as expected.

<CardCapabilities> [optionall

Allows to specify the capabilities of the card. If the card is fully conformant to ISO/IEC 7816 this element
MAY be omitted.

<ApplicationCapabilities> [optionall
Allows to specify the card-applications on the card and shall be used to realize the mapping from SAL-
calls to card-specific APDUs. If the necessary information for this mapping is available on the card in
adequate CIA-information structures according to ISO/IEC 7816-15 (see Clause 7.5) this element may be
omitted.

<Signature> [optionall]

Shall be used to protect the integrity and authenticity of (parts of) the CardInfo-element.

D.3.3 CardType

The <CardType> element in the CardInfoType is of type CardTypeType and contains a unique identifier
for the card type and optionally further links to specification documents. It is specified as follows:

<complexType name="CardTypeType">
<sequence>
<element name="ProfilingInfo" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="BasisSpecification" type="anyURI" />
<element name="ProfilingRelation" type="iso:ProfilingType" />
</sequence>
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</complexType>
</element>
<element name="ObjectIdentifier" type="anyURI" />
<element name="SpecificationBodyOrIssuer"
type="string" maxOccurs="1" minOccurs="0" />
<element name="CardTypeName" type="string" maxOccurs="1" minOccurs="0" />
<element name="Version" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="Major" type="string" />
<element name="Minor" type="string" maxOccurs="1" minOccurs="0" />
<element name="SubMinor" type="string" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>
</element>
<element name="Status" type="string" maxOccurs="1" minOccurs="0" />
<element name="Date" type="date" maxOccurs="1" minOccurs="0" />
<element name="CardInfoRepository" type="anyURI" maxOccurs="1" minOccurs="0"/>
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

This type defines the following elements and attributes:

<ProfilingInfo> [optionall
This element shall contain information about a basic specification (<BasisSpecification> element)
which is extended, profiled or redefined (cf. <ProfilingRelation> element below) by the present
CardInfo structure. Using this element it shall be possible to re-use existing CardInfo-structures in a
modular approach.

<ObjectIdentifier> [required]

This element shall contain the unique identifier of the card type, which MAY be the object identifier of a
profile defined in Part 4 of the present standard.

<SpecificationBodyOrIssuer> [optionall]

This element may be used to specify the card issuer or the organization, which is responsible for the
specification.

<CardTypeName> [optionall]
This element may contain the name of the card type.
<Version> [optional]
This element may contain the version number of the card type.
<Status> [optionall]
This element may contain information about the state of the present cardinfo file (e.g. ‘draft’).
<Date> [optionall]
This element may contain the date of creation of the CardInfo file.

<CardInfoRepository> [optional]
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This element may contain the address of a CardInfo-repository, which may provide related CardInfo-
files.

Furthermore there may be some additional element, which structure is defined by some other specification.

The <ProfilingRelation> element is of type ProfilingType and describes the relation between the
basic specification and the present CardiInfo file.

<simpleType name="ProfilingType">
<restriction base="string">
<enumeration value="extends" />
<enumeration value="redefines" />
</restriction>
</simpleType>

The three cases have got the following meaning:

— extends — indicates that the present CardInfo file is just an extension of the basic specification. All
definitions in the basic specification remain valid and the new specifications in the CardInfo file just
extend them (e.g. a new card application).

— redefines — indicates that the elements of the CardInfo file overwrite the according elements of

the basic specification. Elements of the basic specification not appearing in the cardinfo file
remain valid.

D.3.4 Cardldentification

The <CardIdentification> element, which is part of the CardInfoType, allows to determine the type of
a given card by traversing the decision tree and checking whether the characteristic features are as expected.

<complexType name="CardIdentificationType">
<sequence>
<element name="ATR" maxOccurs="unbounded" minOccurs="0"
type="iso0:ATRType" />
<element name="ATS" type="iso:ATSType" maxOccurs="1"
minOccurs="0" />
<element name="CharacteristicFeature" maxOccurs="unbounded"
minOccurs="0">
<complexType>
<sequence maxOccurs="unbounded" minOccurs="1">
<element name="CardCall"
type="1iso:CardCallType" />
</sequence>
</complexType>
</element>
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<ATR> [optional, unbounded]
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For contact-based smart cards this element may contain information to the Answer To Reset! (ATR) of
the card, allowing the realisation of a preselection of the card type. Further details are explained below.

<ATS> [optionall]

In an analogous way this element may contain information to the Answer To Select of a contactless smart
card, allowing the realisation of a preselection of the card type. Further details are explained below.

<CharacteristicFeature> [optional, unbounded]

This element may contain a list of card calls, which can be used to determine the card type. The elements
of the list are of type CardTypeType. Further details are explained below.

Furthermore there may be some additional element, which structure is defined by some other specification.

The <ATR> element of type ATRType is part of the element <CardIdentification>.

<complexType name="ATRType">
<sequence>
<element name="TS" type="iso:ByteMaskType" maxOccurs="1" minOccurs="1" />
<element name="TO0" type="iso:ByteMaskType" maxOccurs="1" minOccurs="1" />
<element name="InterfaceBytes">
<complexType>
<sequence>
<element name="Tx1" type="iso:ATRInterfaceBytesType" />
<element name="Tx2" type="iso:ATRInterfaceBytesType" />
<element name="Tx3" type="iso:ATRInterfaceBytesType" />
<element name="Tx4" type="iso:ATRInterfaceBytesType" />
</sequence>
</complexType>
</element>
<element name="HistoricalBytes" maxOccurs="1" minOccurs="0">
<complexType>
<sequence maxOccurs="15" minOccurs="0">
<element name="Ti" type="iso:ByteMaskType" />
</sequence>
</complexType>
</element>
<element name="TCK" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>

<TS> [required]

The element <Ts> describes the first byte of the communication. This element is as many others of type
ByteMaskType which is explained below.

<T0> [required]

The element <T0> is of type ByteMaskTypeand describes the "format character" which shall indicate the
amount of historical bytes and the presence of the first interface bytes (TA1, TB1, TC1 and TD1).

<InterfaceBytes> [required]

1 Because there are several protocols for contact smart cards (e.g. T=0 and T=1) which can be supported by the same
card it is possible that one card has several ATRs. All of these ATR elements could be used for a preselection of the card
type (using a disjunction).
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This element shall contain the interface bytes which are included in the ATR. The elements <Txi>,
i€{1,2,3,4 } are of type ATRInterfaceBytesType.. This type is explained below.

<HistoricalBytes> [optionall

This element contains the historical bytes as a sequence of at most 15 bytes. Each element <Ti> is of
type ByteMaskType(see below) which also describes the significant part of the byte to identify the card

type.

<TCK> [optionall]

This element of type ByteMaskType may contain the check sum of all bytes of the ATR beginning with
TO.

The ByteMaskType consists of a hexadecimal value and a corresponding mask which results in the
significant part of the value when a logical AND is performed on value and mask.

<complexType name="ByteMaskType">
<sequence>
<element name="Value" type="hexBinary" maxOccurs="1" minOccurs="1" />
<element name="Mask" type="hexBinary" maxOccurs="1" minOccurs="1" />
</sequence>
</complexType>

If the whole byte is significant the mask 'FF' has to be used. To get the first half byte the mask has to be 'FO0',
for the second half byte 'OF'. If only the first bit is significant the mask would be '80' and so on.

The type ATRInterfaceBytesType is used by the elements <Txi> of the element <InterfaceBytes>.
This type consists of four elements <Txi>, xe{A,B,C,D}. Each of these elements is of type ByteMaskType
(see above) which also describes the significant part of the byte.

<complexType name="ATRInterfaceBytesType">
<sequence>
<element name="TAi1" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
<element name="TBi" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
<element name="TCi" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
<element name="TDi" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>

The <ATS> element of type ATSType is part of the element <CardIdentification and describes the
Answer To Select of contactless smart cards.

<complexType name="ATSType">
<sequence>
<element name="TL" type="iso:ByteMaskType" maxOccurs="1" minOccurs="1" />
<element name="TO0" type="iso:ByteMaskType" maxOccurs="1" minOccurs="1" />
<element name="InterfaceBytes" type="iso:ATSInterfaceBytesType" />
<element name="HistoricalBytes" maxOccurs="1" minOccurs="0">

<complexType>
<sequence maxOccurs="15" minOccurs="0">
<element name="Ti" type="iso:ByteMaskType"/>

</sequence>
</complexType>
</element>
<element name="CRCl" type="iso:ByteMaskType" maxOccurs="1" minOccurs="1" />
<element name="CRC2" type="iso:ByteMaskType" />
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</sequence>
</complexType>

<TL> [required]

The element <TL> contains the length of the ATS including the TL byte itself but excluding CRC1 and
CRC2. This element is of type ByteMaskTypewhich also describes the significant part of the byte.

<T0> [required]
The element <T0> contains the Frame Size for proximity Card Integer (FSCI) and also indicates the
presence of interface bytes in the ATS. This element is of type ByteMaskType which also describes the
significant part of the byte.

<InterfaceBytes> [required]

This element contains the interface bytes which could be included in the ATS. The element is of type
ATSInterfaceBytesType Which is explained below.

<HistoricalBytes> [optionall

This element contains the historical bytes as a sequence of at most 15 bytes. Each element <Ti> is of
type ByteMaskType which also describes the significant part of the byte to identify the card type.

<CRC1>, <CRC2> [required]

These two elements of type ByteMaskType can contain the check sum of all bytes of the ATS beginning
with TL.

The following type ATSInterfaceBytesType is used by the element <InterfaceBytes> of the element
<ATS>. This type consists of three elements <Tx1>, xe{A,B,C}. Each of these elements is of type
ByteMaskType which also describes the significant part of the byte.

<complexType name="ATSInterfaceBytesType">
<sequence>
<element name="TAl" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
<element name="TBl" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
<element name="TCl" type="iso:ByteMaskType" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>

A list of elements of the type CardCallType is used to describe the characteristic features of the card in the
<CardIdentification> element. While the CardcallType is defined in the protocol related schema
definition it is explained here to ease reading.

<complexType name="CardCallType">
<sequence>
<element name="CommandAPDU" type="hexBinary" />
<element name="ResponseAPDU" type="iso:ResponseAPDUType"
maxOccurs="unbounded" minOccurs="1" />
</sequence>
</complexType>

<CommandAPDU> [required]
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This element contains the command APDU to be sent to the card. For security reasons APDUs with CLA
values ‘0x’ or “1x’, x€{0,...,9, A,...,F} and INS values ‘20’, ‘21’, '24’, ‘2C’, and ‘22’ SHOULD NOT be used,
because these values would correspond to the commands CHANGE REFERENCE DATA, RESET
RETRY COUNTER und MANAGE SECURITY ENVIRONMENT. With these commands an attacker could
use the card identification to increase the retry counter of the card which could result in a denial of service
attack. Such commands shall be blocked if the <CharacteristicFeature> element is not signed by a
trustworthy authority.

<ResponseAPDU> [required]
This element contains the response of the smart card to the command APDU. If the response
corresponds to the given value in the cardInfofile the actual path in the decision tree will be followed
until an accepted state is reached.

The ResponseAPDU is of type ResponseAPDUType, which is defined as follows:

<complexType name="ResponseAPDUType">
<sequence>
<element name="Body" type="iso:DataMaskType" maxOccurs="1"
minOccurs="0" />
<element name="Trailer" type="hexBinary" />
</sequence>
</complexType>

<Body> [optional]

This element MAY contain information related to the analysis of the response APDU. It is of type
DataMaskType, which is explained below.

<Trailer> [required]

This element relates to the expected status of the command and is equal to ‘9000’ in case of expected
success.

The DataMaskType is used to describe the body of a response APDU. Because of the optional <Tag>-
element and choice between the terminal MatchingData-element or the recursive
DataObject-element, which is again of DataMaskType it is possible to handle arbitrarily nested
TLV structures. It is defined as follows:

<complexType name="DataMaskType">
<sequence>
<element name="Tag" type="hexBinary" maxOccurs="1"
minOccurs="0" />
<choice>
<element name="MatchingData" type="iso:MatchingDataType"/>
<element name="DataObject" type="iso:DataMaskType" />
</choice>
</sequence>
</complexType>

<Tag> [optionall]

This element MAY contain the tag where the expected value or structured data object is stored.

<MatchingData> [choice]
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This element contains a description of the data against which the response from the card shall be
matched. It is of type MatchingDataType, which is explained below.

<DataObject> [choice]

This element contains a further structured data object of typeDataMaskType, which is returned by the
smart card. This element is — similarly to the element <Body> contained in the <ResponseAPDU>
element —DataMaskType, so that arbitrary deep nested TLV coded structures could be defined.

The MatchingDataType defines the structure of the terminal data against which the data from the card shall
be matched. It is defined as follows:

<complexType name="MatchingDataType">
<sequence>
<element name="Offset" type="hexBinary"
maxOccurs="1" minOccurs="0" />
<element name="Length" type="hexBinary"
maxOccurs="1" minOccurs="0" />
<element name="MatchingValue" type="hexBinary"/>
<element name="Mask" type="hexBinary"
maxOccurs="1" minOccurs="0" />
</sequence>
<attribute name="MatchingRule" type="iso:MatchingRuleType" use="optional"
default="Equals" />
</complexType>

<Offset> [optionall

This element MAY contain an offset, which specifies a starting point at which the data from the card shall
be considered for matching.

<Length> [optional]
This element MAY contain the length of the data considered for matching.

<MatchingValue> [optionall]

This element contains the value, which is expected to be equal to or contained in the value returned by
the smart card. If this element is missing the default value “Equals” is assumed.

<Mask> [optionall

This element MAY contain a mask to perform a logical AND on the data returned before it is compared to
the MatchingValue. This way it is possible to filter out a specific part (e.g. single bits) of the data. Refer
also to the definition of theByteMaskType.

<MatchingRule> [optional attribute]
This optional attribute MAY indicate, whether the MatchingValue is expected to be equal (Equals) or

only contained (Contains) in the data returned from the card. It is of type MatchingRuleType, which is
defined as follows:

<simpleType name="MatchingRuleType">
<restriction base="string">
<enumeration value="Equals" />
<enumeration value="Contains" />
</restriction>
</simpleType>
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D.3.5 CardCapabilities

The <CardCapabilities> element of type CardCapabilitiesType is an optional part of the
<CardInfo> element and specifies the general capabilities of the card.

This information may be used to support cards which are not fully conforming to ISO/IEC 7816-4. Furthermore
it is possible to specify requirements for cards and card profiles.

If a card is fully conform to ISO/IEC 7816-4 this element is not needed for mapping SAL-requests to APDUs.

<complexType name="CardCapabilitiesType">
<sequence>
<element name="Interface" maxOccurs="unbounded"
minOccurs="0">
<complexType>
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Protocol" type="anyURI" />
</sequence>
</extension>
</complexContent>
</complexType>
</element>
<element name="EF.DIR" maxOccurs="1" minOccurs="0"
type="iso:FileRefReqType" />
<element name="EF.ATRorINFO" maxOccurs="1" minOccurs="0"
type="iso:EFATRorINFOType" />
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<Interface> [optional, unbounded]

This element MAY contain an identifier for a supported transport protocol. The element is an extension of
the RequirementsType and therefore contains an element <RequirementLevel> (see below).
Additionally it contains an element <Protocol> which holds an URI specifying the transport protocol.
The following protocols MAY be used:

urn:iso:std:iso-iec:7816:-3:tech:protocols:T-equals-0
- urn:iso:std:iso-iec:7816:-3:tech:protocols: T-equals-1
- urn:iso:std:iso-iec:10536:tech:protocols: T-equals-2
- urn:iso:std:iso-iec:14443:-2:tech:protocols: Type-A
- urn:iso:std:iso-iec:14443:-2:tech:protocols:Type-B
<EF.DIR> [optionall

This element MAY contain information about the EF.DIR. For details refer to the definition
ofFileRefReqType.

<EF.ATRoOrINFO> [optionall]
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This element MAY contain information about the EF.ATRorINFO. For details refer to the definition
of EFATRType.

Furthermore there MAY be some additional element, which structure is defined by some other specification.

The element <RegquirementLevel> in the type RequirementsType specifies, whether the given feature
SHALL be supported by the platform (‘PlatformMandatory’), MAY be supported by the platform
(‘PlatformOptional’), SHALL be personalized (‘PersonalizationMandatory’) or MAY be personalized
(‘PersonalizationOptional’).

<complexType name="RequirementsType">
<sequence maxOccurs="1" minOccurs="1">
<element name="RequirementLevel"
type="iso:BasicRequirementsType" maxOccurs="1" minOccurs="0"/>
</sequence>
</complexType>

The type BasicRequirementsType is defined as follows:

<simpleType name="BasicRequirementsType">
<restriction base="string">
<enumeration value="PlatformMandatory" />
<enumeration value="PlatformOptional" />
<enumeration value="PersonalizationMandatory" />
<enumeration value="PersonalizationOptional" />
</restriction>
</simpleType>

The type FileRefReqType extends the RequirementsType by an element <Path> which is of type
PathType(see below):

<complexType name="FileRefReqgType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Path" type="iso:PathType" maxOccurs="1" minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>

The type PathType is based on ISO/IEC 7816-15 and used to specify the path to a file or a part of it

<complexType name="PathType">
<sequence>
<choice>
<element name="efIdOrPath" type="hexBinary" />
<element name="TagRef">
<complexType>
<sequence>
<element name="tag" type="hexBinary" />
<element name="efIdOrPath"
type="hexBinary" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>
</element>
<element name="AppFileRef">
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<complexType>
<sequence>
<element name="aid" type="hexBinary" />
<element name="efIDOrPath" type="hexBinary" />
</sequence>
</complexType>
</element>
<element name="AppTagRef">
<complexType>
<sequence>
<element name="aid" type="hexBinary" />
<element name="tag" type="string" />
<element name="efIdOrPath"
type="hexBinary" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>
</element>
</choice>
<element name="Index" type="hexBinary" maxOccurs="1" minOccurs="0" />
<element name="Length" type="hexBinary" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>

<efIdOrPath> [choice]

This element contains a file identifier or a path (as a sequence of file identifiers without separator) to a file
on a smart card. According to ISO/IEC 7816-15 there are five cases to be differentiated:

- <efIdorpPath> is empty and no file is identified.

- <efIdorPath> consists of one byte where the five most significant bits contain a short file
identifier. The other bits b1,...,b3 are zero.

- <efIdorPath> consists of exactly two bytes and contains an ordinary file identifier.

- <efIdorPath> consists of an even number (>2) of bytes and contains an absolute or
relative path (a sequence of file identifiers without separator) to a file.

- <efIdorPath> consists of an odd number (>1) of bytes and contains a “qualified path” to a
file as described in ISO/IEC 7816-4.

<TagRef> [choice]

This element consists of an element <tag> containing a tag encapsulating the addressed data and an
optional element <efIdOorPath> as described above.

<AppFileRef> [choice]

With this element it is possible to reference a file of a certain application on the card. It consists of an
element <aid> containing the identifier of the application and an element <efTIdorPath> as described
above.

<AppTagRef> [choice]

With this element it is possible to reference a data object encapsulated with a tag and stored in a card
application. It consists of an element <aid> containing the identifier of the application, an element <tag>
containing a tag where the addressed data is stored and an optional element <efIdorPath> as
described above.
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<Index> and <Length> [optionall
For these elements there are two cases to differentiate
- transparent file

In this case the optional element <Index> contains the offset in the READ BINARY
command (parameters P1/P2) and <Length> the parameter L.

- record oriented file

In this case the element <Index> contains the record number in the READ RECORD
command. The element <Length> will be ignored, if present.

The element <EF.ATR>is of type EFATRorINFOType and is part of the CardCapabilitiesType.. It
contains information about the (EF.) ATR / INFO and is not necessary for the mapping of SAL-requests to
APDUs, if the card is conforming to ISO/IEC 7816-4. This element may also be used to specify requirements
for a card within a given profile.

<complexType name="EFATRorINFOType">
<complexContent>
<extension base="iso:FileRefReqgType">
<sequence>
<element name="I1S07816-4-CardServiceData" maxOccurs="1"
type="1is0:1S07816-4-CardServiceDataType" minOccurs="0" />
<element name="Pre-Issuing-DO"
type="iso:FileRefReqType" maxOccurs="1" minOccurs="0" />
<element name="IS07816-4-CardCapabilities" maxOccurs="1"
type="1is0:1S07816-4-CardCapabilitiesType" minOccurs="0" />
<element name="ImplicitlySelectedApplication"
type="iso:FileRefReqType" maxOccurs="1" minOccurs="0" />
<element name="ExtendedLengthInfo"
type="iso:ExtendedLengthInfoType" maxOccurs="1" minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>

<IS07816-4-CardServiceData> [optionall]

This element MAY contain information about the card service data as described in Clause 8.1.1.2.3 of
ISO/IEC 7816-4. Details of the type 1s07816-4-CardServiceDataTypeare described below.

<Pre-Issuing-DO> [optional]
This element MAY contain information about the path to manufacturer specific pre-issuing data. This
element is not necessary if the card is conforming to ISO/IEC 7816-4. For details refer to the definition
ofFileRefRegType.

<IS07816-4-CardCapabilities> [optionall]

This element MAY contain information about the card capabilities as described in ISO/IEC 7816-4. For
details refer to the definition of the 1s07816-4-CardCapabilitiesType

<ImplicitlySelectedApplication> [optionall
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This element MAY contain information about an implicit selected application as described in ISO/IEC
7816-4. For details refer to the definition ofFileRefRegType.

<ExtendedLengthInfo> [optional, unbounded]

This element MAY contain information about the support of extended length. For details refer to the
definition of ExtendedlLengthInfoType.

The type 1507816-4-CardServiceDataType is an extension of the FileRefReqgType.. It is used by the
element 1s07816-4-CardServiceData, which is part of the EFATRor INFOType.

<complexType name="IS07816-4-CardServiceDataType">
<complexContent>
<extension base="iso:FileRefRegType">
<sequence>
<element name="Application-selection" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="by-full-DF-name" type="iso:BitReqgType" />
<element name="by-partial-DF-name" type="iso:BitReqType" />
</sequence>
</complexType>
</element>
<element name="BER-TLV-data-objects-available"
maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="in-EF.DIR" type="iso:BitReqType" />
<element name="in-EF.ATR" type="iso:BitReqgType" />
</sequence>
</complexType>
</element>
<element name="EF.x-access-services" maxOccurs="1" minOccurs="0">
<complexType>
<choice>
<element name="ReadBinary" type="iso:BasicRequirementsType" />
<element name="ReadRecord" type="iso:BasicRequirementsType" />
<element name="GetData" type="iso:BasicRequirementsType" />
</choice>
</complexType>
</element>
<element name="Root" maxOccurs="1" minOccurs="0">
<complexType>
<choice>
<element name="Card-with-MF" type="iso:BasicRequirementsType" />
<element name="Card-without-MF" type="iso:BasicRequirementsType" />
</choice>
</complexType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>

<Application-selection> [optional]

This element MAY contain information about the method to select a card application. It consists of two
elements, each of type BitRegType::
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- <by-full-DF-name> indicates that the card applications can be addressed by the full DF
name (see Table 85 in ISO/IEC 7816-4).

- <by-partial-DF-name> indicates that the card applications can be addressed by the
partial DF name (see Table 85 in ISO/IEC 7816-4).

Details of the type BitRegTypeare described below.
<BER-TLV-data-objects-available> [optionall

This element MAY contain information about the presence of BER-TLV coded data objects in EF.DIR and
EF.ATR. It consists of two elements, each of type BitReqType::

- <in-EF.DIR> indicates the presence of BER-TLV coded data objects in EF.DIR.
- <in-EF.ATR> indicates the presence of BER-TLV coded data objects in EF.ATR.
Details of the type BitReqgType are described below.
<EF.x-access-services> [optionall

This element MAY contain information about the method to access EF.DIR and EF.ATR. It consists of a
choice between three elements, each of typeBasicRequirementsType::

- <ReadBinary> indicates that both files should be accessed via READ BINARY.
- <ReadRecord> indicates that both files should be accessed via READ RECORD.
- <GetData> indicates that both files should be accessed via GET DATA.

<Root> [optionall]

This element MAY contain information about the presence of a root directory. It consists of a choice
between two elements, each of typeBasicRequirementsType::

- <Card-with-MF> indicates that there is a MF on the Card.
- <Card-without-MF> indicates that there isn’t a MF on the Card.

The type BitReqgType expands the type RequirementsType by the element <Bit> which contains a bit
represented as a boolean value.

<complexType name="BitReqgType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Bit" type="boolean" />
</sequence>
</extension>
</complexContent>
</complexType>

The type 1S07816-4-CardCapabilitiesType is an extension of the FileRefReqgType.. It is used by the
element < IS07816-4-CardCapabilities , which is part of theEFATRorINFOType.. The inherited
element <path> MAY contain a path to the three card capability bytes, as long as these are not part of the
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(EF.) ATR (compact header tags ‘71’, ‘72’ and 73’). The <Path> element is not necessary, if the card
conforming to ISO/IEC 7816-4.

S

<complexType name="IS07816-4-CardCapabilitiesType">

<complexContent>
<extension base="iso:FileRefReqType">
<sequence>
<element name="FirstSoftwareFunctionTable" maxOccurs="1" minOccurs="1">
<complexType>
<sequence>
<element name="DF-selection" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="by-full-DF-name" maxOccurs="1"
type="iso:BitReqType" minOccurs="0" />
<element name="by-partial-DF-name" maxOccurs="1"
type="iso:BitReqType" minOccurs="0" />
<element name="by-path" maxOccurs="1"
type="iso:BitReqType" minOccurs="0" />
<element name="by-file-identifier" maxOccurs="1"
type="iso:BitReqType" minOccurs="0" />
<element name="implicit" maxOccurs="1"
type="iso:BitReqType" minOccurs="0" />
</sequence>
</complexType>
</element>

<element name="Short-EF-identifier" maxOccurs="1"
type="1iso0:BitRegType" minOccurs="0" />
<element name="Record-number" maxOccurs="1"
type="1iso0:BitRegType" minOccurs="0" />
<element name="Record-identifier" maxOccurs="1"
type="1iso0:BitRegType" minOccurs="0" />
</sequence>
</complexType>
</element>
<element name="SecondSoftwareFunctionTable">
<complexType>
<sequence>
<element name="EFs-of-TLV-structure" maxOccurs="1"
type="iso:BitReqType" minOccurs="0" />
<element name="Behaviour-of-write-functions"
maxOccurs="1" minOccurs="0">
<complexType>
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Behaviour" type="iso:WriteBehaviourType" />
</sequence>
</extension>
</complexContent>
</complexType>
</element>
<element name="Data-unit-size-in-quartets"
maxOccurs="1" minOccurs="0">
<complexType>
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Exponent">
<simpleType>
<restriction base="integer">
<minInclusive value="1" />
<maxInclusive value="31" />

</restriction>
</simpleType>
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</element>
</sequence>
</extension>
</complexContent>
</complexType>
</element>
<element name="Value-FF-for-first-byte-of-BER-TLV-valid"
type="iso0:BitReqType" maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>
</element>
<element name="ThirdSoftwareFunctionTable">
<complexType>
<sequence>
<element name="Command-chaining"
type="iso0:BitReqType" maxOccurs="1" minOccurs="0" />
<element name="Extended-Lc-and-Le-fields"
type="iso0:BitReqType" maxOccurs="1" minOccurs="0" />
<element name="Logical-Channel-support" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="LC-Number-by-Card" type="iso:BitReqType" />
<element name="LC-Number-by-IFD" type="iso:BitReqType" />
<element name="Number-of-Logical-Channels"
maxOccurs="1" minOccurs="1">
<complexType>
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Maxium-Number">
<simpleType>
<restriction base="integer">
<minInclusive value="1" />
<maxInclusive value="8" />
</restriction>
</simpleType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>
</element>
</sequence>
</complexType>
</element>
</sequence>
</complexType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>

The writeBehaviourType MAY be used to specify detailed requirements of the behaviour of a smart card.
See ISO/IEC 7816-4 for details.

<simpleType name="WriteBehaviourType">
<restriction base="string">
<enumeration value="One-time-write" />
<enumeration value="Proprietary" />
<enumeration value="Write-OR" />
<enumeration value="Write-AND" />
</restriction>
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</simpleType>

The ExtendedLengthInfoType MAY be used to specify information about the support of extended length.
This type is derived from the RequirementsType and defined as follows:

<complexType name="ExtendedLengthInfoType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="GlobalLengthInfo" type="iso:LengthInfoType" />
<element name="CommandSpecificLengthInfo"
type="iso:CommandSpecificLengthInfoType"
maxOccurs="unbounded" minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>

<GlobalLengthInfo> [required]

This element provides general extended length information, which is valid unless it is overruled by a
CommandSpecificLengthInfo-element. It is of type LengthInfoType, which is specified below.

<CommandSpecificLengthInfo> [optional, unbounded]

This element MAY exist multiple times and is used to provide command specific extended length
information. It is of type CommandSpecificLengthInfoType, which is specified below.

The LengthInfoType is used in the definition of the ExtendedLengthInfoType above and the definition
of CommandSpecificLengthInfoType below. Itis defined as follows:

<complexType name="LengthInfoType">
<sequence>
<element name="MaxNc" type="positiveInteger" />
<element name="MaxNe" type="positivelInteger" />
</sequence>
</complexType>

It contains the following elements:
<MaxNc> [required]

Indicates the maximum value of the command length (Nc), which is valid unless it is overruled by the
MaxNc-element in some CommandSpecificLengthInfo-element.

<MaxNe> [required]

Indicates the maximum value of the expected response length (Ne), which is valid unless it is overruled
by the MaxNe-element in some CommandSpecificLengthInfo-element.

The CommandSpecificLengthInfoType is used in the definition of the ExtendedLengthInfoType
above and it is defined as follows:

<complexType name="CommandSpecificLengthInfoType">
<sequence>
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<element name="Tag" type="byte"/>
<element name="Command" type="hexBinary"/>
<element name="LengthInfo" type="iso:LengthInfoType"/>
</sequence>
</complexType>

It contains the following elements:
<Tag> [required]

Indicates the tag (‘81" — ‘8F’) of the standardized data structure, which specifies what the command
description in the Command-element includes (see ISO/IEC 7816-4).

<Command> [required]

Specifies the (part of the) command header, for which the extended length information in the
LengthInfo-element is provided.

<LengthInfo> [required]

Provides the command specific extended length information for the command identified by Command and Tag.
This element is of type LengthInfoType specified above.

D.3.6 ApplicationCapabilities

The <ApplicationCapabilities> element is part of the CcardinfoType(cf. Clause
ApplicationCapabilitiesType). Itis of type ApplicationCapabilitiesType and provides detailed
information about the card applications available on the card. When used for a card which contains an
application capability description as defined in ISO/IEC 24727-2 and/or is fully described by an appropriate
ISO/IEC 7816-15 structure this element may be omitted.

<complexType name="ApplicationCapabilitiesType">
<sequence>
<element name="ImplicitlySelectedApplication"
type="iso:ApplicationIdentifierType" maxOccurs="1" minOccurs="0" />
<element name="CardApplication" maxOccurs="unbounded"
type="iso:CardApplicationType" minOccurs="0" />
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<ImplicitlySelectedApplication> [optionall

This element MAY contain information which card application is implicitly selected after initialization.
<CardApplication> [optional, unbounded]

This element MAY contain a description for each card application available on the card.
Furthermore there MAY be some additional element, which structure is defined by some other specification.

The <Cardapplication> element of type CardApplicationType is part of the
ApplicationCapabilitiesType. The CardApplicationType is an extension of the type
RequirementsType containing the <RequirementLevel> element.
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<complexType name="CardApplicationType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="InterfaceProtocol"
type="anyURI" maxOccurs="unbounded" minOccurs="0" />
<element name="ApplicationIdentifier" maxOccurs="1"
type="iso:ApplicationIdentifierType" minOccurs="1" />
<element name="ApplicationName"
type="string" maxOccurs="1" minOccurs="0" />
<element name="CardApplicationServiceInfo" maxOccurs="unbounded"
type="iso:CardApplicationServiceType" minOccurs="0" />
<element name="DIDInfo"
type="1is0:DIDInfoType" maxOccurs="unbounded" minOccurs="0" />
<element name="DataSetInfo"
type="iso:DataSetInfoType" maxOccurs="unbounded" minOccurs="0" />
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="Id" type="ID" use="optional" />
</extension>
</complexContent>
</complexType>

<InterfaceProtocol> [optional, unbounded]

This element MAY contain a reference to a protocol for the access to the card application, which
corresponds to the Interface-element.

<ApplicationIdentifier>

This element contains the application identifier of the card application.
<ApplicationName> [optionall

This element MAY contain an additional name of the card application.
<CardApplicationServiceInfo> [optional, unbounded]

This element MAY contain information about the services supported by the card application. For details
refer to the definition of CardapplicationServiceType.

<DIDInfo> [optional, unbounded]

This element MAY be present for each differential identity (DID) of the card application and specifies the
related details of this DID. For details refer to the definition of DIDInfoType.

<DataSetInfo> [optional, unbounded]

This element MAY be present for each data set (and embodied data structures for interoperability) of the
card application. For details refer to the definition of DatasetInfoType.

Furthermore there MAY be some additional element, which structure is defined by some other specification.
The <CardapplicationServiceInfo> element of type CardApplicationServiceType is part of the

definition of cCardapplicationServiceType. The CardApplicationServiceType is an extension of
the type RequirementsType containing the < RequirementLevel> element.

<complexType name="CardApplicationServiceType">
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<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="CardApplicationServiceName" type="string" />
<element name="ServiceACL"
type="iso:AccessControlListType" />
<element name="CardApplicationServiceDescription" maxOccurs="1"
type="iso:CardApplicationServiceDescriptionType" minOccurs="0" />
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

<CardApplicationServiceName>
This element contains the name of the card application service.
<ServiceACL>

This element contains access control information for the card application service (the structure of the
AccessControlListType is explained below).

<CardApplicationServiceDescription> [optionall]
This element MAY contain an interface description of the card application service. For details refer to the
definition of CardapplicationServiceDescriptionType below. If the card application service is
standardized this element is not necessary.

Furthermore there MAY be some additional element, which structure is defined by some other specification.

The AccessControlListType contains a sequence of AccessRule-elements.

<complexType name="AccessControlListType">
<sequence>
<element name="AccessRule" type="iso:AccessRuleType"
maxOccurs="unbounded" minOccurs="0"/>
</sequence>
</complexType>

<AccessRule> [optional, unbounded]

This element MAY define an access rule, which is of type AccessRuleType. The AccessRuleType is
defined as follows

<complexType name="AccessRuleType">
<sequence>
<element name="CardApplicationServiceName" type="string"
maxOccurs="1" minOccurs="0" />
<element name="Action" type="iso:ActionNameType" />
<element name="SecurityCondition" type="iso:SecurityConditionType"/>
</sequence>
</complexType>

and contains the following elements:
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<CardApplicationServiceName> [optionall
This element MAY indicate the CardapplicationServiceName, if this information is not provided
outside the AccessControlList as it is the «case in the definition of the
CardApplicationServiceType.
<Action>
This element specifies the action as defined in this standard or a loaded onto the card.
<SecurityCondition>
This element specifies the security conditions, which are necessary to perform the action specified above.
As defined in this standard the security condition may be specified as a Boolean combination of

DIDAuthenticationState-elements.

The CardapplicationServiceDescriptionType is defined as follows

<complexType name="CardApplicationServiceDescriptionType">
<choice>
<element name="ServiceDescriptionURL" type="anyURI" />
<element name="ServiceDescriptionText" type="string" />
</choice>
</complexType>

It supports the following alternatives
<ServiceDescriptionURL> [choice]

This element MAY contain a URL at which the ServiceDescriptionText may be found.
<ServiceDescriptionText> [choice]

This element MAY contain the description of the service.

The <DIDInfo> element of type DIDInfoType is part of the CardapplicationType. The DIDInfoType
is an extension of the type RequirementsTypecontaining the < RequirementLevel> element.

<complexType name="DIDInfoType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="DifferentialIdentity"
type="iso:DifferentialIdentityType" />
<element name="DIDACL" type="iso:AccessControlListType" />
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="Id" type="ID" use="optional" />
</extension>
</complexContent>
</complexType>

<DifferentialIdentity>

According to this standard all key material used for authentication or other cryptographic operations is
represented by a differential identity (DID). The DifferentialIdentityTypeis described in detail
below.
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<DIDACL>

This element contains the access control list defining the access rights to the differential identities. For
more details refer to the definition of the AccessControlListType.

Furthermore there MAY be some additional element, which structure is defined by some other specification.

The <DifferentialIdentity> element of type DifferentialIdentityType is part of thenipinforype.

<complexType name="DifferentialIdentityType">
<sequence>
<element name="DIDName" type="iso:DIDNameType" />
<element name="DIDProtocol" type="anyURI" />
<element name="DIDMarker" type="iso:DIDMarkerType" />
<element name="DIDScope" type="iso:DIDScopeType" minOccurs="0" />
<element name="DIDQualifier"
type="iso:DIDQualifierType" minOccurs="0" maxOccurs="1" />
</sequence>
</complexType>

<DIDName> [required]

This element contains the name (unique in the scope) which is used in function calls to refer to the
differential identity.

<DIDProtocol> [required]

This element specifies the protocol of the differential identity. Standardized protocols are defined in Annex
A of this document for example.

<DIDMarker> [required]
The structure of this element depends on the < DIDProtocol> element.
<DIDScope> [optionall

This element MAY specify whether the differential identity can be accessed from all card applications of
the card (global) or only within a certain card application (local).

<DIDQualifier> [optionall]

This element MAY contain further information on the differential identity. The structure of this element is
defined as follows:

<complexType name="DIDQualifierType">
<choice>
<element name="ApplicationIdentifier"
type="iso:ApplicationIdentifierType" />
<element name="ObjectIdentifier" type="anyURI" />
<element name="ApplicationFunction" type="iso:BitString" />
</choice>
</complexType>

The <DataSetInfo> element of type DataSetInfoTypeis part of the CardapplicationType. The
DataSetInfoType is an extension of the type RequirementsType containing the <
RequirementLevel> element.
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<complexType name="DataSetInfoType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="DataSetName" type="iso:DataSetNameType" />
<element name="DataSetACL" type="iso:AccessControlListType" />
<element name="DataSetPath" type="iso:PathType" />
<element name="DSI"
type="1is0:DSIType" maxOccurs="unbounded" minOccurs="0" />
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="Id" type="ID" use="optional" />
</extension>
</complexContent>
</complexType>

<DataSetName> [required]
This element contains the name of a data set which can be used to address the data set in SAL calls.
<DataSetACL> [required]
This element contains the access rules on the data set.
<DataSetPath> [required]
This element contains the path to a data set.
<DSI> [optional, unbounded]

If the data set contains data structures for interoperability (DSIs) each of these elements MAY contain
further information about one DSI. Details of the DSIType are specified below.

Furthermore there MAY be some additional element, which structure is defined by some other specification.
Such an additional element MAY be used for post-issuance personalization purposes for example.

The DSIType is an extension of the type RequirementsTypeand is specified as follows:

<complexType name="DSIType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="DSIName" type="iso:DSINameType" />
<element name="DSIPath" type="iso:PathType" />
</sequence>
</extension>
</complexContent>
</complexType>

<DSIName> [required}

This element contains the name of the DSI which is used for addressing the DSI in procedure calls.
<DSIPath> [required]

This element contains the path to the DSI on the card..

D.3.7 Signature
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To defeat attacks which make use of manipulated CardInfo-structures one MAY apply a digital signature
according to RFC 3275 to protect the CardInfo-element or chosen parts of it.

When signed Cardinfo files are imported, the signature SHALL be verified according to an appropriate policy.
Furthermore it SHOULD be ensured that
— especially protected key material for which the <Protected> element of the KeyRefType is TRUE and

— potential dangerous APDUs in the CommandAPDU element with CLA values ‘0x’ or “1x’, x{0,...,9, A,...,F}
and INS values ‘20’, ‘21’, ‘24’, ‘2C’, and ‘22’

are only accessible or executed, if they are protected by an appropriate signature. Cardinfo-files with
protected key material or dangerous APDU and without an appropriate signature SHOULD be rejected.

In a signature on a Cardinfo file the signer SHOULD only use the ds:xX509Data choice in the KeyInfo
element (see Section 4.4 in RFC 3275).

All parts to be signed SHALL be specified with ds:Reference elements. Every element to be included in the
signature SHALL have an 14 attribute which is used in the URT attribute of the ds:Reference element. As
the simplest case the whole <CardInfo> element is referenced, so that the signature is part of the signed
data and therefore is excluded when calculating the hash value (“enveloped signature”). On the other hand it
is possible to sign only child elements of the <CardInfo> element (e.g. <CardType>,
<CardIdentification> and <CardCapabilities>) as well as existing <Cardapplication> elements
(contained in the element <Applicationcapabilities>) so that it is possible to add a complete card
application (on the card and in the Cardinfo file) without invalidating the existing signature. The tests
described above assure that an attacker is not able to use an unsigned part of the CardInfofile to access
sensitive key objects which are protected by a signature.

D.4 Complete XML-Schema Definition (Cardinfo.xsd)

<?xml version="1.0" encoding="UTF-8"?>

<schema xmlns="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="urn:iso:std:iso-1ec:24727:tech:schema"
xmlns:iso="urn:iso:std:iso-iec:24727:tech:schema"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:dss="urn:oasis:names:tc:dss:1.0:core:schema"
elementFormDefault="qualified" attributeFormDefault="unqualified">

<include schemalocation="IS024727-3.xsd" />
<include schemaLocation="I1S024727-Protocols.xsd" />

<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalocation="http://www.w3.0rg/TR/xmldsig-core/xmldsig-core-schema.xsd"
/>

<import namespace="urn:oasis:names:tc:dss:1.0:core:schema"
schemaLocation="http://docs.oasis-open.org/dss/v1l.0/ocasis-dss-core-schema-
vl.0-os.xsd" />

<!l—— ===z ———=—=—=—=—=—=—=—=——==

The CardInfo-element contains
the necessary information for
the mapping of generic requests
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at the Service Access Layer to
card-specific APDUs in case there
is no appropriate CIA according
to ISO/IEC 7816-15 available on
the card. Furthermore this
structure may be used to specify
card profiles.

<element name="CardInfo" type="iso:CardInfoType" />

<complexType name="CardInfoType">
<sequence>

<!--
The CardType-element contains a unique
identifier for the card type and
optionally further links to specification
documents.

-—>

<element name="CardType" type="iso:CardTypeType" />

<!--
The CardIdentification-element
allows to determine the type of
a given card by walking through
the decision tree and checking
whether the characteristic features
are as expected.

-—>

<element name="CardIdentification"
type="iso:CardIdentificationType" />

<!--
The CardCapabilities-element
specifies the general capabilities
of the card and may be omitted, if
the card fully complies to ISO/IEC 7816-4.
-—>
<element name="CardCapabilities"
type="iso:CardCapabilitiesType" maxOccurs="1" minOccurs="0" />

<!--
The ApplicationCapabilities-element
provides detailled information about the
card applications available on the card.
-—>
<element name="ApplicationCapabilities"
type="iso:ApplicationCapabilitiesType" maxOccurs="1" minOccurs="0"

/>
<!--
The Signature-elements may be used to
protect the integrity and authenticity
of (parts of) the CardInfo-element.
-—>
<element name="Signature" type="ds:SignatureType"
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maxOccurs="unbounded" minOccurs="0" />
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<l—-— =Z=============—=—==—=—===—========

The ApplicationInfo-element

allows to specify card applications
which may be downloaded to a card

by a Card Application Management System.

<element name="ApplicationInfo" type="iso:CardApplicationType" />

<!—— e e e el e e e el -_—>
<!-- Definition of basic types in -->
<!-- alphabetic order -—>
<l —-—- =Z=========—=—===—=—=—=—=—=—========= -——>

<complexType name="ApplicationCapabilitiesType">
<sequence>

<element name="ImplicitlySelectedApplication"

type="1iso:ApplicationIdentifierType" maxOccurs="1" minOccurs="0" />

<element name="CardApplication"

type="iso:CardApplicationType" maxOccurs="unbounded" minOccurs="0"

/>
<element name="Other" type="dss:AnyType" minOccurs="0" />
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<complexType name="ApplicationDataRefType">
<complexContent>
<extension base="iso:DataRefType">
<sequence>
<element name="Application"
type="iso:ApplicationIdentifierType"
minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ATRInterfaceBytesType">
<sequence>

maxOccurs="1"

<element name="TA1" type="iso:ByteMaskType" maxOccurs="1"

minOccurs="0" />

<element name="TBi" type="iso:ByteMaskType" maxOccurs="1"

minOccurs="0" />

<element name="TCi" type="iso:ByteMaskType" maxOccurs="1"

minOccurs="0" />
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<element name="TDi" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="0" />

</sequence>
</complexType>

<complexType name="ATRType">
<sequence>
<element name="TS" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="1" />
<element name="T0" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="1" />

<element name="InterfaceBytes">
<complexType>
<sequence>
<element name="Tx1"
type="iso:ATRInterfaceBytesType" />

<element name="Tx2"
type="iso:ATRInterfaceBytesType" />

<element name="Tx3"
type="iso:ATRInterfaceBytesType" />

<element name="Tx4"
type="iso:ATRInterfaceBytesType" />

</sequence>
</complexType>
</element>
<element name="HistoricalBytes" maxOccurs="1"
minOccurs="0">
<complexType>
<sequence maxOccurs="15" minOccurs="0">
<element name="Ti" type="iso:ByteMaskType" />

</sequence>
</complexType>
</element>
<element name="TCK" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="0" />
</sequence>
</complexType>

<complexType name="ATSInterfaceBytesType">
<sequence>
<element name="TAl" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="0" />
<element name="TBl" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="0" />

<element name="TCl" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="0" />

</sequence>
</complexType>

<complexType name="ATSType">
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<sequence>
<element name="TL" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="1" />
<element name="T0" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="1" />

<element name="InterfaceBytes"
type="1is0:ATSInterfaceBytesType" />

<element name="HistoricalBytes">
<complexType>
<sequence maxOccurs="15" minOccurs="0">
<element name="Ti" type="iso:ByteMaskType" />

</sequence>
</complexType>
</element>
<element name="CRCl" type="iso:ByteMaskType" maxOccurs="1"
minOccurs="1" />

<element name="CRC2" type="iso:ByteMaskType" />
</sequence>
</complexType>

<simpleType name="BasicRequirementsType">
<restriction base="string">
<enumeration value="PlatformMandatory" />
<enumeration value="PlatformOptional" />
<enumeration value="PersonalizationMandatory" />
<enumeration value="PersonalizationOptional" />
</restriction>
</simpleType>

<complexType name="BitReqgType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Bit" type="boolean" />
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ByteMaskType">
<sequence>
<element name="Value" type="hexBinary" maxOccurs="1"
minOccurs="1" />
<element name="Mask" type="hexBinary" maxOccurs="1"
minOccurs="1" />

</sequence>
</complexType>

<complexType name="CardApplicationServiceType">
<complexContent>

<extension base="iso:RequirementsType">
<sequence>
<element name="CardApplicationServiceName"
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type="string" />
<element name="CardApplicationServiceDescription"
maxOccurs="1" minOccurs="0"
type="iso:CardApplicationServiceDescriptionType" />
<element name="Other" type="dss:AnyType" minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="CardApplicationType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="InterfaceProtocol" type="anyURI"
maxOccurs="unbounded" minOccurs="0" />
<element name="ApplicationIdentifier"
type="iso:ApplicationIdentifierType" maxOccurs="1"
minOccurs="1" />
<element name="ApplicationName" type="string"
maxOccurs="1" minOccurs="0" />
<element name="LocalApplicationName"
type="dss:InternationalStringType" maxOccurs="unbounded" minOccurs="0">
</element>
<element name="CardApplicationServiceInfo"
type="iso:CardApplicationServiceType" maxOccurs="unbounded"
minOccurs="0" />
<element name="CardApplicationACL"
type="iso:AccessControlListType" />
<element name="DIDInfo" type="iso:DIDInfoType"
maxOccurs="unbounded" minOccurs="0" />
<element name="DataSetInfo" maxOccurs="unbounded" minOccurs="0"
type="iso:DataSetInfoType" />
<element name="Other" type="dss:AnyType" minOccurs="0" />
</sequence>
<attribute name="Id" type="ID" use="optional" />
</extension>
</complexContent>
</complexType>

<complexType name="CardCapabilitiesType">
<sequence>
<element name="Interface" maxOccurs="unbounded"
minOccurs="0">
<complexType>
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Protocol" type="anyURI" />
</sequence>
</extension>
</complexContent>
</complexType>
</element>
<element name="EF.DIR" maxOccurs="1" minOccurs="0"
type="iso:FileRefReqType" />
<element name="EF.ATRorINFO" maxOccurs="1" minOccurs="0"
type="is0:EFATRorINFOType" />
<element name="Other" type="dss:AnyType" minOccurs="0" />
</sequence>
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<attribute name="Id" type="ID" use="optional" />
</complexType>

<complexType name="CardIdentificationType">

<sequence>
<element name="ATR" maxOccurs="unbounded" minOccurs="0"

type="1is0:ATRType" />
<element name="ATS" type="iso:ATSType" maxOccurs="1"
minOccurs="0" />
<element name="CharacteristicFeature" maxOccurs="unbounded"
minOccurs="0">
<complexType>
<sequence maxOccurs="unbounded" minOccurs="1">
<element name="CardCall"
type="iso:CardCallType" />
</sequence>
</complexType>
</element>
<element name="Other" type="dss:AnyType" minOccurs="0" />
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<complexType name="CardTypeType">

<sequence>
<element name="ProfilingInfo" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="BasisSpecification"
type="anyURI" />
<element name="ProfilingRelation"
type="iso:ProfilingType" />
</sequence>
</complexType>
</element>

<element name="ObjectIdentifier" type="anyURI" />
<element name="SpecificationBodyOrIssuer" type="string"
maxOccurs="1" minOccurs="0" />
<element name="CardTypeName"
type="dss:InternationalStringType" maxOccurs="unbounded"
minOccurs="0" />
<element name="Version" maxOccurs="1" minOccurs="0">
<complexType>
<sequence>
<element name="Major" type="string" />
<element name="Minor" type="string"
maxOccurs="1" minOccurs="0" />
<element name="SubMinor" type="string"
maxOccurs="1" minOccurs="0" />
</sequence>
</complexType>
</element>
<element name="Status" type="string" maxOccurs="1"
minOccurs="0" />
<element name="Date" type="date" maxOccurs="1"
minOccurs="0" />
<element name="CardInfoRepository" type="anyURI"
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maxOccurs="1" minOccurs="0" />
<element name="Other" type="dss:AnyType" minOccurs="0" />
</sequence>
<attribute name="Id" type="ID" use="optional" />
</complexType>

<complexType name="DataSetInfoType">
<complexContent>

<extension base="iso:RequirementsType">
<sequence>

<element name="DataSetName"
type="iso:DataSetNameType" />

<element name="LocalDataSetName"

type="dss:InternationalStringType" maxOccurs="unbounded" minOccurs="0">

</element>

<element name="DataSetACL"
type="iso:AccessControlListType" />

<element name="DataSetPath" type="iso:PathType"
maxOccurs="1" minOccurs="1" />

<element name="DSI" type="iso:DSIType"
maxOccurs="unbounded" minOccurs="0" />

<element name="Other" type="dss:AnyType" minOccurs="0" />

</sequence>

<attribute name="Id" type="ID" use="optional" />

</extension>
</complexContent>
</complexType>

<complexType name="DIDInfoType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="DifferentialIdentity"
type="iso:DifferentialIdentityType" />
<element name="DIDACL"
type="1iso:AccessControlListType" />
<element name="Other" type="dss:AnyType" minOccurs="0" />
</sequence>
<attribute name="Id" type="ID" use="optional" />
</extension>
</complexContent>
</complexType>

<complexType name="DifferentialIdentityType">
<sequence>
<element name="DIDName" type="iso:DIDNameType" />
<element name="LocalDIDName" type="dss:InternationalStringType"
maxOccurs="unbounded" minOccurs="0">

</element>

<element name="DIDProtocol" type="anyURI" />

<element name="DIDMarker" type="iso:DIDMarkerType" />

<element name="DIDScope" minOccurs="0"
type="iso:DIDScopeType" />

<element name="DIDQualifier" minOccurs="0"
type="iso0:DIDQualifierType" maxOccurs="1" />

</sequence>
</complexType>
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<complexType name="DSIType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="DSIName" type="iso:DSINameType" />
<element name="DSIPath" type="iso:PathType" />
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="EFATRorINFOType">
<complexContent>
<extension base="iso:FileRefReqType">
<sequence>
<element name="IS0781l6-4-CardServiceData"
maxOccurs="1" minOccurs="0"
type="1is0:IS07816-4-CardServiceDataType" />

<element name="Pre-Issuing-DO"
type="iso:FileRefReqType" maxOccurs="1" minOccurs="0" />

<element name="IS07816-4-CardCapabilities"
maxOccurs="1" minOccurs="0"
type="is0:IS07816-4-CardCapabilitiesType" />

<element name="ImplicitlySelectedApplication"
type="iso:FileRefReqType" maxOccurs="1" minOccurs="0" />

<element name="ExtendedLengthInfo" maxOccurs="1"
minOccurs="0" type="iso:ExtendedLengthInfoType" />
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ExtendedLengthInfoType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="GlobalLengthInfo"
type="iso:LengthInfoType" />
<element name="CommandSpecificLengthInfo"
type="iso:CommandSpecificLengthInfoType"
maxOccurs="unbounded"
minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="LengthInfoType">
<sequence>
<element name="MaxNc" type="positivelInteger" />
<element name="MaxNe" type="positivelInteger" />
</sequence>
</complexType>
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<complexType name="CommandSpecificLengthInfoType">
<sequence>
<element name="Tag" type="byte" />
<element name="Command" type="hexBinary" />

<element name="LengthInfo" type="iso:LengthInfoType"

</sequence>
</complexType>

<complexType name="FileRefReqType">
<complexContent>
<extension base="iso:RequirementsType">
<sequence>
<element name="Path" type="iso:PathType"
maxOccurs="1" minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="IS07816-4-CardCapabilitiesType">
<complexContent>
<extension base="iso:FileRefReqType">
<sequence>

<element name="FirstSoftwareFunctionTable"

maxOccurs="1" minOccurs="1">
<complexType>
<sequence>

/>

<element name="DF-selection"
maxOccurs="1" minOccurs="0">
<complexType>

<sequence>
<element
name="by-full-DF-name"

type="1iso0:BitRegType" maxOccurs="1"

type="1iso:BitRegType"

minOccurs="0" />

type="iso:BitRegType"

minOccurs="0" />

minOccurs="0" />
<element
name="by-partial-DF-name"

maxOccurs="1" minOccurs="0" />
<element name="by-path"
type="1iso0:BitRegType" maxOccurs="1"

<element
name="by-file-identifier"

maxOccurs="1" minOccurs="0" />
<element name="implicit"

type="1iso0:BitRegType" maxOccurs="1"

</sequence>

</complexType>

</element>

<element name="Short-EF-identifier"
type="1is0:BitRegType" maxOccurs="1" minOccurs="0"

/>

<element name="Record-number"
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type="iso:BitRegType" maxOccurs="1" minOccurs="0"

/>
<element name="Record-identifier"
type="iso:BitRegType" maxOccurs="1" minOccurs="0"
/>
</sequence>
</complexType>
</element>
<element name="SecondSoftwareFunctionTable">
<complexType>
<sequence>
<element name="EFs-of-TLV-structure"
type="is0:BitRegType" maxOccurs="1" minOccurs="0"
/>

<element
name="Behaviour-of-write-functions" maxOccurs="1"
minOccurs="0">

<complexType>
<complexContent>
<extension
base="iso:RequirementsType">
<sequence>
<element
name="Behaviour"

type="iso:WriteBehaviourType" />
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</sequence>
</extension>
</complexContent>
</complexType>
</element>
<element
name="Data-unit-size-in-quartets" maxOccurs="1"
minOccurs="0">
<complexType>
<complexContent>
<extension
base="iso:RequirementsType">
<sequence>
<element
name="Exponent">
<simpleType>
<restriction
base="integer">
<minInclusive
value="1" />
<maxInclusive
value="31" />
</restriction>
</simpleType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>
</element>
<element
name="Value-FF-for-first-byte-of-BER-TLV-valid"
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type="1iso0:BitRegType" maxOccurs="1" minOccurs="0"
/>

</sequence>
</complexType>
</element>

<element name="ThirdSoftwareFunctionTable">
<complexType>

<sequence>
<element name="Command-chaining"
type="1iso0:BitRegType" maxOccurs="1" minOccurs="0"
/>

<element

name="Extended-Lc-and-Le-fields"
type="iso:BitReqgType"

maxOccurs="1" minOccurs="0" />
<element name="Logical-Channel-support"

maxOccurs="1" minOccurs="0">

<complexType>

<sequence>
<element

name="LC-Number-by-Card"
type="iso:BitReqgType" />

<element
name="LC-Number-by-IFD"
type="iso:BitReqgType" />
<element

name="Number-of-Logical-Channels"
maxOccurs="1"

minOccurs="1">

<complexType>
<complexContent>
<extension
base="iso:RequirementsType">
<sequence>
<element
name="Maxium-Number" >
<simpleType>
<restriction
base="integer">
<minInclusive
value="1" />
<maxInclusive
value="8" />
</restriction>
</simpleType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>
</element>
</sequence>
</complexType>
</element>
</sequence>
</complexType>
</element>
</sequence>
</extension>
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</complexContent>
</complexType>

<complexType name="I1S0781l6-4-CardServiceDataType">
<complexContent>
<extension base="iso:FileRefReqType">
<sequence>
<element name="Application-selection" maxOccurs="1"

minOccurs="0">
<complexType>

<sequence>
<element name="by-full-DF-name"

type="iso:BitReqgType" />

<element name="by-partial-DF-name"
type="iso:BitReqgType" />

</sequence>
</complexType>
</element>
<element name="BER-TLV-data-objects-available"
maxOccurs="1" minOccurs="0">
<complexType>

<sequence>
<element name="in-EF.DIR"
type="iso:BitRegType" />

<element name="in-EF.ATR"
type="iso:BitReqgType" />

</sequence>
</complexType>

</element>

<element name="EF.x-access-services" maxOccurs="1"

minOccurs="0">
<complexType>
<choice>
<element name="ReadBinary"
type="iso:BasicRequirementsType" />

<element name="ReadRecord"
type="iso:BasicRequirementsType" />

<element name="GetData"
type="iso:BasicRequirementsType" />

</choice>
</complexType>
</element>
<element name="Root" maxOccurs="1"
<complexType>
<choice>
/>

<element name="Card-with-MF"
type="iso:BasicRequirementsType"

minOccurs="0">

<element name="Card-without-MF"
type="iso:BasicRequirementsType" />

</choice>
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</complexType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>

<simpleType name="ProfilingType">
<restriction base="string">
<enumeration value="extends" />
<enumeration value="redefines" />
</restriction>
</simpleType>

<complexType name="RequirementsType">
<sequence maxOccurs="1" minOccurs="1">
<element name="RequirementLevel"

type="iso:BasicRequirementsType" maxOccurs="1"

</sequence>
</complexType>

<simpleType name="VariantIndicatorType">
<restriction base="string">
<enumeration value="CommandWithoutSM" />
<enumeration value="ResponseWithoutSM" />
<enumeration value="CommandWithSM" />
<enumeration value="ResponseWithSM" />
</restriction>
</simpleType>

<simpleType name="WriteBehaviourType">
<restriction base="string">
<enumeration value="One-time-write" />
<enumeration value="Proprietary" />
<enumeration value="Write-OR" />
<enumeration value="Write-AND" />
</restriction>
</simpleType>

</schema>
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Annex E
(informative)

XML Binding for Selected Authentication Protocols

This clause contains the protocol-specific definitions of the Crypto and Differential Identity Services for a set of
authentication protocols in accordance with ISO/IEC 24727-3.

E.1 PIN Compare

Authentication of a user is performed by means of a PIN in this protocol, which is also specified in a bridged
form in Annex A.9 of this standard.

This protocol is identified by the OID { iso (1) standard(0) is024727(24727) part3(3) annex-a(0)
pin-compare(9) 1}.

Note: A comparable protocol is urn:oid:1.3.162.15480.3.0.9 for iso(1) identified-organization (3) CEN (162)
CEN 15480 (15480) part3(3) annex-a(0) pin-compare(9). This should be deprecated in favor of the ISO OID.

E.1.1 Marker

B PinRef

PinValue [=]

0.1

PasswordAttributes
-

0.1

|| State Info

0..F

This type specifies the structure of the DID marker for this authentication protocol.

Name Description

PinRef Contains the key reference of the PIN. Details on the KeyRefType
can be found below.

PinValue MAY contain the value of the PIN. If this value is missing despite
being required, it is input at the terminal.

The PIN needs to be stated in the following cases:
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— When creating the PIN object with DIDCreate.

— When changing the PIN with DIDUpdate (see Clause E.1.3)
and

— CHANGE REFERENCE DATA (i.e.
unblockingPassword bit in pwdFlags) is not set)

— RESET RETRY COUNTER (i.e. the
unblockingPassword bit in pwdFlags is set) in the
following cases:

— P1="00 (indicated by the absence of

resetRetryCounterl and
resetRetryCounter2 in the PasswordFlags bit
string) or

— P1='02' (indicated by the setting of
resetRetryCounterl and the absence of
resetRetryCounter2 in the PasswordFlags bit
string)

PasswordAttributes Is an optional element which can contain the
PasswordAttributes defined in part 6 of this standard.

StateInfo MAY contain information about the designated states if more than
one status is defined for the key object. There is one StateInfo
element for each possible status and the current status
corresponds to the first SstateInfo element in the sequence.
Details on the StateInfoType can be found below.

KeyRef [=]

Protected [=]

The KeyRefType is used for the specification of markers (e.g. in the PinCompareMarkerType,
MutualAuthMarkerType, RSAAuthMarkerType and the CryptoMarkerType).

Name Description
KeyRef Contains the reference to the key object.
Protected Is an optional element with which key objects can be marked as particularly

sensitive (e.g. private signature key or PIN for qualified electronic signature). If
such key objects exist in a cardinfo file, they SHOULD be covered by a
signature issued by a trustworthy organisation, and any attempt to access a key
object of this type from an unsigned part of a CardInfo file will result in an error
message during import of the CardInfo file.
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StateRecognition
— g

0.1

RetryCounter =

0.1

UsageCounter =1

0.1

StateTransition
i

The stateInfoType is used to specify states. A status is clearly identified by the necessary attribute
StateName.

Name Description

StateRecognition MAY indicate the sequence of calls to the card through which the
existing status can be determined. The CardCallSequenceType
is explained in greater detail below. The commands in the
respective StateRecognition elements SHOULD be selected in
such a way as to permit the clear identification of the status of the
key object.

RetryCounter Is an optional element which MAY contain the RetryCounter for
the key object in accordance with ISO/IEC 7816-4, Table 34.

Depending on the context in which this element is used, the
maximum value (DIDCreate, DIDUpdate) or the current value of
the counter (DIDGet) is given.

UsageCounter Is an optional element which MAY contain the UsageCounter for
the key object in accordance with ISO/IEC 7816-4, Table 34.

Depending on the context in which this element is used, the
maximum value (DIDCreate, DIDUpdate) or the current value of
the counter (DIDGet) is given.

StateTransition Contains information on the various state transitions provided for
the PIN.
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CommandAPDU [=]

wsa [J—1 CardCall
FH— oaa
1, ResponseAFDU

1,.*

The cardcallSequenceType defines a sequence of smart card commands in the form of elements
of the cardcallType, which are used, for example, to identify the card type, to check whether a key
object is in a certain state or, as in the SstateTransition element, to simply execute a preset
sequence of smart card commands.

A status is considered to have been identified if for ALL CommandAPDU calls (i.e. AND operation) the
reply from the smart card agrees with ONE reply specified in the sequence of ResponseAPDU
elements (i.e. OR operation).

Name Description

CardCall Defines a call to the smart card which is given by a CommandAPDU element
and a sequence of possible ResponseAPDU elements.

The sequence of the Cardcall elements is to be understood as an AND
operation when identifying a status or card type.

CommandAPDU Contains the APDU command which is to be sent to the card (cf. ISO/IEC
7816-4, ISO/IEC 7816-8 and ISO/IEC 7816-9).

For security reasons no APDUs with CLA values '0x' or '"1x' SHOULD be
used, where x is any half byte, nor should the INS values '20', '21', '24', '2C'
and '22' be used, as this would correspond to the smart card commands
VERIFY, CHANGE REFERENCE DATA, RESET RETRY COUNTER and
MANAGE SECURITY ENVIRONMENT (see ISO/IEC 7816-4), which a
hacker could use to increment the error operation counter in the event of a
malicious "card or status detection" and thereby provoke a denial-of-
service attack under some circumstances.

In each case such APDUs SHOULD be denied if the cardcall element is
not signed by a trustworthy body .

ResponseAPDU Defines a sequence of valid replies from the smart card for the
identification of a certain status or smart card type.

The sequence of the ResponseAPDU elements is to be understood as an
OR operation when identifying a status or card type.

The structure of the ResponseAPDUType is explained in detail below.
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