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INFORMATION TECHNOLOGY -
STORAGE MANAGEMENT

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards. Their preparation is entrusted to technical committees; any ISO and IEC
member body interested in the subject dealt with may participate in this preparatory work. International governmental
and non-governmental organizations liaising with ISO and IEC also participate in this preparation.

2) Inthe field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

3) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC and ISO member bodies.

4) |EC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted by IEC
and 1ISO member bodies in that sense. While all reasonable efforts are made to ensure that the technical content of
IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for the way in which they are
used or for any misinterpretation by any end user.

5) In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and ISO/IEC
publications transparently to the maximum extent possible in their national and regional publications. Any divergence
between any ISO/IEC publication and the corresponding national or regional publication should be clearly indicated in
the latter.

6) ISO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsible for any
equipment declared to be in conformity with an ISO/IEC publication.

7) All users should ensure that they have the latest edition of this publication.

8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts and
members of their technical committees and IEC or ISO member bodies for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC, ISO or ISO/IEC
publications.

9) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

10) Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 24775 was prepared by the SNIA (Storage Networking Industry Association?),
was adopted, under the fast track procedure, by ISO/IEC joint technical committee 1: Information technology and
has been assigned to subcommittee 25: Interconnection of information technology equipment.

This second edition cancels and replaces the first edition published in 2007 and constitutes a technical revision.

1. Storage Networking Industry Association, 425 Market Street, Suite 1020, San Francisco, CA 94105, U.S.A.
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This edition includes the following significant changes with respect to the previous edition:

« Expanded scope: The range of SAN components modeled by the profiles defined in this specification has
been greatly expanded. Many of the profiles that were identified as either future work or experimental content
at the time of the initial publication have matured to full profiles. In addition, new areas have been modeled
and included (e.g., SCSI Target Ports).

< Improved organization: The specification has been reorganized to provide more information more easily. The
experimental content has been incorporated into the body of the document, rather than being segregated in
an annex, to ease planning for adoption of emerging techniques.

< Additional documentation of best practices and deployment concerns: The specification now includes a more
formal representation of common deployment and usage practices, a more complete treatment of backward
compatibility issues and a more detailed discussion of the capabilities of the API, grouping them into a
five-level architecture, spanning from physical devices to application-level manipulation, and addressing er-
ror conditions, configuration, accounting performance and security issues at each level.

This International Standard has been approved by vote of the member bodies and the voting results may be
obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT — The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its content. Users should therefore print this publication using a colour printer.
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INTRODUCTION

This International Standard is divided into a number of clauses and annexes:
Clause 1 defines the scope of this standard and places it in context of other standards and standards projects.
Clause 2 specifies definitions, symbols, abbreviations, and document conventions.

Clause 3 describes the underlying concepts of the interface, including its anticipated usage model and business ra-
tionale.

Clause 4 shows typographical conventions used in this document to indicate deprecated and experimental materi-
al. The clause also defines the terms deprecated and experimental as used in SMI-S.

Clause 5 enumerates the normative references that apply to this standard.

Clause 6 identifies high-level requirements and capabilities addressed by this standard.

Clause 7 defines the transport layer and reference model employed in the standard.

Clause 8 provides an overview of the object model underlying the standard.

Clause 9 defines the object model underlying the standard.

Clause 10 defines service discovery in the context of this standard.

Clause 11 defines the roles for the various entities of the management system defined by the standard.
Clause 12 defines the installation and upgrade process defined by the standard.

Annex A specifies a method of mapping CIM objects to SNMP MIB structures (informative).

Annex B establishes the declaration of compliance with the SNIA SMI Specification (normative).

This International Standard defines a method for the interoperable management of a heterogeneous Storage Area
Network (SAN), describes the information available to a WBEM Client from an SMI-S compliant CIM Server and an
object-oriented, XML-based, messaging-based interface designed to support the specific requirements of manag-
ing devices in and through Storage Area Networks (SANS).
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INFORMATION TECHNOLOGY —
STORAGE MANAGEMENT

1 Scope

This International Standard defines an interface for the secure, extensible, and interoperable management of a
distributed and heterogeneous storage system. This interface uses an object-oriented, XML-based, messaging-
based protocol designed to support the specific requirements of managing devices and subsystems in this storage
environment. Using this protocol, this International Standard describes the information available to a WBEM Client

from an SMI-S compliant CIM WBEM Server.
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2 Definitions, Symbols, Abbreviations, and Conventions

2.1 Terms and definitions
For the purposes of this document the following terms and definitions apply.

2.1.1 access control

means to ensure authorized access and to prevent unauthorized access to resources relevant to information
security based on the business and security requirements

2.1.2 account
an established relationship between a user and a computer, network or information service

2.1.3 accountability

Information Security property that establishes responsibility for the effects of action taken by individuals,
organizations or communities with an explanation as to how and why the action took place. [ISO/IEC 27000]

2.1.4 administrator

a person charged with the installation, configuration, and management of a computer system, network, storage
subsystem, database, or application

2.15 agent
an Object Manager that includes the provider service for a limited set of resources

2.16 aggregation
a strong form of an association

2.1.7 audit Log
logs collecting the evidence of selected user activities, exceptions, and information security events

2.1.8 authentication
the act of verifying the identity claimed by a party to a communication

2.1.9 authentication mechanism
process for determining and validating a user (or device) identity

2.1.10 authorization
the process of granting a right or permission to access a system resource

2.1.11 bidirectional authentication
see 2.1.40 "mutual authentication"

2.1.12 CIM Server
a server that provides support for CIM requests and provides CIM responses.

2.1.13 client
a process that issues requests for service
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2.1.14 Common Information Model

an object-oriented description of the entities and relationships in a business' management environment maintained
by the Distributed Management Task Force

2.1.15 dedicated SMI-S Server
a CIM Server that is dedicated to supporting a single device or subsystem

2.1.16  digested password
the hashed form of a cleartext password

2.1.17 discovery

a process which provides information about what physical and logical storage entities have been found within the
management domain

2.1.18 Distributed Management Task Force (DMTF)
an industry organization that develops management standards for computer system and enterprise environments

2.1.19 dynamic host control protocol (DHCP)

an Internet protocol that allows nodes to dynamically acquire (“lease”) network addresses for periods of time rather
than having to pre-configure them

2.1.20 embedded SMI-S Server
a CIM Server that is embedded in the device or subsystem for which it provides management

2.1.21 enclosure
a box or cabinet

2.1.22  entity authentication
corroboration that an entity is the one claimed. [ISO/IEC 9798]

2.1.23 enumerate
an operation used to enumerate subclasses, subclass names, instances and instance names

2.1.24 event
an occurrence of a phenomenon of interest.

2.1.25 eXtensible Markup Language
a universal format for structured documents and data on the World Wide Web

2.1.26 extent
a set of consecutively addressed disk blocks.

2.1.27 external authentication
authentication which relies on an authentication service separate from (or external to) an entity

2.1.28 extrinsic method
A method defined as part of CIM Schema

2.1.29 fabric
Any interconnect between two or more Fibre Channel N_Ports, including point-to-point, loop, and Switched Fabric
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2.1.30 FICON™2

Fibre Channel storage protocol used in IBM mainframe computers and peripheral devices such as ECKD storage
arrays and tape drives

2.1.31 general purpose SMI-S Server

an SMI-S Server that is not dedicated to supporting a single device or subsystem, and may support multiple
devices or subsystems.

2.1.32 grammar

a formal definition of the syntactic structure of a language (see 2.1.66 "syntax"), normally given in terms of
production rules that specify the order of constituents and their sub-constituents in a sentence (a well-formed string
in the language)

2.1.33 host bus adapter (HBA)
card that contains ports for host systems

2.1.34  Hypertext Transfer Protocol (HTTP)
request-reply protocol used for internet communications

2.1.35 identity
representation of an actual user (or application or service or device)

2.1.36 interconnect element
non-terminal network elements (Switches, hubs, routers, directors).

2.1.37 interface definition language (IDL)
high-level declarative language that provides the syntax for interface declarations

2.1.38 intrinsic method

operations made against a CIM server and a CIM namespace independent of the implementation of the schema
defined in the server

2.1.39 logical unit number
a SCSI logical unit or logical unit number.

2.1.40 mutual authentication
authentication that provides both parties (users or entities) with assurance of each other's identity.

2.1.41 Network Address Authority (NAA)

a four bit identifier to denote a network address authority (i.e., an organization such as CCITT or IEEE that
administers network addresses)

2.1.42 non-repudiation

the ability to prove an action or event has taken place, so that this event or action cannot be repudiated later. [ISO/
IEC 27000]

2.FICON™ js an example of a suitable product available commercially. This information is given for the convenience of
users of this standard and does not constitute an endorsement of this product by SNIA or any standards organization.
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2.1.43 out-of-band

transmission of management information for storage components outside of the data path, typically over Ethernet.
Also: use of mechanisms other than the ones required on a communications channel to transmit information.
[ISO/IEC 24767]

2.1.44  partition
collection of contiguous block on a disk or virtual disk

2.1.45 password

a secret sequence of characters or a word that a user submits to a system for purposes of authentication,
validation, or verification.

2.1.46 path
combination of initiator and target ports and logical unit

2.1.47  privacy

the right of an entity (normally an individual or an organization), acting on its own behalf, to determine the degree to
which the confidentiality of their private information is maintained

2.1.48 privileged user

a user who, by virtue of function, and/or seniority, has been allocated powers within a system, which are
significantly greater than those available to the majority of users

2.1.49 protocol
a set of rules that define and constrain data, operations, or both

2.1.50 proxy SMI-S Server
an SMI-S Server that does not run on the device or subsystem which it supports

2.1.51 public key infrastructure (PKI)

a framework established to issue, maintain, and revoke public key certificates accommodating a variety of security
technologies.

2.1.52 SAN
a group of fabrics that have common leaf elements.

2.1.53 SCSI Parallel Interface (SPI)
The family of SCSI standards that define the characteristics of the parallel version of the SCSI interface.

2.1.54  Secure Sockets Layer (SSL)

A suite of cryptographic algorithms, protocols and procedures used to provide security for communications used to
access the world wide web. More recent versions of SSL are known as TLS (Transport Level Security) and are
standardized by the Internet Engineering Task Force (IETF)

2.1.55 Service Access Point
the network address of a process offering a service.

2.1.56 shared secret
a pre-shared key that has been allocated to communicating parties prior to the communication process starting.
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2.1.57 Simple Network Management Protocol (SNMP)
an IETF protocol for monitoring and managing systems and devices in a network

2.1.58 SMI-S server

a CIM Server that supports SMI-S (Storage Management Initiative Specification) Profiles for management of a
device or subsystem

2.1.59 SNMP trap
a type of SNMP message used to signal that an event has occurred

2.1.60 soft zone
a zone consisting of zone Members that are made visible to each other through Client Service requests

2.1.61 Storage Management Initiative Specification (SMI-S)

an interface between WBEM-capable clients and servers for the secure, extensible, and interoperable
management of networked storage (this standard)

2.1.62 Storage Networking Industry Association (SNIA)

an association of producers and consumers of storage networking products whose goal is to further storage
networking technology and applications

2.1.63 storage resource management (SRM)

management of physical and logical storage resources, including storage elements, storage devices, appliances,
virtual devices, disk volume and file resources.

2.1.64 switch
Fibre channel interconnect element that supports a mesh topology.

2.1.65 switched fabric
A fabric comprised of one or more Switches

2.1.66 syntax
The structure of strings in some language. A language's syntax is described by a grammar.

2.1.67 threat

A potential source of an incident that may result in adverse changes to an asset, a group of assets or an
organization. [ISO/IEC 27000]

2.1.68 unidirectional authentication
Authentication that provides one party (user or entity) with assurance of the other's identity.

2.1.69 User Datagram Protocol
An Internet protocol that provides connectionless datagram delivery service to applications

2.1.70  vulnerability

Weakness in an information system, system security procedures, internal controls, or implementation that could be
exploited or triggered by a threat. [ISO/IEC 27000]
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2.1.71 Web Based Enterprise Management

a set of management and Internet standard technologies from DMTF developed to unify the management of
distributed computing environments

2.1.72 web service

24775 ©ISO/IEC:2011(E)

a software system designed to support interoperable machine-to-machine interaction over a network

2.1.73 zone

a group of ports and switches that allow access. Defined by a zone definition

2.1.74 zone set

one or more zones that may be activated or deactivated as a group

2.2 Acronyms and abbreviations

AAA
ACL
API
CA
CIM
CRL
DHCP
FC
HBA
HMAC
HTTPS
IDL
IETF
IMA
IP
IPsec
iSCSI
LDAP
MAC
0S
PKI
RADIUS
RBAC
RFC
SAM-3
SAN
SB
SCSI
SES
SLP
SMI-S
SNIA
SPC-3
SSL
SSO
SSP
TC
TCP
TLS
UDP

Authentication, Authorization, and Accounting
Access Control List

application programming interface
Certificate Authority

Common Information Model

Certificate Revocation List

dynamic host control protocol

Fibre Channel

host bus adapter

keyed-Hash Message Authentication Code
Hypertext Transfer Protocol Secure
interface definition language

Internet Engineering Task Force

iISCSI Management API

Internet Protocol

Internet Protocol Security

Internet SCSI

Lightweight Directory Access Protocol
Message Authentication Code

operating system

Public Key Infrastructure

Remote Authentication Dial In User Service
Role-base Access Control

Request for Comments

SCSI Architecture Model

storage area network

Single Byte (command set)

Small Computer System Interface

SCSI Enclosure Services

Service Location Protocol

Storage Management Initiative - Specification
Storage Networking Industry Association
SCSI Primary Commands-3

Secure Socket Layer

Single Sign-on

Storage Service Provider

Technical Committee

Transmission Control Protocol

Transport Layer Security

User Datagram Protocol
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URL Uniform Resource Locator
WBEM Web-Based Enterprise Management
XML Extensible Markup Language

2.3 Keywords

2.3.1 expected

A keyword used to describe the behavior of the hardware or software in the design models presumed by this
standard. Other hardware and software design models may also be implemented.

2.3.2 invalid

A keyword used to describe an illegal or unsupported bit, byte, word, field or code value. Receipt of an invalid bit,
byte, word, field or code value shall be reported as an error.

2.3.3 mandatory

A keyword indicating an item that is required to be implemented as defined in this standard to claim compliance
with this standard

2.3.4 may
A keyword that indicates flexibility of choice with no implied preference

2.35 may not
Keywords that indicates flexibility of choice with no implied preference

2.3.6 obsolete
A keyword indicating that an item was defined in prior standards but has been removed from this standard

2.3.7 opaque:
A keyword indicating that value has no semantics or internal structure

2.3.8 optional

A keyword that describes features that are not required to be implemented by this standard. However, if any
optional feature defined by this standard is implemented, it shall be implemented as defined in this standard

2.3.9 reserved

A keyword referring to bits, bytes, words, fields and code values that are set aside for future standardization. Their
use and interpretation may be specified by future extensions to this or other standards. A reserved bit, byte, word
or field shall be set to zero, or in accordance with a future extension to this standard. Recipients are not required to
check reserved bits, bytes, words or fields for zero values. Receipt of reserved code values in defined fields shall
be reported as an error.

2.3.10 shall

A keyword indicating a mandatory requirement. Designers are required to implement all such requirements to
ensure interoperability with other products that conform to this standard.

2.3.11  should
A keyword indicating flexibility of choice with a preferred alternative; equivalent to the phrase “it is recommended”
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2.4 Conventions

Certain words and terms used in this International Standard have a specific meaning beyond the normal English
meaning. These words and terms are defined either in 2, "Definitions, Symbols, Abbreviations, and Conventions"
or in the text where they first appear.

Numbers that are not immediately followed by lower-case b or h are decimal values.
Numbers immediately followed by lower-case b (xxb) are binary values.

Numbers immediately followed by lower-case h (xxh) are hexadecimal values.

Hexadecimal digits that are alphabetic characters are upper case (i.e., ABCDEF, not abcdef).

Hexadecimal numbers may be separated into groups of four digits by spaces. If the number is not a multiple of four
digits, the first group may have fewer than four digits (e.g., AB CDEF 1234 5678h)

Decimal fractions are initiated with a comma (e.g., two and one half is represented as 2,5).
Decimal numbers having a value exceeding 999 are separated with a space(s) (e.g., 24 255).

See also Clause 4 "Typographical Conventions" for typographical conventions.

Documents

Document Sharing Hub

Full document details: ISO_IEC 24775_2011


http://www.avadocuments.com/doc/iso-iec-24775-2011
http://www.avadocuments.com/doc/iso-iec-24775-2011

