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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 27004 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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0 Introduction

0.1 General

This International Standard provides guidance on the development and use of measures and measurement in
order to assess the effectiveness of an implemented information security management system (ISMS) and
controls or groups of controls, as specified in ISO/IEC 27001.

This would include policy, information security risk management, control objectives, controls, processes and
procedures, and support the process of its revision, helping to determine whether any of the ISMS processes
or controls need to be changed or improved. It needs to be kept in mind that no measurement of controls can
guarantee complete security.

The implementation of this approach constitutes an Information Security Measurement Programme. The
Information Security Measurement Programme will assist management in identifying and evaluating non-
compliant and ineffective ISMS processes and controls and prioritizing actions associated with improvement
or changing these processes and/or controls. It may also assist the organization in demonstrating
ISO/IEC 27001 compliance and provide additional evidence for management review and information security
risk management processes.

This International Standard assumes that the starting point for the development of measures and
measurement is a sound understanding of the information security risks that an organization faces, and that
an organization’s risk assessment activities have been performed correctly (i.e. based on ISO/IEC 27005), as
required by ISO/IEC 27001. The Information Security Measurement Programme will encourage an
organization to provide reliable information to relevant stakeholders concerning its information security risks
and the status of the implemented ISMS to manage these risks.

Effectively implemented, the Information Security Measurement Programme would improve stakeholder
confidence in measurement results, and enable the stakeholders to use these measures to effect continual
improvement of information security and the ISMS.

The accumulated measurement results will allow comparison of progress in achieving information security
objectives over a period of time as part of an organization’s ISMS continual improvement process.

0.2 Management overview

ISO/IEC 27001 requires the organization to “undertake regular reviews of the effectiveness of the ISMS taking
into account results from effectiveness measurement” and to “measure the effectiveness of controls to verify
that security requirements have been met’. ISO/IEC 27001 also requires the organization to “define how to
measure the effectiveness of the selected controls or groups of controls and specify how these measures are
to be used to assess control effectiveness to produce comparable and reproducible results”.

The approach adopted by an organization to fulfil the measurement requirements specified in ISO/IEC 27001
will vary based on a number of significant factors, including the information security risks that the organization
faces, its organizational size, resources available, and applicable legal, regulatory and contractual
requirements. Careful selection and justification of the method used to fulfil the measurement requirements
are important to ensure that excessive resources are not devoted to these activities of the ISMS to the
detriment of others. Ideally, ongoing measurement activities are to be integrated into the regular operations of
the organization with minimal additional resource requirements.

This International Standard gives recommendations concerning the following activities as a basis for an
organization to fulfil measurement requirements specified in ISO/IEC 27001:

a) developing measures (i.e. base measures, derived measures and indicators);
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b) implementing and operating an Information Security Measurement Programme;

c) collecting and analysing data;

d) developing measurement results;

e) communicating developed measurement results to the relevant stakeholders;

f) using measurement results as contributing factors to ISMS-related decisions;

g) using measurement results to identify needs for improving the implemented ISMS, including its scope,
policies, objectives, controls, processes and procedures; and

h) facilitating continual improvement of the Information Security Measurement Programme.

One of the factors that will impact the organization’s ability to achieve measurement is its size. Generally the
size and complexity of the business in combination with the importance of information security affect the
extent of measurement needed, both in terms of the numbers of measures to be selected and the frequency
of collecting and analysing data. For SMEs (Small and Medium Enterprises) a less comprehensive information
security measurement program will be sufficient, whereas large enterprises will implement and operate
multiple Information Security Measurement Programmes.

A single Information Security Measurement Programme may be sufficient for small organizations, whereas for
large enterprises the need may exist for multiple Information Security Measurement Programmes.

The guidance provided by this International Standard will result in the production of documentation that will
contribute to demonstrating that control effectiveness is being measured and assessed.
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INTERNATIONAL STANDARD ISO/IEC 27004:2009(E)

Information technology — Security techniques — Information
security management — Measurement

1 Scope

This International Standard provides guidance on the development and use of measures and measurement in
order to assess the effectiveness of an implemented information security management system (ISMS) and
controls or groups of controls, as specified in ISO/IEC 27001.

This International Standard is applicable to all types and sizes of organization.

” o« » o« ” o«

NOTE This document uses the verbal forms for the expression of provisions (e.g. “shall”, “shall not”, “should”, “should
not”, “may”, “need not”, “can” and “cannot”) that are specified in the ISO/IEC Directives, Part 2, 2004, Annex H. See also
ISO/IEC 27000:2009, Annex A.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 27000:2009, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27001:2005, Information technology — Security techniques — Information security management
systems — Requirements

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the following apply.

3.1

analytical model

algorithm or calculation combining one or more base and/or derived measures with associated decision
criteria

[ISO/IEC 15939:2007]

3.2

attribute

property or characteristic of an object that can be distinguished quantitatively or qualitatively by human or
automated means

[ISO/IEC 15939:2007]

3.3
base measure
measure defined in terms of an attribute and the method for quantifying it

[ISO/IEC 15939:2007]

NOTE A base measure is functionally independent of other measures.
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3.4
data
collection of values assigned to base measures, derived measures and/or indicators

[ISO/IEC 15939:2007]

3.5

decision criteria

thresholds, targets, or patterns used to determine the need for action or further investigation, or to describe
the level of confidence in a given result

[ISO/IEC 15939:2007]

3.6
derived measure
measure that is defined as a function of two or more values of base measures

[ISO/IEC 15939:2007]

3.7

indicator

measure that provides an estimate or evaluation of specified attributes derived from an analytical model with
respect to defined information needs

3.8
information need
insight necessary to manage objectives, goals, risks and problems

[ISO/IEC 15939:2007]

3.9
measure
variable to which a value is assigned as the result of measurement

[ISO/IEC 15939:2007]
NOTE The term “measures” is used to refer collectively to base measures, derived measures, and indicators.

EXAMPLE A comparison of a measured defect rate to planned defect rate along with an assessment of whether or
not the difference indicates a problem.

3.10

measurement

process of obtaining information about the effectiveness of ISMS and controls using a measurement method,
a measurement function, an analytical model, and decision criteria

3.1
measurement function
algorithm or calculation performed to combine two or more base measures

[ISO/IEC 15939:2007]

3.12

measurement method

logical sequence of operations, described generically, used in quantifying an attribute with respect to a
specified scale

[ISO/IEC 15939:2007]
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NOTE The type of measurement method depends on the nature of the operations used to quantify an attribute. Two
types can be distinguished:

— subjective: quantification involving human judgment;
— objective: quantification based on numerical rules.

3.13
measurement results
one or more indicators and their associated interpretations that address an information need

3.14
object
item characterized through the measurement of its attributes

3.15
scale
ordered set of values, continuous or discrete, or a set of categories to which the attribute is mapped

[ISO/IEC 15939:2007]

NOTE The type of scale depends on the nature of the relationship between values on the scale. Four types of scale
are commonly defined:

— nominal: the measurement values are categorical;

— ordinal: the measurement values are rankings;

— interval: the measurement values have equal distances corresponding to equal quantities of the attribute;

— ratio: the measurement values have equal distances corresponding to equal quantities of the attribute, where
the value of zero corresponds to none of the attribute.

These are just examples of the types of scale.

3.16

unit of measurement

particular quantity, defined and adopted by convention, with which other quantities of the same kind are
compared in order to express their magnitude relative to that quantity

[ISO/IEC 15939:2007]

3.17

validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or
application have been fulfilled

3.18
verification
confirmation, through the provision of objective evidence, that specified requirements have been fulfilled

[1SO 9000:2005]

NOTE This could also be called compliance testing.

4 Structure of this International Standard

This International Standard provides an explanation of measures and measurement activities needed to
assess the effectiveness of ISMS requirements for the management of adequate and proportionate security
controls as required in ISO/IEC 27001:2005, 4.2.
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This International Standard is structured as follows:

- Overview on the Information Security Measurement Programme and the Information Security
Measurement Model (Clause 5);

- Management responsibilities for information security measurements (Clause 6); and

- Measurement constructs and the processes (i.e. planning and developing, implementing and
operating, and improving measurements: communicating measurement results) to be implemented in
the Information Security Measurement Programme (Clauses 7-10).

In addition, Annex A provides an example template for the measurement construct of which the constituents
are the elements of the Information Security Measurement Model (see Clause 7). Annex B provides the
measurement construct examples for specific controls or processes of an ISMS, using the template provided
in Annex A.

These examples are intended to help an organization on how to implement the Information Security
Measurement and how to record measurement activities and outcomes from them.

5 Information security measurement overview

5.1 Objectives of information security measurement

The objectives of information security measurement in the context of an ISMS includes:

a) evaluating the effectiveness of the implemented controls or groups of controls (See “4.2.2 d)” in Figure 1);

b) evaluating the effectiveness of the implemented ISMS (See “4.2.3 b)” in Figure 1);

c) verifying the extent to which identified security requirements have been met (See “4.2.3 ¢)” in Figure 1);

d) facilitating performance improvement of information security in terms of the organization’s overall
business risks;

e) providing input for management review to facilitate ISMS-related decision making and justify needed
improvements of the implemented ISMS.

Figure 1 illustrates the cyclical input—output relationship of the measurement activities in relation to the Plan-
Do-Check-Act (PDCA) cycle, specified in ISO/IEC 27001. Numbers in each figure represent relevant sub-
clauses of ISO/IEC 27001:2005.
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Plan Act
4.2.1 g) Select control
objectives and controls for| | 4.2.1 €)2) Assess the realistic
the treatment of risks. likelihood of security failures occurring
Control objectives and in the light of prevailing threats and 4.2.4 a) Implement the identified
controls shall be selected |41 Vvulnerabilities, and impacts < 1 improvements in the ISMS
and implemented to meet the associated with these assets, and
requirements identified by the effectiveness of controls
the risk assessment and risk currently implemented
treatment process.
Do v Check \
4.2.2 c) Implement controls | 4.2.3b)Regular review of the The output from the
selected to meet | effectiveness of the ISMS management review
the control objectives | shall include any decision and
l actions related to;
1 7.3 b) Update of risk and the
4.2.3 d) Review risk assessments risk treatment plan,
4.2.2 d) Define how at planned intervals and review the 7.3 e) Improvement to how
to measure the effectiveness _| residual risks and the identified the effectiveness of controls is
| acceptable levels of risks, taking being measured
of selected controls or ) .
groups of controls into account changes to effectiveness \
of implemiented controls
‘ v 4.2.3 f) Undertake a
7.2 a),f) The input to a Management review gf the
4.2.3 c) Measure the mana’gement review shall include __y| ISMS on a regular basis to
effectiveness of controls to | results from effectiveness ensure that the scope remains
verify that security requirements | measurement and ISMS review adequate and improvements
have been met in the ISMS process are identified

Figure 1 — Measurement inputs and outputs in ISMS PDCA cycle of information security management

The organization should establish measurement objectives based on a number of considerations, including:
a) The role of information security in support of the organization’s overall business activities and the risks
it faces;
b) Applicable legal, regulatory, and contractual requirements;
c) Organizational structure;
d) Costs and benefits of implementing information security measures;
e) Risk acceptance criteria for the organization; and
f) A need to compare several ISMSs within the same organization.

5.2 Information Security Measurement Programme

An organization should establish and manage an Information Security Measurement Programme in order to
achieve the established measurement objectives and adopt the PDCA model within the organization’s overall
measurement activities. An organization should also develop and implement measurement constructs in order
to obtain repeatable, objective and useful results of measurement based on the Information Security
Measurement Model (see 5.4).

The Information Security Measurement Programme and the developed measurement construct should ensure
that an organization effectively achieves objective and repeatable measurement and provides measurement
results for relevant stakeholders to identify needs for improving the implemented ISMS, including its scope,
policies, objectives, controls, processes and procedures.
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An Information Security Measurement Programme should include the following processes:
a) Measures and measurement development (see Clause 7) ;
b) Measurement operation (see Clause 8);
c) Data analysis and measurement results reporting (see Clause 9); and
d) Information Security Measurement Programme evaluation and improvement (see Clause 10).

The organisational and operational structure of an Information Security Measurement Programme should be
determined by taking into account the scale and complexity of the ISMS of which it is a part. In all cases, roles
and responsibilities for the Information Security Measurement Programme should be explicitly assigned to
competent personnel (see 7.5.8).

The measures selected and implemented by the Information Security Measurement Programme should be
directly related to the operation of an ISMS, other measures, as well as organization’s business processes.
Measurement can be integrated into regular operational activities or performed at regular intervals determined
by ISMS management.

5.3 Success factors

The following are some contributing factors to the success of Information Security Measurement Programme

in facilitating continual ISMS improvement:

a) Management commitment supported by appropriate resources;

b) Existence of ISMS processes and procedures;

c) A repeatable process capable of capturing and reporting meaningful data to provide relevant trends over
a period of time;

d) Quantifiable measures based on ISMS objectives;

e) Easily obtainable data that can be used for measurement;

f) Evaluation of effectiveness of Information Security Measurement Programme and implementation of
identified improvements;

g) Consistent periodic collection, analysis, and reporting of measurement data in a manner that is
meaningful;

h) Use of the measurement results by relevant stakeholders to identify needs for improving the implemented
ISMS, including its scope, policies, objectives, controls, processes and procedures;

i)  Acceptance of feedback on measurement results from relevant stakeholders; and

i) Evaluations of the usefulness of measurement results and implementation of identified improvements.

Once successfully implemented, an Information Security Measurement Programme can:

1) Demonstrate an organization’s compliance with applicable legal or regulatory requirements and
contractual obligations;

2) Support identification of previously undetected or unknown information security issues;

3) Assist in satisfying management reporting needs when stating measures for historical and current
activities; and

4) Be used as input into information security risk management process, internal ISMS audits and
management reviews.

5.4 Information security measurement model

NOTE. The concepts of the information security measurement model and measurement constructs adopted in this
International Standard are based on those in ISO/IEC 15939. The term “information product” used in ISO/IEC 15939 is a
synonym with “measurement results” in this International Standard and “measurement process” used in ISO/IEC 15939 is
a synonym with “Measurement Programme” in this International Standard.

5.41 Overview

The information security measurement model is a structure linking an information need to the relevant objects
of measurement and their attributes. Objects of measurement may include planned or implemented
processes, procedures, projects and resources.
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The information security measurement model describes how the relevant attributes are quantified and
converted to indicators that provide a basis for decision making. Figure 2 depicts the information security
measurement model.

Information needs
Effectiveness
Management Processes A
Control Objectives
Banirals Decision| criteria
Implementation
processes,
producedures Indicator
A pnalytical A
: model !
]
v Derived measures !
[ ]
Object  of measurement '
: Measurement 1 !
l Attribute }'—' Measurement furnction :
; Method
| Attribute I—-h = s Base measures
[ Attribute }--— NG SSinein it
Figure 2 — Information security measurement model
NOTE Clause 7 provides detailed information about the individual elements of information security measurement

model.

Subsequent sub-clauses introduce individual elements of the model. They also provide examples of how
these individual elements are used.

The information needs or purpose of measurement used in examples contain in Tables 1 to 4 of the following
sub-clauses is to assess the awareness status of compliance with organization security policy among relevant
personnel (Control objective.A.8.2, and Controls A.8.2.1 and A.8.2.2. of ISO/IEC 27001:2005).

5.4.2 Base measure and measurement method

A base measure is the simplest measure that can be obtained. A base measure results from applying a
measurement method to the attributes selected of an object of measurement. An object of measurement may
have many attributes, only some of which may provide useful values to be assigned to a base measure. A
given attribute may be used for several different base measures.
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A measurement method is a logical sequence of operations used in quantifying an attribute with respect to a
specified scale. The operation may involve activities such as counting occurrences or observing the passage
of time.

A measurement method can apply attributes to an object of measurement. Examples of an object of
measurement include but are not limited to:

- Performance of controls implemented in the ISMS;

- Status of information assets protected by the controls;

- Performance of processes implemented in the ISMS;

- Behaviour of personnel who are responsible to the implemented ISMS;

- Activities of organizational units responsible for information security; and

- Extent of satisfaction of interested parties.

A measurement method may use measurement objects of measurement and attributes from a variety of
sources, such as:
- Risk analysis and risk assessment results;
- Questionnaires and personal interviews;
- Internal and/or external audits reports;
- Records of events, such as logs, report statistics, and audit trails;
- Incident reports, particularly those that result in the occurrence of an impact;
- Test results, e.g. from penetration testing, social engineering, compliance tools, and security audit tools;
or
- Records from the organization’s information security related procedures and programmes, eg. information
security awareness training results.

Tables 1-4 below present the application of the information security model for the following controls:

- “Control 2” refers to control A.8.2.1 Management responsibility of ISO/IEC 27001:2005 (“Management
shall require employees, contractors and third party users to apply security in accordance with
established policies and procedures of the organization”); being implemented as follows: “All
personnel relevant to the ISMS must sign user agreements before being granted access to an
information system”;

- “Control 1” refers to control A.8.2.2 “Information security awareness, education and training” of
ISO/IEC 27001:2005 (“All employees of the organization and, where relevant, contractors and third
party users shall receive appropriate awareness training and regular updates in organizational policies
and procedures, as relevant for their job function”); being implemented as follows: “All personnel
relevant to the ISMS must receive information security awareness training before being granted
access to an information system”.

The corresponding measurement constructs are contained in B.1.

NOTE Table 1-4 consists of various columns (Table 1, four columns; Table 2-4, three columns) of which are assigned a
letter designator. Each box within individual columns is assigned a number designator. The combinations of letter and
number designators are used in subsequent boxes to refer to previous boxes. Arrows designate the data flows between
individual elements of the information security measurement model within the specific example.

Table 1 includes an example of the relationships between object of measurement, attribute, measurement
method and base measure for measuring the objects established for implemented controls described above.
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Table 1 — Example of base measure and measurement method

0.1.2 Personnel
completed or in

A.1.2 Personnel status
with regard to the

progress in the training

Control2:

0.2.1 Plan for signing
user

A 4

training (0.1.2)

and be completed by
this date (A.1.1)

r

A.2.1 Personnel

r

agreements

0.2.2 Personnel

identified in plan for
signing (0.2.1)

L

M.2 Ask responsible
individual for percent
complete (A.1.2) of
each personnel having
signed (A.2.2)

Object of Measurement | Attribute (A) Measurement Method | Base Measure (B)
‘O) ™)
Controll:
0.1.1 Informati A11P | M.1 Count number of
ol 'tn gHBTEE identif Zr;onr;e personnel scheduled B.1 Personnel planned
security awareness ,|identified in plan Jto have signed (A.2.1) Jot Hersonnel lann
training plan ©1.1)

r

A.2.2 Personnel status
| with regard to the

having sighed
agreements

"|signing of agreements
©.2.2)

M.3 Count number of

personnel scheduled

to have signed by this
date (A.2.1)

B.2 Personnel having
signed, percent
complete (A.1.2,A.2.2)

r

M.4 Count number of

personnel having

signed user
agreements (A.2.2)

B.3 Personnel planned
for signing to date
A.2.1)

*signed to date (A.2.2)

B.4 Personnel having

5.4.3 Derived measure and measurement function

A derived measure is an aggregate of two or more base measures. A given base measure may serve as input

for several derived measures.

A measurement function is a calculation used to combine base measures together to create a derived

measure.

The scale and unit of the derived measure depends on the scales and units of the base measures from which

it is composed as well as how they are combined by the measurement function.

The measurement function may involve a variety of techniques, such as averaging base measures, applying
weights to base measures, or assigning qualitative values to base measures. The measurement function may
combine base measures using different scales, such as percentages and qualitative assessment results.

An example of the relationship of further elements of the information security measurement model application
i.e. base measure, measurement function and derived measure is presented in Table 2.
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Table 2 — Example of derived measure and measurement function

Base Measure (B) Measurement Function (F) Derived Measure (D)

B.1 Personnel planned to
date (A.2.1,A.1.1)

v

goes directly to Analytical[Model (see Table 3)

F1 Add status for all
B.2 Personnel having personnel having signed, D.1 Progress to date
signed, percent complete planned to be completed (B.2)

(A1.2,A22) to date (B.2)

A

h 4

F.2 Divide Personnel

B.3 Personnel planned for having signed to date D.2 Progress to date with
Signing to date (A-2-1) (B.4) by Personnel » signing (B-4. B.3)
planned for signing to
/-date (B.3)

B.4 Personnel having
signed to date (A.2.2)

5.4.4 Indicators and analytical model

An indicator is a measure that provides an estimate or evaluation of specified attributes derived from an
analytical model with respect to defined information need. Indicators are obtained by applying an analytical
model to a base and/or a derived measure and combining them with decision criteria. The scale and
measurement method affect the choice of analytical techniques used to produce indicators.

An example of the relationships between derived measures, analytical model and indicators for the
information security measurement model application is presented in Table 3.
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Table 3 — Example of indicator and analytical model

Derived Measure (D) Analytical Model (AM) Indicator (1)

(from Bl-see Table 2)

AM.1 [Divide Progress to
D.1 Progress to date Date (D.1) by Personnel 1.1 Status expressed as a
(B.2) Planned to Date (B1) combination of ratios
times 100] and Progress (D.1/B.17100,D.2)

to date with signing (D2)

r

- AM.2 Compare Status 1.1 /
D.2 Progress to date with with previous values of |.1
signing (B.4,B.3)

1.2 Trend (1.1 and previous
"i.1s)

NOTE If an indicator is represented in a graphical form, it should be usable by visually impaired users or when
monochrome copies are used. To make that possible the indicator description should include colors, shading, fonts or
other visual methods

5.4.5 Measurement results and decision criteria

Measurement results are developed with interpreting applicable indicators based on defined decision criteria
and should be considered in the context of the overall measurement objectives of assessing the ISMS
effectiveness. Decision criteria is used to determine the need for action or further investigation, as well as to
describe the level of confidence in measurement results. Decision criteria may be applied to a series of
indicators, for example to conduct trend analysis based on indicators received at different point in time.

Targets provide detailed performance specifications, applicable to the organization or parts thereof, derived
from the information security objectives such as the ISMS objectives and control objectives, and that need to
be set and met in order to achieve those objectives.

An example of the relationship of final elements of the information security measurement model application
(i.e. indicator, decision criteria and measurement results) is presented in Table 4.
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Table 4 — Example of measurement results and analytical model

Indicator (1) Decision Criteria (DC) Measurements Results

Interpretation for 1.1:
The organization criteria for compliance with
DC.1 Resulting ratios (1.1 organization security awareness policy have
-D.1/B.1, D.2) should fall been met satisfactorily if: 0.9=D.1/B.1=1.1
respectively between 0.9 and 0.99sD2<1.01;
1.1 Status expressed as a and 1.1 and between 0.99
combination of ratios »|and 1.01 to conclude the »| The organization criteria are not met
(D.1/B.1*100, D.2) achievement of the control satisfactorily if
objective; otherwise a D.1/B.1<0.90r 1st D.1/B.1>1.1]and
management action is 0.99=D.2<1.01;
needed
The organization criteria are not met if
[D.2<0.990r D.2>1.01].
Interpretation for 1.2:
DC.2 Trend (1.2) should Upward trend indicates improved
1.2 Trend (1.1 and previous _|be upward or stable; _|compliance, downward trend indicates
I.1s) otherwise a management deteriorating compliance. The degree of
action is needed trend change may provide insights into the
effectiveness of control

6 Management responsibilities

6.1 Overview

Management is responsible for establishing the Information Security Measurement Programme, involving
relevant stakeholders (see 7.5.8) in the measurement activities, accepting measurement results as an input
into management review and using measurement result in improvement activities within the ISMS.

To achieve this, management should:

a) Establish objectives for the Information Security Measurement Programme;

b) Establish a policy for the Information Security Measurement Programme;

c) Establish roles and responsibilities for the Information Security Measurement Programme;

d) Provide adequate resources to perform measurement including personnel, funding, tools and
infrastructure;

e) Ensure that the objectives of the Information Security Measurement Programme are achieved,;

f) Ensure that tools and equipment used to collect data are maintained properly;

g) Establish the purpose of measurement for each measurement construct;

h) Ensure that measurement provides sufficient information to relevant stakeholders with regard to
effectiveness of the ISMS and needs for improving the implemented ISMS, including its scope,
policies, objectives, controls, processes and procedures; and

i) Ensure that measurement provides sufficient information to relevant stakeholders with regard to
effectiveness of controls or group of controls and needs for improving the implemented controls.

Through the appropriate assignment of measurement roles and responsibilities, management should ensure
measurement results are not influenced by information owners (see 7.5.8). This may be achieved through
segregation of duties or, if this is not possible, through the use of detailed documentation that allows
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