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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
needed for the different types of document should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This fourth edition cancels and replaces the third edition (ISO/IEC 27005:2018), which has been
technically revised.

The main changes are as follows:

— all guidance text has been aligned with ISO/IEC 27001:2022, and ISO 31000:2018;

— the terminology has been aligned with the terminology in ISO 31000:2018;

— the structure of the clauses has been adjusted to the layout of ISO/IEC 27001:2022;

— risk scenario concepts have been introduced;

— the event-based approach is contrasted with the asset-based approach to risk identification;
— the content of the annexes has been revised and restructured into a single annex.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

This document provides guidance on:
— implementation of the information security risk requirements specified in ISO/IEC 27001;

— essential references within the standards developed by ISO/IEC JTC 1/SC 27 to support information
security risk management activities;

— actionsthataddressrisksrelated to information security (see ISO/IEC 27001:2022, 6.1 and Clause 8);
— implementation of risk management guidance in ISO 31000 in the context of information security.

This document contains detailed guidance on risk management and supplements the guidance in
ISO/IEC 27003.

This document is intended to be used by:

— organizations that intend to establish and implement an information security management system
(ISMS) in accordance with ISO/IEC 27001;

— persons that perform or are involved in information security risk management (e.g. ISMS
professionals, risk owners and other interested parties);

— organizations that intend to improve their information security risk management process.
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INTERNATIONAL STANDARD ISO/IEC 27005:2022(E)

Information security, cybersecurity and privacy
protection — Guidance on managing information security
risks

1 Scope
This document provides guidance to assist organizations to:
— fulfil the requirements of ISO/IEC 27001 concerning actions to address information security risks;

— perform information security risk management activities, specifically information security risk
assessment and treatment.

This document is applicable to all organizations, regardless of type, size or sector.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the following
apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1 Terms related to information security risk

3.1.1
external context
external environment in which the organization seeks to achieve its objectives

Note 1 to entry: External context can include the following:

— the social, cultural, political, legal, regulatory, financial, technological, economic, geological environment,
whether international, national, regional or local;

— keydrivers and trends affecting the objectives of the organization;

— external interested parties’ relationships, perceptions, values, needs and expectations;
— contractual relationships and commitments;

— the complexity of networks and dependencies.

[SOURCE: ISO Guide 73:2009, 3.3.1.1, modified — Note 1 to entry has been modified.]D
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3.1.2
internal context
internal environment in which the organization seeks to achieve its objectives

Note 1 to entry: Internal context can include:

— vision, mission and values;

— governance, organizational structure, roles and accountabilities;
— strategy, objectives and policies;

— the organization's culture;

— standards, guidelines and models adopted by the organization;

— capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes, systems
and technologies);

— data, information systems and information flows;

— relationships with internal interested parties, taking into account their perceptions and values;
— contractual relationships and commitments;

— internal interdependencies and interconnections.

[SOURCE: ISO Guide 73:2009, 3.3.1.2, modified — Note 1 to entry has been modified.]

3.1.3

risk

effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected, positive or negative.

Note 2 to entry: Objectives can have different aspects and categories, and can be applied at different levels.

Note 3 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event (3.1.11), its consequence (3.1.14), or likelihood (3.1.13).

Note 4 to entry: Risk is usually expressed in terms of risk sources (3.1.6), potential events, their consequences
and their likelihood.

Note 5 to entry: In the context of information security management systems, information security risks can be
expressed as effect of uncertainty on information security objectives.

Note 6 to entry: Information security risks are usually associated with a negative effect of uncertainty on
information security objectives.

Note 7 to entry: Information security risks can be associated with the potential that threats (3.1.9) will exploit
vulnerabilities (3.1.10) of an information asset or group of information assets and thereby cause harm to an
organization.

[SOURCE: ISO 31000:2018, 3.1, modified — the phrase: “It can be positive, negative or both, and can
address, create or result in opportunities and threats” has been replaced with “positive or negative” in
Note 1 to entry; the original Note 3 to entry has been renumbered as Note 4 to entry; and Notes 3, 5, 6
and 7 to entry have been added.]

3.1.4

risk scenario

sequence or combination of events (3.1.11) leading from the initial cause to the unwanted consequence
(3.1.14)

[SOURCE: ISO 17666:2016, 3.1.13, modified — Note 1 to entry has been deleted.]
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3.1.5
risk owner
person or entity with the accountability and authority to manage a risk (3.1.3)

[SOURCE: ISO Guide 73:2009, 3.5.1.5]

3.1.6
risk source
element which alone or in combination has the potential to give rise to risk (3.1.3)

Note 1 to entry: A risk source can be one of these three types:

— human;

— environmental;

— technical.

Note 2 to entry: A human risk source type can be intentional or unintentional.

[SOURCE: ISO 31000:2018, 3.4, modified — Notes 1 and 2 to entry have been added.]

3.1.7
risk criteria
terms of reference against which the significance of a risk (3.1.3) is evaluated

Note 1 to entry: Risk criteria are based on organizational objectives, and external context (3.1.1) and internal
context (3.1.2).

Note 2 to entry: Risk criteria can be derived from standards, laws, policies and other requirements.
[SOURCE: ISO Guide 73:2009, 3.3.1.3]

3.1.8
risk appetite
amount and type of risk (3.1.3) that an organization is willing to pursue or retain

[SOURCE: ISO Guide 73:2009, 3.7.1.2]

3.19

threat

potential cause of an information security incident (3.1.12) that can result in damage to a system or harm
to an organization

3.1.10

vulnerability

weakness of an asset or control (3.1.16) that can be exploited so that an event (3.1.11) with a negative
consequence (3.1.14) occurs

3.1.11
event
occurrence or change of a particular set of circumstances

Note 1 to entry: An event can have one or more occurrences, and can have several causes and several consequences
(3.1.14).

Note 2 to entry: An event can also be something that is expected which does not happen, or something that is not
expected which does happen.

[SOURCE: ISO 31000:2018, 3.5, modified — Note 3 to entry has been removed.]
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3.1.12

information security incident

single or a series of unwanted or unexpected information security events that have a significant
probability of compromising business operations and threatening information security

3.1.13
likelihood
chance of something happening

Note 1 to entry: In risk management terminology, the word “likelihood” is used to refer to the chance of something
happening, whether defined, measured or determined objectively or subjectively, qualitatively or quantitatively,
and described using general terms or mathematically (such as a probability or a frequency over a given time
period).

Note 2 to entry: The English term “likelihood” does not have a direct equivalent in some languages; instead, the
equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly interpreted
as a mathematical term. Therefore, in risk management terminology, “likelihood” is used with the intent that it
should have the same broad interpretation as the term “probability” has in many languages other than English.

[SOURCE: ISO 31000:2018, 3.7]

3.1.14
consequence
outcome of an event (3.1.11) affecting objectives

Note 1 to entry: A consequence can be certain or uncertain and can have positive or negative direct or indirect
effects on objectives.

Note 2 to entry: Consequences can be expressed qualitatively or quantitatively.
Note 3 to entry: Any consequence can escalate through cascading and cumulative effects.
[SOURCE: ISO 31000:2018, 3.6]

3.1.15

level of risk

significance of a risk (3.1.3), expressed in terms of the combination of consequences (3.1.14) and their
likelihood (3.1.13)

[SOURCE: ISO Guide 73:2009, 3.6.1.8, modified — the phrase: “magnitude of a risk or combination of
risks” has been replaced with “significance of a risk”.]

3.1.16
control
measure that maintains and/or modifies risk (3.1.3)

Note 1 to entry: Controls include, but are not limited to, any process, policy, device, practice, or other conditions
and/or actions which maintain and/or modify risk.

Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.
[SOURCE: ISO 31000:2018, 3.8]

3.1.17
residual risk
risk (3.1.3) remaining after risk treatment (3.2.7)

Note 1 to entry: Residual risk can contain unidentified risk.
Note 2 to entry: Residual risks can also contain retained risk.

[SOURCE: ISO Guide 73:2009, 3.8.1.6, modified — Note 2 to entry has been modified.]
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3.2 Terms related to information security risk management

3.2.1

risk management process

systematic application of management policies, procedures and practices to the activities of
communicating, consulting, establishing the context, and identifying, analysing, evaluating, treating,
monitoring and reviewing risk (3.1.3)

[SOURCE: ISO Guide 73:2009, 3.1]

3.2.2

risk communication and consultation

set of continual and iterative processes that an organization conducts to provide, share or obtain
information, and to engage in dialogue with interested parties regarding the management of risk (3.1.3)

Note 1 to entry: The information can relate to the existence, nature, form, likelihood (3.1.13), significance,
evaluation, acceptance and treatment of risk.

Note 2 to entry: Consultation is a two-way process of informed communication between an organization and its
interested parties on an issue prior to making a decision or determining a direction on that issue. Consultation is:

— aprocess which impacts on a decision through influence rather than power;
— aninput to decision making, not joint decision making.

3.2.3
risk assessment
overall process of risk identification (3.2.4), risk analysis (3.2.5) and risk evaluation (3.2.6)

[SOURCE: ISO Guide 73:2009, 3.4.1]

3.2.4
risk identification
process of finding, recognizing and describing risks (3.1.3)

Note 1 to entry: Risk identification involves the identification of risk sources (3.1.6), events (3.1.11), their causes
and their potential consequences (3.1.14).

Note 2 to entry: Risk identification can involve historical data, theoretical analysis, informed and expert opinions,
and interested parties’ needs.

[SOURCE: ISO Guide 73:2009, 3.5.1, modified — "interested party" has replaced "stakeholder" in Note 2
to entry.]

3.2.5
risk analysis
process to comprehend the nature of risk (3.1.3) and to determine the level of risk (3.1.15)

Note 1 to entry: Risk analysis provides the basis for risk evaluation (3.2.6) and decisions about risk treatment
(3.2.7).

Note 2 to entry: Risk analysis includes risk estimation.
[SOURCE: ISO Guide 73:2009, 3.6.1]

3.2.6

risk evaluation

process of comparing the results of risk analysis (3.2.5) with risk criteria (3.1.7) to determine whether
the risk (3.1.3) and/or its significance is acceptable or tolerable

Note 1 to entry: Risk evaluation assists in the decision about risk treatment (3.2.7).

[SOURCE: ISO Guide 73:2009, 3.7.1, modified — “significance” has replaced “magnitude”.]
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3.2.7
risk treatment
process to modify risk (3.1.3)

Note 1 to entry: Risk treatment can involve:
— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
— taking or increasing risk in order to pursue an opportunity;

— removing the risk source (3.1.6);

— changing the likelihood (3.1.13);

— changing the consequences (3.1.14);
— sharing the risk with another party or parties (including contracts and risk financing); and
— retaining the risk by informed decision.

Note 2 to entry: Information security risk treatment does not include “taking or increasing risk in order to pursue
an opportunity” but the organization can have this option for general risk management.

Note 3 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk

mitigation”, “risk elimination”, “risk prevention” and “risk reduction”.
Note 4 to entry: Risk treatment can create new risks or modify existing risks.

[SOURCE: ISO Guide 73:2009, 3.8.1, modified — Note 1 to entry has been added and the original Note 1
and 2 to entry have been renumbered as Note 2 and 3 to entry.]

3.2.8
risk acceptance
informed decision to take a particular risk (3.1.3)

Note 1 to entry: Risk acceptance can occur without risk treatment (3.2.7) or during the process of risk treatment.
Note 2 to entry: Accepted risks are subject to monitoring and review.
[SOURCE: ISO Guide 73:2009, 3.7.1.6]

3.29
risk sharing
form of risk treatment (3.2.7) involving the agreed distribution of risk (3.1.3) with other parties

Note 1 to entry: Legal or regulatory requirements can limit, prohibit or mandate risk sharing.
Note 2 to entry: Risk sharing can be carried out through insurance or other forms of contract.

Note 3 to entry: The extent to which risk is distributed can depend on the reliability and clarity of the sharing
arrangements.

Note 4 to entry: Risk transfer is a form of risk sharing.
[SOURCE: ISO Guide 73:2009, 3.8.1.3]

3.2.10
risk retention
temporary acceptance of the potential benefit of gain, or burden of loss, from a particular risk (3.1.3)

Note 1 to entry: Retention can be restricted to a certain period of time.

Note 2 to entry: The level of risk (3.1.15) retained can depend on risk criteria (3.1.7).
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[SOURCE: ISO Guide 73:2009, 3.8.1.5, modified — the word “temporary” has been added at the start of
the definition and the phrase; “Risk retention includes the acceptance of residual risks” has replaced
“Retention can be restricted to a certain period of time “ in Note 1 to entry.]

4 Structure of this document

This document is structured as follows:

— Clause 5: Information security risk management;

— Clause 6: Context establishment;

— Clause 7: Information security risk assessment process;
— Clause 8: Information security risk treatment process;
— Clause 9: Operation;

— Clause 10: Leveraging related ISMS processes.

Except for the descriptions given in general subclauses, all risk management activities as presented
from Clause 7 to Clause 10 are structured as follows:

Input: Identifies any required information to perform the activity.

Action: Describes the activity.

Trigger: Provides guidance on when to start the activity, for example because of a change within the
organization or according to a plan or a change in the external context of the organization.

Output: Identifies any information derived after performing the activity, as well as any criteria that
such output should satisfy.

Guidance: Provides guidance on performing the activity, keyword and key concept.

5 Information security risk management

5.1 Information security risk management process

The information security risk management process is presented in Figure 1.

NOTE This process is based on the general risk management process defined in ISO 31000.
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Y V+

CONTEXT ESTABLISHMENT
(Clause 6)

RISK ASSESSMENT v

|

|

| RISK IDENTIFICATION
| (Clause 7.2)
|

|

|

|

A J

RISK ANALYSIS
I (Clause 7.3)

Y

RISK EVALUATION
(Clause 7.4)

RISK DECISION POINT 1 No
Assessment satisfactory?

MONITORING AND REVIEW (Clause 10.5)

Yes

COMMUNICATION AND CONSULTATION (Clause 10.3)

RISK TREATMENT
(Clause 8) ]

Y

A
Y

RISK DECISION POINT 2 No
Risk accepted?

DOCUMENTED INFORMATION
(RECORDING AND REPORTING)
(Clause 10.4)

Figure 1 — Information security risk management process

As Figure 1 illustrates, the information security risk management process can be iterative for risk
assessment and/or risk treatment activities. An iterative approach to conducting risk assessment can
increase depth and detail of the assessment at each iteration. The iterative approach provides a good
balance between minimizing the time and effort spent in identifying controls, while still ensuring that
risks are appropriately assessed.

Context establishment means assembling the internal and external context for information security
risk management or an information security risk assessment.

If the risk assessment provides sufficient information to effectively determine the actions required
to modify the risks to an acceptable level, then the task is complete and the risk treatment follows.
If the information is insufficient, another iteration of the risk assessment should be performed. This
can involve a change of context of the risk assessment (e.g. revised scope), involvement of expertise in
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the relevant field, or other ways to collect the information required to enable risk modification to an
acceptable level (see "risk decision point 1" in Figure 1).

Risk treatment involves an iterative process of:

— formulating and selecting risk treatment options;
— planning and implementing risk treatment;

— assessing the effectiveness of that treatment;

— deciding whether the remaining risk is acceptable;
— taking further treatment if not acceptable.

Itis possible that the risk treatment does not immediately lead to an acceptable level of residual risks. In
this situation, another attempt to find further risk treatment can be performed, or there can be another
iteration of the risk assessment, either as a whole or in parts. This can involve a change of context of the
risk assessment (e.g. by a revised scope) and involvement of expertise in the relevant field. Knowledge
about relevant threats or vulnerabilities can lead to better decisions about suitable risk treatment
activities in the next iteration of the risk assessment (see "risk decision point 2" in Figure 1).

Context establishment is discussed in detail in Clause 6, risk assessment activities in Clause 7 and risk
treatment activities in Clause 8.

Other activities necessary for managing information security risks are discussed in Clause 10.

5.2 Information security risk management cycles

The risk assessment and the risk treatment should be updated on a regular basis and based on
changes. This should apply to, the entire risk assessment and the updates can be divided into two risk
management cycles:

— strategic cycle, where business assets, risk sources and threats, target objectives or consequences
to information security events are evolving from changes in the overall context of the organization.
This can result as inputs for an overall update of the risk assessment or risk assessments and the
risk treatments. It can also serve as an input for identifying new risks and initiate completely new
risk assessments;

— operational cycle, where the above-mentioned elements serves as input information or changed
criteria that will affect a risk assessment or assessment where the scenarios should be reviewed
and updated. The review should include updating of the corresponding risk treatment as applicable.

The strategic cycle should be conducted at longer time basis or when major changes occur while the
operational cycle should be shorter depending on the detailed risks that are identified and assessed as
well as the related risk treatment.

The strategic cycle applies to the environment in which the organization seeks to achieve its objectives,
while the operational cycle applies to all risk assessments considering the context of the risk
management process. In both cycles, there can be many risk assessments with different contexts and
scope in each assessment.

6 Context establishment

6.1 Organizational considerations
NOTE This subclause relates to ISO/IEC 27001:2022, 4.1.

An organization is defined as person or group of people that has its own functions with responsibilities,
authorities and relationships to achieve its objectives. An organization is not necessarily a company,
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other corporate body or legal entity, it can also be a subset of a legal entity (e.g. the IT department of a
company), and can be considered as the “organization” within the context of ISMS.

It is important to understand that risk appetite, defined as the amount of risk an organization is willing
to pursue or accept, can vary considerably from organization to organization. For instance, factors
affecting an organization’s risk appetite include size, complexity and sector. Risk appetite should be set
and regularly reviewed by top management.

The organization should ensure that the role of the risk owner is determined in terms of the management
activities regarding the identified risks. Risk owners should have appropriate accountability and
authority for managing identified risks.

6.2 Identifying basic requirements of interested parties
NOTE This subclause relates to ISO/IEC 27001:2022, 4.2.

The basic requirements of relevant interested parties should be identified, as well as the status of
compliance with these requirements. This includes identifying all the reference documents that define
security rules and controls and that apply within the scope of the information security risk assessment.

These reference documents can include, but are not limited to:

a) ISO/IEC 27001:2022, Annex A;

b) additional standards that cover ISMS;

c) additional standards applicable to a specific sector (e.g. financial, healthcare);
d) specific international and/or national regulations;

e) the organization’s internal security rules;

f) security rules and controls from contracts or agreements;

g) security controls implemented based on previous risk treatment activities.

Any non-compliance with the basic requirements should be explained and justified. These basic
requirements and their compliance should be the input for the likelihood assessment and for the risk
treatment.

6.3 Applying risk assessment
NOTE This subclause relates to ISO/IEC 27001:2022, 4.3.

Organizations can perform risk assessments embedded within many different processes, such as
project management, vulnerability management, incident management, problem management, or even
on an impromptu basis for a given identified specific topic. Regardless of how risk assessments are
performed, they should collectively cover all the issues relevant to the organization within the scope of
an ISMS.

The risk assessment should help the organization make decisions about the management of the risks
that affect the achievement of its objectives. This should therefore be targeted at those risks and
controls that, if managed successfully, will improve the likelihood of the organization achieving its
objectives.

More information about the context of an ISMS and the issues to be understood through risk assessment
is given in ISO/IEC 27003.
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6.4 Establishing and maintaining information security risk criteria

6.4.1 General

ISO/IEC 27001:2022, 6.1.2 a), specifies requirements for organizations to define their risk criteria, i.e.
the terms of reference by which they evaluate the significance of the risks that they identify and make
decisions concerning risks.

ISO/IEC 27001 specifies requirements for an organization to establish and maintain information
security risk criteria that include:

a) therisk acceptance criteria;
b) criteria for performing information security risk assessments.
In general, to set risk criteria, the following should be considered:

— the nature and type of uncertainties that can affect outcomes and objectives (both tangible and
intangible);

— how consequence and likelihood will be defined, predicted and measured;

— time-related factors;

— consistency in the use of measurements;

— how the level of risk will be determined;

— how combinations and sequences of multiple risks will be taken into account;
— the organization’s capacity.

Further considerations on risk criteria are presented in Annex A.

6.4.2 Risk acceptance criteria
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 1).

In risk evaluation, risk acceptance criteria should be used to determine whether a risk is acceptable or
not.

In risk treatment, risk acceptance criteria can be used to determine whether the proposed risk
treatment is sufficient to reach an acceptable level of risk, or if further risk treatment is needed.

An organization should define levels of risk acceptance. The following should be considered during
development:

a) consistency between the information security risk acceptance criteria and the organization’s
general risk acceptance criteria;

b) the level of management with delegated authority to make risk acceptance decisions is identified;

c) risk acceptance criteria can include multiple thresholds, and authority for acceptance can be
assigned to different levels of management;

d) risk acceptance criteria can be based on likelihood and consequence alone, or can be extended to
also consider the cost/benefit balance between prospective losses and the cost of controls;

e) different risk acceptance criteria can apply to different classes of risk (e.g. risks that can result in
non-compliance with regulations or laws are not always retained, while acceptance of risks can be
allowed if the acceptance is a result of a contractual requirement);
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f) risk acceptance criteria can include requirements for future additional treatment (e.g. a risk can
be retained on a short-term basis even when the level of risk exceeds the risk acceptance criteria if
there is approval and commitment to take action to implement a chosen set of controls to reach an
acceptable level within a defined time period);

g) risk acceptance criteria should be defined based upon the risk appetite that indicates amount and
type of risk that the organization is willing to pursue or retain;

h) risk acceptance criteria can be absolute or conditional depending on the context.
Risk acceptance criteria should be established considering the following influencing factors:
— organizational objectives;

— organizational opportunities;

— legal and regulatory aspects;

— operational activities;

— technological constraints;

— financial constraints;

— processes;

— supplier relationships;

— human factors (e.g. related to privacy).

The list of influencing factors is not exhaustive. The organization should consider the influencing
factors based on the context.

A simple acceptance criterion (yes/no) does not always suffice in practice.

In many cases, the decision to accept risk can be made at specific levels of risk (specific combinations
of likelihood and consequence). However, there can be circumstances where it is necessary to set
thresholds of acceptance for extreme consequences regardless of their likelihood, or extremely high
likelihoods regardless of consequences, where the effect on the organization primarily results from one
or the other.

For example, acceptance of a rare event that wipes out the stock value of a company, or a constant
drain on resources resulting from the need to control frequent minor infractions of a policy, should be
considered primarily based on which of the two factors have the dominant effect on the organization.

Consequently, risk acceptance criteria should ideally include consideration of likelihood and
consequence independently, as well as costs of management, rather than merely level of risk as a
combination of likelihood and consequence.

An organization with a keen risk appetite can set a higher threshold of acceptance, thereby accepting
more risks than an organization with a lower risk appetite. This protects the organization from
over-control, i.e. having so many information security controls that they prevent the ability of the
organization to achieve its objectives.

Risk acceptance criteria can differ depending on how long the risks are expected to exist (e.g. the risks
can be associated with a temporary or short-term activity).

The risk criteria should be kept under review and updated as necessary as a result of any changes in the
context of information security risk management.

EXAMPLE A small company can initially have a keen risk appetite but as it grows, it can lower its risk
appetite.
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The risk acceptance criteria should be approved by the authorized management level.
6.4.3 (riteria for performing information security risk assessments

6.4.3.1 General
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

Risk assessment criteria specify how the significance of arisk is determined in terms of its consequences,
likelihood and level of risk.

Information security risk assessment criteria should take into account the appropriateness of risk
management activities.

Considerations for achieving this include:

a) the classification level of information;

b) the quantity, and any concentration of information;

c) the strategic value of the business processes that make use of the information;

d) the criticality of the information and assets related to information involved;

e) operational and business importance of availability, confidentiality and integrity;
f) the expectations and perceptions of interested parties (e.g. top management);

g) negative consequences such as loss of goodwill and reputation;

h) consistency with the organizational risk criteria.

Risk assessment criteria, or a formal basis for defining them, should be standardized across the
organization for all types of risk assessment, as this can facilitate the communication, comparison and
aggregation of risks associated with multiple business domains.

Information security risk assessment criteria typically include:
— consequences;
— likelihood;

— level of risk.

6.4.3.2 Consequence criteria
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

ISO/IEC 27001 is concerned with the consequences which are directly or indirectly affected by the
preservation or loss of confidentiality, integrity and availability of information in the scope of the ISMS.
Consequence criteria should be developed and specified in terms of the extent of damage or loss, or
harm to an organization or individual resulting from the loss of confidentiality, integrity and availability
of information. When defining consequence criteria, the following should especially be considered:

a) loss of life or harm to individuals or groups;

b) loss of freedom, dignity or right to privacy;

c) loss of staff and intellectual capital (skills and expertise);

d) impaired internal or third-party operations (e.g. damage to a business function or process);

e) effects to plans and deadlines;
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f) loss of business and financial value;

g) loss of business advantage or market share;

h) damage to public trust or reputation;

i) breaches of legal, regulatory or statutory requirements;
j) breaches of contracts or service levels;

k) adverse impact on interested parties;

1) negative impact on the environment, pollution.

Consequence criteria define how an organization categorizes the significance of potential information
security events to the organization. It is essential to determine how many categories of consequences
are used, how they are defined, and what consequences are associated with each category. Usually,
consequence criteria are different for different organizations depending on the organization’s internal
and external context.

EXAMPLE1 The maximum amount the organization is prepared to write off in a fiscal year and the minimum
amount in the same period that would force it into liquidation can create realistic upper and lower limits of an
organization's consequence scale expressed in monetary terms.

This context-dependent range can then be divided into several consequence categories, the number and
distribution of which should depend on the risk perception and appetite of the organization. Monetary
consequence scales are commonly expressed in a logarithmic scale such as in decades or powers of 10
(e.g. 100 to 1 000; 1 to 10 000, etc.), but alternative quantization schemes can be used where they fit the
organization's context better.

Because consequences in different domains or departments of an organization can initially be expressed
in various ways rather than strictly in monetary terms, it is useful if these various expressions can be
cross-referenced to a common anchoring scale to ensure approximately equivalent levels of consequence
in the different domains are correctly compared with each other. This should enable an aggregation of
risks across domains to be performed.

EXAMPLE2 A data breach, as well as possibly impacting individual privacy, can result in the loss of
confidentiality, integrity or availability of information in the scope of the ISMS. This can also lead to non-
compliance with applicable data protection legislation. Potential consequences range from information loss,

loss of information-related assets and information process, to loss of operational business goals and projected
business.

6.4.3.3 Likelihood criteria

NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

Determining likelihood criteria depends on aspects such as:

a) accidental or natural events;

b) the degree of exposure of relevant information or the asset related to information to the threat;
c) the degree to which vulnerability of the organization is exploited;

d) technology failure;

e) human acts or omissions.

Likelihood can be expressed in probabilistic terms (the chance that an event will occur in a given time
frame) or in frequentist terms (the notional average number of occurrences in a given time frame). The
likelihood expressed in terms related to frequency is often used when it is communicated, although
only the likelihood expressed in probabilistic terms can be used when aggregation of likelihoods is
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Likelihood criteria should cover the predictably manageable range of anticipated event likelihoods.
Beyond the limits of practicable manageability, it is typically only necessary to recognize that one or
another limit has been exceeded in order to make an adequate risk management decision (designation
as an extreme case). If finite scales are too wide, this typically results in excessively coarse quantization
and can lead to error in assessment. This is particularly the case where likelihoods fall into the high end
of exponentially represented scales, as the increments in the upper ranges are intrinsically very wide.

Although almost anything is “possible”, the risk sources that should be given primary attention are

those with likelihoods most relevant to the organization's context and the scope of its ISMS.

6.4.3.4 (Criteria for determining the level of risk
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

The purpose of scales for level of risk is to help risk owners to decide about retaining or otherwise
treating risks and to prioritize them for risk treatment. The assessed level of a particular risk should
help the organization to determine the urgency for addressing that risk.

Depending on the situation, it is recommended to consider the inherent level of risk (without considering
any controls), or the current level of risk (allowing for the effectiveness of any controls already
implemented). The organization should develop a risk ranking, taking into account the following:

a) the consequence criteria and likelihood criteria;

b) the consequences that information security events can have on strategic, tactical and operational
levels (this can be defined as worst case or in other terms provided the same basis is used
consistently);

c) legal and regulatory requirements, and contractual obligations;

d) risks that appear beyond the boundaries of the organization's scope, including unforeseen effects
on third parties.

Criteria for level of risk are necessary in order to evaluate analysed risks.

Criteria for level of risk can be qualitative (e.g. very high, high, medium, low) or quantitative (e.g.
expressed in terms of expected value of monetary loss, loss of lives or market share over a given period
of time).

EXAMPLE Risks can be quantified as annual loss expectancy, i.e. the average monetary value of the
consequence per year taken over the next year.

Whether quantitative or qualitative criteria are used, evaluation scales should ultimately be anchored
to a reference scale that is understood by all interested parties, and both risk analysis and risk
evaluation should include at least periodic formal calibration against the reference scale to ensure
validity, consistency and comparability of results.

If a qualitative approach is used, the levels of any qualitative scale should be unambiguous, its
increments should be clearly defined, the qualitative descriptions for each level should be expressed
in objective language and the levels should not overlap. When different scales are used (e.g. to address
risks in different business domains), there should be an equivalency to allow comparable results.

6.5 Choosing an appropriate method
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 b).

In general, the information security risk management approach and methods should be aligned with
the approach and methods used to manage the other risks of the organization.

The chosen approach should be documented.
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