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Information security, cybersecurity and privacy protection — 
Guidance on the integrated implementation of ISO/IEC 27001 
and ISO/IEC 20000-1

AMENDMENT 1
 

2   Normative references

Replace reference to ISO/IEC 27001 with the following:

ISO/IEC 27001:2022, Information security, cybersecurity and privacy protection — Information security 
management systems — Requirements

Also replace all references to ISO/IEC 27001:2013 throughout the text of the document with 
ISO/IEC 27001:2022.

 

4.2   ISO/IEC 27001 concepts

Replace the last sentence of the 2nd paragraph with the following:

Examples of requirements relevant to interested parties include business requirements, legal and regulatory 
requirements and contractual obligations.

Replace the reference to ISO/IEC 27001:2013 with ISO/IEC 27001:2022.

 

4.4   Similarities and differences

Replace the third paragraph with the following:

See Annex  A for details of the correspondence between ISO/IEC 27001:2022, Clauses  1 to 10, and 
ISO/IEC 20000-1:2018, Clauses  1 to 10. See Annex  B for a comparison of terms and definitions between 
ISO/IEC 27000 and ISO/IEC 20000-1.

 

6.2.1   Requirements and controls

Replace the entire subclause with the following:

ISO/IEC 27001:2022, Clauses 4 to 10, specifies requirements for an ISMS. In addition, ISO/IEC 27001:2022, 
Annex  A, contains an extensive list of controls. The controls in ISO/IEC 27001:2022, Annex  A, are not 
requirements and are not mandatory. ISO/IEC 27001:2022, 6.1.3, specifies that the organization defines and 
applies an information security risk treatment process to determine all controls necessary to implement 
information security risk treatment options chosen and then compare the necessary controls with those in 
ISO/IEC 27001:2022, Annex A, and verify that no necessary controls have been omitted. The statement of 
applicability (SoA) is then used to record which controls are relevant to the organization’s ISMS. The controls 
listed in ISO/IEC 27001:2022, Annex A, are not exhaustive and can be substituted with others, or additional 
controls can be added as needed. This means it is possible for the organization’s SoA to:

a)	 include only a subset of the controls in ISO/IEC 27001:2022, Annex A;
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