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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 29167-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 31, Automatic identification and data capture techniques.

ISO/IEC 29167 consists of the following parts, under the general title Information technology — Automatic
identification and data capture techniques:

— Part 1: Air interface for security services and file management for RFID architecture
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Introduction

ISO/IEC 29167 describes file management and security as applicable for ISO/IEC 18000. ISO/IEC 29167 is
an optional extension to the ISO/IEC 18000 air interfaces.

The ISO/IEC 18000 series of International Standards on radio frequency identification (RFID) for item
management does not offer strong security of the tag and interrogator data and identity. For example, the
unique item identifiers (Ull) of tags are typically transmitted to every other device in the RF field and can thus
be easily tracked. Additionally, sensitive data such as passwords are typically transmitted over RF without
encryption and can easily be intercepted. Moreover, utilized passwords may be short in length.
ISO/IEC 29167 fulfils the need for applications requiring effective security in the handling of sensitive
information including the unauthorized interception and tracking of data and devices.

ISO/IEC 29167 covers the air interface for interrogators and tags that have security mechanisms and/or file
management on board. ISO/IEC 29167 only applies to tags that perform the computations that are required
for the security and file management mechanisms. Tag to tag communication is not excluded.
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