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INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 18-1: Remote Access Device Control Protocol -
Remote Access Architecture

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards. Their preparation is entrusted to technical committees; any ISO and
IEC member body interested in the subject dealt with may participate in this preparatory work. International
governmental and non-governmental organizations liaising with ISO and IEC also participate in this preparation.

2) In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

3) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO member bodies.

4) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that the
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for
the way in which they are used or for any misinterpretation by any end user.

5) In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the maximum extent possible in their national and regional publications.
Any divergence between any ISO/IEC publication and the corresponding national or regional publication
should be clearly indicated in the latter.

6) 1SO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsible for
any equipment declared to be in conformity with an ISO/IEC publication.

7) All users should ensure that they have the latest edition of this publication.

8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts
and members of their technical committees and IEC or ISO member bodies for any personal injury, property
damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
ISO or ISO/IEC publications.

9) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

10) Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 29341-18-1 was prepared by UPnP Forum Steering
committee?, was adopted, under the fast track procedure, by subcommittee 25:
Interconnection of information technology equipment, of ISO/IEC joint technical committee 1:
Information technology.

The list of all currently available parts of the ISO/IEC 29341 series, under the general title
Information technology — UPnP device architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

1 UPnP Forum Steering committee, UPnP Forum, 3855 SW 153" Drive, Beaverton, Oregon 97006
“Introduction”. Lﬁb%iﬂﬁents
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IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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1 Overview and Scope

This document describes an architecture that provides the infrastructure that allows generic
UPnP devices, services and control points deployed in remote physical devices to interact
with the corresponding UPnP devices, services and control points physically attached to the
home network. The mechanisms defined in this architecture will allow to extend the home
network so that it will logically include the remote devices so that all devices will be able to
communicate among themselves using the UPnP Forum defined mechanisms, e.g. UDA. The
desired behavior of the interactions between the remote device and home devices is
envisioned to be similar with the one expected as if all devices are located in the same local
area network.

In order to accommodate the above mentioned goals, the Remote Access Architecture will
provide means to connect the two segments of the extended home network using established
mechanisms. The architecture recognizes that there might be several possible alternative
models to “bridge” the two segments and will provide an interface that will allow them to be
plugged, while enforcing the same overall behavior of the whole system regardless of the
model used.

The architecture does not describes any interfaces to “service” gateways that will enable non-
UPnP entities to interact with the UPnP devices, services and control points physically
attached to the home network.

1.1 Notation
e In this document, features are described as Required, Recommended, or Optional as
follows:

The key words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD,”
“SHOULD NOT,” “RECOMMENDED,” “MAY,” and “OPTIONAL" in this specification are to
be interpreted as described in [RFC 2119].

In addition, the following keywords are used in this specification:

PROHIBITED — The definition or behavior is an absolute prohibition of this specification.
Opposite of REQUIRED.

CONDITIONALLY REQUIRED — The definition or behavior depends on a condition. If the
specified condition is met, then the definition or behavior is REQUIRED, otherwise it is
PROHIBITED.

CONDITIONALLY OPTIONAL — The definition or behavior depends on a condition. If the
specified condition is met, then the definition or behavior is OPTIONAL, otherwise it is
PROHIBITED.

These keywords are thus capitalized when used to unambiguously specify requirements
over protocol and application features and behavior that affect the interoperability and
security of implementations. When these words are not capitalized, they are meant in
their natural-language sense.

e Strings that are to be taken literally are enclosed in “double quotes”.
e Words that are emphasized are printed in italic.

e Keywords that are defined by the UPnP Working Committee are printed using the forum
character style.

e Keywords that are defined by the UPnP Device Architecture are printed using the arch
character style.

e A double colon delimiter, “:”, signifies a hierarchical parent-child (parent::child)
relationship between the two objects separated by the double colon. This delimiter is used
in multiple contexts, for example: Service::Action(), Action()::Argument,
parentProperty::childProperty.
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1.2 References
1.2.1 Informative References

This clause lists the informative references that are provided as information in helping
understand this specification:

[DEVICE] - UPnP Device Architecture, version 1.0. Available at:
http://lwww.upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.0-20080424.pdf. Latest
version available at: http://www.upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.0.pdf.

[DEVICE-IPv6] — UPnP Device Architecture, version 1.0., Annex A — IP Version 6 Support.
Available at: http://www.upnp.org/resources/documents/AnnexA-1Pv6_000.pdf

[ICC] - InboundConnectionConfig:1, UPNnP Forum, Available at:
http://www.upnp.org/specs/ra/UPnP-ra-InboundConnectionConfig-v1l-Service-20090930.pdf.
Latest version available at: http://www.upnp.org/specs/ra/UPnP-ra-InboundConnectionConfig-
v1-Service.pdf.

[RACIlient] — RACIlient:1, UPnP Forum, Available at: http://www.upnp.org/specs/ra/UPnP-ra-
RACIlient-v1-Device-20090930.pdf. Latest version available at:
http://www.upnp.org/specs/ra/UPnP-ra-RAClient-v1-Device.pdf.

[RADACON(ig] - RADACoNfig:1, UPNP Forum, Available at:
http://www.upnp.org/specs/ra/UPnP-ra-RADAConfig-v1-Service-20090930.pdf. Latest
version available at: http://www.upnp.org/specs/ra/UPnP-ra-RADAConfig-v1-Service.pdf.

[RADASync] — RADASync:1, UPnP Forum, Available at: http://www.upnp.org/specs/ra/UPnP-
ra-RADASync-v1-Service-20090930.pdf. Latest version available at:
http://www.upnp.org/specs/ra/lUPnP-ra-RADASync-v1-Service.pdf.

[RADiscoveryAgent] - RADiscoveryAgent:1, UPnP  Forum, Available at:
http://www.upnp.org/specs/ra/UPnP-ra-RADiscoveryAgent-v1l-Device-20090930.pdf. Latest
version available at: http://www.upnp.org/specs/ra/lUPnP-ra-RADiscoveryAgent-v1l-Device.pdf.

[RAServer] — RAServer:1, UPnP Forum, Available at: http://www.upnp.org/specs/ra/lUPnP-
ra-RAServer-vl-Device-20090930.pdf. Latest version available at:
http://www.upnp.org/specs/ra/UPnP-ra-RAServer-vl-Device.pdf.

[RATAConfig] - RATAConfig:1, UPNnP Forum, Available at:
http://www.upnp.org/specs/ra/UPnP-ra-RATAConfig-vl-Service-20090930.pdf. Latest version
available at: http://www.upnp.org/specs/ra/lUPnP-ra-RATAConfig-v1-Service.pdf.

[IGD] - InternetGatewayDevice:1, UPnP Forum, November, 2001 Available at:
http://www.upnp.org/standardizeddcps/documents/UPnP_IGD_1.0.zip.

[RFC 1889] — IETF RFC 1889, RTP: A Transport Protocol for Real-Time Applications, H.
Schulzrinne, S. Casner, R. Frederick, V. Jacobson, January 1996. Available at:
http://www.ietf.org/rfc/rfc1889.txt.

[RFC 1918] — IETF RFC 1918, Address Allocation for Private Internets, Y. Rekhter, et. Al,
February 1996 Available at: http://www.ietf.org/rfc/rfc1918.txt

[RFC 2119] - IETF RFC 2119, Key words for use in RFCs to Indicate Requirement Levels, S.
Bradner, March 1997. Available at: http://www.ietf.org/rfcs/rfc2119.txt.

[RFC 2131] — IETF RFC 2131, Dynamic Host Configuration Protocol, R. Droms,
Available at: http://www.ietf.org/rfc/rfc2131.txt Ibﬁbmﬁents
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