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INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 8-21: Internet Gateway Device Control Protocol —
Wireless Local Area Network Configuration Service

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards. Their preparation is entrusted to technical
committees; any ISO and IEC member body interested in the subject dealt with may participate in this
preparatory work. International governmental and non-governmental organizations liaising with ISO and IEC
also participate in this preparation.

2) In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC
1. Draft International Standards adopted by the joint technical committee are circulated to national bodies for
voting. Publication as an International Standard requires approval by at least 75 % of the national bodies
casting a vote.

3) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO member bodies.

4) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that the
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for
the way in which they are used or for any misinterpretation by any end user.

5) In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the maximum extent possible in their national and regional publications.
Any divergence between any ISO/IEC publication and the corresponding national or regional publication should
be clearly indicated in the latter.

6) I1SO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsible for
any equipment declared to be in conformity with an ISO/IEC publication.

7) All users should ensure that they have the latest edition of this publication.

8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual
experts and members of their technical committees and IEC or ISO member bodies for any personal injury,
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including
legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or
any other IEC, ISO or ISO/IEC publications.

9) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

IEC and ISO draw attention to the fact that it is claimed that compliance with this document may involve the use of
patents as indicated below.

ISO and IEC take no position concerning the evidence, validity and scope of the putative patent rights. The holders
of the putative patent rights have assured IEC and ISO that they are willing to negotiate free licences or licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of the putative patent rights are registered with IEC and ISO.

Intel Corporation has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

Intel Corporation

Standards Licensing Department

5200 NE Elam Young Parkway

MS: JFS-98

USA - Hillsboro, Oregon 97124

Microsoft Corporation has informed IEC and ISO that it has patent applications or granted patents as listed below:
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6101499 / US; 6687755 / US; 6910068 / US; 7130895 / US; 6725281 / US; 7089307 / US; 7069312 / US;
10/783 524 /US

Information may be obtained from:

Microsoft Corporation

One Microsoft Way

USA — Redmond WA 98052
Philips International B.V. has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

Philips International B.V. — IP&S

High Tech campus, building 44 3A21

NL — 5656 Eindhoven
NXP B.V. (NL) has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

NXP B.V. (NL)

High Tech campus 60

NL — 56656 AG Eindhoven
Matsushita Electric Industrial Co. Ltd. has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

Matsushita Electric Industrial Co. Ltd.

1-3-7 Shiromi, Chuoh-ku

JP — Osaka 540-6139

Hewlett Packard Company has informed IEC and ISO that it has patent applications or granted patents as listed
below:

5 956 487 / US; 6 170 007 / US; 6 139 177 / US; 6 529 936 / US; 6 470 339 / US; 6 571 388 / US; 6 205
466 / US

Information may be obtained from:

Hewlett Packard Company

1501 Page Mill Road

USA — Palo Alto, CA 94304
Samsung Electronics Co. Ltd. has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

Digital Media Business, Samsung Electronics Co. Ltd.

416 Maetan-3 Dong, Yeongtang-Gu,

KR — Suwon City 443-742
Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights
other than those identified above. IEC and ISO shall not be held responsible for identifying any or all such patent
rights.
ISO/IEC 29341-8-21 was prepared by UPnP Implementers Corporation and adopted, under the PAS procedure, by
joint technical committee ISO/IEC JTC 1, Information technology, in parallel with its approval by national bodies of

ISO and IEC.

The list of all currently available parts of the ISO/IEC 29341 series, under the general title Universal plug and play
(UPnP) architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting results may be
obtained from the address given on the second title page.
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ORIGINAL UPNP DOCUMENTS
(informative)

Reference may be made in this document to original UPnP documents. These references are retained in order to
maintain consistency between the specifications as published by ISO/IEC and by UPnP Implementers Corporation.
The following table indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPnP Document Title

UPnP Device Architecture 1.0

UPNP Basic:1 Device

UPnP AV Architecture:1

UPNnP MediaRenderer:1 Device
UPnP MediaServer:1 Device

UPnP AVTransport:1 Service

UPnP ConnectionManager:1 Service
UPNP ContentDirectory:1 Service
UPnP RenderingControl:1 Service
UPNP MediaRenderer:2 Device
UPNP MediaServer:2 Device

UPnP AV Datastructure Template:1
UPNP AVTransport:2 Service

UPnP ConnectionManager:2 Service
UPNP ContentDirectory:2 Service
UPNP RenderingControl:2 Service
UPnP ScheduledRecording:1

UPNP DigitalSecurityCamera:1 Device

UPnNP DigitalSecurityCameraMotionlmage:1 Service

UPnP DigitalSecurityCameraSettings:1 Service

UPNP DigitalSecurityCameraStilllmage:1 Service

UPNnP HVAC_System:1 Device

UPnP HVAC_ZoneThermostat:1 Device
UPnP ControlValve:1 Service

UPnP HVAC_FanOperatingMode:1 Service
UPnP FanSpeed:1 Service

UPnP HouseStatus:1 Service

UPNnP HVAC_SetpointSchedule:1 Service
UPnP TemperatureSensor:1 Service
UPNP TemperatureSetpoint:1 Service
UPNnP HVAC_UserOperatingMode:1 Service
UPNP BinaryLight:1 Device

UPnP DimmableLight:1 Device

UPNnP Dimming:1 Service

UPNP SwitchPower:1 Service

UPNP InternetGatewayDevice:1 Device
UPnP LANDevice:1 Device

UPnP WANDevice:1 Device

UPnP WANConnectionDevice:1 Device
UPnP WLANAccessPointDevice:1 Device
UPNnP LANHostConfigManagement:1 Service
UPnP Layer3Forwarding:1 Service

UPNP LinkAuthentication:1 Service

UPNP RadiusClient:1 Service

UPnP WANCableLinkConfig:1 Service
UPnP WANCommonlinterfaceConfig:1 Service
UPnP WANDSLLinkConfig:1 Service
UPnP WANEthernetLinkConfig:1 Service
UPnP WANIPConnection:1 Service
UPnP WANPOTSLinkConfig:1 Service
UPnP WANPPPConnection:1 Service
UPnP WLANConfiguration:1 Service
UPNP Printer:1 Device

UPnP Scanner:1.0 Device

UPNP ExternalActivity:1 Service

UPnP Feeder:1.0 Service

UPNP PrintBasic:1 Service

UPnP Scan:1 Service

UPNP QoS Architecture:1.0

UPnP QosDevice:1 Service

UPNP QosManager:1 Service

UPNP QosPolicyHolder:1 Service

UPNP QoS Architecture:2

ISO/IEC 29341 Part

ISO/IEC 29341-1
ISO/IEC 29341-2
ISO/IEC 29341-3-1
ISO/IEC 29341-3-2
ISO/IEC 29341-3-3
ISO/IEC 29341-3-10
ISO/IEC 29341-3-11
ISO/IEC 29341-3-12
ISO/IEC 29341-3-13
ISO/IEC 29341-4-2
ISO/IEC 29341-4-3
ISO/IEC 29341-4-4
ISO/IEC 29341-4-10
ISO/IEC 29341-4-11
ISO/IEC 29341-4-12
ISO/IEC 29341-4-13
ISO/IEC 29341-4-14
ISO/IEC 29341-5-1
ISO/IEC 29341-5-10
ISO/IEC 29341-5-11
ISO/IEC 29341-5-12
ISO/IEC 29341-6-1
ISO/IEC 29341-6-2
ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-7-1
ISO/IEC 29341-7-2
ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-8-1
ISO/IEC 29341-8-2
ISO/IEC 29341-8-3
ISO/IEC 29341-8-4
ISO/IEC 29341-8-5
ISO/IEC 29341-8-10
ISO/IEC 29341-8-11
ISO/IEC 29341-8-12
ISO/IEC 29341-8-13
ISO/IEC 29341-8-14
ISO/IEC 29341-8-15
ISO/IEC 29341-8-16
ISO/IEC 29341-8-17
ISO/IEC 29341-8-18
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UPnP Document Title

UPnP QosDevice:2 Service
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UPnP SecurityConsole:1 Service
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1. Overview and Scope

This service definition is compliant with the UPnP Device Architecture version 1.0.

This service enables the control, monitoring and configuration of IEEE 802.11 Wireless Access Points for
the unmanaged network space, namely residential and small office LANSs. It focuses on the core elements
required for setting up wireless networks, configuring wireless security, diagnosing and monitoring usage
problems, and setting location-specific information elements.

Its intent is to simplify the setup experience, secure wireless networks and provide the framework for diagnosing
and monitoring problems on wireless networks.

This service-type enables the following functions:

e Remote setup and configuration of the basic parameters of a wireless access point including: SSID, radio
channel configuration, wireless access point mode and others.

e Remote setup and configuration of wireless authentication for WPA, 11i and WEP based security.
e Remote configuration and provisioning of location specific information.

e Remote diagnostics and monitoring of wireless networks.

2. Service Modeling Definitions

2.1. ServiceType

The service is REQUIRED as specified in
urn:schemas-upnp-org:device: WLANAccessPointDevice: 1

The following service type identifies a service that is compliant with this template:
urn:schemas-upnp-org:service: WLANConfiguration: 1

This service does not support the QueryStateVariable action.

2.2. State Variables

Table 1 shows all the state variables of the WLANConfiguration service. These variables are represented in the
order:

e  First set of variables is Access Point common beacon properties.
e Second set shows the status-related variables

e Third set represents all statistics-related parameters.

e  Fourth set shows all the associated device-related parameters

e Last set represents all the security-related parameters.
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Table 1: State Variables

—-11 -

Variable Name Allowed Value 2 Default
Value 2
InsecureOOBAccessEnabled o Boolean 0,1 0 N/A
SSID R String <= 32 char Not Specified | N/A
BSSID R String MAC Address, Not Specified | N/A
CXXIXXCXX XX XX XX,
case-independent, 17
char
BeaconType R String See Table 1.1, <=32 char | Not Specified | N/A
BeaconAdvertisementEnabled o Boolean 0,1 1 N/A
RadioEnabled R Boolean 0,1 1 N/A
LocationDescription o String XML Location Schema, | Not specified | N/A
<=4096 char
RegulatoryDomain o String == 3 chars Not Specified | N/A
TotalPSKFailures o ui4 >=0 0 N/A
TotallntegrityFailures 0] ui4 >=0 0 N/A
Channel R uil Depends on Not Specified | N/A
PossibleChannels
PossibleChannels R String <= 1024 char Not Specified | N/A
ChannelsInUse 0] Strin, Depends on . N/A
& PossibleChannels, <= Not specified
1024 char
DeviceOperationMode O* String See Table 1.2, <= 32 char | “Infrastructure | N/A
AccessPoint”
DistanceFromRoot O* uil >=0 0 N/A
PeerBSSID O* String MAC Address, Not specified | N/A
CXXIXXCXX XX XX XX,
case-independent, 17
char
BasicDataTransmitRates R String Depends on Not Specified | Megabits
PossibleDataTransmitRat per sec
es, <=256 char
OperationalDataTransmitRates R String Depends on Not Specified | Megabits
PossibleDataTransmitRat per sec
es, <=256 char
PossibleDataTransmitRates R String <=256 char Not Specified | Megabits
per sec
AutoRateFallBackEnabled R Boolean 0,1 1 N/A
TotalBytesSent O** ui4 >=0 0 N/A
TotalBytesReceived O** ui4 >=0 0 N/A
TotalPacketsSent R ui4 >=0 0 N/A
TotalPacketsReceived R ui4 >=0 0 N/A
TotalAssociations R ui2 >=0 0 N/A
AssociatedDeviceMACAddress R String MAC Address, Not Specified | N/A
CXXIXXCXX XX XX XX,
case-independent, 17
char
AssociatedDeviceIPAddress R String IP Address, <= 64 char Not Specified | N/A
AssociatedDeviceAuthState R Boolean 0,1 Not Specified | N/A
AuthenticationServiceMode R String See Table 1.3, <=32 char | Not Specified | N/A
WEPKeyIndex R uil 0-3 Not specified | N/A
WEPKey R String WEP key of correct Empty string | N/A
encryption level, <= 128
char Documents
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Variable Name Allowed Value ? Default

Value 2
KeyPassphrase R String <= 63 char Not specified | N/A
WEPEncryptionLevel R String See Table 1.4, <=32 char | Not specified | N/A
PreSharedKey R String Key, 64 Hex char, case- | Not Specified | N/A

independent

PreSharedKeyIndex 0] uil 1-9 Not specified | N/A
BasicEncryptionModes R String See Table 1.5, <=32 char | Not specified | N/A
BasicAuthenticationMode R String See Table 1.6, <= 32 char | Not Specified | N/A
WPAEncryptionModes R String See Table 1.7, <=32 char | Not specified | N/A
WPAAuthenticationMode R Boolean See Table 1.8, <=32 char | Not specified | N/A
IEEE11iEncryptionModes R Boolean See Table 1.9, <=32 char | Not specified | N/A
IEEE11iAuthenticationMode R Boolean Sﬁerable 1.10, <=32 Not specified | N/A
LastRequestedUnicastCipher o String <=256 char Not specified | N/A
LastRequestedMulticastCipher 0] String <=256 char Not specified | N/A
LastPMKId 0] String <=256 char Not specified | N/A
Non-standard state variables X TBD TBD TBD TBD
implemented by an UPnP™ device
vendor go here.

"R = Required, O = Optional, X = Non-standard.

% Values listed in this column are required. To specify standard optional values or to delegate assignment of

values to the vendor, you must reference a specific instance from the appropriate table below.

* DeviceOperationMode, DistanceFromRoot and PeerBSSID are conditionally optional. If the device
implementer includes Set/GetDeviceOperationMode actions in the WLANConfiguration XML then these state

variables also MUST be present in the WLANConfiguration XML.

** TotalBytesSent, and TotalBytesReceived are conditionally optional. If the device implementer includes

GetByteStatistics or GetByteStatsForAssociatedDev action in the WLANConfiguration XML then these
state variables also MUST be present in the WLANConfiguration XML.

2.2.1. InsecureOOBAccessEnabled

This state variable is optional and is relevant only if securing of UPnP actions is implemented in the AP device.

This variable indicates whether the state variables that are accessed using secure actions on the Access point
device can be set/retrieved via a mechanism that is not based on UPnP technology, such as Web Browser,

SNMP, Telnet, etc. This is a read/write variable.

2.2.2. SSID

This variable represents the Service Set Identifier or network name. This is used by the client to connect to the

wireless network created by the access point. There is a 32-character limit on this string. This variable is

read/write.

2.2.3. BSSID

This variable represents the Basic Service Set Identifier. This is used to identify the physical address of the

wireless access point for advanced bridging scenarios or to uniquely identify it if there are multiple UPnP access
points. This variable is limited to valid MAC addresses. This variable is read only.
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2.2.4. BeaconType

This variable indicates what beacon mode the access point is in. The value must be selected from Table 1.1. This
variable is read/write.

Table 1.1: allowedValueList for BeaconType

Value Req. or Opt. ' Description

None R Beacon is disabled

. R AP is enabled with beacon as per basic 802.11
Basic specification

R AP is enabled with beacon as per WPA specification
WPA
i (@) AP is enabled with beacon as per 11i specification
1

. () AP is enabled with beacon as per basic 802.11 and
BasicandWPA WPA specifications

. . (@) AP is enabled with beacon as per basic 802.11 and 11i
Basicand11i specifications
WPAand11i () AP is enabled with beacon as per WPA and 11i

specifications

i i (@) AP is enabled with beacon as per basic 802.11 and
BasicandWPAand11i WPA and 11i specifications
Vendor-defined R R
Vendor-defined 0 o

"R = Required, O = Optional.

2.2.5. BeaconAdvertisementEnabled

This variable indicates whether or not the access point is advertising the beacon. This is a read/write variable.

2.2.6. RadioEnabled

This variable indicates whether or not the Wireless Radio is enabled. This is a read/write variable.

2.2.7. LocationDescription

This variable contains an XML description of some basic information that is useful in identifying both the access
point by name and the physical location. The AP is not expected to parse this description: it will treat it as an
opaque string.

The location XML schemas are still in the definition stage from multiple standards bodies. The two references
are included as examples of what control points could implement.

1. OGC (Open GIS Consortium) GML 3.0 (Geography Markup Language) specification.

http://www.opengis.org/techno/documents/02-023r4.pdf

2. OMA Location Working Group specification (formerly LIF)

http://www.openmobilealliance.org/tech/LIF/

The AP does not interpret the contents of the location field. When there is no location set at the AP and a control
point calls the GetLocationDescription action, the location XML would be an empty string. If DeviceSecurity is
implemented, the AP device implementation must escape the XML per DeviceSecurity specification.
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2.2.8. RegulatoryDomain

This variable indicates which RegulatoryDomain the access point is in. This variable is read/write.

The RegulatoryDomain state variable MUST be defined as per 802.11d specification. 802.11d specifies that, if
multi-domain capability is enabled in the AP, beacons will include country information, consisting of a three
octet country string and a set of one or more (start channel, number of channels, maximum transmit power)
triples. The country string is defined as follows.

"This attribute identifies the country in which the station is operating. The first two octets of this string
is the two character country code as described in document ISO/IEC 3166-1. The third octet shall be
one of the following:
1. an ASCII space character, if the regulations under which the station is operating encompass all
environments in the country,
2. an ASCII ‘O’ character, if the regulations under which the station is operating are for an
Outdoor environment only, or
3. an ASCII ‘T’ character, if the regulations under which the station is operating are for an Indoor
environment only."

For example, the country code of the United States is US and the country code of Japan is JP. The
RegulatoryDomain state variable for setting all environments in the United States would be “US “. Another
example for setting the RegulatoryDomain state variable for only inside environments in the United States
would be “USI*.

2.2.9. TotalPSKFailures

This variable indicates the number of times the Pre Shared Key authentication has failed. This can give an
indication of whether there were more attempts than normal to get onto the network that have failed. This is a
read only variable.

2.2.10.TotalintegrityFailures

This variable indicates the number of times the integrity check for MICHAEL has failed. This can give an
indication of whether there were attempts to get onto the network. This is a read only variable.

2.2.11.Channel

This variable represents the wireless LAN channel that the AP is currently using. This could be changed
programmatically to select a particular channel in a given environment. This variable is read/write.

2.2.12.PossibleChannels

This variable contains the range of WLAN channels possible. It is a comma-separated list; “n-m” ranges are
permitted. For example, 802.11b, possible channels are 1-11 for North America. For 802.11a, channel numbers
are in the range 0-200. This variable is read only.

2.2.13.ChannelsinUse

This variable represents the WLAN channels that the Access Point detects as currently being in use in the area. It
is a comma-separated list; “n-m” ranges are permitted. It includes any channels that the AP is itself using. This
variable is read only.
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2.2.14.DeviceOperationMode

This variable indicates which mode the access point is in. This variable is read/write.

Table 1.2: allowedValueList for DeviceOperationMode
Value Req. or Opt. " Description

Infrastructure AccessPoint R This is the default mode of the Access Point. It will
provide wireless stations connectivity to the LAN.

WirelessBridge (@) In this mode, the wireless access point is configured
(via BSSID) to communicate directly with another
access point(s) to bridge two or more separate LANs
together

WirelessRepeater O In this mode, the wireless access point is configured to
be a point to point bridge as well as an infrastructure
access point serving wireless clients.

WirelessStation O In this mode, the wireless access point is configured to
be a wireless station connecting to another SSID.

Vendor-defined R R

Vendor-defined (0] (0]

"R = Required, O = Optional.

2.2.15.DistanceFromRoot

This variable represents the number of hops from the root access point repeater or bridge when the access point is
being used as a wireless repeater or bridge. The root repeater or bridge has zero as the distance value. This
variable is read/write.

2.2.16. PeerBSSID

This variable represents the physical address of the peer AP in repeating or bridging mode. This variable is
limited to valid MAC addresses. This variable is read/write.

2.2.17.BasicDataTransmitRates

This variable represents the maximum AP data transmission rates in megabits per second for unicast, multicast,
and broadcast frames. It is a comma-separated list. This variable is read/write.

For example, BasicDataTransmitRates might be ““1,2”, indicating that unicast, multicast and broadcast frames
can be transmitted at 1 Mbps and 2Mbps.

2.2.18.0perationalDataTransmitRates

This variable represents the maximum AP data transmission rates in megabits per second for unicast frames.
OperationalDataTransmitRates is a superset of BasicDataTransmitRates (note that an AP can transmit
unicast frames at higher speeds than multicast and broadcast frames). It is a comma-separated list. This variable
is read/write.

Given the value of BasicDataTransmitRates from the previous section, “1,2”,
OperationalDataTransmitRates might be “1,2,5.5,11”, indicating that unicast frames can in addition be
transmitted at 5.5Mbps and 11Mbps.
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2.2.19.PossibleDataTransmitRates

This variable represents the possible data rates, in megabits per second for unicast frames, at which the AP will
allow devices to connect (this could be useful for minimizing the use of bandwidth when users are charged per
bit). PossibleDataTransmitRates is a subset of OperationalDataTransmitRates. It is a comma-separated
list. This variable is read only.

Given the values of BasicDataTransmitRates and OperationalDataTransmitRates from the above two
sections, PossibleDataTransmitRates might be “1,2,5.5”, indicating that the AP will only permit connections
at 1Mbps, 2Mbps and 5.5Mbps, even though it could theoretically accept a connection at 11 Mbps.

2.2.20. AutoRateFallBackEnabled

This variable indicates whether the data rate can automatically be reduced in the event of undue noise or
contention. This variable is read/write.

2.2.21.TotalBytesSent

This variable indicates the total number of bytes sent on the wireless interface since the last bytes data reset. This
is a read only variable that can be reset to 0 by AP device when user performs Reset operations. The value is
expected to wrap around when it reaches maximum value.

2.2.22.TotalBytesReceived

This variable indicates the total number of bytes received on the wireless interface since the last bytes data reset.
This is a read only variable that can be reset to 0 by AP device when user performs Reset operations. The value is
expected to wrap around when it reaches maximum value.

2.2.23.TotalPacketsSent

This variable indicates the total number of packets sent on the wireless interface since the last packet data reset.
This is a read only variable that can be reset to 0 by AP device when user performs Reset operations. The value is
expected to wrap around when it reaches maximum value.

2.2.24.TotalPacketsReceived

This variable indicates the total number of packets received on the wireless interface since the last packet data
reset. This is a read only variable that can be reset to 0 by AP device when user performs Reset operations. The
value is expected to wrap around when it reaches maximum value.

2.2.25.TotalAssociations

This variable indicates the current number of devices associated with the access point. This is a read only
variable that is evented.

2.2.26.AssociatedDeviceMACAddress

This variable indicates MAC Address of a device currently associated with the access point. This is a read only
variable.

2.2.27.AssociatedDevicelPAddress

This variable indicates the IP Address of a device currently associated with the access point. This may be an IPv4
address, an IPv6 address, or a DNS name. This is a read only variable. If the access point vendor is unable to
determine this information, it should be set to an empty string.
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2.2.28.AssociatedDeviceAuthState

This variable indicates the Authentication State of a device currently associated with the access point. This is a
read only variable.

2.2.29.AuthenticationServiceMode

This variable indicates whether or not an authentication server is co-located with an access point. This variable is
read/write.

Table 1.3: allowedValueL.ist for AuthenticationServiceMode
Value Req. or Opt. " Description
None R This value indicates that no authentication service (for

example, LinkAuthentication or RadiusClient) has
been used for the wireless client authentication. .

LinkAuthentication () This value indicates that LinkAuthentication service
has been used for the wireless client authentication.

RadiusClient (@) This value indicates that RadiusClient service has been
used for the wireless client authentication.

Vendor-defined R R

Vendor-defined 0 o

"R = Required, O = Optional.

2.2.30.WEPKeylndex
This variable indicates the index of the WEP key.

2.2.31.WEPKey

This variable represents a WEPkey. It is used only when WEP encryption is enabled; its value consists of the
appropriate number of Hex digits, with no punctuation. Case is not significant. If possible, WEP keys should be
generated, by the control point, from a passphrase as specified under KeyPassphrase (section 2.2.32). This
variable is read/write.

2.2.32.KeyPassphrase

This variable represents a key passphrase (or password) from which the four WEP keys and the default pre-
shared key (key 0) will be derived by the control point. The passphrase will be stored by (but not used by) the
AP. This variable is read/write.

The default pre-shared key will be derived from the passphrase according to the recommendations in the WPA
specification, which uses PBKDF2 from PKCS #5: Password-based Cryptography Specification Version 2.0
(RFC2898).

The WEP keys, if derived from the passphrase, will use following scheme —

For a passphrase that is 5 characters long, the ASCII value of each character is used to generate a 40 bit WEP
key. For e.g., "ABCDE" ="100000101000010010000110100010001000101". If the passphrase is 13 characters,
a 104 bit WEP key is generated.

For a passphrase that is 10 characters long, each character is required to be in hexadecimal format and a 40 bit
WEP key is generated from the hexadecimal characters. For e.g., "4142434445" =
"100000101000010010000110100010001000101". If the passphrase is 26 characters each character is required
to be in hexadecimal format and a 104 bit WEP key is generated from the hexadecimal characters.
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2.2.33.WEPEncryptionLevel

This variable represents the WEP encryption levels that are supported by the AP. Vendor-defined values must
consist of the key length in bits, followed by non-numeric characters. This variable is read/write.

Table 1.4: allowedValueList for WEPEncryptionLevel

Value Req. or Opt. ' Description
Disabled R WEP encryption is disabled
. R WEP encryption is enabled, with a 40-bit (sometimes
40-bit referred to as 64-bit) key
. R WEP encryption is enabled, with a 104-bit (sometimes
104-bit referred to as 128-bit) key
Vendor-defined R R
Vendor-defined (0] (0]

"R = Required, O = Optional.

2.2.34.PreSharedKey

This variable represents the 256-bit key (64 Hex digits) used when PSKAuthenticationEnabled is set to TRUE.
This is the network-wide key that is used for WPA and 11i. The default pre-shared key (key 0) must be
generated, by the control point, from a passphrase as specified under KeyPassphrase (section 2.2.32). This
variable is read/write.

Pre-shared keys 1-9 are assumed to be supplied via other mechanisms, e.g. pre-installed on a simple wireless
device.

2.2.35.PreSharedKeylndex

This variable indicates the index of the pre-shared key. It is used only for the non-default keys and is hence in the
range 1-9.

2.2.36.BasicEncryptionModes

This variable indicates the encryption modes that are available when basic 802.11 is enabled. If it is
“WEPEncryption” then all wireless clients can use WEP for data encryption. This variable is read/write.

Table 1.5: Allowed value list for BasicEncryptionModes

Value Req. or Opt. ! Description
None R No encryption is available
. R WEP encryption is available
WEPEncryption
Vendor-defined 0 o

"R = Required, O = Optional.
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2.2.37.BasicAuthenticationMode

This variable indicates whether wireless clients can use EAP to authenticate when the AP supports basic 802.11.
This variable is read/write.

Table 1.6: Allowed value list for BasicAuthenticationMode

Value Req. or Opt. " Description
None R There is no authentication
L. (@) Authentication mode is EAP (802.1x)
EAPAuthentication
Vendor-defined (0] (0]

"R = Required, O = Optional.

2.2.38.WPAEnNcryptionModes

This variable indicates the encryption modes that are available when WPA is enabled. This variable is read/write.

Table 1.7: Allowed value list for WPAEncryptionModes

Value Req. or Opt. " Description
WEPEncryption R Only WEP encryption is available in the WPA cipher
suite
X R Only TKIP encryption is available in the WPA cipher
TKIPEncryption suite
. R WEP and TKIP encryption modes are available in the
WEPandTKIPEncryption WPA cipher suite
. (@) Only AES encryption is available in the WPA cipher
AESEncryption suite
. O WEP and AES encryption modes are available in the
WEPandAESEncryption WPA cipher suite
. (@) TKIP and AES encryption modes are available in the
TKIPandAESEncryption WPA cipher suite
A O WEP, TKIP and AES encryption modes are available
WEPandTKIPandAESEncryption in the WPA cipher suite
Vendor-defined 0 o

"R = Required, O = Optional.

2.2.39.WPAAuthenticationMode

This variable indicates which authentication modes wireless clients can use when WPA is enabled. This variable
is read/write.

Table 1.8: Allowed value list for WPAAuthenticationMode

Value Req. or Opt. ! Description
PSKAuthentication R Pre-shared key authentication is enabled
() Authentication mode is EAP (802.1x)
EAPAuthentication
Vendor-defined 0 0

"R = Required, O = Optional.
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This variable indicates the encryption modes that are available when 11i is enabled. This variable is read/write.

Table 1.9: Allowed value list for IEEE11iEncryptionModes

Value Req. or Opt. ' Description
WEPEncryption R Only WEP encryption is available in the 11i cipher
suite
X R Only TKIP encryption is available in the 11i cipher
TKIPEncryption suite
. R WEP and TKIP encryption modes are available in the
WEPandTKIPEncryption 11i cipher suite
. (@) Only AES encryption is available in the 11i cipher
AESEncryption suite
. O WEP and AES encryption modes are available in the
WEPandAESEncryption 11i cipher suite
. (@) TKIP and AES encryption modes are available in the
TKIPandAESEncryption 11i cipher suite
A O WEP, TKIP and AES encryption modes are available
WEPandTKIPandAESEncryption in the 11i cipher suite
Vendor-defined 0 o

"R = Required, O = Optional.

2.2.41.IEEE11iAuthenticationMode

This variable indicates which authentication modes wireless clients can use when 111 is enabled. This variable is

read/write.

Table 1.10: Allowed value list for IEEE11iAuthenticationMode

Value Req. or Opt. ! Description

PSKAuthentication R Pre-shared key authentication is enabled
L 0O Authentication mode is EAP (802.1x)

EAPAuthentication

L. (@) Authentication modes are Pre-Shared Key
EAPandPSKAuthentication authentication and EAP (802.1x). Wireless client have

an option to authenticate itself either way.

Vendor-defined 0 o

"R = Required, O = Optional.

2.2.42 L astRequestedUnicastCipher

This variable indicates the unicast cipher that was most recently used for a station with a specific MAC address.
This is used in conjunction with action GetSpecificAssociatedDev11ilnfo.

2.2.43.LastRequestedMulticastCipher

This variable indicates the multicast cipher that was most recently used for a station with a specific MAC
address. This is used in conjunction with action GetSpecificAssociatedDev11ilnfo.
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2.2.44.LastPMKId

This variable indicates the previous pair-wise master key used between the AP and a station with a specific MAC
address.

2.3. Eventing and Moderation

The WLANConfiguration service has a large number of state variables, of which only one is evented.
Accordingly, non-evented variables have been omitted from the following table.

Table 2: Event Moderation

Variable Name Evented Moderated Max Event | Logical Min Delta
Event Rate' Combination per Event?

TotalAssociations Yes No N/A N/A N/A

Non-standard state variables TBD TBD TBD TBD TBD

implemented by an UPnP™
device vendor go here.

"Determined by N, where Rate = (Event)/(N secs).
% (N) * (allowedValueRange Step).

2.3.1. Event Model

One of the state variables in the WLANConfiguration service is evented:

TotalAssociations: This state variable event helps to keep the client’s associated device list synchronized with
the associated device list maintained at the AP device.

None of the events are moderated.

2.4. Actions

Table 3 lists the required and optional actions for the UPnP AP device. This is followed by detailed information
about these actions, including short descriptions of the actions, the effects of the actions on state variables, and
error codes defined by the actions.

Securing UPnP actions in this service is optional but highly recommended, using UPnP security protocols as
defined by UPnP Security working group. If the AP implements security for UPnP actions, Table 3 indicates
which actions MUST be secure. The others may be implemented as secure or open. Secure actions MUST be
protected for both confidentiality and integrity.

Access permissions will be inherited from the containing device (e.g., WLANAccessPointDevice).
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