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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
Details of any patentrights identified during the development of the document will be in the Introduction
and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical Barriers
to Trade (TBT) see the following URL: Foreword — Supplementary information.

The committee responsible for this document is ISO/IEC JTC 1, Information technology.
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Introduction

Transitioning the existing Power Grid to Smart Grid is a challenging task over a lengthy period, and all
power needs should be satisfied during the period that this transition takes place. This transition will
likely affect a broad set of stakeholders, e.g., individuals and businesses, and the stakeholders should
properly be informed of the changes taking place and to come. Smart Grid is a large, complex system
which operates at various operation modes ranging from fully automated to handle time critical and
instantaneous responses (sensing and actuation) to human-in-the-loop for response and interaction
(command and control). The transition to Smart Grid will be a gradual migration with the coexistence
of diverse technologies, systems, and equipment from the past, today, and the future. To ensure the
interoperability of the diverse technologies, systems, and equipment without compromising the
performance (e.g., reliability, safety, cyber security, etc.), Smart Grid will require effective standards.
These standards should not be static, but evolve over the transitional time period. These standards
should maintain their integrity to support all technologies, systems, and equipment that are and will be
involved during the transition.

This International Standard does not address standards for Smart Grid (e.g., electrical power system).
This International Standard addresses sensor network and its interfaces to Smart Grid, e.g., various
applications of the sensor network to Smart Grid. The sensor network and its processing algorithms
provide intelligent services to the user, e.g., operators in various domains of Smart Grid including power
utilities and consumers.

Thesensornetworkplays many criticalrolesinallareas of Smart Grid because: (1) sensors with processing
capability are smart devices and sensor nodes can include actuators, (2) sensor data/information are
transmitted via wired/wireless communication systems and data links, and sensor nodes typically
include communication devices that formulate protocols for the data/information streams, and (3)
sensors monitor and measure their designated environments, collect data from the environments,
analyse the data if they have processing capability, formats the data, and stores them at their local
memory devices; thus, within sensor network, some level of data management is necessary.

Sensor data from Smart Grid in many cases should be secured and cyber security should be in place to
prevent from unauthorized access of sensors and related devices on the sensor network. Certain types
of sensor data, e.g., customer data and information, should be protected from the information security
and privacy point of view.

The sensor network can provide various applications and services during the transitional road to Smart
Grid. The sensor network is expected to become one of the essential and critical players in migrating
the legacy power grid system to Smart Grid. This includes adding and integrating sensor-related and
network-related technologies with power systems and devices from the past, today, and the future.
From the sensor network point of view, the information technology (IT) network is considered as the
information highway or IT backbone providing the pathways for Smart Grid data and information.
Therefore, a study of existing sensor network and power system related standards is necessary to
leverage these standards for the sensor network standard development unique for Smart Grid, smart
grid services and applications during the transitional period and afterward.
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INTERNATIONAL STANDARD ISO/IEC 30101:2014(E)

Information technology — Sensor networks: Sensor
network and its interfaces for smart grid system

1 Scope

This International Standard is for sensor networks in order to support smart grid technologies for
power generation, distribution, networks, energy storage, load efficiency, control and communications,
and associated environmental challenges. This International Standard characterizes the requirements
for sensor networks to support the aforementioned applications and challenges. Data from sensors in
smart grid systems is collected, transmitted, published, and acted upon to ensure efficient coordination
of the various systems and subsystems. The intelligence derived through the sensor networks supports
synchronization, monitoring and responding, command and control, data/information processing,
security, information routing, and human-grid display/graphical interfaces.

This International standard specifies

— interfaces between the sensor networks and other networks for smart grid system applications,
— sensor network architecture to support smart grid systems,

— interface between sensor networks with smart grid systems, and

— sensor network based emerging applications and services to support smart grid systems.

2 Normative References

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 29182-1, Information technology — Sensor networks: Sensor Network Reference Architecture
(SNRA) — Part 1: General overview and requirements

ISO/IEC 29182-2, Information technology — Sensor networks: Sensor Network Reference Architecture
(SNRA) — Part 2: Vocabulary and terminology

ISO/IEC 29182-3, Information technology — Sensor networks: Sensor Network Reference Architecture
(SNRA) — Part 3: Reference architecture views

[SO/IEC 29182-4, Information technology — Sensor networks: Sensor Network Reference Architecture
(SNRA) — Part 4: Entity models

ISO/IEC 29182-5, Information technology — Sensor networks: Sensor Network Reference Architecture
(SNRA) — Part 5: Interface definitions

IEEE 2030, Guide for Smart Grid Interoperability of Energy Technology and Information Technology
Operation with the Electric Power System (EPS), and End-Use Applications and Loads
3 Terms and Definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29182-2 apply.
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4 Symbols (and abbreviated terms)

AMI
BAN
CB
CMOS
CNT
CPN
CT-IAP
DSM
DER
EPS
ESI
FAN
GIS
GPS
HAN
HV
[AN
[AP
[ED
IEEE
IS

ISP
IT-IAP
LAN
LTC
LV
MV
OHTL
PD
PEV

2

Advanced Metering Infrastructure

Business area Network

Circuit Breaker

Complementary Metal-Oxide-Semiconductor
Carbon Nanotube

Customer premises network

Communication Technology Interoperability Architecture Perspective

Demand-Side Management

Distributed Energy Resource

Electric Power System

Energy Services Interfaces

Field area networks

Gas Insulated Switchgear

Global Positioning System

Home Area Network

High Voltage

Industrial Area Network

Interoperability Architecture Perspective
Intelligent Electric Device

Institute of Electrical and Electronics Engineers
International Standards

Internet Service Providers

Information Technology Interoperability Architecture Perspective
Local Area Network

On-Load Tap-Changer

Low Voltage

Medium Voltage

Overhead Transmission Line

Partial Discharge

Plug-in Electric Vehicle
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PMU Phase Measurement Unit
PS# Power System # (Interface Designation in PS-IAP)

PS-IAP  Power System Interoperability Architecture Perspective

RH Relative Humidity
RF Radio Frequency
RTO Regional Transmission Organization

RTU Remote Terminal Unit

SCADA Supervisory Control And Data Acquisition
SDOs Standard Developing Organizations

SG Smart Grid

SGRM  Smart Grid Reference Model

SGRA Smart Grid Reference Architecture
SN&I Sensor Network and its Interface

SNRA  Sensor Network Reference Architecture
UGC Underground Cables

UHF Ultra High Frequency

UTP Unshielded Twisted Pair

uv Ultraviolet

WAN Wide Area Network

5 Smart Grid Reference Models and Architectures

5.1 General

Smart Grid (SG) reference models and architectures are being developed by various standard developing
organizations (SDOs) and industrial consortia/organizations. Sensor network and its interfaces standard
for SG need to be consistent with the reference model and architecture to be useful and realizable. The
sensor network and its interfaces for smart grid system standards should be applicable, adoptable,
and adaptable to varying architectural differences among smart grid architectures to be effective.
For this reason, a number of available SG Reference Models and Architectures (SGRMs and SGRAs) are
referenced, and these SG reference models and architectures are included in Annex A of this standard
document. Understanding and leveraging the existing SGRMs and SGRAs is crucial for developing the
sensor network and its interfaces for smart grid system for compatibility and acceptance.

5.2 Smart Grid Architectures Adopted for Developing Sensor Network & its Interfaces
for Smart Grid System

For developing the sensor network and its interfaces for smart grid system, IEEE 2030 Power System
Interoperability Architecture Perspective (PS-IAP) is adopted because this architecture perspective
provides the entities/devices thatare physical orlogical in the power system for a typical implementation.
Additionally, from the sensor network point of view, the sensors in sensor networksﬁlterface with the
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power systems in the seven SG domains, namely, Operations, Service Providers, Customer, Distribution,
Transmission, Bulk Generation, and Market domains (See Annex A.2, NIST Smart Grid Conceptual Model).

Networking and communication allowing sensors and sensor networks within in each domain and
also between the domains is described in IEEE 2030 Communication Technology Interoperability
Architecture Perspective (CT-IAP), and this architecture perspective is adopted for any discussion of
sensor networks and data/information communication routing.

From the data/information contents perspective, IEEE 2030 Information Technology Interoperability
Architecture Perspective (IT-IAP) is adopted for this standard work to describe the data/information
that will be passed between the entities in the same domain and also between the domains.

IEEE 2030 PS-IAP is mainly used for developing this standard because sensors are physically attached to
power systems (e.g., physical interfaces), and these sensor nodes form a sensor network or sensor networks
in a domain communicating data/information from one domain to another domain. The communication
perspectiveis described in the CT-IAP. From data/information stand point, the IT-IAP is utilized to describe
the data/information contents and context mapping to the physical interfaces in the PS-IAP.

5.3 IEEE 2030 Smart Grid Interoperability Guideline Standard

IEEE 2030 developed Smart Grid Interoperability Guideline Standards. In this standard, smart grid’s
interoperability is categorized by Power System Technology, Communications Technology, and
Information Technology. In each technology, top-level reference architecture is developed, which is
called Interoperability Architecture Perspective (IAP).

IEEE 2030 Power System IAP (PS-IAP) represents a view of the Electric Power System (EPS) that
not only represents Smart Grid but also emphasizes the production, delivery, and consumption of
electrical energy. The CT-IAP emphasizes the communication connectivity among systems, devices, and
applications in the smart grid. The IT-IAP emphasizes the control of processes and data management
flow in the smart grid.

The domains in [EEE 2030 are the same as those in the NIST Conceptual Model. The description of each
domain in IEEE 2030 is comprehensive. Table 1 shows the description of each domain in the IEEE 2030
Interoperability Guideline standard document.
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Table 1 — IEEE 2030 descriptions of the SG domains

Domain Descriptions

Bulk Generation The bulk generation domain contains any generation and storage that is connected
directly to the transmission system (with no distribution system interface). The genera-
tion and storage can be any size such as large power generation stations, small peaking
generation, and small storage connected to the electrical transmission system. These
facilities may be owned by electric utilities or by independent entities.

The bulk generation domain‘s primary interfaces are with transmission domain entities,
generation and transmission operations control entity, and markets domain. The inter-
face to the markets domain is focused on the operation of the generation and storage

in order to provide economic operation. The rest of the interfaces displayed in Figure 1
(PS-IAP) are focused on efficient and reliable operation.

Transmission The transmission domain includes entities that represent equipment associated with
the electrical transmission system. This equipment is represented by three entities.

The transmission substation entity represents many pieces of equipment in substations
that cannot be classified as transmission protection and control devices nor sensors and
measurement devices.

The transmission domain‘s primary interfaces are with the bulk generation domain and
operations/control domain. The interfaces with the bulk generation domain are focused
on reliable operation. The interconnection with the transmission operation/control
entity in the operations/control domain is the focal point of the centralized control of the
transmission system. This is often under the control of an independent system operator,
Regional Transmission Organization (RTO), or local utility. In addition, there may be
interfaces with the customer domain where the customer may have a transmission-level
connection to the power system, as may be the case with IPP‘s, large industrial facilities,
or large commercial facilities.

Distribution The distribution system domain includes entities located throughout the electrical dis-
tribution system. The distribution substation entity represents many components that
cannot be assigned to the distribution protection and control devices entity nor the sen-
sors and measurement devices entity. In addition, the distributed energy resource (DER)
entity represents generation and storage of all kinds that are connected to the electric
distribution system except those at customers’ facilities.

The distribution domain‘s primary interface is with the distribution operation and con-
trol entity in the control and operations domain. This interface reflects the centralized
control of the distribution system from the distribution control centre. The distribution
domain may also have an interface to the transmission substation entity in the trans-
mission domain. This interface usually reflects only protection and control systems.
The distribution domain may also have an interface with the generation operation and
control entity in the control domain in order to provide direct dispatch of distribution
connected DER.
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Table 1 (continued)

Domain Descriptions

Customer The customer domain includes many types of customers that are connected to the
electrical distribution system or electrical transmission system. These customers could
be residential, commercial, or industrial. The customer domain may include customers
with only loads and customers with any combination of loads, generation, and storage.
The customer domain includes all loads whether they are connected at the transmission
or distribution level, but it does not consider generation and storage connected at the
transmission level. If generation and storage is connected at the transmission level, that
generation or storage is considered part of the bulk generation domain.

Each type of customer may have several different entities employed in its application.
These entities are dependent on the size and type of customer as well as its connections
to the EPS. The DER entity includes all distribution system-connected generation and
storage and may require an interface with the market domain. A plug-in electric vehicle
may have the characteristics of a load or customer DER.

The customer domain can have interfaces to the distribution domain, markets domain,
and the distribution operations/control entity of the operations/control domain. These
interfaces handle the customer requirements with the exception of facilities that have a
substation connected to the electrical transmission system. In this case, the substation
has interfaces to the transmission domain and to the transmission operations/control
entity of the operations/control domain. Transmission operations will often have control
over customer substations since customer substations may have direct influence on
operations of the transmission system. In some instances, customer DER will be directly
dispatched by the generation or transmission operation and control entities.

Control and Opera- |The control and operations domain includes three distinctive operation and control enti-
tions ties. These entities are control generation, transmission, and distribution. They are the
controlling mechanisms that, from an EPS viewpoint, keep the grid up and running.

The primary interface of each entity in the control and operations domain is to its
appropriate domain in the electrical power system. These primary interfaces include the
distribution operation and control entity to the distribution domain, the transmission
operation and control entity to the transmission domain, and the generation operation
and control entity to the bulk generation domain. In addition, the distribution operation/
control entity has some interface to the customer domain for applications where the
customer has controllable loads, generation, and/or storage. The transmission operation
and control entity has an interface with the customer substation entity in the customer
domain for those circumstances where a customer connects directly to the transmission
system instead of through the distribution system. In some instances, customer DER will
be directly dispatched by the generation or transmission operation and control entities.
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Table 1 (continued)

Domain Descriptions

Market The markets domain reflects market operations associated with electric utilities and
regional entities.

The markets domain is logically connected with any of the generation, load control, and
storage entities. Control by markets can be done directly at generation, load control, and
storage, but it can also be done via the operations/control domain. Additionally, as new
markets emerge, the customer may seek to interact directly with the marketplace.

Service Provider The service provider domain contains third-parties and utilities that provide electrical
power-related services. The service provider domain is the connection between the
electric energy markets and the end users. There are many models for potential electric
service providers, but the most common model in use today is that of the electric utility
as service provider. Some locations have third-party service providers who aggregate
electric power for consumption by end users.

Electric service providers may also provide additional electric power-related services.
These services may include additional power supply options, such as discounts for less
consumption during peak hours. They may also include demand-side management and
services such as protection against lightning and voltage excursions.

Some electric service providers may also provide services such as monitoring electrical
equipment for maintenance and troubleshooting purposes. The equipment monitored
could include generation, storage, substation equipment, and equipment located on elec-
tric distribution or transmission lines.

5.3.1 Power System Interoperability Architecture Perspective (PS-IAP)

The Power System Interoperability Architecture Perspective (PS-IAP) shown in Figure 1 is a logical
representation of the major entities that describe the functions of the EPS. Figure 1 displays domains,
entities, and interfaces from the power system perspective. The PS-IAP domains (common to all
perspectives) provide a division of efforts close to those of existing electric utilities.

These PS-IAP domains are:
— Bulk generation

— Transmission

— Distribution

— Customer

— Service providers

— Control and operations
— Markets

The PS-IAP entities (unique to all perspectives) reflect equipment or functions of the EPS. Interfaces
between entities in the power system perspective may represent multiple data flows over multiple data
links. For example, communication between a distribution substation and an operation centre may have
SCADA, voice, and video signals on the same interface. Only the interfaces are displayed in this diagram.
Because many alternatives of power flow options exist, the power flows are ignored in order to keep the
diagram less complicated. This standard document does not address the power flow.

Smart Grid implementation covers a geographical area implementation, a utility system implementation,
a control area implementation, or a nationwide implementation. For a given implementation, each entity
may represent any number of physical or logical devices. The entities and interfaces in Figure 1 (PS-IAP)
are described in Table B.2 and in Table B.3, respectively, and these tables are found in Annex B.
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Figure 1 — Power system interoperability architecture perspectives (from IEEE 2030)

5.3.2 Communication Technology Interoperability Architecture Perspective (CT-IAP)

The Communication Technology Interoperability Architecture Perspective (CT-IAP) shown in Figure 2
displays domains, entities, and interfaces from the communications technology perspective. The CT-IAP
domains (common to all architecture perspectives) provide a view of the EPS close to that of existing
electric utilities’ view that emphasizes the production, delivery, and consumption of electrical energy.
The seven CT-IAP domains are the same as those domains in the PS-IAP:

— Bulk generation

— Transmission

— Distribution

— Customer

— Service providers

— Control and operations

— Markets

Within each domain (intra-domain) or between domains (inter-domain), the entities are connected to
each other through one or more interfaces. The number of interfaces connecting one or more entities
represents the available (and future) and most relevant interconnection alternatives. If new entities or
interfaces are required in the near future, they can be added later following this approach.

The communicationsentitiesare eitherwireline or wirelessnetwork systemsorrelevantcommunications
system elements that stand out as important in the context of the whole system architecture. The
interfaces are further defined as generic interconnections that establish the minimum level of
interoperability requirements between two or more entities. The interfaces are then further specified
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in terms of performance requirement, security level, protocol layer, and other more specific needs that
will be identified in the future.

The entities are connected with communication links represented by lines between two entities; thus,
this line represents interface or connectivity between the two entities. It should be noted that the
single line between the two entities does not mean that there is only one or a single interface. The line
represents an aggregation of interfaces between the two entities. This approach is used to simplify the
diagram and improve readability. The entities in Figure 2 (CT-IAP) are described in Table B.4, and the
interfaces are described in Table B.5, and both tables are found in Annex B.
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Figure 2 — Communication system interoperability architecture perspectives (from IEEE 2030)

5.3.3 Information Technology Interoperability Architecture Perspective (IT-IAP)

The Information Technology Interoperability Architecture Perspective (IT-IAP) views the Smart Grid
from the perspective of the IT applications and the data flows associated with those applications. The
IT application and the data flows are used to operate and manage the power system with the main goal
of allowing interoperability of independently developed systems. The IT-IAP shown in Figure 3 (IT-IAP)
is defined in terms of the functionality and the interoperability of the seven domains as mentioned in
earlier in this document.

The objective of the IT technology represented by IT-IAP is not to define new information exchange
architecture, but rather to work with the current best practices and technologies and to identify and fill
the gaps for information exchange between the seven domains as necessary. Some of the gaps may be
non-functional rather than functional. Functional requirements describe the functions that the software
is to execute; for example, formatting some text or modulating a signal. They are sometimes known as
capabilities. Nonfunctional requirements are the ones that act to constrain the solution. Nonfunctional
requirements are sometimes known as constraints or quality requirements.

Explicit efforts have been made to adopt the terminology used in IEEE 2030 in order to ensure a
consistent architectural framework for the Smart Grid among the organizations seeking to further their
understanding, cohesive adoption, and future-proofing.

Some entities represented in the IT-IAP are aggregations of protocols or databases, other entities may
be distributed potentially over multiple domains, but are located where most appro§Bt&1nfﬁ%1ﬁf%
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The labelled lines that connect the entities represent data flows. In this guide, data flow is defined as
application-level communications from a producer of data to a consumer of the data.

Table B.5 and Table B.6 describe the entities of the IT-IAP and the data flows that exist from one entity

to another, respectively, and these tables are found in Annex B.
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Figure 3 — Information technology interoperability architecture perspectives (from IEEE 2030)

6 Sensor Network Interface with SG Entities

From the IEEE 2030 PS-IAP’s interface descriptions in Table B.2 in Annex B, all the possible locations
of sensors in Electric Power Systems (EPS) can be identified. Sensors are physical entities that are
attached to the physical EPS of Smart Grid. Thus, reviewing the PS-IAP’s interface descriptions will allow
identifying power system entities having with sensors. Therefore, Table B.2 is reproduced in Table 2
below with an additional column called “Type.”. Whether sensor is involved or not involved per interface
is indicated in the “Type” column of Table 2. The notations in “Type” column “SI” and “DO” represent:

— SI— Sensor(s) Involved either in Entity 1 or Entity 2; and

— DO — Data Only, typically processed data, no sensor involved.
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Table 2 — Identification of PS-IAP interfaces for sensor locations

Type | IF No. |Entity 1 Entity 2 Comments
DO PS1 |Distribution Transmission Substations may be co-located or located some distance
Substation Substation from each other. Provides for coordination between
electrically connected substations. Interfaces include
those for control, protection, monitoring, SCADA, and
telephony.
DO PS2 |Distribution Distribution Provides substation data and for direct control of distri-
Substation Operation and bution substations. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony.
SI PS3 |Distribution Distribution Provides distribution system data. Interfaces include
Sensors and Operationand |those for monitoring, reporting, and SCADA.
Measurement Control
Devices
SI PS4 |Distribution Distribution Provides for monitoring of devices, controlling devices,
Protection and |Operation and and updating settings to devices. Interfaces include
Control Devices |Control those for control, monitoring, SCADA, and reporting.
SI PS5 |Distribution Distribution Provides for monitoring of devices, controlling devices,
Substation Protection and |and updating settings to devices as well as coordination
Control Devices |between substation and field devices. Interfaces include
those for protection, control, monitoring, reporting, and
SCADA.
DO PS6 |Distribution Customer Provides for protection coordination and customer
Substation Point(s) information that is desired at the substation. Interfaces
of Interface include those for protection, control, and monitoring.
SI PS7 |Distribution Distribution Provides for distribution system information to be
Substation Sensors and provided at distribution substations. Interfaces include
Measurement those for monitoring, reporting, and SCADA.
Devices
DO PS8 |Distribution Distribution Interfaces between two or more distribution substa-
Substation Substation tions. Interfaces include those for protection, control,
monitoring, reporting, SCADA, and telephony.
SI PS9 |Distribution Customer Provides customer information to protection and con-
Protection and |Point(s) trol devices and certain protection and control infor-
Control Devices |of Interface mation to customer devices. Interfaces include those for
protection, control, and monitoring.
SI PS10 |Distribution Distribution Provides sensor information to protection and control
Protection and |Sensors and devices. Interfaces include those for monitoring and
Control Devices |Measurement SCADA.
Devices
DO PS11 |Distribution Markets Provide DER information to markets and capabilities
Distributed for market control of DER. Interfaces include those for
Energy control and monitoring.
Resources
DO PS12 |[Distribution Customer Provides for aggregated customer information and dis-
Distributed Point(s) tribution system DER control directly to customer. Pro-
Energy of Interface vides a means to locally balance generation and loads.
Resources Interfaces include those for control and monitoring.
DO PS13 |Distribution Customer Provides information exchange and control of customer
Operation and | Point(s) equipment by distribution operations and control.
Control of Interface Interfaces include those for control and monitoring.
DO PS14 |Distribution Distribution Provides information exchange and control of distribu-
Distributed Operation and tion DER by distribution operations and control. Inter-
Energy Control faces include those for control and monitoring.
Resources
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
DO PS15 |Distribution Distribution Provides for distribution system DER information and
Substation Distributed distribution system DER control directly from the sub-
Energy station. Provides a means to locally balance generation
Resources and loads. Interfaces include those for protection, con-
trol, and monitoring.
SI PS16 |Distribution Distribution Provides distribution system information for use by
Distributed Sensors and distribution system DER. Interfaces include those for
Energy Measurement monitoring, reporting, and SCADA.
Resources Devices
SI PS17 |Distribution Distribution Provides for coordination between distribution system
Protection and |Distributed protection and control devices and DER. Interfaces
Control Devices include those for protection and control.
DO PS18 |Distribution Customer Provides for monitoring and control of customer owned
Operation and Substation stations by distribution operations and control. Inter-
Control faces include those for control, monitoring, and SCADA.
DO PS19 |Distribution Customer Provides for coordination between distribution system
Distributed Distributed DER and customer DER. Interfaces include those for
Energy Energy monitoring and control.
Resources Resources
DO PS20 |Distribution Customer Sub- |Provides for coordination between distribution substa-
Substation station tions and customer substations. Interfaces include those
for protection and monitoring.
SI PS21 |Distribution Customer Provides for distribution line information to be pro-
Sensors and Substation vided at customer substations. Interfaces include those
Measurement for monitoring, reporting, and SCADA.
Devices
DO PS22 |Transmission Transmission Provides for transmission operations monitoring and
Substation Operation and control of substations. This would include typical
Control SCADA data, phasor data, special protection systems,
telephone, and wide area monitoring, protection and
control (WAMPAC). Interfaces include those for control,
monitoring, SCADA, reporting, and telephony.
DO PS23 |Transmission Transmission Provides for coordination between two or more
Substation Substation transmission substations, Interfaces include those for
protection, control, monitoring, reporting, SCADA, and
telephony.
SI PS24 |Transmission Transmission Provides for coordination, control, and monitoring
Substation Protection and |between remote protection and control devices with
Control Devices |transmission substations. This would include protec-
tion, switching commands (open/close switches), and
control device monitoring. Interfaces include those for
protection, control, monitoring, reporting, and SCADA
SI PS25 |Transmission Transmission Provides for capability to monitor information not in
Substation Sensors and transmission substation. This would include informa-
Measurement tion for dynamic line rating, transmission line main-
Devices tenance information, etc. Interfaces include those for
monitoring, reporting, and SCADA.
DO PS26 |[Transmission Generation Provides coordination between transmission and
Substation generation substations. This would include protection
systems, special protection systems, telephone, etc.
Interfaces include those for protection, control, moni-
toring, SCADA, and telephony.
Documents
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
DO PS27 |Transmission Bulk Storage Provides for coordination between the transmission
Substation substation and bulk storage as well as monitoring of
information at both entities. This would include pro-
tection systems, special protection systems, telephone,
etc. Interfaces include those for protection, control,
monitoring, and SCADA.
DO PS28 |Transmission Bulk Generation |Provides for coordination between the transmission
Substation substation and generation as well as monitoring of
information at both locations. This would include
special protection systems. Interfaces include those for
protection, control, monitoring, and SCADA.
DO PS29 |[Transmission Customer Sub- |Provides for coordination between transmission and
Substation station customer substations. This would include protection
systems, special protections systems, telephone. Inter-
faces include those for protection, control, monitoring,
and SCADA.
SI PS30 |Transmission Transmission Provides information from the transmission line to the
Sensors and Operationand |transmission operators. This would include information
Measurement Control for dynamic line rating, transmission line maintenance
Devices information, etc. Interfaces include those for monitor-
ing, reporting, and SCADA.
DO PS31 |[Distribution Distribution Interfaces between two or more distribution DERs.
Distributed Distributed Interfaces include those for protection, control, moni-
Energy Energy toring, reporting, and SCADA.
Resources Resources
SI PS32 |Transmission Transmission Provides information to protection and control devices.
Sensors and Protection and |This could include information for dynamic line rating
Measurement Control Devices |and control of line impedance. Interfaces include those
Devices for monitoring.
SI PS33 |[Transmission Generation Provides information to generation substation. This
Sensors and Substation would include information for dynamic line rating,
Measurement transmission line maintenance information, etc. Inter-
Devices faces include those for monitoring.
SI PS34 |Transmission Customer Provides information to customer substation. This
Sensors and Substation would include information for dynamic line rating,
Measurement transmission line maintenance information, etc. Inter-
Devices faces include those for monitoring.
SI PS35 |Transmission Bulk Storage Provides information to bulk storage. This would
Sensors and include information for dynamic line rating, trans-
Measurement mission line maintenance information, etc. Interfaces
Devices include those for monitoring.
SI PS36 |Transmission Bulk Generation |Provides information to bulk generation. This would
Sensors and include information for dynamic line rating. Interfaces
Measurement include those for monitoring.
Devices
DO PS37 |Transmission Customer Provides for transmission operators to monitor and
Operation and |Substation control customer substations. Interfaces include those
Control for control, monitoring, SCADA, reporting, and teleph-
ony
SI PS38 |[Transmission Generation Provides coordination between remote protection
Protection and |Substation and control devices with the generation substation.
Control Devices This would include protection and special protection
systems. Interfaces include those for protection, control,
monitoring, and SCADA.
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Table 2 (continued)

Type | IF No. |[Entity 1 Entity 2 Comments
SI PS39 |Transmission Transmission Provides control of transmission system and ability to
Protectionand |Operation and change settings on protective and control equipment.
Control Devices |Control This would include typical SCADA data, phasor data,
special protection systems, telephone, and wide area
monitoring, protection and control. Interfaces include
those for control, monitoring, SCADA, and reporting.

DO PS40 |Bulk Generation |Transmission Provides for information exchange between generation
Operation and |and transmission operations. Interfaces include those
Control for control, monitoring, SCADA, reporting, and teleph-

ony.

DO PS41 |Bulk Generation |Generation Provides for information exchange and coordination
Substation between generation and generation substation. Inter-

faces include those for protection, control, monitoring,
SCADA, and telephony.

DO PS42 |Bulk Generation |Bulk Storage Provides for information exchange and coordination
between generation and storage. Interfaces include
those for protection, control, monitoring, SCADA, and
telephony.

DO PS43 |Bulk Storage Transmission Provides for information exchange. Interfaces include

Operation and those for control, monitoring, SCADA, reporting, and
Control telephony.

DO PS44 |Bulk Storage Generation Provides for information exchange and coordination

Substation between storage and generation substation. Inter-
faces include those for protection, control, monitoring,
SCADA, and telephony.
DO PS45 |Generation Transmission Provides for information exchange and control of gen-
Substation Operation and eration substation. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony.
DO PS46 |Transmission Distribution Provides for coordination between distribution oper-
Operation and |Operation and |ations and transmission operations. Interfaces include
Control Control those for monitoring, reporting, SCADA, and telephony.

DO PS47 |Markets Transmission Wholesale market operations control to optimize port-
Operation and folio of sources. Interfaces include those for monitoring,
Control reporting, and telephony

DO PS48 |Markets Distribution Demand-side management (DSM) signals to reduce
Operationand |demand. Interfaces include those for monitoring,
Control reporting, and telephony.

DO PS49 |Markets Generation Wholesale market operations control to optimize port-
Operation and folio of sources. Interfaces include those for monitoring,
Control reporting, and telephony.

DO PS50 |Markets Bulk Generation |Wholesale market operations control to optimize
portfolio of sources. Interfaces include those for control,
monitoring, reporting, and telephony.

DO PS51 |Markets Bulk Storage Wholesale market operations control to optimize
portfolio of sources. Interfaces include those for control,
monitoring, reporting, and telephony.

DO PS52 |Markets Customer Provides for optimization of distributed generation,
Point(s) storage, and load control (i.e. demand response) on the
of Interface customer domain. Interfaces include those for control,

monitoring, and reporting.

DO PS53 |Generation Generation Provides substation information and control of substa-

Operation and Substation tion equipment. Interfaces include those for control,
Control monitoring, SCADA, reporting, and telephony_.
Documents
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Table 2 (continued)

Type | IF No. |[Entity 1 Entity 2 Comments
DO PS54 |Generation Bulk Generation |Provides generation information and control of bulk
Operation and generation. Interfaces include those for control, moni-
Control toring, SCADA, reporting, and telephony.
DO PS55 |Generation Bulk Storage Provides storage data and control of bulk storage.
Operation and Interfaces include those for control, monitoring, SCADA,
Control reporting, and telephony.
DO PS56 |Generation Transmission Provides for coordination between generation opera-
Operation and Operation and tions and transmission operations. Interfaces include
Control Control those for monitoring, reporting, SCADA, and telephony.
DO PS57 |Customer AC Loads Provides for intra-facility monitoring and control of AC
Substation loads. Interfaces include those for protection, control,
and monitoring,.
DO PS58 |[Customer DC Loads Provides for intra-facility monitoring and control of DC
Substation loads. Interfaces include those for protection, control,
and monitoring.
DO PS59 |Customer AC Loads Provides for information exchange and control of
Point(s) AC loads by entities external to customer. Interfaces
of Interface include those for protection, control, and monitoring.
DO PS60 |[Customer DC Loads Provides for information exchange and control of
Point(s) DC loads by entities external to customer. Interfaces
of Interface include those for protection, control, and monitoring.
DO PS61 |Customer Customer Provides for information exchange and control of DERs
Substation Distributed by substation control. Interfaces include those for pro-
Energy tection, control, and monitoring.
Resources
DO PS62 |Customer Customer Provides for information exchange and control of DERs
Point(s) Distributed by entities external to customer. Interfaces include
of Interface Energy those for protection, control, and monitoring.
Resources
DO PS63 |Customer AC Loads Provides for information exchange and control of DERs
Distributed and AC loads internally at the customer. Interfaces
Energy include those for protection, control, and monitoring.
Resources
DO PS64 |Customer DC Loads Provides for information exchange and control of DERs
Distributed and DC loads internally at the customer. Interfaces
Energy include those for protection, control, and monitoring.
Resources
DO PS65 |Electric Service |Markets Provides for information exchange of market informa-
Providers tion and expected loading. Interfaces include those for
monitoring and control.
DO PS66 |Electric Service |Distribution Provides for information exchange of expected loading
Providers Operationand |and aggregate control mechanisms. Interfaces include
Control those for monitoring.
DO PS67 |Electric Service |Customer Provides for monitoring information and control of cus-
Providers Substation tomer generation, storage, and loads. Interfaces include
those for monitoring and control.
DO PS68 |Electric Service |Customer Provides for monitoring information and control of cus-
Provider Point(s) tomer generation, storage, and loads. Interfaces include
of Interface those for monitoring and control.
DO PS69 |[Customer Customer Interfaces between two or more customer DERs. Inter-
Distributed Distributed faces include those for protection, control, monitoring,
Energy Energy reporting, and SCADA.
Resources Resources n +
ACLcCILIFNYAANTO
OCUImcrit
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Table 2 (continued)

Type | IF No. |Entity 1 Entity 2 Comments
DO PS70 |Transmission Distribution Provides for monitoring information and control of cus-
Operation and Distributed tomer generation, storage, and loads for direct dispatch
Control Energy of distribution connected DER. Interfaces include those
Resources for monitoring and control.
DO PS71 |Generation Distribution Provides for monitoring information and control of cus-
Operation and  |Distributed tomer generation, storage, and loads for direct dispatch
Control Energy of distribution connected DER. Interfaces include those
Resources for monitoring and control.
DO PS72 |Electric Service |Generation Provides for monitoring information of generation
Providers Substation substation equipment. Interfaces include those for
monitoring.
DO PS73 |Electric Service |Bulk Storage Provides for monitoring information of bulk storage
Providers equipment. Interfaces include those for monitoring.
DO PS74 |Electric Service |Bulk Generation |Provides for monitoring information of bulk generation
Providers equipment. Interfaces include those for monitoring.
SI PS75 |Electric Service |Transmission Provides for monitoring information of sensors and
Providers Sensors and measurements associated with transmission line equip-
Measurement ment. Interfaces include those for monitoring.
Devices
DO PS76 |Electric Service |Transmission Provides for monitoring information of transmission
Provider Substation substation equipment. Interfaces include those for
monitoring.
SI PS77 |Electric Service |Distribution Provides for monitoring information of sensors and
Providers Sensors and measurement devices associated with distribution line
Measurement equipment. Interfaces include those for monitoring.
Devices
DO PS78 |Electric Service |Distribution Provides for monitoring information of distribution
Provider Substation substation equipment. Interfaces include those for
monitoring
DO PS79 |Electric Service |Distribution Provides for monitoring information of distribution dis-
Provider Distributed tributed energy resource equipment. Interfaces include
Energy those for monitoring.
Resources
DO PS80 |Electric Service |Generation Provides for monitoring information provided to asset
Provider Operation and management provides from the generation operation
Control and control centre. Interfaces include those for monitor-
ing.
DO PS81 |Electric Service |Transmission Provides for monitoring information provided to asset
Provider Operationand |management provides from the transmission operation
Control and control centre. Interfaces include those for monitor-
ing.

7 Sensors in Smart Grid System

7.1 Introduction

The dataand information from sensors and their associated processing capability, either internal to sensors
(e.g., smart or intelligent sensors) or external to sensors (e.g., gateway or operation centres), provides
intended smart/intelligent to smart grid system. Ability to pass sensor data/information via wired and/or
wireless network is another key element of sensor networks interfaced with the smart grid system. The
following are some of the application/service areas that the Smart Grid Sensor Networks can support:

— Safety Documents
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— Workforce deployment

— Condition based maintenance

— Asset management

— Increased asset utilization

— Forensics and diagnostic analysis

— Probabilistic risk assessment for operations
— Automated command and control

The basic and typical measurements that are needed for smart grid sensing fall into the categories of:
— Voltage sensing,

— Current sensing,

— Temperature sensing,

— Moisture sensing,

— Continuity sensing, and

— Phase measurements.

Many sensors implemented in the past are not economical when they are integrated into the smart grid
because the electromechanical sensors from the past have to be combined with discrete communications
elements to communicate sensor data to gateways or command centres. Cost reductions, technological
improvements in computing power, fabrication and miniaturization (e.g., CMOS technology), and
reductions in power requirements in sensing and communications technologies allow system-on-a-chip
levels of integration. Such chip level integration provides integrated sensors with wired or wireless
connections to communicate data to decision makers at a cost that allows for economical pervasive
sensor network deployment in the smart grid system.

Some of the smart sensor and sensor network applications and services that will emerge due to smart
grid implementation are concisely described below. Additional sensor network applications and services
can be found in Annex D of this document.

Wireless sensor networks for AMI: The AMI represents the first two-way communication between
the delivery infrastructure and the end consumer. The AMI will allow the central distribution system to
monitor in real time the use of each individual node on the grid and allow information about outages to
be transported back to the central command structure. The AMI represents a real opportunity for the
emergence of wireless smart sensor networks within the home or small business space as well as sensor
opportunities for utility outage detection.

Smart voltage sensors: Smart voltage sensors will be one of many evolving smart sensor components.
While traditional regulators at the substation and on main distribution lines are part of the current
electromechanical net, voltage sensors along spurs and near the end of the line that report back on
current conditions are currently rare but will become pervasive as part of the emerging smart-grid
sensor network. Currently, without end-of-line sensors, long distribution lines use inefficient high
voltages at the feeder distribution point to ensure that the voltage at the end of the line is never below
quoted specification. The addition of smart sensors at the end of the line can reportreal-time voltage data
back to the feeder line so it can distribute the current at a lower voltage than it otherwise could without
the sensor information, thus allowing more efficient use of the available electricity in the distribution
network. This will be especially useful in rural areas with long radial lines.

Smart capacitor control: Currently, large capacitors are used on the grid to maintain voltage and power
factor. While the capacitors are able to react to changing voltage, current or power factor, they are not
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monitored or controlled remotely. The addition of smart sensors that can monitor and control capacitor
banks remotely will increase the overall efficiency of the distribution network.

Smart sensors for outage detection: In addition to smart meters, smart continuity grid sensors that
can communicate with the central distribution points will improve outage detection.

Smart sensors for transformer monitoring: Transformers represent one of the more expensive
assets of local utility companies, but monitoring in general is limited to once a year manual dissolved
gas analysis and periodic temperature observation with IR cameras. On-line sensors for dissolved gas
analysis and temperature monitoring with two-way communications back to the substation represent
a significant opportunity.

High-voltage line temperature and weather condition sensors: Sensors will provide real-time
temperature and weather conditions for to improve the efficiency of high voltage distribution lines and
allow more accurate dispatch of current in times of significant demand with reduced chance of outages
due to line sag.

Distributed generation: For distributed generation to be viable in the emerging smart grid, sensors for
load balancing between the greater grid and the distributed generating sources will be crucial. Power
factor is a measure of the real power delivered to a circuit divided by apparent power; lower power
factor requires more generating capacity to deliver a specific amount of power to a circuit.

Smartgrid storage: Sensor opportunities are twofold for smart grid storage. There will be opportunities
both in monitoring the status of all battery cells in storage banks and in load monitoring and dispatch of
energy from the battery bank to the greater grid.

In the following sections, sensors in each Smart Grid domain are introduced. The additional details of
each sensor and its description can be found in Annex C.

Each sensor identified in the following sections is either connected via wireline or wirelessly to transmit
its measured data either to a gateway or a central processing unit as power system health condition
status monitoring and diagnostics become automated and on-line monitoring rather than manual data
collection by maintenance crews. Furthermore, some of these sensors may also be connected to an
actuator or actuators for controlling power systems and/or subsystems. Thus, each sensor introduced
in the following sections is or will be a sensor node.

7.2 Sensors in Bulk Generation Domain

7.2.1 Sensors in Bulk Generation

Sensors are installed on equipment in the bulk generation entities, and they are listed below per
equipment, e.g., hydro generation, thermal generation, wind turbines, solar cells etc. Where possible, a
brief description of each sensor is provided.

7.2.1.1 Sensors on Hydro Generation

Hydro generation is produced by the force of falling water. The capacity to produce this energy is
dependent on both the available flow and the height from which it falls. Building up behind a high dam,
water accumulates potential energy. This is transformed into mechanical energy when the water rushes
down the sluice and strikes the rotary blades of turbine. The turbine’s rotation spins electromagnets
which generate current in stationary coils of wire. Finally, the current is put through a transformer
where the voltage is increased for long distance transmission over power lines. Figure 4 describe this
paragraph pictorially.
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Figure 4 — Configuration of hydro generation

Monitoring of thermal power plants is primarily intended to prevent fire of turbine and overflowing.
Sensors for monitoring of the external environment are applied, as shown in Table 3.

Table 3 — Sensors required for hydro generation

Sensor Types Roles Description

Sensors for monitoring external environment

Temperature Sensor Measure the external temperature.
Humidity Sensor Measure the external humidity

[P Camera Provide real-time video

Water gauge Measure the water level

Sensors for monitoring operation property

Current Sensor Measure the operating current.
Voltage Sensor Measure the operating voltage
Accelerometers Measure the rotational speed (RPM) of turbine

7.2.1.2 Sensors on Thermal Generation

Thermal Generation system uses the energy of heat to make electricity, as shown in Figure 5. Water is
heated in aboiler until it becomes high-temperature steam. This steam is then channeled through a turbine,
which has many fan-blades attached to a shaft. As the steam moves over the blades, it causes the shaft to
spin. This spinning shaft is connected to the rotor of a generator, and the generator produces electricity.
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Figure 5 — Configuration of thermal generation

Monitoring of thermal power plants is primarily intended to prevent fire of turbine. Sensors for
monitoring of the external environment are applied, as shown in Table 4.

Table 4 — Sensors required for thermal generation

Sensor Types Roles Description

Sensors for monitoring external environment

Temperature Sensor Measure the external temperature.
Humidity Sensor Measure the external humidity
IP Camera Provide real-time video

Sensors for monitoring operation property

Current Sensor Measure the operating current.
Voltage Sensor Measure the operating voltage
Accelerometers Measure the rotational speed (RPM) of turbine

7.2.1.3 Sensors on Wind Turbine in Wind Generation

Wind turbines are separated into two major types depending on the type of generator.
a) PMSG(Permanent Magnet Synchronous Generator): Gearless type

b) DFIG(Doubly Fed Induction Generator): Gear type

The PMSG system is directly connected to the rotor and the generator (direct-drive type) without
overdrive gear. The PMSG system is based on a major facility is divided into 19, as shown in Figure 6.
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Figure 6 — Configuration of a PMSG system

The DFIG system uses a wound rotor induction machine so that the magnetizing current of the generator
can be fed from both the stator and the rotor. The DFIG system is based on a major facility is divided into
11, as shown in Figure 7.
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Figure 7 — Configuration of a DFIG system

Wind power systems are standardized by using a common model referring IEC 61400-25-2, as shown
in Figure 8. Various Sensors to monitor main part (generators, gears, shafts etc.) are installed in wind
power system.
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Figure 8 — Wind power systems common model referring IEC 61400-25-2

The information models for wind power plant are defined as follows:

Information Description

Models

WTUR Wind turbine general information

WALM Wind power plant alarm information

WMET Wind power plant meteorological information
MAPC Wind power plant active power control information
WROT Wind turbine rotor information

WTRM Wind turbine transmission information
WGEN Wind turbine generator information

WCNV Wind turbine converter information

WTRF Wind turbine Transformer information
WNAC Wind turbine nacelle information

WYAW Wind turbine yawing information

WTOW Wind turbine tower information

WSLG Wind turbine state log information

WALG Wind turbine analogue log information
WREP Wind turbine report information

In order to perform the wind turbine condition monitoring, appropriate sensors are required as shown
in Table 5. The sensors required to monitor the health of the wind power generation system.
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Table 5 — Sensors required for wind turbine condition monitoring

Sensor Types Sensor Loca- Roles Description
tion
WROT In the rotor hub
Measured temperature of shaft bearing
Measured temperature of shaft bearing?2
WRTM
Measured temperature of Gearbox oil
Measured temperature of shaft bearing
Temperature measurements for generator stator
WGEN Temperature measurements for generator rotor
Temperature measurements for inlet air/water temperature at
T generator
emperature
sensor Temperature inside the converter
WCNV Converter — Generator side temperature
Converter — Grid side temperature
Transformer temperature on turbine side
WTRF
Transformer temperature on grid side
Temperature outside nacelle
WNAC
Temperature inside nacelle
WYAW Yawing motor/gear temperature
WMET Meteorological altitude 1 — Temperature
WNAC Humidity inside nacelle
Humidity Sensor WTOW Humidity inside tower
WMET Meteorological altitude 1 — Humidity
Pressure of hydraulic pitch system for blade 1(reference)
WROT Pressure of hydraulic pitch system for blade 2
Pressure of hydraulic pitch system for blade 3
Pressure sensor Gear oil pressure
WTRM
Hydraulic pressure for shaft brake
WYAW Yaw brake pressure
WMET Meteorological altitude 1 — Pressure
Measured gearbox vibration of gearbox 1
Vibration sensor WTRM
Measured gearbox vibration of gearbox 2
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Table 5 (continued)
Sensor Types Sensor Loca- Roles Description
tion
Generator stator 3 phase phase-to-phase voltage
WGEN Generator stator 3 phase phase-to-ground voltage
Generator rotor 3 phase phase-to-phase voltage
Generator rotor 3 phase-to-ground voltage
Generator side 3 phase phase-to-phase voltage
Generator side 3 phase-to-ground voltage
Voltage sensor WCNV
Grid side 3 phase phase-to-phase voltage
Grid side 3 phase-to-ground voltage
Transformer turbine side 3 phase phase-to-phase voltage
WTRF Transformer turbine side 3 phase-to-ground voltage
Transformer grid side 3 phase phase-to-phase voltage
Transformer grid side 3 phase-to-ground voltage
Generator stator 3 phase current
WGEN
Generator rotor 3 phase current
Generator side 3 phase current
Current sensor WCNV
Grid side 3 phase current
Transformer turbine side 3 phase current
WTRF
Transformer grid side 3 phase current
Wind direction sensor External Monitor external environment
Wind speed sensor External Monitor external environment

7.2.1.4 Sensors on Solar Cells for Solar Generation

Solar generation system consists of PV array, inverter, and meter, as shown in Figure 9. Sensors are
applied to the solar generation system for using measurement operating current/voltage and increase
efficiency as shown in Table 6.
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Figure 9 — Configuration of solar generation system
Table 6 — Sensors required for solar cell operation
Sensor Types Roles Description
Sensors for monitoring operation property
Current Sensor Measure the operating current
Voltage Sensor Measure the operating voltage

Sensors for increase the energy efficiency

Azimuth Tracking Sensor Tracking the azimuth of solar cell

Elevation Tracking Sensor Tracking the elevation of a solar cell

7.3 Sensors in Transmission Domain

7.3.1 Sensors in Transmission

Sensors are installed on equipment in the transmission entities, and they are listed below per
equipment, e.g., underground line, overhead line, steel tower, etc. Where possible, a brief description
of each sensor is provided.

7.3.1.1 Sensors on Underground Lines

There are two major types of under-ground lines (or cables). Cross-linked polyethylene insulated (XLPE)
Cable has two major parts, core and jacket. Core is usually made of metal to carry electricity. On the other
hand, jacket is made of XLPE to insulate the core from surroundings electrically. Several methodologies
have been applied to construct a cable terminal. A prefabrication method is one of the most popular
ways to construct a cable terminal. It provides easy construction as well as superior insulation. Oil

immersion method is another one that used to be applied for high voltage cables. It is S“perio‘ﬂﬁ‘i‘.ﬂiﬁents
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insulation. Other methods include taping method, plugging-in method and semi-prefabrication method.
Cables are connected using the same methods as for terminal. Oil Filled (OF) Cable have oil that is filled
between core wire and jacket in this type of cables. This means that supervision of OF cable is same as
or similar to that for oil in power transformer.

Sensors to monitor for underground cables (UGCs) are shown in Figure 10 along with the oil filled cable,
providing the sensor data to a monitoring system in substations.
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eat flow sensor

Figure 10 — An online system monitoring Oil Filled (OF) cable conditions.

The following monitoring are required for the underground cable health monitoring::
— Thermal aging monitoring;

— Cable parts cracking monitoring;

— Insulation aging monitoring;

— Water-tree monitoring;

— Earth fault without circuit breaker trip monitoring;

— 0il aging monitoring; and

— 0il leak monitoring.

In order to perform the underground cable health condition monitoring, appropriate sensors are
required as shown in Table 7.

Table 7 — Sensors required to monitor the health of the underground cable.

Sensor Types Roles Description

Sensors for monitoring thermal aging

Measure temperature on cable surface. It could measure temperature at one point, or

Temperature sensor multiple points.

Sensor for monitoring cable parts cracking

Position sensor Measure how long a cable is displaced from a reference point.

Sensor for monitoring insulation aging

Partial discharge sensor |Measure partial discharge from a cable.

Voltage sensor Measure voltage applied to a conductor.

Current sensor Measure current applied to a conductor.

Sensor for monitoring water-tree
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