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Foreword

ISO (the International Organization for Standardization) and IEC (the Inter-
national Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of I1SO or
|IEC participate in the development of international Standards through
technical committees established by the.respective organization to deal
with particular fields of technical activity. 1SO and IEC technical com-
mittees collaborate in fields of mutual interest. Other international organ-
izations, governmental and non-governmental, in liaison with 1ISO and IEC,
also take part in the work.

In the field of information technology, 1ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for vot-
ing. Publication as an International Standard requires approval by at least
75 % of the national bodies casting a vote.

International Standard ISO/IEC 8348 was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information technology, Sub-Committee SC 6,
Telecommunications and. information exchange between systems, in col-
laboration with CCITT. The identical text is published as CCITT Rec-
ommendation X.213. ‘

This second edition cancels and replaces the first edition
(ISO 8348:1987), which has been technically revised.

Annex A forms an integral part of this International Standard. Annexes B
and C are for information only. ‘
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Introduction

This Recommendation | International Standard is one of a set of CCITT Rec-
ommendations and International Standards produced to facilitate the inter-
connection of computer systems. It is related to other CCITT Recommendations
and International Standards in the set as defined by the Reference Model of Open
Systems Interconnection (OSI). The OSI Reference Model (CCITT Rec. X.200 |
ISO 7498) subdivides the area of standardization for interconnection into a series of
layers of specification, each of a manageable size.

This CCITT Recommendation | International Standard defines the Service provided
by the Network Layer to the Transport Layer at the Boundary between the
Network and Transport Layers of the Reference Model. It provides for the de-
signers of Transport protocols a definition of the Network Service existing to sup-
port the Transport protocol and for the designers of Network protocols a definition
of the services to be made available through the action of the Network protocol
over the underlying service. This relationship is illustrated in the figure.

Uses

Transport — Transport -

} ) Service
Protocol Layer .

Network Service
Network Provides
Network — -
Layer Service

Protocol

Figure - Relationship of the Network Service to OSI Network
and Transport protocols

The use of the word "Network" to name the "Network" Layer of the OSI Refer-
ence Model should be distinguished from the use of the word "network" to denote a
communications network as conventionally understood. To facilitate this distinction,
the term "subnetwork" is used for a collection of physical equipment, commonly
called a "network" (see CCITT Rec. X.200 | ISO 7498). Subnetworks may be either

public networks or privately supplied networks. In the case of public networks, their

properties may be determined by separate CCITT Recommendations such as
Recommendation X.21 for a circuit-switched network or Recommendation X.25 for
a packet-switched network. '

Throughout the set of OSI CCITT Recommendations and International Standards
the term "Service" refers to the abstract capability provided by one layer of the OSI
Reference Model to the layer above it. Thus, the Network Service defined in this
Recommendation | International Standard is a conceptual architectural Service,
Independent of administrative divisions.

NOTE 1 - It is important to distinguish the specialized use of the term "Service" within the set
of OSI CCITT Recommendations and International Standards from its use elsewhere to de-
scribe the provision of a service by an organization (such as the provision of a service, as
defined in other CCITT Recommendations, by an Administration).

Any particular subnetwork may or may not support the OSI Network Service. The
OSI Network Service may be provided by a combination of one or more sub-
networks and optional additional functions between or outside these subnetworks.

viii
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INTERNATIONAL STANDARD

CCITT RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -
NETWORK SERVICE DEFINITION

- SECTION 1 - GENERAL

1 - Scope

This Recommendation | International Standard deﬁnes the OSI Network Service in terms of

‘ a) the primitive actions and events of the Servrce,

b) the parameters associated with each primitive acuon and event, and the form Wthh they take;

c) the interrelationship between, and the valid sequences of, these actions and events..

The principal objectives of this Recommendation | International Standard are

1) to specify the characterlstlcs of a conceptual Network Service and thus, supplement the Reference
Model in guiding the development of Network Layer protocols;

2) to encourage convergence of the capabilities offered by providers of subnetworks;

3) to provide a basis for the individual enhancement of existing heterogeneous subnetworks to a common
subnetwork-independent Network Service to enable them to be concatenated for the purpose of
providing global communication. (Such concatenation may involve optional additional functions which
are not defined in this Recommendation { International Standard.) A definition of the quality of service
is an important element of this Re'oomnmndation | International S’tandard; S

‘ 4) to provide a basis for the development and implementation of subnetwork-independent Transport Layer
. protocols decoupled from the variability of underlying public and private subnetworks and their specific
interface requirements.

This Recommendation | International Standard does not specify individual implementations or products nor does it
constrain the implementation of entities and interfaces within a system.

There is no conformance of equipment to this Recommendation | International Standard. Instead, conformance is
achieved through implementation of conforming OSI Network protocols which fulfill the Network Service defined in
this Recommendation | International Standard. ' : ’

2 Normative references

The following CCITT Recommendations and International Standards contain provisions which, through reference in
this text, constitute provisions of this Recommendation | International Standard. At the time of publication, the editions
indicated were valid. All Recommendations and International Standards are subject to revision, and parties to
agreements based on this Recommendation | International Standard are encouraged to investigate the possibility of
applying the most recent edition of the CCITT Recommendations and International Standards listed below. Members
of the IEC and ISO maintain registers of currently valid International Standards. The CCITT Secretariat maintains a
list of the currently valid CCITT Recommendations. Documents

CCITT Rec. X.213 (1992 E) : 1
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2.1 Paired Recommendations | International Standards equivalent intechnical content = -

- CCIT Recommendanon X.200 (1988), Reference model of Open Systems Interconnection for CcClir
Applications. »

ISO 7498:1984, Information processing systems — Open Systems Interconnection — Basic Reference
Model.

— CCITT Recommendation X.210 (1988), Open Systems Interconnection layer service definition
conventions.

ISO/TR 8509: 1987 Infonnatwn processmg systems - Open Systems Interconnection — Service
conventions. :

-~ CCITT Recommendation X.224 (1988), Transport protocol specification for Open Systems
Interconnection for CCITT applications.

ISO/IEC 8073:1992, Information technology ~ Telecommunications and information éxchange between
systems — Open Systems Interconnection — Protocol for providing the connection-mode transport
services.

2.2 Additional references . , ’
—  CCITT Recommendation E.163 (1998), Numbering plan for the intémational telephone service.
—  CCITT Recommendation E.164 (1991), The numbering plan for the ISDN era. o
—  CCITT Recommendation F.69 (1988), Plan for telex destination codes.

- CCITT Recommendation X.121 (1992), International numbering plan for public data networks.

—  CCITT Recommendation X.300, (1988) General principles for interworking between public networks
and between public networks and other networks for the provision of data transmission services.

-~ ISO/MIEC 646: 1991, Information technology — ISO 7-bit coded character set for information
interchange.

- IS0 237s: 1985,‘Data piocessing — Procedure for registrdtion of escape sequences.
" — IS0 3166: 1988, Codes for the representation of names of countries.
~ IS0 6523: 1984, Data interchange — Structures for the identification of organizations.

~  ISO 7498:1984/Add. 1:1987, Information processing systems — Open Systems Interconnection — Basic
Reference Model ~ Addendum 1. Connectionless-mode transmission.

— IS0 8648:1988, Information processing systems — Open Systems Interconnection — Internal organization
of the Network Layer.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic reference model definitions

This Recommendation | International Standard is based on the concepts developed in the Basic Reference Model for
Open Systems Interconnection and makes use of the following terms defined in CCITT Rec. X.200 | ISO 7498:

a) expedited Network-Service-data-unit;

b) - Network-address,

¢) Network Connection;

d) Network-entity,

e) Network-protocol control information, -

f) Network-protocol data unit, ‘ . Documents

2 CCITT Rec. X.213 (1992 E)
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g2) Network Layer.

h) Network-relay.

i) Nc;work-rouﬁng,

j)  Network Service;

k) Network-Service-access-point;

1) Network-Service-access-point-address;
m) Network-Service-data-unit;

n) OSI environment,

0) subnetwork;

p) tide.
3.2 Service conventions definitions

This Recommendation | International Standard also makes use of the following terms defined in CCITT Rec. X.210 |
ISO/TR 8509, as they apply to the Network Layer: ’

" a) confirm;
b) indication;
¢) Network Service user;
d) Netwbrk Service provider;
e) primitive;
f) request;

g) response.

3.3 - Network Service definitions
For the purpose of this Recommendation | International Standard, the following definitions also apply:
3.3.1 calling NS user: An NS user that initiates an NC establishment request.

332  called NS user: An NS user with whom a calling NS user wishes to establish an NC.

NOTE - Calling NS users and called NS users are defined with respect to a single NC. An NS user can be both a calling
and a called NS user simultaneously.

3.3.3  generic address: An address which identifies a set of NSAPs rather than a single specific NSAP,

334  Network Connection: An association established by a Network Layer between two NS users for the transfer
of data, which provides explicit identification of a set of Network data transmissions and agreement concerning the
services to be provided by the set.

NOTE - This definition clarifies that given in CCITT Rec. X.20011SO 7498.

3.3.5 Network connection-mode Data Transmission: The transfer of an NSDU from a source NSAP to a desti-
nation NSAP within the context of an NC that has previously been established

3.3.6  Network connectionless-mode Data Transmission: The transmission of an NSDU from a source NSAP to a
destination NSAP outside the context of an NC and without any requirement to maintain any logical relationship
among multiple invocations. '

34 Network addressing definitions
Annex A, describing network addressing makes use of the following terms as defined below:

3.4.1  DTE address: Information used to identify a point of attachment to a public dat2 netdir@cuments
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342  subnetwork point of attachment: A point at which a real end system, interworking: unit, or real ‘subnetwork
is attached to a real subnetwork, and a conceptual point at which a subnetwork service is offered within an end or
intermediate system.

343  subnetwork point of attachment address: Information used in the context of a particular real subnetwork to
identify a subnetwork point of attachment; or information used in the context of a particular subnetwork to identify the
conceptual point within an end or intermediate system at which the subnetwork service is offered. This term is used
interchangeably with the (equivalent) shortened form subnetwork address.

3.44  network protocol address information: Information encoded in a Network protocol data unit to carry the
semantics of a Network service access point address. (This is known as an “address signal” or as the codmg of an
address signal” in the public network environment.)

345 naming domain: A context within which a name allocated by a naming authority is unambiguous. Where the
name is an address, the context within which the name is allocated is called an addressing domain.

34.6  global network addressing domain: An addressing domain consisting of all of the Network service access
point addresses in the OSI environment, -

34.7 network addressing domain: A subset of the global network addressing domain consisting of all of the
Network service access point addresses allocated by one or more addressing authorities.

3.48  naming authority: That which allocated names from a specified naming domain, and which ensures that
names so allocated are unambiguous. Where the naming authority allocates addresses, it is called an addressing
authority.

349 network addressing authority: An addressing authority that assigns and administers Network service access
point addresses within one or more network addressing domains.

3.4.10 abstract syntax: A notation which enables data types to be defméd, and values of those types specified,
without determining the way in which they will be represented (encoded) for transfer by protocols.

35 Network layer architecture definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.300 and
ISO 8648.

a) subnetwork;
b) real subnetwork;
c) subnetwork service;

d) real end system;

e) interworking unit;
f) intermediate system;

g) relay entity.

4 Abbreviations
AF1 Authority and format identifier
cc Country code
COR Confirmation of receipt
DCC Data country code
DSP Domain specific part
ENSDU Expedited Network-Service-data-unit
ICD International code designator
IDI ~ Initial domain identifier Documents
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IDP Initial domain part
ISDN Integrated services digital network
N Network
NC  Network Connection
NL ’ Network Layer ’
NPAI Network protocol addressing information
NPDU Network protocol data unit
NS Network Service
NSAP Network-Service-access-point
NSDU Network-Service-data-unit
(0N Open Systems Interconnection
PSTN Public switched telephone network
PTT Postal, telephone and telegraph
QOS Quality of Service
‘ RPF Reference publication format

SNPA Subnetwork point-of attachment

5  Conventions

5.1 General conventions

This Service Definition uses the descriptive conventions given by CCITT Rec. X.210 | ISO/TR 8509.

The layer service model, service primitives, and time-sequence diagrams taken from those conventions are entirely
abstract descriptions; they do not represent a specification for implementation.

5.2 Parameters

Service primitives, used to represent service-user/service-provider interactions (see CCITT Rec. X.210 | ISO/TR 8509),
‘ convey parameters which indicate information available in the user/provider interaction.

The parameters which apply to each group of Network Service primitives are set out in tables in clauses 12 to 14
and 19. Each “X” in the tables indicates that the primitive labeling the column in which it falls may carry the
parameter labeling the row in which it falls.

Some entries are further qualified by items in brackets. These may be
~a) .an indication that the parameter is conditional in some way: -

© indicates that the parameter is not present on the primitive for every NC; the parameter
definition describes the conditions under which the parameter is present or absent;

b)  a parameter specific constraint:

=) indicates that the value supplied in an indication or confirm primitive is always identical to
that supplied in the corresponding request or response primitive occurring at the peer NSAP;

¢) an indication that some note applies to the entry:

(Note x) indicates that the referenced note contains additional information pertaining to the parameter
and its use. ‘

In any particular ihterface, not all parameters need be explicitly stated. Some may be implicitly associated with the
NSAP at which the primitive is issued. Documents

CCITT Rec. X.213(1992 E) 5
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53 NC endpoint identification convention

If an NS user needs to distinguish among several NCs at the same NSAP, then a local NC endpoint identification
mechanism must be provided. All primitives issued at such an NSAP would be required to use this mechanism to
identify NCs. Such an implicit identification is not described as a parameter of the serv:ce pr1m1t1ves in this Service
Definition.

NOTE - The implicit NC endpoint identification must not be confused with the address parameters of tbe N-CONNECT
primitives (see 12.2). .

6 Overview and general characteristics

The Network Service provides for the transparent transfer of data (i.e., "NS-user-data) between NS users. It makes
invisible to these NS users the way in which supporting communications resources are utilized to achieve this transfer.

In particular, the Network Service provides for the following:

a) Independence of underlying transmission media — The Network Service relieves NS users from all
concerns regarding how various subnetworks are used to provide the Network Service. The Network
Service hides from the NS user differences in the transfer of data over heterogeneous subnetworks, other
than quality of service.

b) End-to-end transfer — The Network Service provides for transfer of NS-user-data between NS users in
end systems. All routing and relaying functions are performed by the NS provider including the case
where several similar or dissimilar transmission resources are used in tandem or in parallel.

¢) Transparency of transferred information — The Network Service provides for the transparent transfer of
octet-aligned NS-user-data and/or control information. It does not restrict the content, format or coding
of the information, nor does it ever need to interpret its structure or meaning.

d) Quality of service selection— The Network Service makes available to' NS users a means to'request and
to agree to the quality of service for the transfer of NS-user-data. Quality of service is specified by
means of QOS-parameters representing characteristics such as throughput, transit delay, accuracy, and
rehablhty : .

e) NS—user-addressmg The Network Service utilizes a system of addressing (NSAP addressmg) which
allows NS users to refer unambiguously to one another.

7 Types and classes of Network Service

There are two types of Network Service:
a) . aconnection-mode service (defined in clause 2); and

b) aconnectionless-mode service (defined in clause 3).

For a given instance of communication, the mode of service provided to both NS users is the same (i.e. connection-
mode or connectionless-mode). Choice of provision -of the connectionless-mode Network Service or the connection-
mode Network Service is made in accordance with ISO 7498/Add.1.

When referring to this Service Definition, an NS user or NS \provider shall state which types(s) of service it expects to
use or provide,

There are no distinct classes of Network Service defined.

However, for the connectlon-mode service, two Network Layer Serv1ces, Receipt Confirmation and Expedited Data
Transfer, are NS provider-options.

A service which is an NS provider-option is one which an NS provider can choose either to provide or not to provide
for a particular NC. In circumstances where the NS provider chooses not to provide a provider-option service, it will
not be available in the Network Service. If the provider-option Receipt Confirmation or Expedited Data Transfer is
provided, it shall be as defined in 14.1 to 14.3. . ‘ Docu ments
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SECTION 2 - DEFINITION OF THE CONNECTION-MODE SERVICE

8 Features of the connection-mode Network Service

The connection-mode Network Service offers the following features to an NS user:

a) the means to establish an NC with another NS user for the purpose of transferring NS-user-data in the
form of NSDUs. More than one NC may exist between the same pair of NS users;

b) the establishment of an agreement between the two NS users and the NS provider for a certain QOS
associated with each NC;

¢) the means of transferring NSDUs in sequence on an NC. The transfer of NSDUs, which consist of an
integer number of octets, is transparent, in that the boundaries of NSDUs and the contents of NSDUs are
preserved unchanged by the Network Service, and there are no constraints on the NSDU content
imposed by the Network Service;

d) the means by which the receiving NS user may flow control the rate at which the sending NS user may
send NSDUs; '

e) in some circumstances, the means of transferring separate expedited NSDUs in sequence (see clause 7).
Expedited NSDUs are limited in length and their transmission is subject to a different flow control from
normal data across the NSAP;

f) the means by which the NC can be returned to a defined state and the activities of the two NS users
synchronized by use of a reset service; ‘

. g) *in some circumstances, the means for the NS user to conﬁxm the recelpt of an NSDU (see clause 7),

h) the unconditional, and therefore poss:bly destructive, release of an NC by elther of the NS users or by

the NS provider.
9 Model of the coimection-mode Network Service
9.1 Model of the connection-mode Network Layer Service

This Service Definition uses the abstract model for a layer service defined in clause 4 of CCITT Rec. X.210 |
ISO/TR 8509. The model defines the interactions between the NS users and the NS provider which take place at the
two NSAPs. Information is passed between the NS user and the NS provider by service primitives, which may convey
parameters.

9.2 Model of a Network Connection

Between the two endpoints of an NC, there exists a flow control function which relates the behaviour of the NS user at
one end receiving NS-user-data to the ability of the NS user at the other end to send NS-user-data. As a means of
specifying this flow control feature and its relationship with other capabilities provided by the Network Service, the
queue model of an NC, described in the following subclauses, is used.

This queue model of an NC is discussed only to aid in the understanding of the end-to-end service features perceived
by users of the Network Service. It is not intended to serve as a substitute for a precise, formal description of the
Network Service, nor as a complete specification of all allowable sequences of NS primitives, (Allowable primitive
sequences are specified in clause 11 —also, see Note below.) In addition, this model does not attempt to describe all the
functions or operations of Network Layer entities (including relay entities) which are used to provide the Network
Service. No attempt to specify or constrain Network Service implementations is implied.

In interpreting this service definition, statements in clauses 12 to 14 concerning the properties of individual primitives
have precedence over the general statements in this clause.

NOTE - In addition to the interaction between service primitives described by this model, there may be constraints
applied locally on the ability to invoke primitives, as well as service procedures defining particular sequencing constraints on some

primitives. Documents
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9.2.1  Queue model concepts

The queue model represents the operation of an NC in the abstract by a pair of queues linking the two NSAPs. There is
one queue for each direction of information flow (see Figure 1).

NS user A » NS user B

NSAP)

Queua from A to B

Queue from Bto A
NS provider

TIS00300-82

Figure 1 - Queue model of a Network Connection

Each queue represents a flow control function in one direction of transfer. The ability of an NS user to add objects to a
queue will be determined by the behaviour of the NS user removing objects from that queue and the state of the queue.
Objects are entered or removed from the queue, either as the result of interactions at the two NSAPs, or as the result of
NS provider initiatives.

The pair of queues is considered to be available for each potential NC.

The objects which may be placed in a queue as a result of interactions at an NSAP (see clauses 12 to 14) are
a) connect objects (associated with N-CONNECT prinﬁﬁves and all of their paramefers); N
b) octets of normal NS-user-data (associated with an N-DATA primitive);
c) ind_ications of end-of-NSDU (associated with completion of an N-DATA primitive);
d) expedited NSDUSs (associated with N-EXPEDITED-DATA primitives and all their parameters);
e) data acknowledgment objects (associated with N-DATA-ACKNOWLEDGE primitives);
f) reset objects (associated with N-RESET primitives and their parameters);

g) disconnect objects (associated with N-DISCONNECT primitives and all their parameters).

NOTE - The description of flow control (see 9.2.3) requires a less abstract description than that used for describing
sequences of primitives in clauses 11 to 14. While primitives are defined to be indivisible, for purposes of this queue model,
information associated with N-DATA primitives is conceptually subdivided into a sequence of octets of NS-user-data followed by
an end-of-NSDU indication. This does not imply any particular subdivision in any real interface.

The objects which may be placed in a queue as a result of NS provider initiatives (see clauses 12 td' 14) are
1) reset objects (associated with N-RESET primitives and all their parameters);
2) synchronization mark objects (see 9.2.4);
3) disconnect objects (associated with N-DISCONNECT primitives and all their parameters).

The queues are defined to have the following general properties:

i) aqueue is empty until a connect object has been entered and can be returned to this state, with loss of its
contents, by the NS provider (see 9.2.4 and 9.2.5);

if) objects may be entered into a queue as a result of the actions of the source NS user, subject to control by
the NS provider; objects may also be entered into a queue by the NS provider;

iii) objects are removed from the queue under the control of the receiving NS user; Documents
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iv) objects are normally removed under the control of the NS user in the same order that they were entered
(however see 9.2.3);

v) aqueue has a limited capacity, but this capacity is not necessarily either fixed or determinable.
9.22  NC establishment |

A pair of queues is associated with an NC between two NSAPs when the NS provider receives an N-CONNECT
request primitive at one of the NSAPs and a connect object is entered into one of the queues. From the standpoint of
one of the NS users of the NC, the queues remain associated with the NC until a disconnect object (associated with an
N-DISCONNECT primitive) is either entered or removed from a queue at that NSAP,

If NS user A denotes the NS user who initiates NC establishment (resulting in a connect object being entered into the
queue from NS user A to NS user B), then no object other than a disconnect object may be entered into the queue from
A to B until after the connect object associated with the N-CONNECT confirm has been removed. In the queue from
NS user B to NS user A, objects can be entered only after a connect object associated with an N-CONNECT response
from NS user B has been entered; it is possible for a disconnect object to be placed in the queue from B to A instead of
a connect object to release the NC.

The properties exhibited by the queues while the NC exists represent the agreements reached among the NS users and
the NS provider during the NC establishment procedure concerning quality of service and the use of the receipt and
expedited data transfer services.

9.2.3 Data transfer operations

Flow control on the NC is represented in this queue model by the management of the queue capacity, allowing objects
of certain types to be added to the queues. The conditions affecting entry of reset and disconnect objects are described
in item b) below and in 9.2.4 and 9.2.5. The flow control relationship between the other types of objects is summarized
by Table 1.

Table 1 — Flow control relationships between queue model objects

The addition of object x
may Octets of NS-user-data or Expedited NSDU Data acknowledgment
prevent end-of-NSDU
further '
addition of object y
Octets of normal NS-user-data or Yes Yes. : ‘No
end-of-NSDU ‘ ' ’
Expedited NSDU No Yes " No
Data acknowledgment No No ' No

Once in the queue, the NS provider may manipulate pairs of adjacent objects, resulting in

a) Change of order — the order of any pair of objects may be reversed, if and only if, the following object is
of a type defined to be able to advance ahead of the preceding object. No object is defined to be able to
advance ahead of another object of the same type.

b) Deletion — any object may be deleted if, and only if, the following object is defined to be destructive
with respect to the preceding object. If necessary, the last object in the queue will be deleted to allow a
destructive object to be entered. Destructive objects may therefore always be added to the queue.
Disconnect objects are defined to be destructive with respect to all other objects. Reset objects are
defined to be destructive with respect to all other objects except connect and disconnect objects.

The relationships between objects which may be manipulated as described in a) and b) above are summarized in
Table 2. Documents
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Whether the NS provider performs actions resulting in change of order and deletion or not will depend upon the
behaviour of the NS users and the agreed QOS for the NC. In general, if an NS user does not cause objects to be
removed from a queue, the NS provider shall, after some unspecified period of time, perform all permitted actions of
types a) and b).

924  Reset operations

The invocation of a reset procedure is represented in the two queues as follows:

a) Invocation of a reset procedure by the NS provider is represented by the introduction into each queue of
areset object followed by a synchronization mark object.

b) Areset procedure invoked by an NS user is represented by the addition of a reset object to one queue. In
this case, the NS provider will insert a reset object followed by a synchromzatwn mark object into the
other queue.

The completion of a reset procedure by the issuance of an N-RESET response by an NS user results ina reset object
being placed in the queue from the responding NS user.

A synchronization mark object cannot be removed from a queue by an NS user; a queue appears empty to an NS user
when a synchronization mark object is the next object in it. Unless destroyed by a disconnect object, a synchronization
mark object remains in the queue until the next object following it in the queue is a reset obJect Both the
synchronization mark object and the following reset object are then deleted by the NS provider. -

NOTE - Associated with the invocation of a reset procedure are restrictions on“the issuance of certain other types of
primitives. These restrictions will result in restrictions on the entry of certain object types into the queue until the reset procedure is
complete.

925  NCrelease

The insertion into a queue of a disconnect object, which may occur at any time, represents the initiation of an NC
release procedure. The release procedure may be destructive with respect to other objects in the two queues and
eventually results in the emptying of the queues and the disassociation of the queues with the NC.

The insertion of a disconnect object may also represent the rejection of an NC establishment attempt or the failure to
complete NC establishment. In such cases, if a connect object representing an N-CONNECT request primitive is
deleted by a disconnect object, then the disconnect object is also deleted. The disconnect object is not deleted when it
deletes any other object, mcludmg the case where i it deletes a connect object representing an N-CONNECT response.

10 Quality of the connection-mode Network Service

The term quality of service (QOS) refers to certain characteristics of an NC as observed between the NC endpoints.
QOS describes aspects of an NC which are attributable solely to the NS provider; it can only be properly determined in
the absence of NS user behaviour (which is beyond the control of the NS provider) which specifically constrains or-
impairs the performance of the Network Service.

A value of QOS applies to an entire NC. When determined or measured at both ends of an NC, the QOS observed by
the NS users at the two ends of the NC is the same. This is true even in the case of an NC spanning several
subnetworks where each subnetwork offers different services.

10.1  Determination of QOS

QOS is described in terms of QOS-parameters. The definition of each of these QOS-parameters specifies the way in
which the QOS-parameter’s value is measured or determined, making reference where appropriate, to primitive events
of the NS.

NOTES

1 Itis importaet to distinguish the use of the term “QOS-parameters” from the more general term “parameters” as
defined in 5.2 and used throughout this Service Definition. A “QOS-parameter” refers to a specific aspect or component of the
QOS for an NC. As described below, a particulat QOS-parameter may or may not be related to a parameter defined as part of a

Network Service primitive. - Do cum e nts
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2 For purposes of accuracy and/or convenience, the definition and measurement formula for some QOS-parameters
includes a component attributable to the NS user(s). In such cases, to evaluate the QOS attributable solely to the NS provider, this
NS user-dependent component must be factored out.

3 The definition of NS QOS-parameters in terms which provide a means for measurement should not be understood to
imply that QOS monitoring or that verification of stated QOS value is, or must be, performed by the NS provider or by the
NS users.

It is in terms of the NS QOS-parameters that information about QOS is exchanged among the NS provider and NS
users.

Information about the QOS requirements of the NS users may be used by the NS provider for purposes such as protocol
selection, route determination, and allocation of resources. Information about the QOS available from the NS provider
may be used by NS users for purposes such as selecting QOS enhancement mechanisms and determining the QOS
values provided to NS users at higher layers. '

The NS QOS-parameters can be divided into two categories as follows:

1) those whose values are “conveyed” between peer NS users by means of the NS prov1der during the
Establishment phase of an NC. As part of this conveyance, a three-party “negotiation” among the NS
users and the NS provider for the purpose of agreeing upon a particular QOS-parameter value may take
place; and ‘

2) those whose values are not “conveyed” or “negotiated” among the NS users and the NS,provi'der. For
these QOS-parameters, however, information about the values which is useful to the NS provider and
each NS user may be made known by local means.

The NS QOS-parameters are defined in 10.2.1 to 10.2.12 below.

The set of NS QOS-parameters that belong to the first category, and the procedures and constraints that apply to
conveying and negotiating those QOS-parameters, are specified in 12.2.7. Once the NC is established, and throughout
the lifetime of the NC, the agreed values for these QOS-parameters are not “renegotiated” at any point, and there is no
guarantee that the originally negotiated values will be maintained. The NS user should also be aware that, once an NC
is established, changes in QOS on the NC are not explicitly signaled in the NS.

For QOS-parameters in the second category, the values for a particular NC are not negotiated, nor are they directly
conveyed from NS user to NS user. As a local matter, however, there may be means by which the values of one or
more of these QOS-parameters are known and utilized by the NS provider and each NS user. Despite the local nature
of particular NS ‘user/NS provider interactions which may occur for the purposes of exchanging QOS-parameter
information, the characteristics of an NC which the QOS-parameters describe are applicable and can be observed on a
complete NC, end-to-end basis, Thus, in order to give a full characterization of the properties of NCs, the definitions of
the entire set of QOS-parameters which apply to the NS, including those classified in category 2, are included in this
Service Definition, Other aspects related to category 2 parameters, such as the circumstances of their availability and
use, as well as other QOS issues, such as the relationship to OSI management, and multi-layer QOS relationships, are
the subjects of other OSI QOS-related specifications.

NOTE 4 - For non-negotiated QOS-pa.rameters associated with the Data Transfer phase of an NC, when specified, a
value of such a QOS-parameter applies to both directions of transfer on the NC.

10.2  Definition of QOS-parameters

QOS-parameters can be classified as
a) QOS-parameters which express Network Service performance, as shown in Table 3.
b) QOS-parameters that express other Network Service characteristics, as shown in Table 4.

NOTE - Some QOS-parameters are defined in terms of the issuance of Network Service primitives. Reference to a
primitive in 10.2.1 through 10.2.12 refers to the complete execution of that service primitive at the appropriate NSAP.

10.2.1 NC establishment delay

NC establishment delay is the maximum acceptable delay between an N-CONNECT request and the corresponding
N-CONNECT confirm primitive.

NOTE ~ This delay includes a component, attributable to the called NS user, which is the time between the
N-CONNECT indication primitive and the N-CONNECT response. :
P P Documents
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“Table 3 - Classification of performance QOS-parameters

Performance criterion
Phase

Speed Accuracy/reliability

NC establishment NC establishment delay NC establishment fajlure
' probability (misconnection/NC
refusal)

Data transfer Throuéhput Residual error rate (corruption,
duplication/loss)

NC resilience

Transit delay Transfer failure probability

NC release NC release delay NC release failure probability

Table 4 — QOS-parameters not associated with performance

NC protection
NC priority

Maximum acceptable cost

10.2.2  NC establishment failure probabillty

NC establishment failure probability is the ratio of total NC establishment failures to total NC establishment attempts
in a measurement sample.

. NC establishment failure is defined to occur when a requested NC is not established within the specified maximum
acceptable time period as a result of NS provider behaviour such as misconnection, NC refusal, or excessive delay. NC
establishment attempts which fail as a result of NS user behaviour such as error, NC refusal, or excessive delay are
excluded in calculating NC establishment failure probability.

10.2.3 Throughput

Throughput is defined, for each direction of transfer, in terms of a sequénce of at least two successfully transferred
NSDUs presented continuously to the NS provider at the maximum rate the NS provider can continuously sustain, and
unconstrained by flow control applied by the receiving NS user.

Given such a sequence of n NSDUs, where n is greater than or equal to 2, the throughput is defined to be the smaller
of:
a) the number of NS-user-data octets contained in the last n — 1 NSDUs d1v1ded by the time between the
first and last N-DATA requests in the sequence; and
b) the number of NS-user-data octets contained in the last n — 1 NSDUs divided by the time between the
first and last N-DATA indications in the sequence.

Successful transfer of the octets in a transmitted NSDU is' defined to occur when the octets are delivered to the
intended receiving NS user without error, in the proper sequence, and prior to release of the NC by the receiving NS

user. Documents
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Throughput is specified separately for each direction of transfer. Each throughput specification will specify both the
desired “target” value and the minimum acceptable value (i.e., the “lowest quality acceptable”) for the NC. (See
also 12.2.7.)

10.24 Transit delay

Transit delay is the elapsed time between an N-DATA fequest and the cori'esponding N-DATA indication. Elapsed
time values are calculated only on NSDUs that are successfully transferred.

Successful transfer of an NSDU is defined to occur when the NSDU is transferred from the sending NS user to the
intended receiving NS user without error, in the proper sequence, and prior to release of the NC by the receiving NS
user. v . .

Specification of transit delay will define a pair of values: the desired “target” value and the maximum acceptable
(i.e., the “lowest quality acceptable™) value. (See also 12.2.7.) The specified values will be averages and will be based
on an NSDU size of 128 octets. '

The pair of &ansit delay values specified for an NC applies to both directions of transfer. That is, the transit delay in
each direction is expected to be no worse than that specified.

The transit delay for an individual NSDU may be increased if the receiving NS user exercises flow control. Such
occurrences are excluded in calculating both average and maximum transit delay values. ’

10.2.5 Residual error rate

Residual error rate is the ratio of total incorrect, lost, and duplicate NSDUs to total NSDUs transferred across the NS
boundary during a measurement period. The relationship among these quantities is defined, for a particular NS user
pair, as shown in Figure 2.

NSDUs sent NSDUs recieved
== l i I -
| |
I Successfully | I Extra
| Lost transferred ncorrect | NSDUs
| NSDUs NSDUs “;ﬁgl)‘]s | ING]
;N0 [N(s)] |
| |
| T
IR AN |
L Total NSDUs transferred (N) »
' TIS00310-92
RER = N(e) + ';l\‘(l) - N(X)

Figure 2 — Components of residual error rate

10.2.6  Transfer failure probability

Transfer failure probability is the ratio of total transfer failures to total transfer samples observed during a performance
measurement.

A transfer sample is a discrete observation of NS provider performance in transferring NSDUs between a specified
sending and receiving NS user. A transfer sample begins on input of a selected NSDU at the sending NS user
boundary, and continues until the outcome of a given number of NSDU transfer requests has been determined. A
transfer sample will normally correspond to the duration of an individual NC. Documents

14 CCITT Rec. X.213 (1992 E)

Full docuiment details: ISO_IEC 8348_1993


http://www.avadocuments.com/doc/iso-iec-8348-1993
http://www.avadocuments.com/doc/iso-iec-8348-1993

ISO/IEC 8348 : 1993 (E)

A transfer failure is a transfer sample in which the observed performance is worse -than a specified minimum
acceptable level. Transfer failures are identified by comparing the measured values for the supported performance
parameters with specified transfer failure thresholds. The three supported performance parameters are throughput,
transit delay, and residual error rate.

In systems where Network Service QOS is reliably monitored by the NS provider, transfer failure probability can be
estimated by the probability of an NS provider invoked N-DISCONNECT during a transfer sample. '

10.2.7 NCresilience

NC resilience parameters specify the probability of

a) an NS provider invoked NC release (i.e. issuance of an N-DISCONNECT indication with no prior
N-DISCONNECT request); and

b) anNS provider invoked reset (i.e. issuance of an N-RESET indication with no prior N-RESET rcqnest);

during a specified time interval on an established NC.

10.2.8 NC release delay

NC release delay is the maximum acceptable delay between an NS user invoked N-DISCONNECT request and the
successful release of the NC at the peer NS user. NC release delay is normally specified independently for each NS
user. NC release delay does not apply in cases where NC release is invoked by the NS provider.

Issuance of an N-DISCONNECT request by either NS user starts the counting of NC release delay for the other NS
user. Successful NC release is signaled to the NS user not initiating the N-DISCONNECT request by an
N-DISCONNECT indication.

10.2.9  NC release failure probability

NC release failure probability is the ratio of total NC release requests resulting in release failure to total NC release
requests included in a measurement sample. NC release failure probability is normally specified independently for each
NS user. :

A release failure is defined to occur, for a particular NS user, if that user does not receive an N-DISCONNECT
indication within the specified maximum NC release delay of the NS user issuing the N-DISCONNECT request (glvcn
that the former NS user has not issued an N-DISCONNECT request).

10.2.10 NC protection

NC protection is the extent to which an NS provider attempts to prevent unauthorized masquerading or monitoring or
manipulation of NS-user-data. NC protection for an NC is specified by selecting any combination of the following
features:

a) confidentiality of an entire NSDU sequence on the NC;
b) detection of modification, deletion, replay, or insertion of data within the NSDU sequence on an NC;

.€) peer entity authentication. The NS user may request that the NS provider should confirm the 1denmy of
the remote NSAP such that there is protection against masquerading by T-entities;

d) authentication of the origin of an NSDU such that there is protection against the unauthorized insertion
or replay qf the NSDU.

10.2.11 NC priority

NC priority specifies independently the relative importance of an NC with respect to the following:
a) pribﬂty to gain an NC;
b) priority to keep an NC;
¢) priority of data on the NC.

NC priority QOS-parameters a) and b) together define the order in which NCs are to be broken to recover resources if
necessary. The NS provider is required to accept new requests for NCs with a high priority type a) if it can, even if
NCs with a lower priority type b) have to be released to do so. " Documents
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