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Abstract: The medium access control (MAC) and physical characteristics for wireless local area
networks (LANSs) are specified in this standard, part of a series of standards for local and metropol-
itan area networks. The medium access control unit in this standard is designed to support physi-
cal layer units as they may be adopted dependent on the availability of spectrum. This standard
contains three physical layer units: two radio units, both operating in the 2400-2500 MHz band,
and one baseband infrared unit. One radio unit employes the frequency-hopping spread spectrum
technique, and the other employs the direct sequence spread spectrum technique.
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International Standard ISO/IEC 8802-11:1999(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are circulated to
national bodies for voting. Publication as an International Standard requires approval by at least 75 % of
the national bodies casting a vote.

International Standard ISO/IEC 8802-11 was prepared by Joint Technical Committee ISO/IEC JTC 1,
Information technologySubcommittee SC 6lelecommunications and information exchange between
systems

ISO/IEC 8802 consists of the following parts, under the general ltiflermation technology —
Telecommunications and information exchange between systems — Local and metropolitan area
networks — Specific requirements

— Part 1: Overview of Local Area Network Standards
— Part 2: Logical link control

— Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

— Part 4: Token-passing bus access method and physical layer specifications

— Part 5: Token ring access method and physical layer specifications

— Part 6: Distributed Queue Dual Bus (DQDB) access method and physical layer specifications
— Part 7: Slotted ring access method and physical layer specification

— Part 9: Integrated Services (IS) LAN Interface at the Medium Access Control (MAC) and Physical
(PHY) Layers

— Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications
— Part 12: Demand-Priority access method, physical layer and repeater specifications

Annexes A, C and D form a normative part of this part of ISO/IEC 8802. Annexes B and E are for
information only.
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Foreword to International Standard ISO/IEC 8802-11: 1999

This International Standard is part of a family of International Standards for Local and Metropolitan Area
Networks. The relationship between this International Standard, which provides extensions to the behavior
of ISO/IEC 10038, and the other members of the family is shown below. (The numbersin the figure refer to
| SO/IEC Standard numbers.)

| 8802-1 Overview |

| 8802-2 Logical Link Control |

Data
8802-3 8802-4 8802-5 8802-6 8802-9 8802-11 8802-12 Link

Medium Medium Medium Medium Medium Medium Medium Layer
Access Access Access Access Access Access Access

8802-3 8802-4 8802-5 8802-6 8802-9 | |8802-11| |8802-12| Physical
Physical | | Physical | |Physical | |Physical| |Physical| |Physical| |[Physical Layer

This family of International Standards deals with the Physical and Data Link layers as defined by the 1SO
Open Systems Interconnection (OSl) Basic Reference Model (ISO/IEC 7498-1: 1994). The access standards
define seven types of medium access technologies and associated physical media, each appropriate for
particular applications or system objectives. Other types are under investigation.

The International Standards defining the access technologies are as follows:

a) ISO/IEC 8802-3, utilizing carrier sense multiple access with collision detection (CSMA/CD) as the
access method.

b) ISO/IEC 8802-4, utilizing token passing bus as the access method.

c) ISO/EC 8802-5, utilizing token passing ring as the access method.

d) ISO/IEC 8802-6, utilizing distributed queuing dual bus as the access method.

e) ISO/IEC 8802-9, a unified access method offering integrated services for backbone networks.

f)  ISO/IEC 8802-11, a wireless LAN utilizing carrier sense multiple access with collision avoidance
(CSMA/CA) as the access method.

g) ISO/IEC 8802-12, utilizing Demand Priority as the access method.

ISO/IEC TR 8802-1, Overview of Local Area Network Standards, provides an overview of the series of 1SO/
|EC 8802 standards.

ISO/IEC 8802-2, Logical Link Control, is used in conjunction with the medium access standards to provide
the data link layer service to network layer protocols.

ISO/IEC 15802-1, Medium Access Control (MAC) service definition, specifies the characteristics of the
common MAC Service provided by all IEEE 802 LAN MACs. The serviceis defined in terms of primitives
that can be passed between peer service users, their parameters, their interrelationship and valid sequences,
and the associated events of the service.

ISO/IEC 15802-2, LAN/MAN Management, defines an OSI management-compatible architecture, and
services and protocol elements for usein aLAN/MAN environment for performing remote management.

ISO/IEC 10038, Media Access Control (MAC) bridges, specifiesan architecture and protocol for the intercon-
nection of |EEE 802 LANsbelow thelevel of thelogical link control protocol (to be renumbered 15802-3).

ISO/IEC 15802-4, System Load Protocol, specifies a set of services and protocol for those aspects of manage-
ment concerned with the loading of systems on |EEE 802 LANS.

ISO/IEC 15802-5, Remote Media Access Control (MAC) bridging, specifies extensions for the interconnec-
tion, using non-LAN communication technologies, of geographically separated |IEEE 802 LANS below the
level of thelogical link control protocol.
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ANSI/IEEE Std 802.11, 1999 Edition

|EEE Standards documents are developed within the Technical Committees of the IEEE Societies and the
Standards Coordinating Committees of the |EEE Standards Board. Members of the committees serve volun-
tarily and without compensation. They are not necessarily members of the Institute. The standards devel oped
within |EEE represent a consensus of the broad expertise on the subject within the Institute as well as those
activities outside of |EEE that have expressed an interest in participating in the development of the standard.

Use of an |EEE Standard is wholly voluntary. The existence of an |IEEE Standard does not imply that there
are no other waysto produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the |EEE Standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every |EEE Standard is subjected to review at least every five years for
revision or reaffirmation. When a document is more than five years old and has not been reaffirmed, it isrea-
sonable to conclude that its contents, although still of some value, do not wholly reflect the present state of
the art. Users are cautioned to check to determine that they have the latest edition of any |EEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of
text, together with appropriate supporting comments.

Interpretations. Occasionally questions may arise regarding the meaning of portions of standards as they
relate to specific applications. When the need for interpretations is brought to the attention of 1EEE, the
Institute will initiate action to prepare appropriate responses. Since |EEE Standards represent a consensus of
all concerned interests, it isimportant to ensure that any interpretation has also received the concurrence of a
balance of interests. For this reason |EEE and the members of its technical committees are not able to pro-
vide an instant response to interpretation requests except in those cases where the matter has previously
received formal consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, |IEEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may require use of sub-
ject matter covered by patent rights. By publication of this standard, no position is taken with respect to
the existence or validity of any patent rightsin connection therewith. The | EEE shall not be responsible
for identifying all patents for which a license may be required by an IEEE standard or for conducting
inquiries into the legal validity or scope of those patents that are brought to its attention.

The patent holder has, however, filed a statement of assurance that it will grant a license under these
rights without compensation or under reasonable rates and nondiscriminatory, reasonable terms and
conditions to al applicants desiring to obtain such a license. The |EEE makes no representation as to
the reasonableness of rates and/or terms and conditions of the license agreement offered by the patent
holder. Contact information may be obtained from the | EEE Standards Department.

Authorization to photocopy portions of any individual standard for internal or personal useis granted by the
Ingtitute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Cus-
tomer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; (978) 750-8400. Permission to photocopy
portions of any individual standard for educational classroom use can aso be obtained through the Copy-
right Clearance Center.
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Introduction to ANSI/IEEE Std 802.11, 1999 Edition

(Thisintroduction is not a part of ANSI/IEEE Std 802.11, 1999 Edition or of 1SO/IEC 8802-11: 1999, but is included for information
purpose only.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
|EEE standard numbers.)
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* Formerly IEEE Std 802.1A.

Thisfamily of standards deal swith the Physical and Data L ink layersas defined by the International Organiza-
tion for Standardization (1SO) Open Systems Interconnection (OSI) Basic Reference Model (ISO/IEC 7498-
1: 1994). The access standards define seven types of medium access technologies and associated physical
media, each appropriatefor particul ar applications or system objectives. Other typesare under investigation.

The standards defining the access technologies are as follows:

|EEE Std 802 Overview and Architecture. This standard provides an overview to the family
of |[EEE 802 Standards.

 ANSI/IEEE Std 802.1B LAN/MAN Management. Defines an OSI management-compatible architec-

and 802.1k ture, and services and protocol elementsfor useinaLAN/MAN environment
[ISO/IEC 15802-2] for performing remote management.
* ANSI/IEEE Std 802.1D  Media Access Control (MAC) Bridges. Specifies an architecture and protocol
[ISO/IEC 15802-3] for the interconnection of |EEE 802 LANS below the MAC service boundary.
 ANSI/IEEE Std 802.1E  System Load Protocol. Specifies a set of services and protocol for those
[ISO/IEC 15802-4] aspects of management concerned with the loading of systems on |EEE 802
LANSs.
» |EEE Std 802.1F Common Definitions and Procedures for |EEE 802 Management Information
 ANSI/IEEE Std 802.1G  Remote Media Access Control (MAC) Bridging. Specifies extensions for the
[ISO/IEC 15802-5] interconnection, using non-LAN communication technologies, of geographi-
cally separated |EEE 802 LANSs below the level of the logical link control
protocol.

e ANSI/IEEE Std 802.2 Logical Link Control
[ISO/IEC 8802-2]
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» ANSI/IEEE Std 802.3 CSMA/CD Access Method and Physical Layer Specifications
[ISO/IEC 8802-3]

* ANSI/IEEE Std 802.4 Token Passing Bus Access Method and Physical Layer Specifications
[ISO/IEC 8802-4]

» ANSI/IEEE Std 802.5 Token Ring Access Method and Physical Layer Specifications
[ISO/IEC 8802-5]

» ANSI/IEEE Std 802.6 Distributed Queue Dual Bus Access Method and Physical Layer Specifica-
[ISO/IEC 8802-6] tions

» ANSI/IEEE Std 802.9 Integrated Services (1S) LAN Interface at the Medium Access Control (MAC)
[ISO/IEC 8802-9] and Physical (PHY) Layers

* ANSI/IEEE Std 802.10  Interoperable LAN/MAN Security

» |EEE Std 802.11 Wireless LAN Medium Access Control (MAC) and Physical Layer Specifi-
[ISO/IEC DIS8802-11] cations

 ANSI/IEEE Std 802.12  Demand Priority Access Method, Physical Layer and Repeater Specifica-
[ISO/IEC DIS8802-12] tions

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

* |EEE Std 802.7 |EEE Recommended Practice for Broadband Local Area Networks

The following additional working group has authorized standards projects under devel opment:

+ |EEE 802.14 Sandard Protocol for Cable-TV Based Broadband Communication Network

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3.

ANSVI/IEEE Std 802.11, 1999 Edition [ISO/IEC 8802-11: 1999]

This standard is arevision of IEEE Std 802.11-1997. The Management Information Base according to OSl
rules has been removed, many redundant management items have been removed, and Annex D has been
completed with the Management Information Base according to SNMP. Minor changes have been made
throughout the document.

This standard defines the protocol and compatible interconnection of data communication equipment viathe
“air”, radio or infrared, in alocal area network (LAN) using the carrier sense multiple access protocol with
collision avoidance (CSMA/CA) medium sharing mechanism. The medium access control (MAC) supports
operation under control of an access point as well as between independent stations. The protocol includes
authentication, association, and reassociation services, an optional encryption/decryption procedure, power
management to reduce power consumption in mobile stations, and a point coordination function for time-
bounded transfer of data. The standard includes the definition of the management information base (MIB)
using Abstract Syntax Notation 1 (ASN.1) and specifiesthe MAC protocol in aformal way, using the Speci-
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fication and Description Language (SDL). Both ASN.1 and SDL source code have been added on a floppy
diskette.

The infrared implementation of the PHY supports 1 Mbit/s data rate with an optional 2 Mbit/s extension.
The radio implementations of the PHY specify either a frequency-hopping spread spectrum (FHSS)
supporting 1 Mbit/s and an optional 2 Mbit/s data rate or a direct sequence spread spectrum (DSSS)
supporting both 1 and 2 Mbit/s data rates.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
possible errors, and to incorporate new related material. Information on the current revision state of this and
other |EEE 802 standards may be obtained from

Secretary, |EEE Standards Board
445 Hoes Lane
PO. Box 1331
Piscataway, NJ 08855-1331 USA
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Information technology—

Telecommunications and information exchange
between systems—

Local and metropolitan area networks—
Specific requirements—

Part 11: Wireless LAN Medium Access
Control (MAC) and Physical Layer
(PHY) specifications

1. Overview

1.1 Scope

The scope of this standard is to devel op a medium access control (MAC) and physical layer (PHY') specifica-
tion for wireless connectivity for fixed, portable, and moving stations within alocal area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity to automatic machinery, equipment, or sta-
tions that require rapid deployment, which may be portable or hand-held, or which may be mounted on mov-
ing vehicles within alocal area. This standard also offers regulatory bodies a means of standardizing access
to one or more frequency bands for the purpose of local area communication.

Specifically, this standard

—  Describes the functions and services required by an IEEE 802.11 compliant device to operate within
ad hoc and infrastructure networks as well as the aspects of station mobility (transition) within those
networks.

— Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery
services.

— Defines several PHY signaling techniques and interface functions that are controlled by the IEEE
802.11 MAC.

— Permits the operation of an IEEE 802.11 conformant device within a wireless local area network
(LAN) that may coexist with multiple overlapping |EEE 802.11 wireless LANS.

—  Describes the requirements and procedures to provide privacy of user information being transferred
over the wireless medium (WM) and authentication of |EEE 802.11 conformant devices.
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2. Normative references

The following standards contain provisions which, through references in this text, constitute provisions of
this standard. At the time of publication, the editions indicated were valid. All standards are subject to revi-
sion, and parties to agreements based on this standard are encouraged to investigate the possibility of apply-
ing the most recent editions of the standards listed below.

|IEEE Std 802-1990, |IEEE Standards for Local and Metropolitan Area Networks: Overview and Architec-
ture.

IEEE Std C95.1-1991 (Reaff 1997), |IEEE Standard Safety Levels with Respect to Human Exposure to
Radio Frequency Electromagnetic Fields, 3 kHz to 300 GHz.

| SO/IEC 7498-1: 1994, Information technology—Open Systems Interconnection—Basic Reference Model:
The Basic Model 2

ISO/IEC 8802-2: 1998, Information technol ogy—Telecommunications and information exchange between
systems—L ocal and metropolitan area networks—Specific requirements—Part 2: Logical link control.

ISO/IEC 8824-1: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8824-2: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Information
object specification.

I SO/IEC 8824-3: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Constraint speci-
fication.

| SO/IEC 8824-4: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Parameterization
of ASN.1 specifications.

ISO/IEC 8825-1: 1995, Information technology—ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

| SO/IEC 8825-2: 1996, Information technology—A SN.1 encoding rules: Specification of Packed Encoding
Rules (PER).

|SO/IEC 15802-1: 1995, Information technol ogy—Telecommunications and information exchange between
systems—L ocal and metropolitan area networks—Common specifications—Part 1: Medium Access Control
(MAC) service definition.

ITU Radio Regulations, volumes 1-4.3

ITU-T Recommendation X.210 (11/93), Information technology—Open systems interconnection—Basic
Reference Model: Conventions for the definition of OSI services (common text with 1SO/IEC).

ITU-T Recommendation Z.100 (03/93), CCITT specification and description language (SDL).

ITU-T Recommendation Z.105 (03/95), SDL combined with ASN.1 (SDL/ASN.1).

LEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, PO. Box 1331, Piscataway,
NJ 08855-1331, USA (http://www.standards.ieee.org/).

21SO and ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve
20, Switzerland/Suisse (http://www.iso.ch/). They are also available in the United States from the Sales Department, American National
Standards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).

3ITU-T publications are available from the International Telecommunications Union, Place des Nations, CH-1211, Geneva 20, Switzer-
land/Suisse (http://www.itu.int/). They are also available in the United States from the U.S. Department of Commerce, Technology
Administration, National Technica Information Service (NTIS), Springfield, VA 22161, USA.
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3. Definitions
3.1 access control: The prevention of unauthorized usage of resources.

3.2 access point (AP): Any entity that has station functionality and provides access to the distribution ser-
vices, viathe wireless medium (WM) for associated stations.

3.3 ad hoc network: A network composed solely of stations within mutual communication range of each
other via the wireless medium (WM). An ad hoc network is typically created in a spontaneous manner. The
principal distinguishing characteristic of an ad hoc network isits limited temporal and spatial extent. These
limitations allow the act of creating and dissolving the ad hoc network to be sufficiently straightforward and
convenient so asto be achievable by nontechnical users of the network facilities; i.e., no specialized “techni-
cal skills’ are required and little or no investment of time or additional resourcesis required beyond the sta-
tions that are to participate in the ad hoc network. The term ad hoc is often used as slang to refer to an
independent basic service set (IBSS).

3.4 association: The service used to establish access point/station (AP/STA) mapping and enable STA invo-
cation of the distribution system services (DSSs).

3.5 authentication: The service used to establish the identity of one station as a member of the set of sta-
tions authorized to associate with another station.

3.6 basic servicearea (BSA): The conceptual area within which members of a basic service set (BSS) may
communicate.

3.7 basic service set (BSS): A set of stations controlled by a single coordination function.

3.8 basic service set (BSS) basic rate set: The set of data transfer ratesthat all the stationsin aBSS will be
capable of using to receive frames from the wireless medium (WM). The BSS basic rate set data rates are
preset for all stationsin the BSS.

3.9 broadcast address: A unique multicast address that specifies all stations.

3.10 channél: An instance of medium use for the purpose of passing protocol data units (PDUs) that may be
used simultaneously, in the same volume of space, with other instances of medium use (on other channels)
by other instances of the same physical layer (PHY), with an acceptably low frame error ratio due to mutual
interference. Some PHY s provide only one channel, whereas others provide multiple channels. Examples of
channel types are as shown in the following table:

Single channel n-channel
Narrowband radio-frequency (RF) channel Frequency division multiplexed channels
Baseband infrared Direct sequence spread spectrum (DSSS) with code divi-
sion multiple access

3.11 clear channel assessment (CCA) function: That logica function in the physical layer (PHY) that
determines the current state of use of the wireless medium (WM).

3.12 confidentiality: The property of information that is not made available or disclosed to unauthorized
individuals, entities, or processes.
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3.13 coordination function: The logical function that determines when a station operating within a basic
service set (BSS) is permitted to transmit and may be able to receive protocol data units (PDUSs) viathe wire-
less medium (WM). The coordination function within a BSS may have one point coordination function
(PCF) and will have one distributed coordination function (DCF).

3.14 coordination function pollable: A station able to (1) respond to a coordination function poll with a
dataframe, if such aframeis queued and able to be generated, and (2) interpret acknowledgments in frames
sent to or from the point coordinator.

3.15 deauthentication: The service that voids an existing authentication relationship.
3.16 directed address: See: unicast frame.
3.17 disassociation: The service that removes an existing association.

3.18 distributed coordination function (DCF): A class of coordination function where the same coordination
function logic is active in every station in the basic service set (BSS) whenever the network isin operation.

3.19 distribution: The service that, by using association information, delivers medium access control
(MAC) service data units (M SDUs) within the distribution system (DS).

3.20 distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and inte-
grated local area networks (LANS) to create an extended service set (ESS).

3.21 distribution system medium (DSM): The medium or set of media used by a distribution system (DS)
for communications between access points (APs) and portals of an extended service set (ESS).

3.22 distribution system service (DSS): The set of services provided by the distribution system (DS) that
enable the medium access control (MAC) to transport MAC service data units (MSDUSs) between stations
that are not in direct communication with each other over a single instance of the wireless medium (WM).
These services include transport of MSDUSs between the access points (APs) of basic service sets (BSSs)
within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS, and
transport of MSDUSs between stations in the same BSS in cases where the MSDU has a multicast or broad-
cast destination address or where the destination is an individual address, but the station sending the MSDU
chooses to involve DSS. DSSs are provided between pairs of IEEE 802.11 MACs.

3.23 extended rate set (ERS): The set of data transfer rates supported by a station (if any) beyond the
extended service set (ESS) basic rate set. This set may include data transfer rates that will be defined in
future physical layer (PHY) standards.

3.24 extended service area (ESA): The conceptual area within which members of an extended service set
(ESS) may communicate. An ESA islarger than or equal to abasic service area (BSA) and may involve sev-
era basic service sets (BSSs) in overlapping, digointed, or both configurations.

3.25 extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) and inte-
grated local areanetworks (LANS) that appears as asingle BSS to the logical link control layer at any station
associated with one of those BSSs.

3.26 Gaussian frequency shift keying (GFSK): A modulation scheme in which the dataisfirst filtered by a
Gaussian filter in the baseband and then modulated with a simple frequency modulation.

3.27 independent basic service set (IBSS): A BSS that forms a self-contained network, and in which no
access to a distribution system (DS) is available.
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3.28 infrastructure: The infrastructure includes the distribution system medium (DSM), access point (AP),
and portal entities. It is also the logical location of distribution and integration service functions of an
extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition
to the distribution system (DS).

3.29 integration: The service that enables delivery of medium access control (MAC) service data units
(MSDUSs) between the distribution system (DS) and an existing, non-IEEE 802.11 local area network (viaa
portal).

3.30 medium access control (MAC) management protocol data unit (MMPDU): The unit of data
exchanged between two peer MAC entities to implement the MAC management protocol.

3.31 medium access control (MAC) protocol data unit (MPDU): The unit of data exchanged between two
peer MAC entities using the services of the physical layer (PHY).

3.32 medium access control (MAC) service data unit (M SDU): Information that is delivered as a unit
between MAC service access points (SAPS).

3.33 minimally conformant network: An IEEE 802.11 network in which two stationsin a single basic ser-
vice area (BSA) are conformant with |SO/IEC 8802-11: 1999.

3.34 mobile station: A type of station that uses network communications while in motion.

3.35 multicast: A medium access control (MAC) address that has the group bit set. A multicast MAC ser-
vice data unit (MSDU) is one with a multicast destination address. A multicast MAC protocol data unit
(MPDU) or control frame is one with amulticast receiver address.

3.36 network allocation vector (NAV): An indicator, maintained by each station, of time periods when
transmission onto the wireless medium (WM) will not be initiated by the station whether or not the station’s
clear channel assessment (CCA) function senses that the WM is busy.

3.37 point coordination function (PCF): A class of possible coordination functions in which the coordina-
tion function logic is active in only one station in abasic service set (BSS) at any given time that the network
isin operation.

3.38 portable station: A type of station that may be moved from location to location, but that only uses net-
work communications while at afixed location.

3.39 portal: The logical point at which medium access control (MAC) service data units (MSDUs) from a
non-lEEE 802.11 local area network (LAN) enter the distribution system (DS) of an extended service set
(ESS).

3.40 privacy: The service used to prevent the content of messages from being read by other than the
intended recipients.

3.41 reassociation: The service that enables an established association [between access point (AP) and sta-
tion (STA)] to be transferred from one AP to another (or the same) AP.

3.42 station (STA): Any device that contains an IEEE 802.11 conformant medium access control (MAC)
and physical layer (PHY) interface to the wireless medium (WM).

3.43 station basic rate: A datatransfer rate belonging to the extended service set (ESS) basic rate set that is
used by a station for specific transmissions. The station basic rate may change dynamically as frequently as
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each medium access control (MAC) protocol data unit (MPDU) transmission attempt, based on local consid-
erations at that station.

3.44 station service (SS): The set of services that support transport of medium access control (MAC) ser-
vice data units (MSDUSs) between stations within a basic service set (BSS).

3.45timeunit (TU): A measurement of time equal to 1024 ps.

3.46 unauthorized disclosure: The process of making information available to unauthorized individuals,
entities, or processes.

3.47 unauthorized resource use: Use of aresource not consistent with the defined security policy.

3.48 unicast frame: A frame that is addressed to a single recipient, not a broadcast or multicast frame. Syn:
directed address.

3.49 wired equivalent privacy (WEP): The optional cryptographic confidentiality algorithm specified by
IEEE 802.11 used to provide data confidentiality that is subjectively equivalent to the confidentiality of a
wired local areanetwork (LAN) medium that does not employ cryptographic techniques to enhance privacy.

3.50 wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUS)
between peer physical layer (PHY) entities of awirelesslocal area network (LAN).

4. Abbreviations and acronyms

ACK acknowledgment
AID association identifier
AP access point
ATIM announcement traffic indication message
BSA basic service area
BSS basic service set
BSSID basic service set identification
CCA clear channel assessment
CF contention free
CFP contention-free period
CID connection identifier
CP contention period
CRC cyclic redundancy code
Cs carrier sense
CTS clear to send
Ccw contention window
DA destination address
DBPSK differential binary phase shift keying
DCE data communi cation equipment
DCF distributed coordination function
DCLA direct current level adjustment
DIFS distributed (coordination function) interframe space
DLL datalink layer
Dp desensitization
DQPSK differential quadrature phase shift keying
DS distribution system
DSAP destination service access point
DSM distribution system medium
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DSS
DSSS
DTIM
ED
EIFS
EIRP
ERS
ESA
ESS
FC
FCS
FER
FH
FHSS
FIFO
GFSK
IBSS
ICV
IDU
IFS
IMp
IR
ISM
v
LAN
LLC
LME
LRC
Ish
MAC
MDF
MIB
MLME
MMPDU
MPDU
msb
MSDU
N/A
NAV

PCF
PDU

PHY
PHY-SAP
PIFS
PLCP
PLME
PMD
PMD-SAP
PN

PPDU
ppm

PPM
PRNG

distribution system service

direct sequence spread spectrum
delivery traffic indication message
energy detection

extended interframe space
equivalent isotropically radiated power
extended rate set

extended service area

extended service set

frame control

frame check segquence

frame error ratio

frequency hopping
frequency-hopping spread spectrum
firstinfirst out

Gaussian frequency shift keying
independent basic service set
integrity check value

interface data unit

interframe space

intermodul ation protection

infrared

industrial, scientific, and medical
initialization vector

local area network

logical link control

layer management entity

long retry count

least significant bit

medium access control
management-defined field
management information base
MAC sublayer management entity
MAC management protocol data unit
MAC protocol data unit

most significant bit

MAC service data unit

not applicable

network allocation vector

point coordinator

point coordination function
protocol data unit

physical (layer)

physical layer service access point
point (coordination function) interframe space
physical layer convergence protocol
physical layer management entity
physical medium dependent
physical medium dependent service access point
pseudo-noise (code sequence)

PL CP protocol data unit

parts per million

pul se position modulation
pseudo-random number generator
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PS
PSDU
RA
RF
RSSI
RTS
RX
SA
SAP
SbuU
SFD
SIFS
SLRC
SME
SMT

SRC

SSAP
SSID
SSRC
STA
TA
TBTT
TIM
TSF
TU
X
TXE
UCT
WAN
WDM
WDS
WEP
WM

power save (mode)

PLCP SDU

receiver address

radio frequency

received signal strength indication
request to send

receive or receiver

source address

service access point
service data unit

start frame delimiter

short interframe space
station long retry count
station management entity
station management

signal quality (PN code correlation strength)

short retry count

station service

source service access point
service set identifier

station short retry count

station

transmitter address

target beacon transmission time
traffic indication map

timing synchronization function
time unit

transmit or transmitter

transmit enable

unconditional transition

wide area network

wireless distribution media
wireless distribution system
wired equivalent privacy
wireless medium
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5. General description

5.1 General description of the architecture

This subclause presents the concepts and terminology used within the ISO/IEC 8802-11: 1999 document
(referred to throughout the text as IEEE 802.11). Specific terms are defined in Clause 3. Illustrations convey
key 1EEE 802.11 concepts and the interrel ationships of the architectural components. IEEE 802.11 uses an
architecture to describe functional components of an IEEE 802.11 LAN. The architectural descriptions are
not intended to represent any specific physical implementation of IEEE 802.11.

5.1.1 How wireless LAN systems are different

Wireless networks have fundamental characteristics that make them significantly different from traditional
wired LANSs. Some countriesimpose specific requirements for radio equipment in addition to those specified
in this standard.

5.1.1.1 Destination address does not equal destination location

In wired LANS, an address is equivalent to a physical location. This is implicitly assumed in the design of
wired LANSs. In |[EEE 802.11, the addressable unit is a station (STA). The STA is a message destination, but
not (in general) afixed location.

5.1.1.2 The media impact the design

The physical layers used in |[EEE 802.11 are fundamentally different from wired media. Thus IEEE 802.11
PHYs

a) Useamedium that has neither absolute nor readily observable boundaries outside of which stations
with conformant PHY transceivers are known to be unable to receive network frames.

b)  Areunprotected from outside signals.

¢) Communicate over amedium significantly less reliable than wired PHY's.

d) Havedynamic topologies.

€) Lack full connectivity, and therefore the assumption normally made that every STA can hear every
other STA isinvalid (i.e., STAs may be “hidden” from each other).

f)  Havetime-varying and asymmetric propagation properties.

Because of limitations on wireless PHY ranges, wireless LANs intended to cover reasonable geographic dis-
tances may be built from basic coverage building blocks.

5.1.1.3The impact of handling mobile stations

One of the requirements of IEEE 802.11 is to handle mobile as well as portable stations. A portable station
isonethat is moved from location to location, but that is only used while at a fixed location. Mobile stations
actually accessthe LAN while in motion.

For technical reasons, it is not sufficient to handle only portable stations. Propagation effects blur the distinc-
tion between portable and mobile stations; stationary stations often appear to be mobile due to propagation
effects.

Another aspect of mobile stations is that they may often be battery powered. Hence power management is an
important consideration. For example, it cannot be presumed that a station’s receiver will always be powered on.
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5.1.1.4 Interaction with other IEEE 802 layers

IEEE 802.11 is required to appear to higher layers[logical link control (LLC)] as a current style IEEE 802
LAN. Thisrequiresthat the IEEE 802.11 network handle station mobility within the MAC sublayer. To meet
reliability assumptions (that LLC makes about lower layers), it is necessary for IEEE 802.11 to incorporate
functionality that is untraditional for MAC sublayers.

5.2 Components of the IEEE 802.11 architecture

The |EEE 802.11 architecture consists of several components that interact to provide a wireless LAN that
supports station mobility transparently to upper layers.

The basic service set (BSS) is the basic building block of an IEEE 802.11 LAN. Figure 1 shows two BSSs,
each of which has two stations that are members of the BSS.

It isuseful to think of the ovals used to depict a BSS as the coverage area within which the member stations
of the BSS may remain in communication. (The concept of area, while not precise, is often good enough.) If
a station moves out of its BSS, it can no longer directly communicate with other members of the BSS.

BSS 1 802.11 Components

Figure 1—Basic service sets

5.2.1 The independent BSS as an ad hoc network

The independent BSS (IBSS) is the most basic type of IEEE 802.11 LAN. A minimum |EEE 802.11 LAN
may consist of only two stations.

Figure 1 shows two IBSSs. This mode of operation is possible when |IEEE 802.11 stations are able to com-
municate directly. Because this type of IEEE 802.11 LAN is often formed without pre-planning, for only as
long asthe LAN is needed, this type of operation is often referred to as an ad hoc network.

5.2.1.1 STA to BSS association is dynamic

The association between a STA and aBSS is dynamic (STAs turn on, turn off, come within range, and go out
of range). To become a member of an infrastructure BSS, a station shall become “associated.” These associ-
ations are dynamic and involve the use of the distribution system service (DSS), which is described in 5.3.2.
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5.2.2 Distribution system concepts

PHY limitations determine the direct station-to-station distance that may be supported. For some networks
this distance is sufficient; for other networks, increased coverage is required.

Instead of existing independently, a BSS may also form a component of an extended form of network that is
built with multiple BSSs. The architectural component used to interconnect BSSs is the distribution system
(DS).

|EEE 802.11 logically separates the wireless medium (WM) from the distribution system medium (DSM).
Each logical medium is used for different purposes, by a different component of the architecture. The IEEE
802.11 definitions neither preclude, nor demand, that the multiple media be either the same or different.

Recognizing that the multiple media are logically different is key to understanding the flexibility of the
architecture. The IEEE 802.11 LAN architecture is specified independently of the physical characteristics of
any specific implementation.

The DS enables mobile device support by providing the logical services necessary to handle address to des-
tination mapping and seamless integration of multiple BSSs.

An access point (AP) isa STA that provides access to the DS by providing DS services in addition to acting
asaSTA.

Figure 2 adds the DS and AP components to the IEEE 802.11 architecture picture.

BSS 1 802.11 Components
STA1
STA2
— | AP
DS
AP |
STA3
STA4
BSS 2

Figure 2—Distribution systems and access points

Data move between a BSS and the DS viaan AP. Note that all APs are also STAS; thus they are addressable
entities. The addresses used by an AP for communication on the WM and on the DSM are not necessarily the
same.

5.2.2.1 Extended service set (ESS): The large coverage network

The DS and BSSs allow IEEE 802.11 to create a wireless network of arbitrary size and complexity. IEEE
802.11 refersto thistype of network as the extended service set network.
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The key concept is that the ESS network appears the same to an LLC layer as an IBSS network. Stations
within an ESS may communicate and mobile stations may move from one BSS to another (within the same
ESS) transparently to LLC.

Nothing is assumed by |IEEE 802.11 about the relative physical locations of the BSSsin Figure 3.

BSS 1 802.11 Componentsﬁ

T ESS

AP

DS

Figure 3—Extended service set

All of the following are possible:

@) The BSSs may partialy overlap. This is commonly used to arrange contiguous coverage within a
physical volume.

b) TheBSSs could be physically disjointed. Logically thereis no limit to the distance between BSSs.
¢) TheBSSsmay be physically collocated. This may be done to provide redundancy.

d) One (or more) IBSS or ESS networks may be physically present in the same space as one (or more)
ESS networks. This may arise for anumber of reasons. Two of the most common are when an ad hoc
network is operating in a location that also has an ESS network, and when physically overlapping
|EEE 802.11 networks have been set up by different organizations.

5.2.3 Area concepts

For wireless PHY s, well-defined coverage areas simply do not exist. Propagation characteristics are dynamic
and unpredictable. Small changes in position or direction may result in dramatic differences in signal
strength. Similar effects occur whether a STA is stationary or mobile (as moving objects may impact station-
to-station propagation).

Figure 4 shows asignal strength map for a simple square room with a standard metal desk and an open door-
way. Figure 4 is a static snapshot; the propagation patterns change dynamically as stations and objectsin the
environment move. In Figure 4 the dark (solid) blocks in the lower left are a metal desk and thereis a door-
way at the top right of the figure. The figure indicates relative differences in field strength with different
intensities and indicates the variability of field strength even in a static environment.

While the architecture diagrams show sharp boundaries for BSSs, thisis an artifact of the pictoria represen-
tation, not a physical reality. Since dynamic three-dimensional field strength pictures are difficult to draw,
well-defined shapes are used by |EEE 802.11 architectural diagrams to represent the coverage of a BSS.
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Figure 4—A representative signal intensity map

Further description difficulties arise when attempting to describe collocated coverage areas. Consider Fig-
ure 5, inwhich STA 6 could belong to BSS 2 or BSS 3.

BSS 1
STA1

802.11 Components

Figure 5—Collocated coverage areas

While the concept of sets of stationsis correct, it is often convenient to talk about areas. For many topics the
concept of areais sufficient. Volume is a more precise term than area, though still not technically correct. For

historical reasons and convenience, this standard uses the common term area.
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5.2.4 Integration with wired LANs

To integrate the |EEE 802.11 architecture with atraditional wired LAN, afinal logical architectural compo-
nent isintroduced—a portal.

A portal is the logical point at which MSDUs from an integrated non-lEEE 802.11 LAN enter the |IEEE
802.11 DS. For example, a portal is shown in Figure 6 connecting to awired |EEE 802 LAN.

BSS 1 802.11 Components
STA1
STA?2
— | AP
DS
| JP\ T
802.xLAN_____| Portal STA3

STA4
BSS 2

Figure 6—Connecting to other IEEE 802 LANs

All data from non-IEEE 802.11 LANS enter the IEEE 802.11 architecture via a portal. The portal provides
logical integration between the |EEE 802.11 architecture and existing wired LANS. It is possible for one
device to offer both the functions of an AP and a portal; this could be the case when a DS is implemented
from IEEE 802 LAN components.

In IEEE 802.11, the ESS architecture (APs and the DS) provides traffic segmentation and range extension.
Logical connections between |EEE 802.11 and other LANS are via the portal. Portals connect between the
DSM and the LAN medium that isto be integrated.

5.3 Logical service interfaces

The |IEEE 802.11 architecture allows for the possibility that the DS may not be identical to an existing wired
LAN. A DS may be created from many different technologies including current IEEE 802 wired LANS.
|EEE 802.11 does not constrain the DS to be either data link or network layer based. Nor does |EEE 802.11
constrain a DS to be either centralized or distributed in nature.

|EEE 802.11 explicitly does not specify the details of DS implementations. Instead, |EEE 802.11 specifies
services. The services are associated with different components of the architecture. There are two categories
of IEEE 802.11 service—the station service (SS) and the distribution system service (DSS). Both categories
of service are used by the IEEE 802.11 MAC sublayer.
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The complete set of IEEE 802.11 architectural services are as follows:

a) Authentication
b)  Association

¢) Deauthentication
d) Disassociation

e) Digtribution

f)  Integration

g) Privacy

h)  Reassociation

i) MSDU delivery

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition

This set of servicesis divided into two groups: those that are part of every STA, and those that are part of a

DS.

5.3.1 Station service (SS)

The service provided by stations is known as the station service.

The SSispresent in every |EEE 802.11 station (including APs, as APs include station functionality). The SS
is specified for use by MAC sublayer entities. All conformant stations provide SS.

The SSisasfollows:

a) Authentication
b) Deauthentication
c) Privacy

d) MSDU delivery

5.3.2 Distribution system service (DSS)

The service provided by the DS is known as the distribution system service.

These services are represented in the IEEE 802.11 architecture by arrows within the APs, indicating that the
services are used to cross media and address space logical boundaries. Thisis the convenient place to show the
servicesin the picture. The physical embodiment of various services may or may not be within a physical AP,

The DSSs are provided by the DS. They are accessed viaa STA that also provides DSSs. A STA that is pro-

viding accessto DSSisan AP.
The DSSs are as follows:

a) Association

b) Disassociation

c¢) Distribution

d) Integration

€) Reassociation

DSSs are specified for use by MAC sublayer entities.
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Figure 7 combines the components from previous figures with both types of services to show the complete
|EEE 802.11 architecture.

BSS 1

802.11 Components

ESS

802.11 MAC/PHY

SS

DSS {\
802.xLAN Portal

Figure 7—Complete IEEE 802.11 architecture

5.3.3 Multiple logical address spaces

Just as the |IEEE 802.11 architecture allows for the possibility that the WM, DSM, and an integrated wired
LAN may all be different physical media, it also allows for the possibility that each of these components
may be operating within different address spaces. |IEEE 802.11 only uses and specifies the use of the WM
address space.

Each |IEEE 802.11 PHY operates in a single medium—the WM. The IEEE 802.11 MAC operatesin asingle
address space. MAC addresses are used on the WM in the |EEE 802.11 architecture. Therefore, it is unnec-
essary for the standard to explicitly specify that its addresses are “WM addresses.” Thisis assumed through-
out this standard.

IEEE 802.11 has chosen to use the IEEE 802 48-bit address space (see 7.1.3.3.1). Thus IEEE 802.11
addresses are compatible with the address space used by the IEEE 802 LAN family.

The IEEE 802.11 choice of address space implies that for many instantiations of the IEEE 802.11 architec-
ture, the wired LAN MAC address space and the IEEE 802.11 MAC address space may be the same. In
those situations where a DS that uses MAC level |EEE 802 addressing is appropriate, all three of the logical
address spaces used within a system could be identical. While thisis a common case, it is not the only com-
bination allowed by the architecture. The IEEE 802.11 architecture allows for all three logical address
spaces to be distinct.

A multiple address space example is one in which the DS implementation uses network layer addressing. In
this case, the WM address space and the DS address space would be different.

The ability of the architecture to handle multiple logical media and address spaces is key to the ability of
| EEE 802.11 to be independent of the DS implementation and to interface cleanly with network layer mobil-
ity approaches. The implementation of the DSis unspecified and is beyond the scope of this standard.
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5.4 Overview of the services

There are nine services specified by |IEEE 802.11. Six of the services are used to support MSDU delivery
between STAs. Three of the services are used to control IEEE 802.11 LAN access and confidentiality.

This subclause presents the services, an overview of how each service is used, and a description of how each
service relates to other services and the IEEE 802.11 architecture. The services are presented in an order
designed to help build an understanding of the operation of an IEEE 802.11 ESS network. As a result, the
SSs and DSSs are intermixed in order (rather than being grouped by category).

Each of the services is supported by one or more MAC frame types. Some of the services are supported by
MAC management messages and some by MAC data messages. All of the messages gain access to the WM
viathe |EEE 802.11 MAC sublayer medium access method specified in Clause 9.

The IEEE 802.11 MAC sublayer uses three types of messages—data, management, and control (see
Clause 7). The data messages are handled viathe MAC data service path.

MAC management messages are used to support the IEEE 802.11 services and are handled via the MAC
management service data path.

MAC control messages are used to support the delivery of |EEE 802.11 data and management messages.

The examples here assume an ESS network environment. The differences between the ESS and the IBSS
network environments are discussed separately in 5.6.

5.4.1 Distribution of messages within a DS
5.4.1.1 Distribution

Thisis the primary service used by |IEEE 802.11 STAs. It is conceptually invoked by every data message to
or from an |EEE 802.11 STA operating in an ESS (when the frame is sent viathe DS). Distribution isviaa
DSS.

Refer to the ESS network in Figure 7 and consider a data message being sent from STA 1 to STA 4. The
message is sent from STA 1 and received by STA 2 (the “input” AP). The AP gives the message to the distri-
bution service of the DS. It isthe job of the distribution service to deliver the message within the DSin such
away that it arrives at the appropriate DS destination for the intended recipient. In this example, the message
is distributed to STA 3 (the “output” AP) and STA 3 accesses the WM to send the message to STA 4 (the
intended destination).

How the message is distributed within the DS is not specified by |EEE 802.11. All IEEE 802.11 is required
to do isto provide the DS with enough information for the DS to be able to determine the “ output” point that
corresponds to the desired recipient. The necessary information is provided to the DS by the three associa-
tion related services (association, reassociation, and disassociation).

The previous example was a case in which the AP that invoked the distribution service was different from the
AP that received the distributed message. If the message had been intended for a station that was a member
of the same BSS as the sending station, then the “input” and “output” APs for the message would have been
the same.

In either example, the distribution service was logically invoked. Whether the message actually had to
traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.
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While IEEE 802.11 does not specify DS implementations, it does recognize and support the use of the WM
asthe DSM. Thisis specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for details.)

5.4.1.2 Integration

If the distribution service determines that the intended recipient of a message is a member of an integrated
LAN, the “output” point of the DS would be a portal instead of an AP,

Messages that are distributed to a portal cause the DS to invoke the Integration function (conceptually after
the distribution service). The Integration function is responsible for accomplishing whatever is needed to
deliver a message from the DSM to the integrated LAN media (including any required media or address
space trangdlations). Integration isa DSS.

Messages received from an integrated LAN (viaaportal) by the DS for an IEEE 802.11 STA will invoke the
Integration function before the message is distributed by the distribution service.

The details of an Integration function are dependent on a specific DS implementation and are outside the
scope of this standard.

5.4.2 Services that support the distribution service

The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities. The infor-
mation required for the distribution service to operate is provided by the association services. Before a data
message can be handled by the distribution service, a STA shall be “associated.”

To understand the concept of association, it is necessary first to understand the concept of mobility.

5.4.2.1 Mobility types

The three transition types of significance to this standard that describe the mobility of stations within a
network are as follows:

a) No-transition: In thistype, two subclasses that are usually indistinguishable are identified:
1) Static—no motion.
2) Local movement—movement within the PHY range of the communicating STAs [i.e., move-

ment within abasic service area (BSA)].

b) BSS-transtion: This type is defined as a station movement from one BSS in one ESS to another
BSS within the same ESS.

¢) ESStransition: Thistypeis defined as station movement from aBSSin one ESSto aBSSin adif-
ferent ESS. This case is supported only in the sense that the STA may move. Maintenance of upper-
layer connections cannot be guaranteed by |EEE 802.11; in fact, disruption of service is likely to
occur.

The different association services support the different categories of mobility.

5.4.2.2 Association

To deliver a message within a DS, the distribution service needs to know which AP to access for the given
IEEE 802.11 STA. This information is provided to the DS by the concept of association. Association is
necessary, but not sufficient, to support BSS-transition mobility. Association is sufficient to support no-
transition mobility. Association isa DSS.

Before a STA is allowed to send a data message via an AR, it shall first become associated with the AP. The
act of becoming associated invokes the association service, which provides the STA to AP mapping to the
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DS. The DS uses this information to accomplish its message distribution service. How the information
provided by the association service is stored and managed within the DS is not specified by this standard.

At any given instant, a STA may be associated with no more than one AP. This ensures that the DS may
determine a unique answer to the question, “Which AP is serving STA X7 Once an association is
completed, a STA may make full use of aDS (viathe AP) to communicate. Association is always initiated by
the mobile STA, not the AP.

An AP may be associated with many STAs at onetime.

A STA learns what APs are present and then requests to establish an association by invoking the association
service. For details of how a station learns about what APs are present, see 11.1.3.

5.4.2.3 Reassociation

Association is sufficient for no-transition message delivery between |EEE 802.11 stations. Additional func-
tionality is needed to support BSS-transition mobility. The additional required functionality is provided by
the reassociation service. Reassociation isaDSS.

The reassociation service isinvoked to “move” a current association from one AP to another. This keeps the
DS informed of the current mapping between AP and STA as the station moves from BSS to BSS within an
ESS. Reassociation also enables changing association attributes of an established association while the STA
remains associated with the same AP. Reassociation is always initiated by the mobile STA.

5.4.2.4 Disassociation

The disassociation service is invoked whenever an existing association is to be terminated. Disassociation is
aDSS.

In an ESS, this tells the DS to void existing association information. Attempts to send messages viathe DS
to adisassociated STA will be unsuccessful.

The disassociation service may be invoked by either party to an association (non-AP STA or AP). Disassoci-
ation is a notification, not a request. Disassociation cannot be refused by either party to the association.

APs may need to disassociate STAs to enable the AP to be removed from a network for service or for other
reasons.

STAs shall attempt to disassociate whenever they leave a network. However, the MAC protocol does not
depend on STAs invoking the disassociation service. (MAC management is designed to accommodate loss
of an associated STA.)

5.4.3 Access and confidentiality control services

Two services are required for IEEE 802.11 to provide functionality equivalent to that which is inherent to
wired LANS. The design of wired LANS assumes the physical attributes of wire. In particular, wired LAN
design assumes the physically closed and controlled nature of wired media. The physically open medium
nature of an |EEE 802.11 LAN violates those assumptions.

Two services are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions;
authentication and privacy. Authentication is used instead of the wired media physical connection. Privacy is
used to provide the confidential aspects of closed wired media.
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5.4.3.1 Authentication

In wired LANSs, physical security can be used to prevent unauthorized access. Thisisimpractical in wireless
LANSs since they have a medium without precise bounds.

|EEE 802.11 provides the ability to control LAN access via the authentication service. This service is used
by all stations to establish their identity to stations with which they will communicate. Thisis true for both
ESS and IBSS networks. If a mutually acceptable level of authentication has not been established between
two stations, an association shall not be established. Authentication isan SS.

|EEE 802.11 supports several authentication processes. The |[EEE 802.11 authentication mechanism also
allows expansion of the supported authentication schemes. |[EEE 802.11 does not mandate the use of any
particular authentication scheme.

|EEE 802.11 provides link-level authentication between |EEE 802.11 STAs. |EEE 802.11 does not provide
either end-to-end (message origin to message destination) or user-to-user authentication. |IEEE 802.11
authentication is used simply to bring the wireless link up to the assumed physical standards of awired link.
(This use of authentication is independent of any authentication process that may be used in higher levels of
anetwork protocol stack.) If authentication other than that described here is desired, it is recommended that
|EEE Std 802.10-1992 [B3]* be implemented.

If desired, an |EEE 802.11 network may be operated using Open System authentication (see 8.1.1). This
may violate implicit assumptions made by higher network layers. In an Open System, any station may
become authenticated.

|EEE 802.11 also supports Shared Key authentication. Use of this authentication mechanism requiresimple-
mentation of the wired equivalent privacy (WEP) option (see 8.2). In a Shared Key authentication system,
identity is demonstrated by knowledge of a shared, secret, WEP encryption key.

Management information base (MIB) functions are provided to support the standardized authentication
schemes.

|EEE 802.11 requires mutually acceptable, successful, authentication.
A STA may be authenticated with many other STAs at any given instant.
5.4.3.1.1 Preauthentication

Because the authentication process could be time-consuming (depending on the authentication protocol in
use), the authentication service can be invoked independently of the association service.

Preauthentication is typically done by a STA while it is aready associated with an AP (with which it previ-
ously authenticated). IEEE 802.11 does not require that STAs preauthenticate with APs. However, authenti-
cation is required before an association can be established.

If the authentication is left until reassociation time, this may impact the speed with which a STA can reasso-
ciate between APs, limiting BSS-transition mobility performance. The use of preauthentication takes the
authentication service overhead out of the time-critical reassociation process.

“The numbersin brackets correspond to those of the hibliography in Annex E.
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5.4.3.2 Deauthentication

The deauthentication service isinvoked whenever an existing authentication isto be terminated. Deauthenti-
cationisan SS.

In an ESS, since authentication is a prerequisite for association, the act of deauthentication shall cause the
station to be disassociated. The deauthentication service may be invoked by either authenticated party (non-
AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused
by either party. When an AP sends a deauthentication notice to an associated STA, the association shall also
be terminated.

5.4.3.3 Privacy

Inawired LAN, only those stations physically connected to the wire may hear LAN traffic. With awireless
shared medium, this is not the case. Any |EEE 802.11-compliant STA may hear all like-PHY |EEE 802.11
traffic that is within range. Thus the connection of a single wireless link (without privacy) to an existing
wired LAN may seriously degrade the security level of the wired LAN.

To bring the functionality of the wireless LAN up to the level implicit in wired LAN design, IEEE 802.11
provides the ability to encrypt the contents of messages. This functionality is provided by the privacy ser-
vice. Privacy isan SS.

|EEE 802.11 specifies an optional privacy algorithm, WEP, that is designed to satisfy the goal of wired LAN
“equivalent” privacy. The algorithm is not designed for ultimate security but rather to be “at least as secure
asawire” See Clause 8 for more details.

|EEE 802.11 uses the WEP mechanism (see Clause 8) to perform the actual encryption of messages. MIB
functions are provided to support WEP.

Note that privacy may only be invoked for data frames and some Authentication Management frames. All
stationsinitialy start “in the clear” in order to set up the authentication and privacy services.

The default privacy state for all IEEE 802.11 STAsis“inthe clear.” If the privacy service is not invoked, all
messages shall be sent unencrypted. If this default is not acceptable to one party or the other, data frames
shall not be successfully communicated between the LLC entities. Unencrypted data frames received at a
station configured for mandatory privacy, as well as encrypted data frames using a key not available at the
receiving station, are discarded without an indication to LLC (or without indication to distribution services
in the case of “To DS’ frames received at an AP). These frames are acknowledged on the WM [if received
without frame check sequence (FCS) error] to avoid wasting WM bandwidth on retries.

5.5 Relationships between services
A STA keepstwo state variables for each STA with which direct communication viathe WM is needed:

— Authentication state: The values are unauthenticated and authenticated.
— Association state: The values are unassociated and associated.

These two variables create three local states for each remote STA:

— Sate 1: Initial start state, unauthenticated, unassociated.
— Sate 2: Authenticated, not associated.
— Sate 3: Authenticated and associated.
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The relationships between these station state variables and the services are given in Figure 8.

State 1:
l?rlgifel Unauthenticated,
Unassociated -
DeAuthentication
S Notification
Successful DeAuthentication
Authentication Notification
Class 1 &2 - State 2:
Frames Authenticated,
Unassociated
Successful Disassociation
Authentication or Notification
Reassociation
Class 1,2 &3 State 3:
Frames Authenticated,
Associated

Figure 8—Relationship between state variables and services

The current state existing between the source and destination station determines the IEEE 802.11 frame
types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given
by Figure 8 iswith respect to the intended receiving STA. The allowed frame types are grouped into classes
and the classes correspond to the station state. In State 1, only Class 1 frames are allowed. In State 2, either
Class 1 or Class 2 frames are alowed. In State 3, al frames are allowed (Classes 1, 2, and 3). The frame
classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, and 3):
1) Control frames

i) Request to send (RTS)

ii) Cleartosend (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames

i)  Probe request/response

ii) Beacon

iii) Authentication: Successful authentication enables a station to exchange Class 2 frames.
Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the
STA's state to State 1. The STA shall become authenticated again prior to sending Class 2
frames.

v)  Announcement traffic indication message (ATIM)

3) Dataframes
i) Data Dataframeswith frame control (FC) bits“To DS’ and “From DS’ both false.
b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only):
1) Management frames:

i)  Association request/response
—  Successful association enables Class 3 frames.

— Unsuccessful association leaves STA in State 2.

i) Reassociation request/response
— Successful reassociation enables Class 3 frames.
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— Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that
was sent the reassociation message). Reassociation frames shall only be sent if the
sending STA is already associated in the same ESS.

iii) Disassociation

— Disassociation notification when in State 3 changes a Station’s state to State 2. This

station shall become associated again if it wishesto utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is
not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

c¢) Class3frames (if and only if associated; allowed only from within State 3):
1) Dataframes
— Data subtypes. Data frames alowed. That is, either the “To DS’ or “From DS’ FC bits
may be set to true to utilize DSSs.
2) Management frames
— Deauthentication: Deauthentication notification when in State 3 implies disassociation as
well, changing the STA’s state from 3 to 1. The station shall become authenticated again
prior to another association.
3) Control frames
— PS-Pall

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is
authenticated but not associated with STA A, STA A shall send a disassociation frame to STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is
not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

(The use of the word “receive” in this subclause refers to a frame that meets all of the filtering crite-
riaspecified in Clauses 8 and 9.)

5.6 Differences between ESS and IBSS LANs

In 5.2.1 the concept of the IBSS LAN was introduced. It was noted that an IBSS is often used to support an
ad hoc network. In an IBSS network, a STA communicates directly with one or more other STAS.
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Consider the full IEEE 802.11 architecture as shown in Figure 9.

802.11 Components

BSS 1
802.11 MAC/PHY
- - '

STA1=

SS

DSS i
802.xLAN Portal

Figure 9—IEEE 802.11 architecture (again)

An IBSS consists of STAs that are directly connected. Thus there is (by definition) only one BSS. Further,
since there is no physical DS, there cannot be a portal, an integrated wired LAN, or the DSSs. The logical
picture reduces to Figure 10.

802.11 Independent BSS

802.11 MAC/PHY

Figure 10—Logical architecture of an IBSS

Only the minimum two stations are shown in Figure 10. An IBSS may have an arbitrary number of members.
Inan IBSS, only Class 1 and Class 2 frames are allowed since thereisno DSin an IBSS.

The services that apply to an IBSS are the SSs.

5.7 Message information contents that support the services

Each service is supported by one or more |EEE 802.11 messages. Information items are given by name; for
corresponding values, see Clause 7.
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5.7.1 Data
For a STA to send data to another STA, it sends a data message, as shown below:

Data messages

— Message type: Data

— Message subtype: Data

— Information items:
» |EEE source address of message
» |EEE destination address of message
e BSSID

— Direction of message: From STA to STA

5.7.2 Association

For a STA to associate, the association service causes the following messages to occur:

Association request

— Message type: Management

— Message subtype: Association request

— Information items:
» |EEE address of the STA initiating the association
» |EEE address of the AP with which the initiating station will associate
« ESSID

— Direction of message: From STA to AP

Association response

— Message type: Management
— Message subtype: Association response
— Information items:
» Result of the requested association. Thisis an item with values “ successful” and “ unsuccessful .

» If the association is successful, the response shall include the association identifier (AID).
— Direction of message: From AP to STA

5.7.3 Reassociation

For a STA to reassociate, the reassociation service causes the following message to occur:

Reassociation request

— Message type: Management
— Message subtype: Reassociation request
— Information items:
» |EEE address of the STA initiating the reassociation
» |EEE address of the AP with which the initiating station will reassociate

« |EEE address of the AP with which the initiating station is currently associated
e ESSID

— Direction of message:
* From STA to AP (The AP with which the STA is requesting reassociation)
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The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates
MAC reassociation to be independent of the DS implementation.

Reassociation response

— Message type: Management

— Message subtype: Reassociation response

— Information items:
» Result of the requested reassociation. Thisisan item with values “ successful” and “ unsuccessful.”
» If thereassociation is successful, the response shall include the AID.

— Direction of message: From AP to STA

5.7.4 Disassociation

For a STA to terminate an active association, the disassociation service causes the following message to
occur:

Disassociation

— Message type: Management
— Message subtype: Disassociation
— Information items:
» |EEE address of the station that is being disassociated. This shall be the broadcast address in the
case of an AP disassociating with all associated stations.
* |EEE address of the AP with which the station is currently associated.
— Direction of message: From STA to STA (e.g., STA to AP or APto STA)

5.7.5 Privacy

For a STA to invoke the WEP privacy agorithm (as controlled by the related MIB attributes, see Clause 11), the
privacy service causes MPDU encryption and sets the WEP frame header bit appropriately (see Clause 7).

5.7.6 Authentication

For a STA to authenticate with another STA, the authentication service causes one or more authentication
management frames to be exchanged. The exact sequence of frames and their content is dependent on the
authentication scheme invoked. For all authentication schemes, the authentication algorithm is identified
within the management frame body.

In an IBSS environment, either station may be theinitiating STA (STA 1). In an ESS environment, STA 1is
the mobile STA, and STA 2 isthe AP,

Authentication (first frame of sequence)

— Message type: Management
— Message subtype: Authentication
— Information items:
« Authentication algorithm identification
e Station identity assertion
« Authentication transaction sequence number
« Authentication algorithm dependent information
— Direction of message: First frame in the transaction sequence is always from STA 1to STA 2.

Thefirst frame in an authentication sequence shall always be unencrypted.
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Authentication (intermediate sequence frames)

— Message type: Management
— Message subtype: Authentication
— Information items:
» Authentication algorithm identification
« Authentication transaction sequence number
e Authentication algorithm dependent information
— Direction of message:
» Even transaction sequence numbers: From STA 2t0 STA 1
« Odd transaction sequence numbers. From STA 1to STA 2

Authentication (final frame of sequence)

— Message type: Management
— Message subtype: Authentication
— Information items:
« Authentication algorithm identification
« Authentication transaction sequence number
» Authentication algorithm dependent information

e Theresult of the requested authentication. Thisis an item with values “successful” and “unsuc-
cessful.”

— Direction of message: From STA 2t0 STA 1

5.7.7 Deauthentication

For a STA to invalidate an active authentication, the following message is sent:

Deauthentication

— Message type: Management
— Message subtype: Deauthentication
— Information items:
» |EEE address of the STA that is being deauthenticated
» |EEE address of the STA with which the STA is currently authenticated

e This shall be the broadcast address in the case of a STA deauthenticating all STAs currently
authenticated.

— Direction of message: From STA to STA

5.8 Reference model

This standard presents the architectural view, emphasizing the separation of the system into two major parts:
the MAC of the data link layer and the PHY. These layers are intended to correspond closely to the lowest
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layers of the ISO/IEC basic reference model of Open Systems Interconnection (OSl) (ISO/IEC 7498-1:
19945). The layers and sublayers described in this standard are shown in Figure 11.

S
Data Link MAC SAP
L - MAC Sublayer
A MAC Sublayer 4—) Management MLME_SAP
Y Entity
E PHY_SAP MLME_PLME _SAP
L o
Management
Physical Entity
L PLCP Sublayer 4>
¢ PMD_SAP PHY Sublayer
BN EE— Management
E Entity PLME_SAP
R
PMD Sublayer <4+—)

Figure 11—Portion of the ISO/IEC basic reference model covered in this standard

5 nformation on normative references can be found in Clause 2.

Documents
28 Copyright © 1999 IFZE. Al 1htﬁﬁ%{l\ﬁfbnt Sharing Hub

Full document details: ISO_IEC 8802-11_1999


http://avadocuments2026.com/doc/iso-iec-8802-11-1999
http://avadocuments2026.com/doc/iso-iec-8802-11-1999

ISO/IEC 8802-11: 1999(E)
MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSVI/IEEE Std 802.11, 1999 Edition

6. MAC service definition

6.1 Overview of MAC services
6.1.1 Asynchronous data service

This service provides peer LLC entities with the ability to exchange MAC service data units (MSDUSs). To
support this service, the local MAC uses the underlying PHY-level services to transport an MSDU to a peer
MAC entity, where it will be delivered to the peer LLC. Such asynchronous MSDU transport is performed
on a best-effort connectionless basis. There are no guarantees that the submitted MSDU will be delivered
successfully. Broadcast and multicast transport is part of the asynchronous data service provided by the
MAC. Due to the characteristics of the WM, broadcast and multicast MSDUs may experience alower qual-
ity of service, compared to that of unicast MSDUSs. All STAs will support the asynchronous data service.
Because operation of certain functions of the MAC may cause reordering of some MSDUSs, as discussed in
more detail below, there are two service classes within the asynchronous data service. By selecting the
desired service class, each LLC entity initiating the transfer of MSDUs is able to control whether MAC enti-
tiesare or are not allowed to reorder those MSDUSs.

6.1.2 Security services

Security servicesin IEEE 802.11 are provided by the authentication service and the WEP mechanism. The
scope of the security services provided is limited to station-to-station data exchange. The privacy service
offered by an |EEE 802.11 WEP implementation is the encryption of the MSDU. For the purposes of this
standard, WEP is viewed as a logical service located within the MAC sublayer as shown in the reference
model, Figure 11. Actual implementations of the WEP service are transparent to the LLC and other layers
above the MAC sublayer.

The security services provided by the WEP in IEEE 802.11 are as follows:

a) Confidentiaity;
b)  Authentication; and
c) Access control in conjunction with layer management.

During the authentication exchange, parties A and B exchange authentication information as described in
Clause 8.

The MAC sublayer security services provided by WEP rely on information from non-layer 2 management or
system entities. Management entities communicate information to WEP through a set of MIB attributes.

6.1.3 MSDU ordering

The services provided by the MAC sublayer permit, and may in certain cases require, the reordering of
MSDUs. The MAC does not intentionally reorder MSDUSs except as may be necessary to improve the likeli-
hood of successful delivery based on the current operational (*power management”) mode of the designated
recipient station(s). The sole effect of this reordering (if any), for the set of MSDUs received at the MAC ser-
viceinterface of any single station, is a change in the delivery order of broadcast and multicast MSDUS, rel-
ative to directed MSDUSs, originating from a single source station address. If a higher-layer protocol using
the asynchronous data service cannot tolerate this possible reordering, the optional StrictlyOrdered service
class should be used. MSDUs transferred between any pair of stations using the StrictlyOrdered service
class are not subject to the relative reordering that is possible when the ReorderableM ulticast service classis
used. However, the desire to receive MSDUSs sent using the StrictlyOrdered service class at a station pre-
cludes simultaneous use of the MAC power management facilities at that station.
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In order for the MAC to operate properly, the DS must meet the requirements of ISO/IEC 15802-1: 1995.

Operational restrictions that ensure the appropriate ordering of MSDUSs are specified in 9.8.

6.2 Detailed service specification
6.2.1 MAC data services
The |IEEE 802.11 MAC supports the following service primitives as defined in | SO/IEC 8802-2: 1998:

— MA-UNITDATA .request
— MA-UNITDATA.indication
— MA-UNITDATA-STATUS.indication

The LLC definitions of the primitives and specify parameter value restrictions imposed by IEEE 802.11 are
givenin 6.2.1.1 through 6.2.1.3.

6.2.1.1 MA-UNITDATA.request
6.2.1.1.1 Function

This primitive requests a transfer of an MSDU from a local LLC sublayer entity to a single peer LLC
sublayer entity, or multiple peer LLC sublayer entities in the case of group addresses.

6.2.1.1.2 Semantics of the service primitive
The parameters of the primitive are as follows:

MA-UNITDATA .request (
source address,
destination address,
routing information,
data,
priority,
serviceclass

)

The source address (SA) parameter specifies an individual MAC sublayer address of the sublayer entity to
which the MSDU is being transferred.

The destination address (DA) parameter specifies either an individual or a group MAC sublayer entity
address.

The routing information parameter specifies the route desired for the data transfer (a null value indicates
source routing is not to be used). For IEEE 802.11, the routing information parameter must be null.

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE 802.11, the
length of the MSDU must be less than or equal to 2304 octets.

The priority parameter specifies the priority desired for the data unit transfer. IEEE 802.11 allows two
values: Contention or ContentionFree.
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