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Abstract: The medium access control (MAC) and physical characteristics for wireless local area
networks (LANs) are specified in this standard, which is part of a series of standards for local and
metropolitan area networks. The medium access control unit in this standard is designed to support
physical layer units as they may be adopted dependent on the availability of spectrum. This stan-
dard contains five physical layer units: four radio units, operating in the 2400–2500 MHz band and
in the bands comprising 5.15–5.25 GHz, 5.25–5.35 GHz, and 5.725–5.825 GHz, and one baseband
infrared (IR) unit. One radio unit employs the frequency-hopping spread spectrum (FHSS) tech-
nique, two employ the direct sequence spread spectrum (DSSS) technique, and another employs
the orthogonal frequency division multiplexing (OFDM) technique.
Keywords: 2 GHz, 5 GHz, ad hoc network, high speed, infrared, international roaming, LAN, local
area network, mobility, radio frequency, RF, wireless 
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rnational Organization for Standardization/International Electrotechnical Commission 
se postale 56 • CH-1211 Genève 20 • Switzerland 

ternational Standard ISO/IEC 8802-11:2005(E) 

 (the International Organization for Standardization) and IEC (the International Electrotec
mmission) form the specialized system for worldwide standardization. National bodies that are memb
 or IEC participate in the development of International Standards through technical comm

tablished by the respective organization to deal with particular fields of technical activity. ISO an
hnical committees collaborate in fields of mutual interest. Other international organizations, governm
d non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of inform
hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

ernational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

e main task of the joint technical committee is to prepare International Standards. Draft Interna
ndards adopted by the joint technical committee are circulated to national bodies for voting. Publicat

 International Standard requires approval by at least 75 % of the national bodies casting a vote. 

ention is drawn to the possibility that some of the elements of this document may be the subject of p
hts. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

/IEC 8802-11 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techn
bcommittee SC 6, Telecommunications and information exchange between systems. 

is second edition cancels and replaces the first edition (ISO/IEC 8802-11:1999), which has been techn
ised. It also incorporates the amendment ISO/IEC 8802-11:1999/Amd.1:2000. 

/IEC 8802 consists of the following parts, under the general title Information technolo
lecommunications and information exchange between systems — Local and metropolitan area netwo
ecific requirements: 

Part 1: Overview of Local Area Network Standards [Technical Report] 

Part 2: Logical link control 

Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and ph
layer specifications 

Part 5: Token ring access method and physical layer specifications 

Part 6: Distributed Queue Dual Bus (DQDB) access method and physical layer specifications 

Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications 
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viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the Institute and serve with-
out compensation. While the IEEE administers the process and establishes rules to promote fairness in the consensus devel-
opment process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the information contained
in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other dam-
age, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.
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any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”
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or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard is subjected to review at least every five years for revi-
sion or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to conclude
that its contents, although still of some value, do not wholly reflect the present state of the art. Users are cautioned to check
to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a com-
petent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare
appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its soci-
eties and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except in
those cases where the matter has previously received formal consideration. At lectures, symposia, seminars, or educational
courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be considered
the personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE. 

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate
supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

NOTE−Attention is called to the possibility that implementation of this standard may require use of subject
matter covered by patent rights. By publication of this standard, no position is taken with respect to the exist-
ence or validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents for which a license may be required by an IEEE standard or for conducting inquiries into the legal valid-
ity or scope of those patents that are brought to its attention.
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Introduction

IEEE Std 802.11, 2003 Edition

IEEE Std 802.11, 2003 Edition, incorporates IEEE Std 802.11, 1999 Edition; IEEE Std 802.11a-1999; IEEE
Std 802.11b-1999; IEEE Std 802.11b-1999/Cor 1-2001; and IEEE Std 802.11d-2001. Minor changes have
been made throughout the document.

This standard defines the protocol and compatible interconnection of data communication equipment via the
air,. radio or infrared (IR), in a local area network (LAN) using the carrier sense multiple access protocol
with collision avoidance (CSMA/CA) medium sharing mechanism. The medium access control (MAC) sup-
ports operation under control of an access point (AP) as well as between independent stations. The protocol
includes authentication, association, and reassociation services, an optional encryption/decryption proce-
dure,power management to reduce power consumption in mobile stations, and a point coordination function
(PCF) for time-bounded transfer of data. The standard includes the definition of the management informa-
tion base (MIB) using Abstract Syntax Notation 1 (ASN.1) and specifies the MAC protocol in a formal way,
using the Specification and Description Language (SDL). Both ASN.1 and SDL source code are distributed
with this standard. 

The IR implementation of the PHY supports 1 Mbit/s data rate with an optional 2 Mbit/s extension. The
radio implementations of the PHY specify frequency-hopping spread spectrum (FHSS) supporting 1 Mbit/s
and optional 2 Mbit/s data rates, direct sequence spread spectrum (DSSS) supporting both 1 Mbit/s and 2
Mbit/s data rates, complementary code key (CCK) supporting both 5.5 Mbit/s and 11 Mbit/s data rates,
optional packet binary convolutional code (PBCC) supporting both 5.5 Mbit/s and 11 Mbit/s data rates, and
orthogonal frequency division multiplexing (OFDM) supporting 6 Mbit/s, 12 Mbit/s, and 24 Mbit/s and
optional data rates of 9 Mbit/s, 18 Mbit/s, 36 Mbit/s, and 54 Mbit/s.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
possible errors, and to incorporate new related material.

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the conform-
ance test methodology documents for the 802 family of standards. Thus the conformance test documents for
802.3 are numbered 1802.3.

This introduction is not part of IEEE Std 802.11i, 2003 Edition, IEEE Standard for Information
Technology—Telecommunications and Information Exchange Between Systems—Local and
Metropolitan Area Networks—Specific Requirements—Part 11: Wireless LAN Medium Access
Control (MAC) and Physical Layer (PHY) Specifications.
Copyright © 2005 IEEE. All rights reserved. v
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Participants

At the time the draft of IEEE Std 802.11, 1999 Edition, was sent to sponsor ballot, the IEEE 802.11 Working
Group had the following officers:

  Victor Hayes, Chair Stuart J. Kerry and Al Petrick, Vice Chairs

Bob O’Hara, 802.11rev Task Group Chair and Technical Editor

George Fishel, Secretary

David Bagby, Mac Group Chair    Dean Kawaguchi, PHY Group and FH Chair

Jan Boer, Direct Sequence Chair

Michael Fischer and Allen Heberling, State Diagram Editors

Naftali Chayat, Task Group a Chair  John Fakatselis, Task Group b Chair

Victoria M. Poncini, Task Group c Chair

Major contributions to IEEE Std 802.11, 1999 Edition, were received from the following individuals:
Henri Moelard  Richard Ozer Arnoud Zwemmer

Jeff Abramowitz
Keith B. Amundsen
Carl F. Andren
Kazuhiro Aoyagi
Phil Belanger
John Biddick
Simon Black
Ronald Brockmann
Wesley Brodsky
John H. Cafarella
Ken Clements
Wim Diepstraten
Darrol Draper
Peter Ecclesine
Darwin Engwer
Jeff Fischer
Matthew Fischer
Michael Fischer
John Fisher
Motohiro Gochi
Tim Godfrey
Jan Haagh

Karl Hannestad
Robert Heile
Maarten Hoeben
Duane Hurne
Masayuki Ikeda
Richard Jai
Donald C. Johnson
Nobuo Karaki
Isao Masaki
Jim McDonald
Gene Miller
Akira Miura
Masaharu Mori
Masahiro Morikura
Ravi P. Nalamati
Colin Nayler
Richard van Nee
Tomoki Ohsawa
Kazuhiro Okanoue
Richard H. Paine
Bob Pham
Stanley A. Reible

William Roberts
Kent G. Rollins
Oren Rosenfeld
Michael Rothenberg
Clemens C. W. Ruppel
Chandos Rypinski
Anil K. Sanwalka
Roy Sebring
Mike Shiba
Thomas Siep
Donald I. Sloan
Hitoshi Takanashi
Satoru Toguchi
Cherry Tom
Mike Trompower
Tom Tsoulogiannis
Sarosh N. Vesuna
Nien C. Wei
Harry Worstell
Timothy M. Zimmerman
Jonathan M. Zweig
Jim Zyren
Copyright © 2005 IEEE. All rights r
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The following members of the balloting committee voted on IEEE Std 802.11, 1999 Edition:

At the time the draft of the 1997 version of this standard was sent to sponsor ballot, the IEEE 802.11 Work-
ing Group had the following voting members:

Victor Hayes, Chair Stuart J. Kerry and Chris Zegelin, Vice Chairs
Bob O�Hara and Greg Ennis, Chief Technical Editors

George Fishel and Carolyn L. Heide, Secretaries

David Bagby, MAC Group Chair C. Thomas Baumgartner, Infrared Chair and Editor
Jan Boer, Direct Sequence Chair Michael Fischer, State Diagram Editor
Dean M. Kawaguchi, PHY Group and FH Chair Mike Trompower, Direct Sequence Editor

Kit Athul
Thomas W. Bailey
Peter K. Campbell
James T. Carlo
David E. Carlson
Brian J. Casey
Naftali Chayat
Robert S. Crowder
Wim Diepstraten
Thomas J. Dineen
Christos Douligeris
Paul S. Eastman
Philip H. Enslow
Changxin Fan
John W. Fendrich
Michael A. Fischer
George R. Fishel
Harvey A. Freeman
Robert J. Gagliano
Patrick S. Gonia
Julio Gonzalez-Sanz
Chris G. Guy
Victor Hayes
Donald N. Heirman
Henry Hoyt
Raj Jain

A. Kamerman
Dean M. Kawaguchi
Edward R. Kelly
Gary C. Kessler
Yongbum Kim
Stephen Barton Kruger
Joseph Kubler
Lanse M. Leach
Jai Yong Lee
Randolph S. Little
Ronald Mahany
Peter Martini
Richard McBride
Bennett Meyer
Gene E. Milligan
David S. Millman
Hiroshi Miyano
Warren Monroe
John E. Montague
Wayne D. Moyers
Shimon Muller
Ken Naganuma
Paul Nikolich
Robert O�Hara
Donal O�Mahony
Roger Pandanda

Ronald C. Petersen
John R. Pickens
Alberto Profumo
Vikram Punj
James A. Renfro
Gary S. Robinson
Edouard Y. Rocher
James W. Romlein
Floyd E. Ross
Michael Rothenberg
Christoph Ruland
Anil K. Sanwalka
James E. Schuessler
Rich Seifert
Leo Sintonen
Patricia Thaler
Mike Trompower
Mark-Rene Uchida
Emmanuel Van Lil
Sarosh N. Vesuna
James Vorhies
Barry M. Vornbrock
Qian-li Yang
Oren Yuen
Chris Zegelin
Jonathan M. Zweig

Jeff Abramowitz
Keith B. Amundsen
Phil Belanger
Manuel J. Betancor*
John Biddick
Simon Black
Alessandro M. Bolea
Pablo Brenner
Peter E. Chadwick
Naftali Chayat
Jonathon Y. Cheah
Hae Wook Choi
Wim Diepstraten
Robert J. Egan
Darwin Engwer
John Fakatselis
Matthew Fischer
Keith S. Furuya
Rich Gardner
Ian Gifford

Howard J. Hall
Bill Huhn
Donald C. Johnson
Mikio Kiyono
Joseph J. Kubler
Arthur Lashbrook
F. J. Lopez-Hernandez
Ronald Mahany
Bob Marshall
Jim McDonald
Akira Miura
Wayne D. Moyers
Ravi P. Nalamati
Mitsuji Okada
Al Petrick
Miri Ratner
James A. Renfro
William Roberts
Jon Walter Rosdahl

Michael Rothenberg
Chandos A. Rypinski
Anil K. Sanwalka
Roy Sebring
Glen Sherwood
Thomas Siep
Nathan Silberman
Don Sloan
Greg Smith
Marvin L. Sojka
Dave Strohschein
Bert Sullam
Mack Sullivan
Tom Tsoulogiannis
Jeanine Valadez
Sarosh Vesuna
Richard E. White
Donna A. Woznicki
Timothy M. Zimmerman
Johnny Zweig
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Major contributions to the 1997 version were received from the following individuals:

The following persons were on the balloting committee for the 1997 version of this standard:

Robert Achatz
Ken Biba
Paul Eastman
Ed Geiger
Larry van der Jagt

Richard Lee
Kerry Lynn
Michael Masleid
John McKown
K. S. Natarajan
Jim Neally

Richard Ozer
Thomas Phinney
Leon S. Scaldeferri*
Jim Schuessler
François Y. Simon

*Deceased

Bernhard Albert
Jon M. Allingham
Jack S. Andresen
Kit Athul
Anthony L. Barnes
Robert T. Bell
Manuel J. Betancor
Simon Black
Alan L. Bridges
Graham Campbell
James T. Carlo
David E. Carlson
Peter E. Chadwick
Naftali Chayat
Alan J. Chwick
Ken Clements
Robert S. Crowder
Rifaat Dayem
Wim Diepstraten
Edward A. Dunlop
Sourav K. Dutta
Paul S. Eastman
Peter Ecclesine
Gregory Elkmann
John E. Emrich
Philip H. Enslow
Changxin Fan
Michael A. Fischer
Harvey A. Freeman
Robert J. Gagliano
Patrick S. Gonia
N. Douglas Grant
Govert M. Griffioen
Joseph L. Hammond
Victor Hayes
Kenneth C. Heck
Jan Hoogendoorn
Russell D. Housley
Walter K. Hurwitz

Richard J. Iliff
Tomoaki Ishifuji
Carlos Islas-Perez
Raj Jain
A. Kamerman
Peter M. Kelly
Yongbum Kim
Mikio Kiyono
Thaddeus Kobylarz
Stephen B. Kruger
Joseph J. Kubler
David J. Law
Jai Yong Lee
Jungtae Lee
Daniel E. Lewis
Randolph S. Little
Ming T. Liu
Joseph C. J. Loo
Donald C. Loughry
Robert D. Love
Ronald Mahany
Jim L. Mangin
Peter Martini
P. Takis Mathiopoulos
Steve Messenger
Bennett Meyer
Ann Miller
David S. Millman
Hiroshi Miyano
Stig Frode Mjolsnes
W. Melody Moh
John E. Montague
Wayne D. Moyers
Paul Nikolich
Ellis S. Nolley
Robert O�Hara
Donal O�Mahony
Roger Pandanda
Lalit Mohan Patnaik
Lucy W. Person

Thomas L. Phinney
Vikram Prabhu
Alberto Profumo
David L. Propp
Vikram Punj
Andris Putnins
Fernando Ramos
James W. Romlein
Floyd E. Ross
Michael Rothenberg
Christoph Ruland
Chandos A. Rypinski
Anil K. Sanwalka
Gregory D. Schumacher
Rich Seifert
Lee A. Sendelbach
Michael Serrone
Adarshpal S. Sethi
Donald A. Sheppard
Nathan Silberman
Joseph S. Skorupa
Michael A. Smith
Marvin L. Sojka
Efstathios D. Sykas
Geoffrey O. Thompson
Robert C. Tripi
Mike Trompower
David B. Turner
Mark-Rene Uchida
James Vorhies
Yun-Che Wang
Raymond P. Wenig
Earl J. Whitaker
David W. Wilson
Jerry A. Wyatt
Qian-Li Yang
Iwen Yao
Oren Yuen
Jonathan M. Zweig
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When the IEEE-SA Standards Board approved IEEE Std 802.11, 1999 Edition, on 18 March 1999, it had the
following membership:

Richard J. Holleman, Chair
Donald N. Heirman, Vice Chair

Judith Gorman, Secretary

Also included is the following nonvoting IEEE-SA Standards Board liaison:

Robert E Hebner

Valerie E. Zelenty
IEEE Standards Project Editor

At the time the draft of IEEE Std 802.11a-1999 was sent to sponsor ballot, the IEEE 802.11 Working Group
had the following voting members:

Vic Hayes, Chair Stuart J. Kerry and Al Petrick, Vice Chairs
George Fishel, Secretary

Robert O'Hara, Chair and editor, 802.11-rev
Allen Heberling and Michael A. Fischer, State-diagram editors

Dean M. Kawaguchi, Chair PHY group David Bagby, Chair MAC group

Naftali Chayat, Chair Task Group a Hitoshi Takanashi, Editor 802.11a
John Fakatselis, Chair Task Group b Carl F. Andren, Editor 802.11b

Satish K. Aggarwal
Dennis Bodson
Mark D. Bowman
James T. Carlo
Gary R. Engmann
Harold E. Epstein
Jay Forster*
Ruben D. Garzon

*Member Emeritus

James H. Gurney
Lowell G. Johnson
Robert J. Kennelly
E. G. �Al� Kiener
Joseph L. Koepfinger*
L. Bruce McClung
Daleep C. Mohla
Robert F. Munzner

Louis-François Pau
Ronald C. Petersen
Gerald H. Peterson
John B. Posey
Gary S. Robinson
Akio Tojo
Hans E. Weinrich
Donald W. Zipse

Jeffrey Abramowitz
Reza Ahy
Keith B. Amundsen
James R. Baker
Kevin M. Barry
Phil Belanger
John Biddick
Simon Black
Timothy J. Blaney
Jan Boer
Ronald Brockmann

Wesley Brodsky
John H. Cafarella
Wen-Chiang Chen
Ken Clements
Wim Diepstraten
Peter Ecclesine
Richard Eckard
Darwin Engwer
Greg Ennis
Jeffrey J. Fischer
John Fisher

Ian Gifford
Motohiro Gochi
Tim Godfrey
Steven D. Gray
Jan Haagh
Karl Hannestad
Kei Hara
Chris D. Heegard
Robert Heile
Juha T. Heiskala
Maarten Hoeben
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The following members of the balloting committee voted on IEEE Std 802.11a-1999:

Masayuki Ikeda
Donald C. Johnson
Tal Kaitz
Ad Kamerman
Mika Kasslin
Patrick Kinney
Steven Knudsen
Bruce P. Kraemer
David S. Landeta
James S. Li
Stanley Ling
Michael D. McInnis
Gene Miller
Akira Miura
Henri Moelard
Masaharu Mori
Masahiro Morikura
Richard van Nee

Erwin R. Noble
Tomoki Ohsawa
Kazuhiro Okanoue
Richard H. Paine
Roger Pandanda
Victoria M. Poncini
Gregory S. Rawlins
Stanley A. Reible
Frits Riep
William Roberts
Kent G. Rollins
Clemens C.W. Ruppel
Anil K. Sanwalka
Roy Sebring
Tie-Jun Shan
Stephen J. Shellhammer
Matthew B. Shoemake

Thomas Siep
Donald I. Sloan
Gary Spiess
Satoru Toguchi
Cherry Tom
Mike Trompower
Tom Tsoulogiannis
Bruce Tuch
Sarosh N. Vesuna
Ikuo Wakayama
Robert M. Ward, Jr.
Mark Webster
Leo Wilz
Harry R. Worstell
Lawrence W. Yonge, III
Chris Zegelin
Jonathan M. Zweig
James Zyren

Carl F. Andren
Jack S. Andresen
Lek Ariyavisitakul
David Bagby
Kevin M. Barry
John H. Cafarella
James T. Carlo
David E. Carlson
Linda T. Cheng
Thomas J. Dineen
Christos Douligeris
Peter Ecclesine
Richard Eckard
Philip H. Enslow
John Fakatselis
Jeffrey J. Fischer
Michael A. Fischer
Robert J. Gagliano
Gautam Garai
Alireza Ghazizahedi
Tim Godfrey
Patrick S. Gonia
Steven D. Gray
Chris G. Guy
Vic Hayes
Allen Heberling
Chris D. Heegard
Juha T. Heiskala

Raj Jain
A. Kamerman
Dean M. Kawaguchi
Stuart J. Kerry
Patrick Kinney
Daniel R. Krent
Walter Levy
Stanley Ling
Randolph S. Little
Roger B. Marks
Peter Martini
Richard McBride
Bennett Meyer
David S. Millman
Hiroshi Miyano
Warren Monroe
Masahiro Morikura
Shimon Muller
Peter A. Murphy
Paul Nikolich
Erwin R. Noble
Satoshi Obara
Robert O'Hara
Charles Oestereicher
Kazuhiro Okanoue
Roger Pandanda
Ronald C. Petersen
Al Petrick
Vikram Punj

Pete Rautenberg
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Information technology�
Telecommunications and information exchange 
between systems�
Local and metropolitan area networks�
Specific requirements�

Part 11: Wireless LAN Medium 
Access Control (MAC) and Physical 
Layer (PHY) Specifications

1. Overview

1.1 Scope

The scope of this standard is to develop a medium access control (MAC) and physical layer (PHY) specifi-
cation for wireless connectivity for fixed, portable, and moving stations within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity to automatic machinery, equipment, or sta-
tions that require rapid deployment, which may be portable or hand-held, or which may be mounted on mov-
ing vehicles within a local area. This standard also offers regulatory bodies a means of standardizing access
to one or more frequency bands for the purpose of local area communication.

Specifically, this standard

� Describes the functions and services required by an IEEE 802.11�-compliant device to operate
within ad hoc and infrastructure networks as well as the aspects of station mobility (transition)
within those networks.

� Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery
services.

� Defines several PHY signaling techniques and interface functions that are controlled by the IEEE
802.11 MAC.

� Permits the operation of an IEEE 802.11-conformant device within a wireless local area network
(LAN) that may coexist with multiple overlapping IEEE 802.11 wireless LANs.

� Describes the requirements and procedures to provide privacy of user information being transferred
over the wireless medium (WM) and authentication of IEEE 802.11-conformant devices.
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2. Normative references
The following standards contain provisions which, through references in this text, constitute provisions of
this standard. At the time of publication, the editions indicated were valid. All standards are subject to revi-
sion, and parties to agreements based on this standard are encouraged to investigate the possibility of apply-
ing the most recent editions of the standards listed below.

IEEE Std 802®-1990,1 IEEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture.2 3

IEEE Std C95.1�-1991 (Reaff 1997), IEEE Standard Safety Levels with Respect to Human Exposure to
Radio Frequency Electromagnetic Fields, 3 kHz to 300 GHz.

ISO/IEC 3166-1:1997, Codes for the representation of names of countries and their subdivisions�Part 1:
Country codes.4

ISO/IEC 7498-1:1994, Information technology�Open Systems Interconnection�Basic Reference Model:
The Basic Model.

ISO/IEC 8802-2:1998, Information technology�Telecommunications and information exchange between
systems�Local and metropolitan area networks�Specific requirements�Part 2: Logical link control.

ISO/IEC 8824-1:1995, Information technology�Abstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8824-2:1995, Information technology�Abstract Syntax Notation One (ASN.1): Information
object specification.

ISO/IEC 8824-3:1995, Information technology�Abstract Syntax Notation One (ASN.1): Constraint speci-
fication.

ISO/IEC 8824-4:1995, Information technology�Abstract Syntax Notation One (ASN.1): Parameterization
of ASN.1 specifications.

ISO/IEC 8825-1:1995, Information technology�ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

ISO/IEC 8825-2:1996, Information technology�ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER).

ISO/IEC 15802-1:1995, Information technology�Telecommunications and information exchange between
systems�Local and metropolitan area networks�Common specifications�Part 1: Medium Access Con-
trol (MAC) service definition.

ITU Radio Regulations, volumes 1�4.5

1�IEEE� and �802� are registered trademarks in the U.S. Patent & Trademark Office, owned by the Institute of Electrical and Electron-
ics Engineers, Incorporated.
2The IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers,
Incorporated.
3IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway,
NJ 08855-1331, USA (http://www.standards.ieee.org/).
4ISO and ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genève
20, Switzerland/Suisse (http://www.iso.ch/). They are also available in the United States from the Sales Department, American
National Standards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).
5ITU-T publications are available from the International Telecommunications Union, Place des Nations, CH-1211, Geneva 20, Switzer-
land/Suisse (http://www.itu.int/).
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ITU-T Recommendation X.210 (11/93), Information technology�Open systems interconnection�Basic
Reference Model: Conventions for the definition of OSI services (common text with ISO/IEC).

ITU-T Recommendation Z.100 (03/93), CCITT specification and description language (SDL).

ITU-T Recommendation Z.105 (03/95), SDL combined with ASN.1 (SDL/ASN.1).
4 Copyright © 2005 IEEE. All rights reserved.
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3. Definitions

3.1 access control: The prevention of unauthorized usage of resources. 

3.2 access point (AP): Any entity that has station functionality and provides access to the distribution ser-
vices, via the wireless medium (WM) for associated stations. 

3.3 ad hoc network: A network composed solely of stations within mutual communication range of each
other via the wireless medium (WM). An ad hoc network is typically created in a spontaneous manner. The
principal distinguishing characteristic of an ad hoc network is its limited temporal and spatial extent. These
limitations allow the act of creating and dissolving the ad hoc network to be sufficiently straightforward and
convenient so as to be achievable by nontechnical users of the network facilities; i.e., no specialized �techni-
cal skills� are required and little or no investment of time or additional resources is required beyond the sta-
tions that are to participate in the ad hoc network. The term ad hoc is often used as slang to refer to an
independent basic service set (IBSS). 

3.4 association: The service used to establish access point/station (AP/STA) mapping and enable STA invo-
cation of the distribution system services (DSSs). 

3.5 authentication: The service used to establish the identity of one station as a member of the set of sta-
tions authorized to associate with another station. 

3.6 basic service area (BSA): The conceptual area within which members of a basic service set (BSS) may
communicate. 

3.7 basic service set (BSS): A set of stations controlled by a single coordination function.

3.8 basic service set (BSS) basic rate set: The set of data transfer rates that all the stations in a BSS will be
capable of using to receive and transmit frames from and to the wireless medium (WM). The BSS basic rate
set data rates are preset for all stations in the BSS. 

3.9 broadcast address: A unique multicast address that specifies all stations. 

3.10 channel: An instance of medium use for the purpose of passing protocol data units (PDUs) that may be
used simultaneously, in the same volume of space, with other instances of medium use (on other channels)
by other instances of the same physical layer (PHY), with an acceptably low frame error ratio (FER) due to
mutual interference. Some PHYs provide only one channel, whereas others provide multiple channels.
Examples of channel types are as shown in the following table:

3.11 clear channel assessment (CCA) function: That logical function in the physical layer (PHY) that
determines the current state of use of the wireless medium (WM).

3.12 confidentiality: The property of information that is not made available or disclosed to unauthorized
individuals, entities, or processes. 

Single channel n-channel

Narrowband radio frequency (RF) channel Frequency division multiplexed channels

Baseband infrared (IR) Direct sequence spread spectrum (DSSS) with code divi-
sion multiple access
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3.13 coordination function: The logical function that determines when a station operating within a basic
service set (BSS) is permitted to transmit and may be able to receive protocol data units (PDUs) via the wire-
less medium (WM). The coordination function within a BSS may have one point coordination function
(PCF) and will have one distributed coordination function (DCF). 

3.14 coordination function pollable: A station able to (1) respond to a coordination function poll with a
data frame, if such a frame is queued and able to be generated, and (2) interpret acknowledgments in frames
sent to or from the point coordinator (PC). 

3.15 deauthentication: The service that voids an existing authentication relationship. 

3.16 directed address: See: unicast frame. 

3.17 disassociation: The service that removes an existing association. 

3.18 distributed coordination function (DCF): A class of coordination function where the same coordination
function logic is active in every station in the basic service set (BSS) whenever the network is in operation.

3.19 distribution: The service that, by using association information, delivers medium access control
(MAC) service data units (MSDUs) within the distribution system (DS). 

3.20 distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and inte-
grated local area networks (LANs) to create an extended service set (ESS). 

3.21 distribution system medium (DSM): The medium or set of media used by a distribution system (DS)
for communications between access points (APs) and portals of an extended service set (ESS). 

3.22 distribution system service (DSS): The set of services provided by the distribution system (DS) that
enable the medium access control (MAC) to transport MAC service data units (MSDUs) between stations
that are not in direct communication with each other over a single instance of the wireless medium (WM).
These services include transport of MSDUs between the access points (APs) of basic service sets (BSSs)
within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS, and
transport of MSDUs between stations in the same BSS in cases where the MSDU has a multicast or broad-
cast destination address or where the destination is an individual address, but the station sending the MSDU
chooses to involve DSS. DSSs are provided between pairs of IEEE 802.11 MACs. 

3.23 extended rate set (ERS): The set of data transfer rates supported by a station (if any) beyond the
extended service set (ESS) basic rate set. This set may include data transfer rates that will be defined in
future physical layer (PHY) standards. 

3.24 extended service area (ESA): The conceptual area within which members of an extended service set
(ESS) may communicate. An ESA is larger than or equal to a basic service area (BSA) and may involve sev-
eral basic service sets (BSSs) in overlapping, disjointed, or both configurations. 

3.25 extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) and inte-
grated local area networks (LANs) that appears as a single BSS to the logical link control (LLC) layer at any
station associated with one of those BSSs. 

3.26 Gaussian frequency shift keying (GFSK): A modulation scheme in which the data are first filtered by
a Gaussian filter in the baseband and then modulated with a simple frequency modulation. 

3.27 independent basic service set (IBSS): A BSS that forms a self-contained network, and in which no
access to a distribution system (DS) is available. 
6 Copyright © 2005 IEEE. All rights reserved.
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3.28 infrastructure: The infrastructure includes the distribution system medium (DSM), access point (AP),
and portal entities. It is also the logical location of distribution and integration service functions of an
extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition
to the distribution system (DS). 

3.29 integration: The service that enables delivery of medium access control (MAC) service data units
(MSDUs) between the distribution system (DS) and an existing, non-IEEE 802.11 local area network (LAN)
(via a portal).

3.30 medium access control (MAC) management protocol data unit (MMPDU): The unit of data
exchanged between two peer MAC entities to implement the MAC management protocol. 

3.31 medium access control (MAC) protocol data unit (MPDU): The unit of data exchanged between
two peer MAC entities using the services of the physical layer (PHY).

3.32 medium access control (MAC) service data unit (MSDU): Information that is delivered as a unit
between MAC service access points (SAPs).

3.33 minimally conformant network: An IEEE 802.11 network in which two stations in a single basic ser-
vice area (BSA) are conformant with IEEE Std 802.11, 2003 Edition.

3.34 mobile station: A type of station that uses network communications while in motion.

3.35 multicast: A medium access control (MAC) address that has the group bit set. A multicast MAC ser-
vice data unit (MSDU) is one with a multicast destination address. A multicast MAC protocol data unit
(MPDU) or control frame is one with a multicast receiver address. 

3.36 network allocation vector (NAV): An indicator, maintained by each station, of time periods when
transmission onto the wireless medium (WM) will not be initiated by the station whether or not the station�s
clear channel assessment (CCA) function senses that the WM is busy. 

3.37 point coordination function (PCF): A class of possible coordination functions in which the coordina-
tion function logic is active in only one station in a basic service set (BSS) at any given time that the network
is in operation. 

3.38 portable station: A type of station that may be moved from location to location, but that only uses net-
work communications while at a fixed location. 

3.39 portal: The logical point at which medium access control (MAC) service data units (MSDUs) from a
non-IEEE 802.11 local area network (LAN) enter the distribution system (DS) of an extended service set
(ESS). 

3.40 privacy: The service used to prevent the content of messages from being read by other than the
intended recipients. 

3.41 reassociation: The service that enables an established association [between access point (AP) and sta-
tion (STA)] to be transferred from one AP to another (or the same) AP. 

3.42 station (STA): Any device that contains an IEEE 802.11-conformant medium access control (MAC)
and physical layer (PHY) interface to the wireless medium (WM). 

3.43 station basic rate: A data transfer rate belonging to the extended service set (ESS) basic rate set that is
used by a station for specific transmissions. The station basic rate may change dynamically as frequently as
Copyright © 2005 IEEE. All rights reserved. 7
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each medium access control (MAC) protocol data unit (MPDU) transmission attempt, based on local consid-
erations at that station. 

3.44 station service (SS): The set of services that support transport of medium access control (MAC) ser-
vice data units (MSDUs) between stations within a basic service set (BSS).

3.45 time unit (TU): A measurement of time equal to 1024 µs.

3.46 unauthorized disclosure: The process of making information available to unauthorized individuals,
entities, or processes. 

3.47 unauthorized resource use: Use of a resource not consistent with the defined security policy. 

3.48 unicast frame: A frame that is addressed to a single recipient, not a broadcast or multicast frame. Syn:
directed address.

3.49 wired equivalent privacy (WEP): The optional cryptographic confidentiality algorithm specified by
IEEE 802.11 used to provide data confidentiality that is subjectively equivalent to the confidentiality of a
wired local area network (LAN) medium that does not employ cryptographic techniques to enhance privacy. 

3.50 wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUs)
between peer physical layer (PHY) entities of a wireless local area network (LAN). 
8 Copyright © 2005 IEEE. All rights reserved.
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4. Abbreviations and acronyms

ACK acknowledgment
AID association identifier
AP access point
ASN.1 Abstract Syntax Notation One
ATIM announcement traffic indication message
BCC binary convolutional code
BPSK binary phase shift keying
BSA basic service area
BSS basic service set
BSSID basic service set identification
BT bit time
CCA clear channel assessment
CCK complementary code keying
CF contention free
CFP contention-free period
C-MPDU coded MPDU
C-PSDU coded PSDU
CP contention period
CRC cyclic redundancy code
CS carrier sense
CSMA/CA carrier sense multiple access with collision avoidance
CTS clear to send
CW contention window
DA destination address
DBPSK differential binary phase shift keying
DCF distributed coordination function
DCLA dc level adjustment
DIFS distributed (coordination function) interframe space
DLL data link layer
Dp desensitization
DQPSK differential quadrature phase shift keying
DR data rate
DS distribution system
DSM distribution system medium
DSS distribution system service
DSSS direct sequence spread spectrum
DTIM delivery traffic indication message
ED energy detection
EHCC extended hyperbolic congruence code
EIFS extended interframe space
EIRP equivalent isotropically radiated power
ERS extended rate set
ESA extended service area
ESS extended service set
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FC frame control
FCS frame check sequence
FER frame error ratio
FFT Fast Fourier Transform
FH frequency hopping
FHSS frequency-hopping spread spectrum
FIFO first in first out
FOV field of view
GFSK Gaussian frequency shift key or keying
GI guard interval
HCC hyperbolic congruence code
HEC header error check
HR/DSSS High Rate direct sequence spread spectrum using the Long Preamble and header
HR/DSSS/short High Rate direct sequence spread spectrum using the optional Short Preamble and 

header mode
HR/DSSS/PBCC High Rate direct sequence spread spectrum using the optional packet binary con-

volutional coding mode and the Long Preamble and header
HR/DSSS/PBCC/short High Rate direct sequence spread spectrum using the optional packet binary con-

volutional coding mode and the optional Short Preamble and header
IBSS independent basic service set
ICV integrity check value
IFFT inverse Fast Fourier Transform
IFS interframe space
IMp intermodulation protection
IR infrared
IrDA infrared data association
ISM industrial, scientific, and medical
IUT implementation under test
IV initialization vector
LAN local area network
LED light-emitting display
LLC logical link control
LME layer management entity
LRC long retry count
LSB least significant bit
MAC medium access control
MIB management information base
MLME MAC sublayer management entity
MMPDU MAC management protocol data unit
MPDU MAC protocol data unit 
MSB most significant bit
MSDU MAC service data unit
N/A not applicable
NAV network allocation vector
OFDM orthogonal frequency division multiplexing
OSI Open System Interconnection
PBCC packet binary convolutional code
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