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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work.

In the field of information technology, 1SO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

International Standard ISO/IEC 9979 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 9979:1991), which has been technically revised.

Annex A forms an integral part of this International Standard. Annex B is for information only.

© ISO/IEC 1999

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced
or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm, without permission in writing from the publisher.
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INTERNATIONAL STANDARD ©ISO/IEC ISO/IEC 9979:1999(E)

Information technology — Security techniques — Procedures for
the registration of cryptographic algorithms

1 Scope

This International Standard specifies the procedures for the registering of cryptographic algorithms and the form of
register entries.

This International Standard is for use by those wishing to make entries in the register and by the Registration
Authority.

The ISO/IEC register of cryptographic algorithms serves as a common reference point for the identification of
cryptographic algorithms by a unique name. The register is also a repository of basic parameters identified with the
register entry. The principal purpose of the register is to enable entities to identify and negotiate an agreed
cryptographic algorithm.

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions of this
International Standard. At the time of publication, the editions indicated were valid. All standards are subject to
revision, and parties to agreements based on this International Standard are encouraged to investigate the
possibility of applying the most recent editions of the standards indicated below. Members of IEC and ISO maintain
registers of currently valid International Standards.

ISO/IEC 8825:1990, Information technology — Open Systems Interconnection — Specification of Basic Encoding
Rules for Abstract Syntax Notation One (ASN.1).

ISO/IEC 9834-1:1993, Information technology — Open Systems Interconnection — Procedures for the operation of
OSI Registration Authorities: General procedures.
3 Registration Authority 1

The Registration Authority shall be an organization designated by ISO/IEC Councils.

4 Role of the Registration Authority

The Registration Authority shall maintain a register of cryptographic algorithms and this will be known as the
"ISO/IEC Register of Cryptographic Algorithms"”. The Registration Authority performs a technical role in ensuring
that register entries conform to the registration procedures given in this International Standard.

1 For the purposes of this International Standard and according to the rules for the designation and operation of Registration
Authorities in the ISO/IEC JTC 1 Procedures, ISO/IEC Councils have designated the National Computer Centre, Oxford Road,
Manchester, UK, to act as the Registration Authority.
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The Registration Authority does not evaluate or make any judgement of the quality of protection provided by the
registered algorithm.

The Registration Authority is entrusted with the following functions:
a) toadd, modify and delete register entries in accordance with the rules provided;
b) assign ISO-entry names to registered cryptographic algorithms as needed;

c) update and to have published the register when required.

5 Algorithms to be Registered

The cryptographic algorithms to be registered are those used in information protection services2. Annex A defines
one particular use of a cryptographic algorithm (for confidentiality). Subclause 9.3 indicates other uses of
cryptographic algorithms.

A registered algorithm may be one of the following types:

a) Algorithms in which a complete description of the process accompanies the registration entry;

b) Algorithms in which the complete description of the process is defined in an ISO document, or a standard
maintained by a Member Body of ISO or by a liaison organization;

¢) Algorithms in which the complete description is not fully defined (or not defined at all).

6 Procedures for Registration

6.1 Submission of new entries to the register may be originated or sponsored only by a Member Body, an ISO
Technical Committee, or liaison organization.

It is the prime responsibility of the body or organisation submitting the new entry to provide complete,
understandable and unambiguous details in respect of the information described in 7 (b to i) and optionally (j to m).
Proposals shall be rejected if they fail to comply with these requirements.

Register Entry proposals shall be in the form specified in clause 9.

6.2 On acceptance of a submission for a new entry to the register, the Registration Authority will assign an entry
name to the algorithm.

6.3 Submissions for modification or deletion of existing entries to the register may be originated by a Member Body
or liaison organization.

6.4 When a submission concerns the modification or deletion of a registered entry, it shall be subject to approval
by ISO/IEC JTC 1 and the originator of the register entry.

2 |nformation protection services include confidentiality, integrity, authentication and non-repudiation.

Documents

5 Document Sharing Hub

Full document details: ISO_IEC 9979_1999


http://www.avadocuments.com/doc/iso-iec-9979-1999
http://www.avadocuments.com/doc/iso-iec-9979-1999

