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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical 
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the 
work.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part  1. In particular, the different approval criteria needed 
for the different types of ISO/IEC documents should be noted. This document was drafted in 
accordance with the rules given in the ISO/IEC  Directives, Part  2 (see www.iso.org/directives or 
www.iec.ch/members_experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its 
standards through a consensus development process, approved by the American National Standards 
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the 
final product. Volunteers are not necessarily members of the Institute and serve without compensation. 
While the IEEE administers the process and establishes rules to promote fairness in the consensus 
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of 
the information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 
Details of any patent rights identified during the development of the document are in the Introduction 
and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent 
declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to 
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see 
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 14764 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 7, Systems and software engineering, in cooperation with the Systems and Software 
Engineering Standards Committee of the IEEE Computer Society, under the Partner Standards 
Development Organization cooperation agreement between ISO and IEEE.

This third edition cancels and replaces the second edition (ISO/IEC  14764:2006), which has been 
technically revised.

The main changes compared to the previous edition are as follows:

—	 alignment of the standard with ISO/IEC/IEEE 12207:2017 and updates to other ISO/IEC JTC1/SC7 
standards;

—	 introduction of modern approaches to “maintenance”.

Any feedback or questions on this document should be directed to the user’s national standards 
body. A complete listing of these bodies can be found at www.iso.org/members.html and 
www.iec.ch/national-committees.
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Introduction

This document provides guidance on the software maintenance process. Maintenance is a technical 
process in the life cycle of a software product, as described in ISO/IEC/IEEE 12207. The maintenance 
process contains the activities and tasks of the maintenance organization. This document is the result 
of the harmonization of ISO/IEC 14764 and IEEE Std 1219, and the update for ISO/IEC/IEEE 12207:2017.

Because maintenance consumes a major share of a software life cycle financial resources, it should be 
an important project consideration.

During operation of the software, problems may be detected that were not detected during verification, 
validation and acceptance. Therefore, a maintenance effort is needed to cope with these problems. 
This maintenance effort also covers software improvements needed to meet new or modified user 
requirements. Software maintenance is commonly needed when upgrading system components, such as 
operating systems and databases, as well as when changes are made to external software and systems’ 
interfaces. Software maintenance is typically a significant portion of life cycle costs, even when a part 
of the system under maintenance includes COTS software.

Software maintenance organizations uses a number of specific tools, methods, and techniques. This 
document does not specify how to implement or perform the activities and tasks in the software 
maintenance process since these are dependent upon the formal agreement and organizational 
requirements. Maintenance is required on all types of software, whatever the technology, technique, or 
tool used to create it.

ISO/IEC/IEEE 14764:2022(E)
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Standard for Software engineering — Software life cycle processes — 

Maintenance 

1 Scope 

1.1 Overview 

This document provides guidance for the maintenance of software, based on the maintenance 

process and its activities and tasks defined in ISO/IEC/IEEE 12207:2017, 6.4.13. Moreover, this 

document International Standard describes the maintenance process in greater detail and 

management of the Maintenance Process described in ISO/IEC 12207, including Amendments.  This 

International Standard also establishes definitions for the various types of maintenance. This 

International Standard provides guidance that applies to planning, execution and control, review 

and evaluation, and closure of the Maintenance Process. The scope of this International Standard 

includes maintenance for multiple software products with the same maintenance resources. 

“Maintenance” in this document International Standard means software maintenance unless 

otherwise stated. 

1.1 Scope 

This standard describes an iterative process for managing and executing software maintenance 

activities. Use of this standard is not restricted by size, complexity, criticality, or application of the 

software product. This standard uses a process model to discuss and depict each phase of software 

maintenance. The criteria established apply to both the planning of maintenance for software while 

under development, as well as the planning and execution of software maintenance activities for 

existing software products. Ideally, maintenance planning should begin during the stage of planning 

for software development. 

This International Standard provides the framework within which generic and specific software 

maintenance plans may be executed, evaluated, and tailored to the maintenance scope and 

magnitude of given software products. 
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This International Standard provides the framework, precise terminology, and processes to allow 

the consistent application of technology (tools, techniques, and methods) to software maintenance.  

The document does not address the operation of software and the operational functions, e.g. This 

International Standard provides guidance for the maintenance of software. The basis for the 

Maintenance Process and its activities comes from the definitions of ISO/IEC 12207. It defines the 

activities and tasks of software maintenance, and provides maintenance planning requirements. It 

does not address the operation of software and the operational functions, e.g.,  backup, recovery, 

system administration, which are normally performed by those who operate the software. However, 

it does include the related disposal process defined in ISO/IEC/IEEE 12207:2017, 6.4.14.  

This document International Standard is written primarily for managers, maintenance 

organizations, quality managers, users maintainers of software and additionally for those 

responsible for development and quality assurance. It may also be used by acquirers and users of 

systems containing software who may provide inputs to the maintenance plan. 

Many of the activities and tasks discussed in this document apply equally to maintenance services, 

as well as to maintained software products. For example, in a COTS intensive system, maintenance 

services are performed to sustain the product in operations.  

While the scope of this document is software maintenance, hardware and hardware costs are 

important considerations for maintenance. 

1.2 Purpose 

This document International Standard provides guidance on the management of (or how to 

perform) the maintenance process. It identifies how the maintenance process can be invoked during 

acquisition and operation. This documentlnternational Standard also emphasizes the following in 

the maintenance process: the maintainability of software products; the need for maintenance service 

models; and the need for a maintenance strategy and plan. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 16:42:22 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: ISO/IEC/IEEE 14764-2021

http://www.avadocuments.com/doc/iso-iec-ieee-14764-2021
http://www.avadocuments.com/doc/iso-iec-ieee-14764-2021


 

 

1.3 Field of application 

This document International Standard is intended to provide guidance for the planning for and 

maintenance of software products or services, whether performed internally or externally to an 

organization. It is not intended to apply to the operation of the software. 

This document International Standard is intended to provide guidance for two-party situations and 

can may be equally applied where the two parties are from the same organization. This document 

International Standard is intended to also be used by a single party as self-imposed tasks 

(ISO/IEC/IEEE 12207). 

This document International Standard is not intended for software products that are “throw-away” 

or a “short-term” solution. This document It is intended for self-imposition by organizations that 

develop developers of off-the-shelf software products to maintain such products. It is not intended 

for software products customized by users and products maintained as end-user applications. 

Maintenance is applied to computer programs, code, data, documents, and records documentation. 

It is intended to apply to software products created during the development of the software product. 

This can may include, for example, such things as the test software, test databases, the software test 

environment (STE), or the software engineering environment (SEE). 

This document International Standard is intended for use in all maintenance efforts, regardless of 

the life cycle model (e.g.., incremental, waterfall, evolutionary, spiral, agile, continuous iterative 

development). This document). This International Standard is not restricted by size, complexity, 

criticality, reliability, or application of the software product. This International Standard is intended 

to guide the use of results from the Maintenance Process as input to the next development in order 

to improve the maintainability of the software product.  
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1.4 Limitations 

This document International Standard describes the framework of the maintenance process Software 

Maintenance Process but does not specify the details of how to implement or perform the activities 

and tasks included in the process. 

In this document International Standard, there are a number of lists. None of these is presumed to be 

exhaustive. They are intended as examples. 

1.5 Conformance 

This International Standard provides guidance for the execution of the Maintenance Process of 

ISO/IEC 12207. The guidance in this standard is completely consistent with ISO/IEC 12207.  

Conformance cannot be claimed to this standard but can be claimed to the ISO/IEC 12207 

Maintenance Process and related tailoring. 

2 Normative references 

The following normative documents are referred to contain provisions which, through reference in 

the this text in such a way that some or all of their content constitutes requirements, constitute 

provisions of this part of this document ISO/IEC/IEEE 14764. For dated references, onlysubsequent 

amendments to, or revisions of, any of these publications do not apply.  However, parties to 

agreements based on this part of ISO/IEC/IEEE 14764 are encouraged to investigate the possibility of 

applying the edition cited applies most recent editions of the normative documents indicated below. 

For undated references, the latest edition of the referenced normative document (including any 

amendments) referred to applies. 

Members of ISO and IEC maintain registers of currently valid International Standards.  
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ISO/IEC 9126-1:2001, Software engineering -- Product quality -- Part 1: Quality model.2 

ISO/IEC 12207:1995, Information technology -- Software life cycle processes. 

ISO/IEC/IEEE 12207: Amd 1:2002, Systems and Software engineering Information technology — Software 

life cycle processes (AMENDMENT 1). 

ISO/IEC 12207: Amd 2:2004, Information technology -- Software life cycle processes (AMENDMENT 2). 

ISO/IEC 15939:2002, Software engineering – Software measurement process. 

3 Terms, definitions and abbreviated terms 

3.1 Terms and definitions 

For the purposes of this document, the terms and definitions in ISO/IEC/IEEE 12207 and the 

following apply. 

ISO, IEC and IEEE maintain terminology databases for use in standardization at the following 

addresses: 

— ISO Online browsing platform: available at https://www.iso.org/obp 

— IEC Electropedia: available at https://www.electropedia.org/ 

— IEEE Standards Dictionary Online: available at https:// dictionary.ieee.org 

 

 

2 ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genève 20, 

Switzerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering 

Documents, 15 Inverness Way East, Englewood, CO 80112, USA (http://global.ihs.com/). Electronic copies are available in the 

United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA 

(http://www.ansi.org/). 
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3 Definitions and terms 

For the purpose of this standard, the following definitions apply. The Authoritative Dictionary of 

IEEE Standards Terms, Seventh Edition, and the the terms and definitions given in ISO/IEC 12207 

should be referenced for terms not defined in this clause. 

3.1.1 

adaptive maintenance 

the modification of a software product, performed after delivery, to keep a software product usable 

in a changed or changing environment 

Note 1 to entry: Adaptive maintenance provides enhancements (3.1.7) necessary to accommodate 

changes in the environment in which a software product operates must operate. These changes help 

are those that must be made to keep pace with the changing environment, e.g. an upgrade to. For 

example, the operating system results in might be upgraded and some changes in the applications 

may be made to accommodate the new operating system.3 

3.1.2 

additive maintenance 

modification of a software product performed after delivery to add functionality or features to 

enhance the usage of the product 

Note 1 to entry: Additive maintenance may be excluded from the definition of maintenance in the 

context of dependability that addresses recovery of a system to previous operational, functional and 

performance level, e.g. definition, monitor or measurement of availability, recoverability, or MTBF 

(mean time between failure). 

3 Notes in text, tables, and figures are given for information only, and do not contain requirements needed to implement the 

standard. 
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Note 2 to entry: “Additive maintenance” type is distinguished from “perfective maintenance” (3.1.9) 

type and recognized as a different maintenance type to be able to:  

— provide additional new functions or features to improve software usability, performance, 

maintainability (3.1.6), or other software attributes for the future;  

— add functionality or features with relatively large additions or changes on software for 

improving software attributes after delivery with identified opportunities to negotiate any of 

additions or changes on maintenance strategy, methods, resources, agreements, or service 

levels between suppliers and acquirers. 

Note 3 to entry: Additions or enhancements (3.1.7) can be handled through the maintenance process, 

while larger changes can involve a new development effort.  

3.1.3 

correction 

<software> change that addresses and implements problem resolutions to recover gaps and to make 

software operational enough to meet defined operational requirements 

Note 1 to entry: In this document, the term “correction” is mainly used as a maintenance type and to 

classify modification requests (MR) (3.1.8). 

3.1.4 

corrective maintenance 

the reactive modification of a software product performed after delivery to correct discovered 

problems 

Note 1 to entry: —The modification repairs the software product to satisfy defined system 

requirements. 

 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 16:42:22 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: ISO/IEC/IEEE 14764-2021

http://www.avadocuments.com/doc/iso-iec-ieee-14764-2021
http://www.avadocuments.com/doc/iso-iec-ieee-14764-2021


 

 

3.1.5 

emergency maintenance 

an unscheduled modification performed to temporarily keep a system operational, pending 

corrective maintenance (3.1.4) 

Note 1 to entry: Emergency maintenance may be performed to make a software system partially 

operational. It may include various modifications to the software or its parameters in order to limit 

operations, functionalities, inputs, outputs, interfaces, usability, etc. 

Note 2 to entry: —Emergency maintenance can be regarded as a is a part of corrective maintenance 

type. 

3.1.6 

maintainability 

degree the capability of effectiveness and efficiency with which a the software product or system can 

to be modified. 

Note 1 to entry: Modifications can may include corrections (3.1.3),, improvements or adaptation of 

the software to changes in environment, and in requirements and functional specifications. 

Modifications include those carried out by specialized support staff, and those carried out by 

business or operational staff, or end users. [ISO/IEC 9126-1]4 

Note 2 to entry: Maintainability includes installation of updates and upgrades.  

Note 3 to entry: Maintainability can be interpreted as either an inherent capability of the product or 

system to facilitate maintenance activities, or the quality in use experienced by the maintainers for 

the goal of maintaining the product or system. 

 

4 Information on references can be found in Clause 2. 
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[SOURCE: ISO/IEC 25010:2011, 4.2.7, modified —"by the intended maintainers" at the end of the 

definition has been removed.] 

3.1.7 

maintenance enhancement 

a modification to an existing software change that addresses and implements software product to 

satisfy a new requirement 

Note 1 to entry:—There are three two types of software enhancements:, adaptive, and perfective and 

additive. An A maintenance enhancement is not a software correction (3.1.3). 

Note 2 to entry: In this document, the term “enhancements” is mainly used as a maintenance type 

and to classify modification requests (MR) (3.1.8). 

3.1.8 

modification request 

MR 

information item that identifies and describes a generic term used to identify proposed changes(s) 

modifications to a software product or service that is being maintained 

Note 1 to entry: —The MR may later be classified as a correction (3.1.3) or enhancement (3.1.7) and 

identified as corrective maintenance (3.1.4), preventive maintenance (3.1.10),, adaptive maintenance (3.1.1), 

additive maintenance (3.1.2) or perfective maintenance (3.1.9). MRs are also referred to as change 

requests. See Figure 1. 

Note 2 to entry: When formulating an MR, incidents, events and complaints should be reviewed as 

well as failure occurrence problem reports (3.1.11) and stakeholder’s maintenance requests. 
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Note 3 to entry: When classifying MRs, methods for prioritizing problems and root case analyses can 

be applied; and various approaches for preventing failure reoccurrences can be considered. For 

example, reoccurrence of similar failures can be prevented by preventive maintenance requests to fix 

potential latent faults, while similar failures in future can be avoided by perfective maintenance to 

enhance user interface preventing human error. 
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Figure 1 — Modification request 

Note 4 to entry: In some organizations, adaptive maintenance is not considered to be an 

enhancement. 
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Note 5 to entry: Adaptive maintenance can be requested from MRs classified as enhancement, when 

the software is to be adapted to its evolving and changing environment or different environments on 

which the software is not initially intended to operate. Additionally, adaptive maintenance can be 

requested from MRs classified as correction, when the software is to be adapted to its environment 

that has already changed. 

Note 6 to entry: Additive is an enhancement type that some organizations use and different from 

perfective in that some changes to existing software or systems is made.  

Note 7 to entry: Some organizations sub-divide each type into “scheduled”, “unscheduled” and 

“emergency” types. 

Note 8 to entry: Another way to classify MR’s is by “reactive” or “proactive” maintenance as used in 

SWEBOK. Reactive includes corrective and adaptive types; and proactive includes preventive, 

perfective and additive types. 

3.1.9 

perfective maintenance 

the modification of a software product after delivery to detect and correct latent faults in the 

software product before they are manifested as failures 

modification of a software product to provide NOTE—Perfective maintenance provides 

enhancements (3.1.7) for users, improvements improvement of information for users program 

documentation, and recording recoding to improve software performance, maintainability (3.1.6), or 

other software attributes. 

3.1.10 

preventive maintenance  

the modification of a software product after delivery to detect and correct latent faults in the 

software product before they occur in the live system become operational faults 
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3.1.11 

problem report 

(PR) 

document a term used to identify and describe problems detected in a software product 

Note 1 to entry: —PRs are either submitted directly to denote faults or established after impact 

analysis is performed on modification requests (3.1.8) and faults are found. 

3.1.12 

software maintenance 

the totality of activities required to provide cost-effective support to a software system. 

Note 1 to entry: Activities are performed during the pre-delivery stage as well as the post-delivery 

stage. 

Note 2 to entry: —Pre-delivery activities include, for example, planning for post-delivery operations, 

supportability, and logistics determination. Post-delivery activities include, for example, software 

modification, training, and operating a help desk. 

Note 3 to entry: In the context of dependability, maintenance is a combination of all technical and 

management actions intended to retain an item in, or restore it to, a state in which it can perform as 

required. 

3.1.13 

software sustainment 

activities to support, maintain and operate a software system to ensure that the software system or 

service remains operational 
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Note 1 to entry: Software sustainment includes processes, procedures, people, material and 

information required to support, maintain and operate the software aspects of a system.  

Note 2 to entry: Sustainment is defined in ISO/IEC/IEEE 24765 as activities performed to ensure that 

a product or service remains operational. In this document, software sustainment is defined to 

emphasize that activities for supporting, maintaining and operating are performed more 

concurrently and iteratively to sustain operational software systems.  

3.1.14 

transition 

activities involved in moving a new or changed service, system, or component to or from an 

environment 

3.2 Abbreviated terms 

CM configuration management 

COTS commercial-off-the-shelf software 

MBSE model-based systems engineering 

SEE software engineering environment 

STE software test environment 

4 Conformance 

This document provides guidance for the implementation of the maintenance process of 

ISO/IEC/IEEE 12207. The guidance in this document is completely consistent with ISO/IEC/IEEE 

12207. Conformance cannot be claimed to this document but can be claimed to the ISO/IEC/IEEE 

12207 maintenance process and related tailoring. The only mandatory clauses in this document come 

from ISO/IEC/IEEE 12207. The mandatory clauses contain requirements; and each requirement from 

ISO/IEC/IEEE 12207 that is duplicated in this document is boxed. The related ISO/IEC/IEEE 12207 

clause number is listed after the boxed ISO/IEC/IEEE 12207 requirements. 
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3.11 software transition 

a controlled and coordinated sequence of actions wherein software development passes from the 

organization performing initial software development to the organization performing software 

maintenance 

5 Application of this document International Standard 

5.1 General 

This clause presents the maintenance process that is required to maintain software products. 

5.2 Maintenance process 

Maintenance is one of the technical five primary life cycle processes that may be performed during 

the life cycle of software (ISO/IEC/IEEE 12207). The acquisition and supply agreement life cycle 

processes of ISO/IEC/IEEE 12207 may initiate the process implementation activity of the 

maintenance (primary life cycle) process through an agreement or contract. The operation process 

may call for maintenance through a modification request or problem report. The maintenance 

(primary life cycle) process invokes the technical life cycle processes of ISO/IEC/IEEE 12207 to 

develop any required enhancement, as a part of the maintenance strategy. The technical 

management processes, such as project planning, configuration management and quality assurance 

of ISO/IEC/IEEE 12207 are used by the maintenance (life cycle) process of ISO/IEC 12207 may initiate 

the Maintenance life cycle process through submission of a Modification Request or Problem Report.  

The Maintenance life cycle process invokes the Development primary life cycle process of ISO/IEC 

12207. The supporting processes of Documentation, Configuration Management, Quality Assurance, 

Verification, Validation, Joint Review, Audit, and Problem Resolution of ISO/IEC 12207 are used by 

the Maintenance life cycle process. 

NOTE Significant maintenance changes can be treated as a software development project using the 

design definition, implementation, integration, and transition processes, among others.  
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Figure 2 shows the connection of the maintenance process in ISO/IEC/IEEE 12207 to other 

maintenance-related processes and the elaboration of the maintenance process into its defined 

activities. These maintenance activities are discussed in detail in Clause 6.  
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Figure 2 — Relationship between maintenance process and other 

processes of ISO/IEC/IEEE 12207 by clause number  

5.3 Organization of this document International Standard 

Clauses 6 to 9 provide an elaboration of the maintenance process from ISO/IEC/IEEE 12207. The 

boxed text preceding elaboration text contains the numbered clauses from ISO/IEC/IEEE 12207.  

The clauses that follow are presented in the order that Maintainers should address them. 
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Clause 6 provides the details of the maintenance process including activities and tasks and task-

steps needed to implement the maintenance process. Clause 7 includesprovides execution 

considerations, and issues encountered to be considered when planning for maintenance,. Clause 8 

describes implementation issues. Clause 9 provides details for a maintenance plan provides 

comprehensive planning information. 

6 Maintenance process Processes 

6.1 Maintenance activities and tasks 

6.1.1 General 

6.4.13 Maintenance process 

6.4.13.1 Purpose 

The purpose of the Maintenance process is to sustain the capability of the system to provide a 

service. This process monitors the system’s capability to deliver services, records incidents  for 

analysis, takes corrective, adaptive, perfective and preventive actions and confirms restored 

capability. 

[ISO/IEC/IEEE 12207:2017] 

Software maintenance may be considered part of software sustainment, where support, maintenance 

and operation processes are managed and performed together. 

6.4.13.1 Purpose (cont’d) 

For software systems, the Maintenance process makes corrections, changes, and improvements to 

deployed software systems and elements. The software systems maintenance approach differs for 

systems that are freely available, in wide commercial distribution, or operating in a small number of 

controlled environments. 
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The need for software system maintenance can arise from multiple causes other than latent system 

defects, such as changes to interfaced systems or infrastructure, evolving security threats, and 

technical obsolescence of system elements and enabling systems over the system life cycle. Often the 

extension of capability, mid-life upgrade, or evolution of legacy systems becomes a new software 

system development project that will apply the set of processes within an appropriate life cycle. If 

so, the Portfolio Management process is the starting point to initiate the work. In other cases, 

software system maintenance is performed as a continuing series of prioritized work items, possibly 

on a level of effort basis. Maintenance of software system elements can include hardware, software, 

and services, such as communication or web services. Maintenance is closely connected with the 

Configuration Management process and software asset management and is performed concurrently 

with the other Technical processes. 

NOTE ISO/IEC/IEEE 14764:2006 Software Engineering — Software Life Cycle Processes — Maintenance 

and ISO/IEC 16350, Information technology — Systems and software engineering — Application 

management, provide additional detail. The SWEBOK, Guide to the Software Engineering Body of 

Knowledge, Software Maintenance knowledge area discusses software maintenance fundamentals, 

key issues, measurement, techniques, maintenance process and support activities, and tools. The 

guide also discusses models, techniques and measures that support software reliability.  

[ISO/IEC/IEEE 12207:2017] 

The boxed text and notes from ISO/IEC IEEE 12207 are considered sufficient guidance for this 

subclause. 

6.4.13.2 Outcomes 

As a result of the successful implementation of the Maintenance process:  

a) Maintenance constraints that influence system requirements, architecture, or design are identified.  

b) Any enabling systems or services needed for maintenance are available. 
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c) Replacement, repaired, or revised system elements are made available.  

d) The need for changes to address corrective, perfective, or adaptive maintenance is reported.  

e) Failure and lifetime data, including associated costs, is determined. 

[ISO/IEC/IEEE 12207:2017] 

No specific guidance for this subclause. 

6.4.13.3 Activities and tasks 

The project shall implement the following activities and tasks in accordance with applicable 

organization policies and procedures with respect to the Maintenance process. 

a) Prepare for maintenance. This activity consists of the following tasks: 

1) Define a maintenance strategy, including consideration of the following: 

i) Establishing priorities, typical schedules, and procedures for performing, verifying, distributing, 

and installing software maintenance changes in conformance with operational availability 

requirements; 

ii) Establishing techniques and methods for becoming aware of the need for corrective, adaptive, 

and perfective maintenance; 

iii) Periodic assessment of the design characteristics in case of evolution of the software system and 

of its architecture; 

iv) Forecasting potential obsolescence of components and technologies using information on 

technical changes in related systems; 

v) Establishing priorities and resources to obtain access to the correct versions of the product and 

product information needed for performing maintenance (e.g., scheduled or phased installation, 

maintenance patches or software upgrades); 
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vi) Measures for maintenance that will provide insight into performance levels, effectiveness, and 

efficiency, including access to historical fault and failure; 

vii) Agreed rights to data and the impact on data in the system during problem resolution and 

maintenance activity; 

viii) Approach to assure that counterfeit or unauthorized system elements are not introduced into 

the system; 

ix) Impact of the maintenance change on other software systems elements versus the risk of leaving 

a reported software anomaly in place; 

x) The skill and personnel levels required to effect system or software repairs or replacements, fixes, 

patches, updates, and upgrades, considering legal and regulatory requirements regarding health 

and safety, security, and the environment; 

2) For non-software elements, define a logistics strategy throughout the life cycle, including 

acquisition and operational considerations: the number and type of replacement elements to be 

stored, their storage locations and conditions, their anticipated replacement  rate, and their storage 

life and renewal frequency. 

NOTE Supportability implications are considered early during concept exploration or development 

stages. Logistics helps to ensure that the necessary material and resources, in the right quantity and 

quality, are available at the right place and time throughout deployment and sustainment stages.  

3) Identify constraints from maintenance to be incorporated in the system/software requirements, 

architecture, or design. 
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NOTE These often result from the need to 1) re-use existing maintenance and verification enabling 

systems; 2) re-use existing holdings of replaceable system element and accommodate re-supply 

limitations; 3) conduct maintenance in specific locations or environments. For example, software 

architectures and designs that emphasize encapsulation, modularity, and scalability can be simpler  

to maintain. Requirements to document the system design and construction can reduce the effort 

needed to reverse engineer systems and elements when maintenance is needed. The system 

architecture and design reflect the need to roll back, back up, and recover data during problem 

resolution. Functions to make the system available for remote diagnostics and maintenance can be 

incorporated in the architecture and design. 

4) Identify trades such that the system and associated maintenance and logistics actions result in a 

solution that is affordable, operable, supportable, and sustainable.  

NOTE The System Analysis and Decision Management processes are used to perform the 

assessments and trade decisions. 

5) Identify and plan for the necessary enabling systems or services needed to support maintenance.  

NOTE This includes identification of requirements and interfaces for the enabling systems. The 

selection of enabling systems for maintenance often reflects the need to re-use existing or equivalent 

design, development, and configuration management infrastructure as during the initial system 

implementation. 

6) Obtain or acquire access to the enabling systems or services to be used. 

NOTE The Validation process is used to objectively confirm that  the maintenance enabling system 

achieves its intended use for its enabling functions. 

[ISO/IEC/IEEE 12207:2017] 
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6.1.2 Maintenance strategy 

To effectively implement the maintenance process, a strategy should be developed for performing 

the maintenance. In the maintenance strategy, various maintenance methods or techniques can be 

designated to perform the software maintenance process, consistent with the software system 

development and operation processes, such as performing development/maintenance concurrently 

with operational service provision, e.g. DevOps, or performing iterative development/maintenance 

with Agile practices. There may be multiple organizations providing maintenance, such as a 

distributed control system supplier, operating system supplier and application software suppliers . 

The maintenance strategy should cover: 

a) why maintenance is needed; 

b) who can do what work; 

c) what the roles and responsibilities of everyone involved are; 

d) how the work is to be performed; 

e) what resources are available for maintenance; 

f ) where maintenance is to be performed; 

g) when maintenance can commence; 

h) system description; 

i) agreement protocols; 

j) training; 

k) controls; 

l) an estimate of maintenance costs; 

m) records and reports. 
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This clause defines the activities and tasks the primary life cycle process of software maintenance. 

The Maintenance Process contains the activities and tasks necessary to modify an existing software 

product while preserving its integrity. These activities and tasks are the responsibility of the 

maintainer. This International Standard provides task-steps which are examples of what to perform 

in order to implement the maintenance activities and tasks. The maintainer should ensure that the 

Maintenance Process exists and is functional prior to development of any software product. The 

Maintenance Process should be activated when a requirement exists to maintain a software product.  

As soon as the process is activated, Maintenance Plans and Procedures should be developed and 

resources should be allocated specifically for maintenance. After the software product is 

delivered, the maintainers should modify the code and associated documentation in response to a 

modification request or problem report. The overall objective of software maintenance is to modify 

the existing product while preserving its integrity. This process supports the software product from 

its inception through migration to new environments, to its retirement. The process ends when the 

software product is finally retired. 

The activities which comprise the Maintenance Process are: 

a) Process Implementation. 

b) Problem and Modification Analysis. 

c) Modification Implementation. 

d) Maintenance Review/Acceptance. 

e) Migration. 

f) Retirement. 

Inputs are transformed or consumed by the maintenance activities to produce outputs. Controls 

provide guidance to ensure that the maintenance activity produces correct outputs. Outputs are the 

data or objects produced by the maintenance activity. Support identifies supporting life cycle 

processes of ISO/IEC 12207 used by the maintenance activities.  
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Figure 2 provides an overview of the Maintenance Process.  
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Figure 2 — Maintenance Process 

5.1 Process Implementation 

During Process Implementation, the maintainer establishes the plans and procedures which are to 

be executed during the Maintenance Process. The Maintenance Plan (see sub-clause 8.3.2 of this 

International Standard) should be developed in parallel with the Development Plan. The maintainer 

should also establish needed organizational interfaces during this activity.  
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5.1.1 Inputs 

The inputs for the Process Implementation activity should include:  

⎯ Relevant baselines; 

⎯ System documentation, if available; 

⎯ A Modification Request (MR) or Problem Report (PR), if applicable.  

5.1.2 Tasks 

In order to effectively implement the Maintenance Process, the maintainer should develop and 

document a strategy for performing the maintenance. To accomplish this effort, the main tainer must 

execute the following tasks: 

⎯ Develop Maintenance Plans and Procedures; 

⎯ Establish MR/PR Procedures; 

⎯ Implement Configuration Management; 

⎯ Develop a Configuration Management Plan, (may not be necessary for MRs/PRs).  

6.1.3 Maintenance planning plans and procedures 

To accomplish maintenance planning the following tasks should be performed, although not all 

tasks may be necessary for all maintenance activities, especially when activities are focused on MRs 

or PRs: 

a) develop maintenance plans and procedures; 

b) establish MR/PR procedures; 

c) implement configuration management. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 16:42:22 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: ISO/IEC/IEEE 14764-2021

http://www.avadocuments.com/doc/iso-iec-ieee-14764-2021
http://www.avadocuments.com/doc/iso-iec-ieee-14764-2021


 

 

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.1.1) develop, document, and execute plans and 

procedures for conducting the activities and tasks of the Maintenance Process.  

The maintenance strategy includes Plan should document the strategy to be used to maintain the 

system, while the maintenance plans and procedures should provide a more detailed approach on 

how to actually accomplish the maintenance. In order to develop effective Maintenance Plans and 

Procedures, the maintainer should perform the following task-steps: 

Note The contents of a maintenance plan are detailed in Clause 9. 

6.1.4 Maintenance plans and procedures 

The following tasks support definition of maintenance plans and procedures:  

a) Assist the acquirer in developing the maintenance concept. 

a) determine Assist the acquirer in determining the scope of maintenance;. 

b) analyse Assist the acquirer in analyzing maintenance organization alternatives;. 

d) Ensure written designation as the maintainer for the software product. 

c) conduct  resource analyses; 

d) estimate maintenance costs; 

e) perform a maintainability assessment of the system;. 

f ) determine transition requirements;. 

g) determine transition milestones;. 

h) identify the maintenance process to which will be used;. 

i) develop maintenance procedures for selected maintenance tasks.  
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NOTE 1 Transition to a new system is often performed concurrently with disposal of an 

existing system, entailing data migration from the old system to its replacemen t (from ISO/IEC/IEEE 

12207:2017, 6.4.10.1). Migration of software and data are often performed as a part of maintenance. 

This is the major reason why g) and h) are included in the maintenance plans and procedures.  

NOTE 2 Consistent with ISO/IEC/IEEE 12207, ISO/IEC/IEEE 15289 specifies content for 

maintenance plans (ISO/IEC/IEEE 15289:2019, 10.31), maintenance procedures (ISO/IEC/IEEE 

15289:2019, 10.32), problem management procedure (ISO/IEC/IEEE 15289:2019, 10.36), and problem 

reports (ISO/IEC/IEEE 15289:2019, 10.37). 

k) Document the Maintenance Process in the form of operating procedures.  

 

6.4.13.3 Activities and tasks (cont’d) 

b) Perform maintenance. This activity consists of the following tasks: 

1) Review stakeholder requirements, complaints, events, incident and problem reports to identify 

corrective, adaptive, perfective and preventive maintenance needs.  

NOTE For software systems with iterative life cycles, changing requirements can be considered as  

the source for adaptive and perfective maintenance activities. For software maintenance, this process 

makes corrections, changes, and improvements to deployed software, as well as patching and 

updates to maintain system security. 

2) Analyse the impact of maintenance changes on data structures, data, and related software 

functions, user documentation, and interfaces. 

NOTE Reviews and analyses often include factors such as the category of maintenance action; size of 

modification; cost involved; time to modify; and impacts on performance, safety or security.  

3) Upon encountering unexpected faults that cause a software system failure, restore the system to 

operational status. 
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NOTE Restoration to full or degraded operational status can often be accomplished through a roll-

back, workaround or by identifying and correcting the cause of the fault. If full restoration is 

delayed or not possible, the system is restored to a degraded mode, consistent with the contingency 

planning. If possible, the fault is replicated using a distinct environment similar to the operational 

environment and the root causes of the fault are identified. The Configuration Management process, 

especially release management activities, is invoked to control scheduled and emergency changes to 

the system. 

4) Implement the procedures for correction off laws (defects) and errors, or for replacement or up-

grade of system elements. 

NOTE 1 Correction of flaws and errors uses problem resolution and can be handled through the 

Quality Assurance and Project Assessment and Control processes.  

NOTE 2 Typically, regression testing is performed to verify that the maintenance change has not 

introduced other issues, i.e., complete and correct implementation of the new and modified 

requirements without effect on the performance of the original, unmodified requirements. The 

Transition process can be applied for deployment of major maintenance changes; minor fixes are 

typically handled as part of the Maintenance process. Actions are recorded in order to facilitate 

future maintenance and problem resolution, and for logistics analyses of degradable system 

elements. 

NOTE 3 System and data recovery procedures and maintenance information are often made 

available on media that is usable at the point of performing maintenance.  

5) Perform preventive maintenance by replacing, patching, augmenting, or upgrading software 

system elements, to improve the performance of a software system that is projected to reach 

unacceptable service levels, e.g., lack of capacity due to increases in demand or stored data, or to 

avoid unacceptable operating conditions, e.g., running with outdated security software.  

6) Identify when adaptive or perfective maintenance is required. 
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NOTE Adaptive and perfective maintenance actions usually involve change to the system/software 

requirements, architecture and design. A new project can be started to modify the existing software 

system. 

[ISO/IEC/IEEE 12207:2017] 

 

6.1.5 Maintenance requirements review 

In ISO/IEC/IEEE 12207:2017, 6.4.13.3 b) 1) for connected systems, log files can be used to track 

operational system performance and unreported problems/defects. 

When formulating MRs, incidents, events and complaints should be reviewed in conjunction with 

failure occurrence problems and stakeholder’s maintenance requests.  

When incidents and failure occurrence problems are reviewed, potential risks can be identified and 

possibly mitigated by maintenance. 

6.1.6 Maintenance changes impact analysis 

ISO/IEC/IEEE 12207:2017, 6.4.13.3 b) 2) includes “quality”.  

The following tasks should be performed: 

5.1.2.2 MR/PR procedures 

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.1.2) establish procedures for receiving, recording, 

and tracking problem reports and modification requests from the users and providing feedback to 

the users. Whenever problems are encountered, they shall (ISO/IEC 12207 subclause 6.8) be recorded 

and entered into the Problem Resolution Process. 

The maintainer should perform the following task-steps: 

a) develop an identification numbering scheme for MRs/PRs;. 
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b) develop a scheme for categorizing and prioritizing MRs/PRs; 

c) Develop procedures for determining trend analysis. 

c) determine the procedures for an operator to submit a MR/PR;. 

d) identify the information needs and issues that need to be tracked and reported to the users, 

and identify measures that provide feedback on those information needs and issues; 

e) Determine how initial feedback will be provided to the operators or users.  

e) determine how temporary work arounds will be provided to the operators; or users. 

f ) track the work-around(s) through to removal; 

g) determine what follow-up feedback will be provided to the users. Additionally, the following 

may be performed in mature organizations: 

h) set targets for MR/PR closure rates; 

i) determine the type of data that will need to be tracked over time, e.g. MR/PR aging data; 

j) determine how data are is entered into the status accounting database if used. 

NOTE For analysis of the impact of maintenance changes, both the existing software system and the 

one under incremental maintenance/migration can be operated in parallel and monitored for quality 

evaluation, verification or validation with the comparisons between their outputs, results or 

performance. 

6.4.13.3 Activities and tasks (Cont’d) 

c) Perform logistics support. This activity consists of the following tasks: 

NOTE The logistics actions enable the software system to sustain operational readiness. The actions 

include provisions for staffing, supply support, support equipment, technical data needs (user 

documentation) and agreed data rights, training support, communications, equipment/computing 

resource support, and facilities. 
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1) Obtain resources to support the software system through its life cycle or the project’s life 

(acquisition logistics). 

NOTE Acquisition Logistics considerations are included in the agreement resulting from the 

Agreement processes. This includes performing analysis to identify cost-effective changes to the 

initial design of the system for supportability and ease of maintenance, as well as arrangements for 

distributing software fixes and upgrades during utilization/deployment. These decisions are often 

constrained by availability requirements and impact the supply chain management.  

2) Monitor the quality and availability of replacement elements and enabling systems, their delivery 

mechanisms and their continued integrity during storage.  

NOTE Operational logistics involves the concurrent adjustment of both the system-of-interest and 

enabling systems throughout the operational life to help ensure effective and efficient delivery of 

software functions. It also includes availability of skilled resources. For example, reliable enabling 

systems are available with the capacity to read software stored on previous media formats, or to 

migrate backup files to current media and currently maintained enabling systems. 

3) Implement mechanisms for software system or element distribution, including packaging, 

handling, storage and communications or transportation needed for items during the life cycle.  

NOTE 1 Software distribution and installation is typically automated. Software packages commonly 

include software license terms, including data rights, and elements for software asset management. 

Logistics planning for other systems elements is often required to support the objectives of the 

Integration and Transition processes. 

NOTE 2 Consider the need to store spare elements or backup copies of software onsite or in 

additional locations, to maintain software system capabilities, as required (perhaps at a reduced 

level for contingency operations). 

4) Confirm that logistics actions to fulfil software system or element supportability requirements or 

achieve operational readiness are planned and implemented. 
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