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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that 
are members of ISO or IEC participate in the development of International Standards through 
technical committees established by the respective organization to deal with particular fields of 
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other 
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also 
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
rules given in the ISO/IEC Directives, Part 2 (see www​.iso​.org/​directives).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its 
standards through a consensus development process, approved by the American National Standards 
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the 
final product. Volunteers are not necessarily members of the Institute and serve without compensation. 
While the IEEE administers the process and establishes rules to promote fairness in the consensus 
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of 
the information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent 
rights. Details of any patent rights identified during the development of the document will be in the 
Introduction and/or on the ISO list of patent declarations received (see www​.iso​.org/​patents) or the IEC 
list of patent declarations received (see https://​patents​.iec​.c).

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www​.iso​.org/​
iso/​foreword​.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 7, Systems and software engineering, in cooperation with the Systems and Software 
Engineering Standards Committee of the IEEE Computer Society, under the Partner Standards 
Development Organization cooperation agreement between ISO and IEEE.

This edition cancels and replaces ISO/IEC 16085:2006, which has been technically revised.

The main changes compared to ISO/IEC 16085:2006 are as follows:

—	 Use common terminology, common process names, and common process structure with 
ISO/IEC/IEEE 15288:2015 and ISO/IEC/IEEE 12207:2017.

—	 Improve consistency with ISO 31000:2018, which provides generic principles, framework, and 
process for managing all forms of risk.

—	 Provide specialized guidance for performing risk management within the context of systems and 
software engineering projects.

This document is intended to be used in conjunction with ISO/IEC/IEEE 15288:2015, 
ISO/IEC/IEEE 12207:2017, ISO 31000 and IEC 31010, and is not a replacement.
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Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www​.iso​.org/​members​.html.
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Introduction

This document is an elaboration standard for the risk management process described in 
ISO/IEC/IEEE  15288 and ISO/IEC/IEEE  12207. This document provides requirements for the tasks 
and activities of the risk management process in Clause  6, consistent with these life cycle process 
International Standards. This document provides a definition of the content of the risk management 
plan (8.1) and risk treatment plan (8.2). This document also provides guidance for how risk management 
outcomes, activities, and tasks pertain to other processes.

This document prescribes a continuous process for risk management. Clause 1 provides an overview 
and the purpose, scope, and field of application. Clause  2 lists the normative references. Clause  3 
provides terms and definitions. Clause  4 prescribes conformance criteria. Clause  5 describes key 
concepts and application with other International Standards. Clause 6 elaborates the risk management 
process as required by ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207. Clause 6 also defines required 
purpose, outcomes, tasks, and activities of the risk management process for application to systems 
and software engineering projects in an integrated manner as described in Clause 7 and produces the 
information products described in Clause  8. Clause  7 suggests some typical risk areas, some typical 
opportunity areas, and some typical treatments for each life cycle process. Clause  8 prescribes the 
content for the risk management information items. The Bibliography lists informative references that 
are either referenced by this document or of interest to users of this document.
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Systems and software engineering — Life cycle processes — Risk 

management 

1 Scope 

1.1 Overview 

This document: 

— provides risk management elaborations for the processes described in ISO/IEC/IEEE 15288 and 

ISO/IEC/IEEE 12207, 

— provides the users of ISO/IEC/IEEE 15288, ISO/IEC/IEEE 12207 and their associated elaboration 

standards with common terminology and specialized guidance for performing risk management 

within the context of systems and software engineering projects, 

— specifies the required information items that are to be produced through the implementation of 

risk management process for claiming conformance, and 

— specifies the required contents of the information items. 

This document provides a universally applicable standard for practitioners responsible for 

managing risks associated with systems and software over their life cycle. This document is suitable 

for the management of all risks encountered in any organization or project appropriate to the 

systems or software projects regardless of context, type of industry, technologies utilized, or 

organizational structures involved. 
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This document does not provide detailed information about risk management practices, techniques, 

or tools which are widely available in other publications. Instead this document focuses on 

providing a comprehensive reference for integrating the large and wide variety of processes, 

practices, techniques, and tools encountered in systems and software engineering projects and other 

lifecycle activities into a unified approach for risk management, with the purpose of providing 

effective and efficient risk management while meeting the expectations and requirements of 

organization and project stakeholders. 

1.2 Purpose 

This document provides information on how to design, develop, implement, and continually 

improve risk management in a systems and software engineering project throughout its life cycle. 

1.3 Field of application 

This document is compatible with risk management as described in ISO/IEC/IEEE 15288 and 

ISO/IEC/IEEE 12207 and can also be applied in conjunction with ISO 31000. Depending on the scope 

and context of the systems or software engineering project of interest, there are a number of 

additional International Standards that can be applicable to the risk management effort including 

ISO 9001. This document is intended to provide additional information useful in implementing a 

system for integrated risk management for systems and software engineering projects. 5.2 discusses 

in more detail how this document can be applied with other standards. 

This document is applicable to: 

— project teams which use ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 on projects dealing with 

man-made systems, software-intensive systems, software and hardware products, and services 

related to those systems and products, regardless of organization or project scope, product(s), 

methodology, size, or complexity; 

— project teams performing risk management activities to aid in ensuring that their application of 

risk management conforms to ISO/IEC/IEEE 15288 and/or ISO/IEC/IEEE 12207; 
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— project teams using ISO/IEC/IEEE 15289 on projects dealing with human-made systems, software-

intensive systems, software and hardware products, and services related to those systems and 

products, regardless of organization or project scope, product(s), methodology, size, or 

complexity; and 

— project teams generating information items developed during the application of risk management 

processes to conform to ISO/IEC/IEEE 15289. 

This document can be applied in conjunction with ISO 31000 and IEC 31010 to augment risk 

management performed within the context of ISO/IEC/IEEE 15288 and/or ISO/IEC/IEEE 12207. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 

constitutes requirements of this document.  For dated references, only the edition cited applies. For 

undated references, the latest edition of the referenced document (including any amendments) 

applies. 

ISO/IEC/IEEE 12207:2017, Systems and software engineering — Software life cycle processes 

ISO/IEC/IEEE 15288:2015, Systems and software engineering — System life cycle processes 
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Systems and software engineering — Life cycle processes — 

Risk management 

1. Overview 

This standard prescribes a continuous process for risk management. Clause 1 provides an overview 

and describes the purpose, scope, and field of application, as well as prescribing the conformance 

criteria. Clause 2 lists the normative references; informative references are provided in Annex E. 

Clause 3 provides definitions. Clause 4 describes how risk management is applied to the life cycle. 

Clause 5 prescribes the requirements for a risk management process. 

There are several informative annexes. Annex A, Annex B, and Annex C recommend content of 

three docu- ments: Risk Management Plan, Risk Action Request, and Risk Treatment Plan. Annex D 

summarizes where risk management is mentioned in the ISO/IEC 12207 series of software life cycle 

process standards. An equivalent annex is not included for ISO/IEC 15288, the system life cycle 

process standard, since it includes a risk management process. Annex E, as previously mentioned, is 

an annotated bibliography of standards and other documents related to the material covered in this 

standard. 

1.1 Scope 

This standard describes a process for the management of risk during systems or software 

acquisition, supply, development, operations, and maintenance. 

1.2 Purpose 

The purpose of this standard is to provide suppliers, acquirers, developers, and managers with a 

single set of process requirements suitable for the management of a broad variety of risks. This 

standard does not provide detailed risk management techniques, but instead focuses on defining a 

process for risk management in which any of several techniques may be applied. 
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1.3 Field of application 

This standard defines a process for the management of risk throughout the life cycle. This standard 

is suit- able for adoption by an organization for application to all appropriate projects. This standard 

is useful for managing the risks associated with organizations dealing with system or software 

issues. 

This standard may be applied in conjunction with the ISO/IEC 12207:1995 series of standards, 

ISO/IEC 15288, or applied independently. 

1.3.1 Application with ISO/IEC 12207:1995 series 

ISO/IEC 12207:1995 is currently the ISO's “umbrella” standard describing standard processes for the 

acqui- sition, supply, development, operations, and maintenance of software. The standard 

recognizes that actively managing risk is a key success factor in the management of a software 

project. ISO/IEC 12207:1995 men- tions risk and risk management in several places, but did not 

provide a process for risk management (see Annex D). This risk management standard provides that 

process in a manner aligned with the risk manage- ment process definition provided by subsequent 

amendments to ISO/IEC 12207. This standard may be used for managing organizational-level risk or 

project-level risk, in any domain or life cycle phase, to support the perspectives of managers, 

participants, and other stakeholders. 

In the life cycle process framework provided by ISO/IEC 12207:1995, risk management is an 

“organiza- tional life cycle process.” The activities and tasks in an organizational process are the 

responsibility of the organization using that process. The organization therefore ensures that this 

process has been established. 

When used with ISO/IEC 12207:1995, this standard assumes that the other management and 

technical pro- cesses of ISO/IEC 12207 perform the treatment of risk. Appropriate relationships to 

those processes are described. 
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1.3.2 Application with ISO/IEC 15288:2002 series 

ISO/IEC 15288:2002 includes a risk management process and mentions risk and risk management in 

several places. This standard may be used for managing organizational-level risk, enterprise-level 

risk, or project- level risk, in any domain or life cycle stage, to support the perspectives of managers, 

participants, and other stakeholders. 

16085 is broadly compatible with the risk management process documented in ISO/IEC 15288:2002 

and provides additional process information to aid planning and execution of risk management. 

When used with ISO/IEC 15288:2002, this standard assumes that the other management and 

technical processes of ISO/IEC 15288 perform the treatment of risk. The scope, purpose, field of 

application, and conformance requirements in Clause 1 can be interpreted for system life cycle 

application. The definitions (Clause 3), process informa- tion (Clause 5) and outlines for the risk 

management plan (Annex A), risk action request (Annex B), and risk treatment plan (Annex C) can 

be directly applied to the system life cycle. 

1.3.3 Application independent of ISO/IEC series 

This standard may be used independently of any particular systems or software life cycle process 

standard. When used in this manner, the standard applies additional provisions for the treatment of 

risk. 

1.4 Conformance 

An organization or project may claim conformance to this standard by implementing a process, 

demonstrat- ing through plans and performance all of the requirements (specified as mandatory by 

the word shall) in the activities and tasks described in Clause 5. 

Note that in those instances where this standard is applied independently of ISO/IEC 12207:1995 or 

ISO/ IEC 15288:2002, an additional set of requirements for risk treatment is provided in 5.1.4.2.  
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1.5 Disclaimer 

This standard establishes minimum requirements for a risk management process, activities and 

tasks. Imple- menting these requirements or the preparation of risk management plans or risk action 

requests according to this standard does not ensure an absence of risks. Conformance with this 

standard does not absolve any party from any social, moral, financial, or legal obligation. 

2. Normative references 

ISO/IEC 12207:1995, Information Technology — Software Life Cycle Processes.1 

ISO/IEC 12207:1995/AMD.1:2002, Information Technology — Software Life Cycle Processes — 

Amendment 1. 

ISO/IEC 12207:1995/AMD.2:2003, Information Technology — Software Life Cycle Processes — 

Amendment 2. 

ISO/IEC 15026:1998, Information Technology — System and Software Integrity Levels. 

ISO/IEC 15288: 2002, Systems Engineering — System life cycle processes 

NOTES 

1—ISO/IEC 12207:1995 is not needed if this standard is being applied independently of ISO/IEC 

12207. 

2—IEEE/EIA 12207.0-1996 may be used as a replacement for ISO/IEC 12207:1995.2 

3—ISO/IEC 15288:2002 is not needed if this standard is being applied independently of ISO/IEC 

15288. 
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3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. The Authoritative 

Dictionary of IEEE Standard Terms [B19] should be referenced for terms not defined in this clause. 

ISO, IEC, and IEEE maintain terminological databases for use in standardization at the following 

addresses: 

— ISO Online browsing platform: available at https:// w w w.iso.org/ 

— IEC Electropedia: available at http:// w w w.electropedia.org/ 

— IEEE Standards Dictionary Online: available at: http://dictionary.ieee.org 

NOTE Definitions for other system and software engineering terms typically can be found in 

ISO/IEC/IEEE 24765, available at www.computer.org/sevocab. 

3.1 

consequence 

outcome of an event affecting one or more stakeholders (3.11) 

Note 1 to entry: An event can lead to a range of consequences. 

Note 2 to entry: A consequence can be certain or uncertain and can have positive or negative effects 

on objectives (3.3). 

Note 3 to entry: Consequences can be expressed qualitatively or quantitatively. Note 4 to entry: 

Initial consequences can escalate through follow-on effects. 

[SOURCE: ISO Guide 73:2009, 3.6.1.3, modified — In the definition, "objectives" has been replaced 

by "one or more stakeholders"; the notes to entry have been reordered.] 
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3.2 

likelihood 

chance of something happening 

Note 1 to entry: In risk (3.5) management terminology, the word “likelihood” is used to refer to the 

chance of something happening, whether defined, measured, or determined objectively or 

subjectively, qualitatively or quantitatively, and described using general terms or mathematically 

(such as a probability or a frequency over a given time period). 

Note 2 to entry: The English term “likelihood” does not have a direct equivalent in some languages; 

instead, the equivalent of the term “probability” is often used. However, in English, “probability” is 

often narrowly interpreted as a mathematical term. Therefore, in risk management terminology, 

“likelihood” is used with the intent that it should have the same broad interpretation as the term 

“probability” has in many languages other than English. 

[SOURCE: ISO Guide 73:2009, 3.6.1.1] 

3.3 

objective 

result to be achieved 

Note 1 to entry: An objective can be strategic, tactical, or operational. 

Note 2 to entry: An objective can relate to different disciplines (such as financial, health and safety, 

and environmental goals) and can apply at different levels (such as strategic, organization-wide, 

project, product, and process). 

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a 

purpose, an operational criterion, an objective related to risk (3.5) management, or by the use of 

other words with similar meaning (e.g. aim, goal, or target). 
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Note 4 to entry: Objectives related to risk management are set by the organization (3.4), consistent 

with the risk policy, to achieve specific results. 

[SOURCE: ISO/IEC 19770-1:2017, 3.37, modified — In Note 3 to entry, "asset management objective" 

has been replaced by "objective related to risk management"; the original Note 4 to entry has been 

replaced by a new one.] 

3.4 

organization 

person or group of people that has its own functions with responsibilities, authorities, and 

relationships to achieve its objectives (3.3) 

Note 1 to entry: The concept of organization includes, but is not limited to sole-trader, company, 

corporation, firm, enterprise, authority, partnership, association, charity or institution, or part or 

combination thereof, whether incorporated or not, public or private. 

[SOURCE: ISO 9000:2015, 3.2.1, modified — Note 2 to entry has been removed.] 

3.5 

risk 

effect of uncertainty on objectives (3.3) 

Note 1 to entry: An effect is a deviation from the expected — positive or negative. A positive effect is 

also known as an opportunity. 

Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and 

environmental goals) and can apply at different levels (such as strategic, organization-wide, project, 

product, and process). 
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Note 3 to entry: Risk is often characterized by reference to potential events and consequences (3.1), or 

a combination of these. 

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event 

(including changes in circumstances) and the associated likelihood (3.2) of occurrence. 

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to 

understanding or knowledge of an event, its consequence, or likelihood. 

[SOURCE: ISO Guide 73:2009, 1.1, modified — In Note 1 to entry, the last sentence has been added.] 

3.6 

risk criteria 

terms of reference against which the significance of a risk (3.5) is evaluated 

Note 1 to entry: Risk criteria are based on organizational objectives (3.3), and external and internal 

context. Note 2 to entry: Risk criteria can be derived from standards, laws, policies, and other 

requirements. [SOURCE: ISO Guide 73:2009, 3.3.1.3] 

3.7 

risk exposure 

potential loss presented to an individual, project, or organization (3.4) by a risk (3.5) 

Note 1 to entry: Risk exposure is commonly defined as the product of a probability and the 

magnitude of a consequence (3.1), that is, an expected value or expected exposure." 
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3.8 

risk profile 

description of any set of risks (3.5) 

Note 1 to entry: The set of risks can contain those that relate to the whole organization (3.4), part of 

the organization, or as otherwise defined. 

Note 2 to entry: The phrase "as otherwise defined" includes one or more projects. 

[SOURCE: ISO Guide 73:2009, 3.8.2.5, modified — Note 2 to entry has been added.] 

3.9 

risk threshold 

measure of the level of uncertainty or the level of impact at which a stakeholder (3.11) may have a 

specific interest 

Note 1 to entry: Different risk thresholds can be defined for each risk, risk category or combination 

of risks, based on differing risk criteria (3.6). Below that risk threshold, the organization (3.4) will 

accept the risk (3.5). Above that risk threshold, the organization will not tolerate the risk; 

3.10 

risk tolerance 

degree, amount, or volume of risk (3.5) that an organization (3.4) or individual will withstand 

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.3543] 
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3.11 

stakeholder 

individual or organization (3.4) having a right, share, claim, or interest in a system or in its possession 

of characteristics that meet their needs and expectations 

EXAMPLE End users, end user organizations, supporters, developers, producers, trainers, 

maintainers, disposers, acquirers, supplier organizations and regulatory bodies. 

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system. 

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.59] 

4 Conformance 

4.1 Intended usage 

This document provides a definition of the content of the risk management plan (8.1) and risk 

treatment plan (8.2). It also provides requirements for the tasks and activities of the risk 

management process in Clause 6, consistent with the requirements of ISO/IEC/IEEE 15288 and 

ISO/IEC/IEEE 12207. Users of this document can claim conformance to the process provisions or to 

the information item provisions, or both. 

NOTE Requirements of this document are marked by the use of the verb “shall”. Recommendations 

are marked by the use of the verb “should". Permissions are marked by the use of the verb “may”. 

4.2 Conformance to information items 

A claim of conformance to information items to this document is equivalent to claiming 

conformance to the information item content requirements cited in Clause 8. 
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4.3 Conformance to process 

A claim of conformance to the process provisions of this document implies claiming conformance to 

the risk management process from ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 as elaborated in 

Clause 6. 

4.4 Full conformance 

A claim of full conformance to this document is equivalent to claiming conformance to the 

information item content requirements cited in Clause 8 and the risk management process of 

ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 elaborated in Clause 6. 

5 Key concepts and application 

5.1 Key concepts 

5.1.1 Risk and opportunity 

In Clause 3, risk is defined as the “effect of uncertainty on objectives.” Risks can be either positive or 

negative because an effect is a deviation from the expected and therefore can be positive or negative. 

When the effect is positive, it is often considered an opportunity. Opportunity is used if there is a 

positive effect from uncertainty. 

However, in common usage, risk generally means a negative effect. This document uses this more 

common interpretation of risk where there is a negative effect. Therefore, treatments will commonly 

be mitigations. The management and treatment of both risks and opportunities may or may not use 

the same process or stakeholders. Risks, threats, and opportunities should be understood and 

managed so as to maximize benefits and minimize negatives. 
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5.1.2  Project and organizational specific terminology 

The precise language used by a specific systems or software engineering project can vary depending 

on organizational factors and context and may not be fully consistent with the definitions used by 

this document. In this situation, the project risk management plan should identify, analyze, and 

address the inconsistencies between the organization’s terminology and the terminology in this 

document. 

5.1.3 Systems and software 

It is a fundamental premise of this document that software always exists in the context of a system. 

Since software does not operate without hardware, the processor upon which the software is 

executed can be considered as part of the system. Alternatively, hardware or services hosting the 

software system and handling communications with other systems can also be viewed as enabling 

systems or external systems in the operating environment. 

[ISO/IEC/IEEE 12207:2017 5.2.1] 

5.1.4 Uncertainty and its relationship to risk 

Risk and uncertainty are related. Higher levels of uncertainty inherent in large complex systems and 

software engineering projects require commensurate levels of risk management. 

The systems and software engineering life cycle processes provide a structure that directly addresses 

uncertainty by defining, clarifying, communicating, and gaining consensus regarding not only the 

system-of-interest being realized, but also the processes, activities, resources, and individual roles 

and responsibilities utilized for its realization. 

By integrating risk management with systems and software engineering life cycle processes, risks 

and uncertainties can be more efficiently and effectively identified, analyzed, and treated. 
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5.1.5 Complexity and its relationship to risk 

Systems which are more complex typically have greater uncertainty. Catastrophic events often result 

not from a single cause but from interconnected risk factors and cascading failures. Each risk factor 

taken in isolation might not cause a disaster, but risk factors working in synergy can. Complex, 

interconnected systems generate many, sometimes unexpected or counterintuitive vulnerabilities. 

Where a small, localized, single event can trigger cascading failures, then a small, localized, single 

intervention can also provide a mitigation. In these situations, to adequately perform risk 

management requires a deep understanding of how the behaviour of a complex system or system of 

systems emerges from its many constituent parts. Therefore, it is prudent to integrate risk 

management with the systems and software engineering life cycle processes to more efficiently and 

effectively manage system complexities and their associated risks. 

5.1.6 Risk management above the project level 

This document emphasizes risk management at the project level using the ISO/IEC/IEEE 12207 or 

ISO/IEC/IEEE 15288 processes. ISO 31000 provides material for organizations which are 

implementing risk management at both the organizational and project level. Because external 

organizational risks can affect the project, both a project and organizational perspective should be 

considered when performing risk management. 

5.1.7 Purpose and principles for risk management 

Integrating risk management with all organizational processes improves the performance of risk 

management while gaining efficiencies. 
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ISO 31000 applies to all industries and sectors. Its purpose and basic principle are the creation and 

protection of value. It is applicable at all levels in any type of organization. In the field of systems 

and software engineering, the framework for the creation of value is set by ISO/IEC/IEEE 15288 and 

ISO/IEC/IEEE 12207, the core standards in their field. Within the framework defined by 

ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, this document's purpose and basic principle are the 

protection of systems and software engineering value. When the possibility of harm or hazard exists, 

risk management prioritizes focus on the reduction of the negative outcomes. 

These principles derived from ISO 31000 provide guidance on the characteristics of efficient and 

effective risk management, communicating risk management's value, and explaining risk 

management's intention and purpose. These principles are the foundation for managing risk and 

should be considered when establishing an organization’s or project's risk management framework 

and processes. The principles described below better enable a project, at all levels, to manage the 

effects of uncertainty on its objectives: 

— Integrated: Risk management is an integral part of all organizational activities. 

— Structured and comprehensive: A structured and comprehensive approach to risk management 

that addresses all areas of the organization and project contributes to consistent and comparable 

results. 

— Customized: The risk management framework and processes are customized and proportionate 

to the organization’s external and internal context, as well as being related to its objectives. 

— Inclusive: Appropriate and timely involvement of stakeholders enables their knowledge, views 

and perceptions to be considered. This results in improved awareness and informed risk 

management. 

— Dynamic: Risks can emerge, change, or disappear as an organization’s external and internal 

context changes. Risk management anticipates, detects, acknowledges, and responds to those 

changes and events in an appropriate and timely manner. 
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— Best available information: The inputs to risk management are based on historical and current 

information, as well as on future expectations. Risk management explicitly takes into account any 

limitations and uncertainties associated with such information and expectations. Information 

should be timely, clear, and available to relevant stakeholders. 

— Human and cultural factors: Human behaviour and culture significantly influence all aspects of 

risk management at each level and stage. 

— Continual improvement: Risk management is continually improved through learning, experience, 

and review/analysis of appropriate measurements. 

5.2 Application 

5.2.1 General 

This document describes an integrated approach for implementing, performing, and continually 

improving risk management as applied to systems or software engineering projects. The concepts, 

methods, and application instructions described in this document are intended to be applied in 

conjunction with other risk management practices and systems, and with other standards, processes, 

and practices applicable to systems and software engineering projects and programs. 

Risk management is most effective when performed as an integral part of all organizational 

processes. The risk management process covers all aspects of organizational and project work, the 

project outcome (“the realized system”), and the environment in which the realized system will 

operate. However, the risk management process is also applicable in cases where the user is only 

concerned about one or more selected aspects of the work, the outcome, or the environment. For 

example, the risk management process is applicable in a case where the user's concern is limited to 

the data security aspect of the realized system. Systems and software engineering projects can utilize 

a number of ISO, IEC, ISO/ IEC, and ISO/IEC/IEEE International Standards. This document is an 

elaboration for the following International Standards which define risk management processes: 

— ISO/IEC/IEEE 15288 
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— ISO/IEC/IEEE 12207 

This document is can be used in conjunction with the following International Standards which 

discuss risk management: 

— ISO 31000 

— ISO 9001 

Additional International Standards can apply based on the unique scope and context of a particular 

systems or software engineering project. Additionally, depending on conformance requirements and 

flexibility for tailoring and/or applying various International Standards independently, a variety of 

application scenarios may be available to the systems or software engineering project. The 

application of this document in conjunction with or independent of other International Standards is 

determined as appropriate for the systems or software engineering project of interest. 

5.2.2 Application with ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207 

ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 establish a common framework of required process 

purposes and outcomes. Each also includes required activities and tasks to fulfil those processes. 

They define a set of processes and associated terminology from an engineering viewpoint. 

The process framework defined in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 includes risk 

management as one of the life cycle processes within the framework. This document is designed to 

be compatible with risk management as defined in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. 

This document serves to: 

— facilitate the implementation of a systems engineering project risk management process 

conforming to ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207; 

— facilitate the implementation of a project risk management process for organizations and projects 

conforming to ISO/IEC/IEEE 15288, and ISO/IEC/IEEE 12207 and ISO 31000 (and/or other 

International Standards); 
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— integrate or establish more effective interfaces between the systems engineering risk management 

process and other risk management processes, including project risk management, enterprise risk 

management, product-specific risk management, health and safety safety-related risk 

management, and information security-related risk management. 

5.2.3 Application with ISO 31000 

ISO 31000 provides principles, framework and a process for managing risk. It can be used by any 

organization regardless of its size, activity, or sector. ISO 31000 is intended to help organizations 

increase the likelihood of achieving objectives, improve the identification of opportunities and 

threats and effectively allocate and use resources for risk treatment. However, ISO 31000 cannot be 

used for certification purposes, nor does it provide guidance for internal or external audit programs. 

It does, however, provide guidance for establishing both a risk management framework and risk 

management process which may be subject to audit under management system programs, such as 

ISO 9001 or ISO/IEC 27001. 

With respect to this document, ISO 31000 provides overarching understanding and guidance for the 

design, implementation, and continual improvement of a risk management framework for systems 

and software engineering projects. The concepts, methods, and application instructions contained in 

this document are intended to facilitate the tailored application of ISO 31000 specifically for the 

systems or software engineering project under consideration. 

5.2.4 Application with ISO 9001 

ISO 9001 provides the requirements for implementing quality management systems. It makes it 

explicit that risk-based thinking should be applied throughout the quality management system. 

Risk-based thinking helps to ensure that risk management is applied and integrated holistically with 

other life cycle processes in a disciplined approach that allows efficient and effective implementation 

to address both positive and negative events. This document describes such a disciplined approach. 
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5.2.5 Application with other ISO, IEC, ISO/IEC, and ISO/IEC/IEEE 

standards 

Depending on the scope and context of the systems or software engineering project of interest, there 

are a number of additional International Standards that may be applicable to the risk management 

effort. For example, the types of International Standards could include: 

— Additional International Standards related to project, program and other organizational system 

management such as ISO 21500. 

— International Standards applicable to the specific industry, technologies, or activities that are part 

of the scope of the systems or software engineering project. In particular those that relate to the 

performance of risk management, functional safety, and security practices applicable to specific 

industries and for specific types of products or equipment. For example, ISO 14971, ISO 13485, 

and ISO 17666. 

— International Standards that support risk management, including those regarding practices, 

analysis, tools, and techniques for risk, safety, security, and dependability (e.g. risk assessment, 

hazard analysis, fault tree analysis, reliability prediction, measurement process, etc.) such as IEC 

31010 and ISO/IEC TR 33015. IEC 31010 discusses the challenges of assessing risk in various 

situations and several ways a value for level of risk can be obtained. The techniques described in 

IEC 31010 may be used when there is a need to identify risk or when a more in depth 

understanding of the risks and opportunities are needed. 

Applicable additional International Standards can be identified as part of the systems or software 

project stakeholder needs and expectations, and system requirements definition processes. 

3.1 consequence: An outcome of an event. 

NOTES 

1—There can be more than one consequence from one event. 
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2—Consequences can range from positive to negative. However, consequences are always negative 

for safety aspects. 

3—Consequences can be expressed qualitatively or quantitatively. 

[ISO Guide 73:2002, definition 3.1.2] 

3.2 event: The occurrence of a particular set of circumstances. 

1ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de 

Varembé, CH-1211, Genève 20, Switzerland/ Suisse (http://www.iso.ch/). ISO/IEC publications are 

also available in the United States from Global Engineering Documents, 15 Inverness Way East, 

Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the 

United States from the American National Standards Institute, 11 West 42nd Street, 13th Floor, New 

York, NY 10036, USA (http://www.ansi.org/). 

2 IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes 

Lane, P.O. Box 1331, Piscataway, NJ 08855-1331, USA (http://standards.ieee.org/). 

NOTES 

1—The event can be certain or uncertain. 

2—The event can be a single occurrence or a series of occurrences. 

3—The probability associated with the event can be estimated for a given period of time. 

[ISO Guide 73:2002, definition 3.1.4] 

3.3 probability: The extent to which an event (3.1.4) is likely to occur 
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NOTES 

1—ISO 3534-1:1993, definition 1.1, gives the mathematical definition of probability as “a real number 

in the scale 0 to 1 attached to a random event. It can be related to a long-run relative frequency of 

occurrence or to a degree of belief that an event will occur. For a high degree of belief, the 

probability is near 1.” 

2—Frequency rather than probability may be used in describing risk. 

3—Degrees of belief about probability can be chosen as classes or ranks, such as 

— rare/unlikely/moderate/likely/almost certain, or 

— incredible/improbable/remote/occasional/probable/frequent. 

[ISO Guide 73:2002, definition 3.1.3] 

3.4 project risk profile: A project's current and historical risk-related information; a compendium or 

aggregate of all of the individual risk profiles in a project. 

NOTE—The project risk profile information includes the risk management context, along with the 

chronological record of risks and their individual risk profiles, priority ordering, risk-related 

measures, treatment status, contingency plans, and risk action requests. A project risk profile 

consists of a collection of the risk profiles of all the individual risks, which in turn includes the 

current and historical risk states. See risk profile and risk state. 

3.5 risk: The combination of the probability of an event and its consequence. 

NOTES 

1—The term “risk” is generally used only when there is at least the possibility of negative 

consequences. 

2—In some situations, risk arises from the possibility of deviation from the expected outcome or 

event. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 20:09:11 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: ISO/IEC/IEEE 16085-2020

http://www.avadocuments.com/doc/iso-iec-ieee-16085-2020
http://www.avadocuments.com/doc/iso-iec-ieee-16085-2020


 

 

3—See ISO/IEC Guide 51 for issues related to safety. 

[ISO Guide 73:2002, definition 3.1.1] 

3.6 risk acceptance: The decision to accept a risk. 

NOTES 

1—The verb “to accept” is chosen to convey the idea that acceptance has its basic dictionary 

meaning. 

2—Risk acceptance depends on risk criteria. 

[ISO Guide 73:2002, definition 3.4.10] 

3.7 risk action request: The recommended treatment alternatives and supporting information for 

one or more risks determined to be above a risk threshold. 

3.8 risk category: A class or type of risk (e.g., technical, legal, organizational, safety, economic, 

engineering, cost, schedule). 

NOTE—A risk category is a characterization of a source of risk. See source. 

3.9 risk criteria: The terms of reference by which the significance of risk is assessed. 

NOTE—Risk criteria can include associated cost and benefits, legal and statutory requirements, 

socio-economic and environmental aspects, the concerns of stakeholders, priorities and other inputs 

to the assessment. 

[ISO Guide 73:2002, definition 3.1.6] 

3.10 risk exposure: The potential loss presented to an individual, project, or organization by a risk; a 

function of the probability that the risk will occur and the magnitude of the consequences of its 

occurrence. 
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NOTE—Risk exposure is commonly defined as the product of a probability and the magnitude of a 

consequence, i.e., an expected value or expected exposure. This risk management standard takes a 

broader view that includes qualitative expressions of risk exposure. 

3.11 risk management plan: A description of how the elements and resources of the risk 

management process will be implemented within an organization or project. 

3.12 risk management process: A continuous process for systematically identifying, analyzing, 

treating, and monitoring risk throughout the life cycle of a product or service. 

3.13 risk management system: set of elements of an organization's management system concerned 

with managing risk. 

NOTES 

1—Management system elements can include strategic planning, decision making, and other 

processes for dealing with risk. 

2—The culture of an organization is reflected in its risk management system. [ISO Guide 73:2002, 

definition 3.1.8] 

3.14 risk profile: A chronological record of a risk's current and historical risk state information. 

3.15 risk state: The current project risk information relating to an individual risk. 

NOTE—The information concerning an individual risk may include the current description, causes, 

probability, consequences, estimation scales, confidence of the estimates, treatment, threshold, and 

an estimate of when the risk will reach its threshold. 

3.16 risk threshold: A condition that triggers some stakeholder action. 

NOTE—Different risk thresholds may be defined for each risk, risk category or combination of risks 

based upon differing risk criteria. 
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3.17 risk treatment: The process of selection and implementation of measures to modify risk. 

NOTE 

1—The term “risk treatment” is sometimes used for the measures themselves. 

2—Risk treatment measures can include avoiding, optimizing, transferring or retaining risk. 

[ISO Guide 73:2002, definition 3.4.1] 

3.18 source: An item or activity having a potential for a consequence. 

NOTE—In the context of safety, source is a hazard (refer to ISO/IEC Guide 51:1999). 

[ISO Guide 73:2002, definition 3.1.5] 

3.19 stakeholder: Any individual, group or organization that can affect, be affected by, or perceive 

itself to be affected by, a risk. 

NOTES 

1—The decision-maker is also a stakeholder. 

2—The term “stakeholder” includes but has a broader meaning than interested party (which is 

defined in ISO 9000:2000). 

[ISO Guide 73:2002, definition 3.2.1] 

4. Application of this standard 

To facilitate use with ISO/IEC 12207:1995 and ISO/IEC 15288, this standard is written using many of 

the same conventions for process descriptions. The risk management life cycle process discussed 

herein is divided into a set of activities; and the requirements of each activity are specified in a set of 

tasks. Secondlevel subclauses (x.1) denote processes, third-level subclauses (x.x.1) denote activities, 

and fourth-level subclauses (x.x.x.1) denote tasks. 
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This risk management standard supports the acquisition, supply, development, operation, and 

maintenance of products and services. Application of this standard does not require any particular 

life cycle process model. 

Project-level risk management is most effective when used along with risk management processes 

operating at the organizational level. The processes, activities, and tasks of this risk management 

standard should be integrated with other organization risk management practices and systems. If 

the organizational risk management processes do not exist, this standard may be useful as a guide 

for building them. 

Further, while application of the standard focuses on system and software risks, the process should 

be integrated and coordinated with an organization's problem management approaches, e.g., in the 

event that a contingency plan must be implemented. The risk treatment activity should be managed 

in the same manner as other project management activities. 

Risk management is most effective when it is integrated with the measurement process. ISO/IEC 

15939, defines a measurement process applicable to all engineering and management disciplines. 

The measurement process defined in ISO/IEC 15939 works in conjunction with the risk management 

activities and tasks defined in 16085 to help characterize and quantify risks. 

6 Risk management process 

6.1 Purpose 

5. Risk management in the life cycle 

The purpose of the risk management process is to identify, analyze, treat and monitor risks 

continually.continuously. As a result of successful implementation of risk management 

The risk management process is a continual process for systematically addressing risk throughout 

the life cycle of a system, product, or service. It can be applied to risks related to the acquisition, 

develop- ment, maintenance, or operation of a system. 
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 [ISO/IEC/IEEE 15288:2015 6.3.4.1 and ISO/IEC/IEEE 12207:2017 6.3.4.1 with editorial modifications] 

a) The scope of risk management to be performed is determined. 

b) Appropriate risk management strategies are defined and implemented. 

c) Risks are identified as they develop and during the conduct of a project. 

d) Risks are analyzed, and the priority in which to apply resources to treatment of these risks are 

determined. 

e) Risk measures are defined, applied, and assessed to determine changes in the status of risk and 

the progress of the treatment activities. 

f) Appropriate treatment is taken to correct or avoid the impact of risk based on its priority, 

probability, and consequence. 

6.2 Process 

The Life Cycle Model Management process of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 contains 

an activity to establish a risk management process for the organization performing the project of 

interest. 

In the course of a project, risk handling may impact everyone in the organization and therefore risk 

management is everyone’s business. Whatever project action is taken, big or small, or whatever 

project situation is encountered, people should ask the question, and the organization should 

answer, whether the action has consequences that could adversely affect the project work, the 

project outcome, or the environment in which the system or software will be implemented. 

The risk management process described in this clause is applicable when the potential of an adverse 

impact or positive opportunity is strong enough that it would put at risk any explicit project, 

organizational, system, or software objectives. 

 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 24,2026 at 20:09:11 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: ISO/IEC/IEEE 16085-2020

http://www.avadocuments.com/doc/iso-iec-ieee-16085-2020
http://www.avadocuments.com/doc/iso-iec-ieee-16085-2020


 

 

5.1 Risk management process 

The risk management process is a continuous process for systematically addressing risk throughout 

the life cycle of a product or service. 

This process consists of the following activities: 

a)  Plan and implement risk management 

b)  Manage the project risk profile 

c)  Perform risk analysis 

d)  Perform risk monitoring 

e)  Perform risk treatment 

f)  Evaluate the risk management process 

The risk management process is illustrated in Figure 1. Note that the performance of risk treatment 

is assumed to be part of general technical and managerial processes. The numbers in the discussion 

below refer to the corresponding boxes in Figure 1. 
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Figure 1 — Risk management process model (informative) 
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Managerial and technical processes involving the stakeholders define the information requirements 

(i.e., the information the stakeholders require to make informed decisions involving risks) that 

support the risk management process ❶ must supportn. These information requirements are passed 

to both the “plan and implement risk management” and the “manage the project risk profile” 

activities. In the “plan and implement risk management” activity ❷ activityo, the policies regarding 

the general guidelines under which risk management will be conducted, the procedures to be used, 

the specific techniques to be applied, and other matters relevant to risk planning are defined. 

Information created during this activity shall be documented in a risk management plan as 

described in 8.1. 

In the “manage the project risk profile” activity ❸ activityp, the current and historical risk 

management context and risk state information are captured. The project risk profile includes the 

sum total of all the individual risk profiles (i.e., the current and historical risk information 

concerning an individual risk), which, in turn, includes all the risk states. 

 

The project risk profile information is continually updated and maintained through the “analyze 

risks” activity ❹ perform risk analy- sis” activityq, which identifies the risks, determines their 

probability and consequences, determines their risk exposures, and recommends prepares risk 

action requests recommending treatment for risks determined to be above their risk threshold(s). 

Treatment recommendations, along with the status of other risks and their treatment status, are sent 

to management for review ❺. Management decides what risk treatment is implemented for any risk 

found to be unacceptable. Risk treatment plans are created for risks that require treatment. These 

plans are coordinated with other management plans and other ongoing activities. Information 

created during this activity shall be documented in a risk treatment plan as described in 8.2. 

All risks are continually monitored until they no longer need to be tracked, e.g.,. they are retired, 

during the “monitor risks” activity ❻. “perform risk monitoring” activitys. In addition, new risks 

and risk sources are sought out. 
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Periodic evaluation of The risk management process is evaluated required to improve ensure its 

effectiveness. During the “evaluate the risk management process” activity ❼, information, 

including user and other feedback, is captured for improving the process or for improving the 

organization’s or project’s ability to manage risk. Improvements defined as a result of evaluation are 

implemented in the “plan and implement risk management” activity ❷ activityo. 

The risk management process is applied continuously throughout the product life cycle  and it is 

integrated with the other life cycle processes. . However, Activities and tasks of the risk 

management process interact with the individual risks in an iterative manner once the risk 

management process begins. For example, in the “perform risk analysis activity ❹,” activityq, a risk 

may be re- estimated several times during the performance of risk evaluation due to an increase in 

knowledge about the risk gained during the evaluation task itself. The risk management process is 

not a “waterfall” process that goes from one phase to the next but is rather an iterative and 

incremental process that is implemented when necessary. 

6.3 Outcomes 

As a result of the successful implementation of the risk management process, the following 

outcomes shall be demonstrable: 

a) Risks are identified. 

b) Risks are analyzed. 

c) Risk treatment options are identified, prioritized, and selected. 

d)  Appropriate treatment is implemented. 

e) Risks are evaluated to assess changes in status and progress in treatment. [ISO/IEC/IEEE 

15288:2015 6.3.4.2 and ISO/IEC/IEEE 12207:2017 6.3.4.2] 
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6.4 Activities and tasks 

6.4.1 General 

The project shall implement the activities and tasks specified in 6.4.2 to 6.4.7 in accordance with 

applicable organization policies and procedures with respect to the Risk Management process. 

6.4.2 Plan risk management 

6.4.2.1 General 

The plan risk management activity consists of the tasks specified in 6.4.2.2 and 6.4.2.3. 

6.4.2.2  Define the risk management strategy 

Organizations prepare for risk management by establishing and maintaining a strategy for 

identifying, analyzing, monitoring, treating, and communicating risks. The organization or project 

defines the purpose and scope of its risk management activities in the risk management strategy. 

The risk strategy includes a risk tolerance statement that articulates the project's attitude towards 

risk taking and influences all activities and tasks of the risk management process. The statement 

includes answers to questions such as: to what degree is the project willing to accept higher risk in 

exchange for more ambitious project objectives; and to what degree does the project rely on its 

already allocated resources to reduce the risk in achieving its objectives, as opposed to requesting 

more project resources for risk reduction? 

The risk management strategy at a minimum addresses the following: 

— scope of risk management, 

— sources of risk, 

— risk criteria, 

— how risks are to be organized, categorized, compared, and consolidated, 
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— risk measures, 

— parameters used for taking action including likelihood of occurrence, severity of consequence, 

and thresholds, 

— definition of the rating scale for likelihood of occurrence and severity of consequence, 

— treatment techniques, and 

— how the organization will evaluate and improve its risk management process. 

The risk management strategy shall be documented in a risk management plan. Organizations may 

develop their risk management strategy before starting a project, or early in the project, so that risks 

are proactively identified and managed. 

NOTE This includes the risk management process of all supply chain suppliers and describes how 

risks from all suppliers will be raised to the next level(s) for incorporation in the project risk process. 

6.4.2.3  Define and record the context of the risk management process 

Define the context of the risk management process. The risk management context may include, but 

is not limited to: 

— A list of stakeholders. 

— A description from stakeholders’ perspectives. 

— Risk categories to be used. The risk categories may include technical, security, safety, quality, 

schedule, budget, resource, requirement, process, testing, competition, and supply chain 

disruption risks. Categories of risk that are perceived to be of special importance may be 

addressed separately. The risk categories include the relevant technical areas of the system. The 

risk categories facilitate identification of risks across the life cycle of the system. 
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