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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical 
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international 
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the 
work.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part  1. In particular, the different approval criteria needed 
for the different types of ISO/IEC documents should be noted. This document was drafted in 
accordance with the editorial rules of the ISO/IEC Directives, Part  2 (see  www.iso.org/directives or 
www.iec.ch/members_experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its 
standards through a consensus development process, approved by the American National Standards 
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the 
final product. Volunteers are not necessarily members of the Institute and serve without compensation. 
While the IEEE administers the process and establishes rules to promote fairness in the consensus 
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of 
the information contained in its standards.

ISO and IEC draw attention to the possibility that the implementation of this document may involve the 
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of 
any claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC 
had not received notice of (a) patent(s) which may be required to implement this document. However, 
implementers are cautioned that this may not represent the latest information, which may be obtained 
from the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall 
not be held responsible for identifying any or all such patent rights. 

 Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to 
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see 
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 7, Software and systems engineering, in cooperation with the Systems and Software 
Engineering Standards Committee of the IEEE Computer Society, under the Partner Standards 
Development Organization cooperation agreement between ISO and IEEE.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 23026:2015), which has been 
technically revised.

The main changes are as follows:

—	 updates relating to enhanced technical capabilities for website design and sustainment;

—	 attention to threats to data privacy and website integrity;

—	 reorganization to present both the life cycle processes of website information for informational 
websites and the requirements for website features.
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Any feedback or questions on this document should be directed to the user’s national standards 
body. A complete listing of these bodies can be found at www.iso.org/members.html and 
www.iec.ch/national-committees.

This corrected version of ISO/IEC/IEEE 23026:2023 incorporates the following correction:

—	 the edition number on the cover page has been corrected.
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Introduction

Continuing improvements in Internet capabilities for technical communication, and the accelerating 
development of new technical protocols, products and services for website development and hosting, 
have both simplified and complicated the engineering and management of websites. This document is 
intended to account for new capabilities, approaches, and interests in using websites to communicate 
technical information. To a large extent, use of digital communications, particularly those accessible 
through the Internet or intranets, has supplanted printed publications for conveying technical 
information. This trend applies to information for users, systems and services documentation, and 
operational plans, policies, and procedures.

Other factors have also affected the design and operation of websites. The increasing sophistication 
of information security threats to technical enterprises and their information, as well as concerns for 
the privacy of Internet users, have markedly complicated the process of delivering information and 
communication technology (ICT) information over the Web. This document therefore has increased 
emphasis on information security and privacy concerns.

The diversity of websites for commercial marketing and social networking purposes reflects different 
interests and media choices from those websites that deliver ICT reference information. This document 
applies primarily to websites whose purpose is to deliver information about ICT systems, software, 
and services. It includes increased emphasis on the human factors concerns for making information 
easily retrievable and usable for the intended audience. It recommends practices for websites based 
on World Wide Web Consortium (W3C) and related industry guidelines. It continues to address the 
entire life cycle of website strategy, design, engineering, testing and validation, and management and 
sustainment, which are the responsibility of the website owner and website provider.
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Systems and software engineering — Engineering and management of 

websites for systems, software and services information 

1 Scope 

This document International Standard defines system engineering and management requirements 

for the life cycle of websites, including strategy, design, engineering, testing and validation, and 

management and sustainment for Intranet and Extranet environments. This document International 

Standard applies to those using web technology to present information and communications 

technology (ICT) information, such as information user documentation for users of systems and 

services, plans and reports software, life-cycle documentation for systems and software engineering 

projects, and documentation of policies, plans, and procedures for IT service management. This 

document International Standard provides requirements for website owners and website providers, 

managers responsible for establishing guidelines for website development and operations, website 

engineers, designers, for software developers, and operations and maintenance staff, who can may 

be external or internal to the website owner's organization. It applies to websites for public access 

and for limited access, such as for users, customers, and subscribers seeking information on IT 

systems, products and services. 

The requirements and recommendations in goal of this document address the following aspects of 

International Standard is to improve the usability of informational websites and ease of maintenance 

of managed website Web operations in terms of: 

a) locating relevant and timely information; , 

b) applying information security management; , 

c) facilitating accessibility and ease of use; , 

d) providing for consistent and efficient development and maintenance practices. 

This document International Standard is not particularly applicable to intended for websites used 

primarily for marketing or sales, or to deliver instructional material (tutorials), or to provide 

graphical user interfaces (GUI) for business or consumer transactional application processing. 

However, this document can International Standard may provide useful insights for managing such 

sites. 
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This document does not address International Standard focuses on vendor- and product-

independent considerations for website engineering and management. This document It does not 

include specifications for application development tools, programming and scripting languages 

used for websites archiving site content or for presentation of content on the web, metadata tags, or 

protocols for network communications web page design based on World Wide Web Consortium 

(W3C®) and related industry guidelines. It does not address tools or systems used for management 

or storage of information content (data, documents) that can may be presented on websites. 

This document International Standard does not address the design and architecture of software and 

systems supporting the Internet. 

2 Conformance 

Throughout this International Standard, "shall" is used to express a provision that is normative, 

"should" to express a recommendation among other possibilities, and "may" to indicate a course of 

action permissible within the limits of this International Standard. 

Use of the nomenclature of this International Standard for the parts of a website is not required to 

claim conformance to the International Standard. 

EXAMPLE Referring to the home page as the landing page or main page. 

Conformance to this International Standard may only be claimed by an organization if all of the 

requirements in the standard are met by the organization or by its suppliers. 

EXAMPLE When conformance is claimed for a website for which one organization provides the 

site content and another supplier is responsible for website presentation and operation, the site 

owner may claim conformance if each of the requirements are met by an identified party. 

This International Standard may be included or referenced in contracts or similar agreements when 

the parties (called the acquirer and the supplier) agree that the supplier shall deliver services in 

accordance with the standard. This International Standard may also be adopted as an in-house 

standard by a project or organization that decides to develop and maintain a website in accordance 

with the standard. 
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2 Normative references 

There are no normative references for this document International Standard. The user is encouraged 

to consult the latest edition of the referenced documents (including any amendments) listed in the 

Bibliography. 

3 Terms, definitions and abbreviated terms 

3.1 Terms and definitions 

For the purposes of this document, the following terms and definitions given apply. 

ISO, IEC, and IEEE maintain terminology databases for use in standardization at the following 

addresses: 

— ISO Online browsing platform: available at https://www.iso.org/obp 

— IEC Electropedia: available at https://www.electropedia.org 

— IEEE Standards Dictionary Online: available at https://dictionary.ieee.org. 

NOTE For additional terms and definitions in the field of systems and software engineering, see 

ISO/IEC/IEEE 24765, which is published periodically as a “snapshot” of the SEVOCAB (Systems and 

Software Engineering Vocabulary) database and is publicly accessible at 

www.computer.org/sevocab. 

3.1.1 

archival page 

content (3.1.5) that is preserved as a record and not expected to change 

Note 1 to entry: Due to technology upgrades, some archival pages cannot be readily rendered unless 

they are upgraded along with active pages. 
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3.1.2 

audience 

category of users sharing the same or similar characteristics and needs (e.g. for example, purpose in 

using the information for users documentation, tasks, education level, abilities, training, and 

experience) that determine the content (3.1.5), structure, and use of the intended information 

documentation 

Note 1 to entry: There can may be a number of different audiences for information a software 

product’s documentation for users (e.g. example management, data entry, maintenance, 

engineering, business professionals). 

4.3 

body metadata 

elements in the body of an HTML document providing administrative and/or navigational facilities 

for the user or administrator 

3.1.3 

breadcrumb trail 

navigational aid with a displayed series of links (3.1.15) hyperlinks which lead from the home page 

(3.1.12) or another page to the current page allowing the user to return to previously viewed pages 

3.1.4 

browser 

application allowing a person to retrieve and read hypertext, to view the contents (3.1.5) of hypertext 

nodes [ web page pages (3.1.26) ], to navigate from one web page to another, and to interact with the 

content, such as changing the visual appearance of the displayed content 
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3.1.5 

content (object) 

interactive or non-interactive object containing information represented by text, image, video, 

sound, or other media 

3.1.6 

cookie 

small file created by the user's user web browser (3.1.4) that is stored in and retrieved from the user's 

device storage to maintain state information, including identification of users and transaction 

coherency 

3.1.7 

extranet 

intranet (3.1.14) that is accessible to authorized external users for the retrieval or exchange of 

information 

3.1.8 

faceted search 

progressive search which allows users to narrow the results by selecting values for one or more 

attributes 

3.1.9 

feature 

functional or non-functional distinguishing characteristic of a system, usually an enhancement to an 

existing system 
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3.1.10 

frame 

element that divides mechanism for dividing a browser (3.1.4) window into independent windows 

for displaying different 

content (3.1.5), or different parts of the same content (document) 

3.1.11 

global navigation 

set of navigation (3.1.17) links (3.1.15) available on all pages of a website (3.1.27) 

3.1.12 

home page 

web page (3.1.26) of a website through which users typically enter the website (3.1.27), and whose URL 

(3.1.23) is typically published or linked as the main web address of the site or organization 

Note 1 to entry: Types of home pages include: centre Synonym: center page, front page, index page, 

main page, start page, top page. 

3.1.13 

Internet 

worldwide interlinked computer systems and networks connected by gateways that enable the 

transfer of data between them 

3.1.14 

intranet 

managed network (3.1.16) operating within an organization with controlled and limited access 
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3.1.15 

link 

hyperlink 

reference from some part of one document to some part of another document or another part of the 

same document 

Note 1 to entry: Synonym: 

3.1.16 

managed network 

network or set of networks established and controlled by one or more organizations to meet specific 

organizational or business needs 

4.17 

managed website 

site created and maintained based on organizational guidelines 

4.18 

mirror site 

duplicate copy of a website maintained on a different host typically to provide redundancy, higher 

performance, or local access 

3.1.17 

navigation 

process of accessing on-screen information by moving between different locations in a website 

(3.1.27) or electronic document 
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3.1.18 

orphan page 

page on a website (3.1.27) with no link (3.1.15) from any the home page or other page on the website 

3.1.19 

Persistent URI 

persistent Uniform Resource Identifier 

for a URL, describing a reference that does not need to change at the link (3.1.15) in a document, and 

can still reach the desired object even though that object can may have changed locations 

3.1.20 

responsive web design 

RWD 

method for web page (3.1.26) construction to detect the user's screen size and orientation and 

dynamically change the layout accordingly 

3.1.21 

site map 

textual or graphical overview of the navigation (3.1.17) structure of a website (3.1.27) 

3.1.22 

thumbnail 

miniature image file displayed for quick identification of a larger image or video file 
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3.1.23 

URL 

Uniform Resource Locator 

mechanism for identifying resources on the Internet (3.1.13) [ such as a web page (3.1.26)] pages by 

specifying the address of the resource and the access protocol used 

Note 1 to entry: The term as specified by the IETF is Uniform Resource Identifier (URI) of which 

URL is a subset. 

3.1.24 

user profile 

set of attributes that are unique to a specific user or user group, such as job function or subscription 

to a service, used to control the parts of the system or web page (3.1.26) that users can access 

3.1.25 

web lead webmaster 

person or group responsible to the website owner (3.1.28) for ongoing maintenance of the site's 

presentation and availability 

3.1.26 

web page 

coherent presentation of a set of content (3.1.5), objects and associated interaction objects delivered to 

users through a browser (3.1.4) in accordance with Internet (3.1.13) protocols 

Note 1 to entry: A web page can may be generated dynamically from the server side, and can may 

incorporate multimedia, applets or other elements active on either the client or server side. 
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3.1.27 

website 

collection of logically connected web pages (3.1.26) managed as a single entity 

Note 1 to entry: A website may contain one or more subordinate websites. 

3.1.28 

website owner 

organization responsible for the site content (3.1.5) and site design 

Note 1 to entry: The website owner may select a supplier as the website provider (3.1.29) or may also 

be the website provider. 

3.1.29 

website provider 

organization responsible for operation of the website (3.1.27) and delivery of site content (3.1.5) to 

users 

Note 1 to entry: The website provider may also be the site owner, web lead (3.1.25) webmaster, site 

designer, or the Internet (3.1.13) or cloud service provider for the site. 

3.1.30 

wiki 

website (3.1.29) that allows a group of users to add and edit content (3.1.5) collaboratively 

3.2 Abbreviated terms 

3D three-dimensional 

AI artificial intelligence 

API application programming interface 
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ARIA Accessible Rich Internet Application 

CI configuration item 

CFR Code of Federal Regulations 

CSS cascading style sheets 

CVE common vulnerabilities and exposures 

CVSS Common Vulnerability Scoring System 

DITA Darwin Information Typing Architecture 

DNS Domain Name Service 

DOI Digital Object Identifier™ 

DTD Document Type Definition (for XML or SGML specifications) 

FIDO fast identity online 

FTP File Transfer Protocol 

GDPR General Data Protection Regulation 

GIF Graphics Interchange Format 

GUI graphical user interface 

HIPAA Health Insurance Portability and Accountability Act 

HREF HTML reference designator 

HTML hypertext markup language 

HTTP hypertext transfer protocol 

HTTPS hypertext transfer protocol secure 

ICT information and communications technology 

IETF Internet Engineering Task Force 

IoT Internet of Things 

IP Internet Protocol 
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IPR intellectual property rights 

JFC Java Foundation Class 

JPEG Joint Photographic Experts Group (image format) 

JSON Java Script Object Notation 

JPG Joint Photographic Group 

MAC Media Access Control 

MFA multi-factor authentication 

OAUTH open authentication 

OTP one-time password 

PCI DSS Payment Card Industry Data Security Standard 

PHP hypertext preprocesor 

PICS Platform for Internet Content Selection 

PII personally identifiable information 

PIN personal identification number 

PIPEDA Personal Information Protection and Electronic Documents Act 

PNG Portable Network Graphics 

RDF Resource Description Framework 

SGML Standard Generalized Markup Language 

SQL Structured Query Language 

SSL Secure Sockets Layer 

SSO single sign-on 

TCP Transport Control Protocol 

TLS Transport Layer Security 

TZD time zone designator 
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URI Uniform Resource Identifier 

URL Uniform Resource Locator 

UTC Coordinated Universal Time 

WAI Web Accessibility Initiative (W3C) 

WAP Wireless Application Protocol 

WCAG Web Content Accessibility Guidelines 

W3C World Wide Web Consortium 

XHTML Extended HyperText Markup Language 

XML Extensible Markup Language 

4 Planning websites for systems, software, and services documentation 

4.1 Defining the purpose, users, and context of the website 

This document International Standard addresses websites that have the general purpose of 

providing information about ICT systems, software, or service management. Within this scope, a 

broad range of purposes, audience (users), and resulting types of content can be included, such as 

policies, plans, specifications, operating procedures and instructions (user manuals), service 

descriptions, service agreements, knowledge management articles, help desk scripts, test plans, 

technical reports, and descriptions of concepts. 

When planning for the website, the website owner shall document the purpose and intended users 

of the website. This information may be placed in a plan, charter, or policy and represented by use 

cases or scenarios. It influences the decisions on what information content belongs on the website 

and how to organize and present the content. This governing document or another explicit 

statement of purpose, suitable for use by possible stakeholders, should be posted as part of the 

website. 
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A website may address one or more diverse sets of users. The users of the website can include 

internal management and technical staff, external customers, or the general public. Thus, the website 

content can could include general user information or procedures and specialized technical 

information for reference by trained technical users. Websites may be intended for a specific group, 

such as internal helpdesk or external customers. Some websites may allow users to add content as 

part of a collaborative community or to post comments in a wiki. Some sites include both technical 

information for existing customers and marketing presentations for prospective customers. The 

owner of the technical information can host be hosted by some sites; other sites can run on services 

offered by unrelated website providers, who may have their own marketing information and third -

party advertisements displayed alongside the website owners' technical content. Sites can be 

intended for local or global use and offered in one or multiple languages. 

Websites are often developed to serve several a number of purposes and users of different technical 

backgrounds. Therefore, the site should be designed to allow users to understand easily gain an 

overview of the content's scope of the content and functionality provided. The introductory pages of 

the site should include a description of the purpose and intended uses of the website, with links to 

topics accessible within one link or search which satisfies satisfy the information needs of casual 

users. Global navigation features and search functions should allow more technical users to access 

needed information Quickly (see 9.2) reference. 

The effective communication of the content to the user is the primary purpose of an informational 

website. Ease of access to information by targeted-user communities is an example of one of the 

possible design goals. 

The website designers should consider responsive website design to accommodate different devices. 

Websites may consist of static pages, system-generated pages, and dynamic pages, including and 

may include user- generated content. Furthermore, any of these options may be combined to 

provide for the purpose of providing the intended information to the website's users. The target user 

community can may have a wide diversity of connection speeds, display devices, or selected 

presentation formats within the display windows; this may establish some presentation constraints 

(consider displaying web pages to small screens on mobile devices). 
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The size and resolution of the screen should be considered in the design and usability of the website. 

For example, most smart phones and tablets use pop-up screen keyboards which can be too small to 

use without a stylus. 

Website planning shall identify the target web browsers. In some cases, the website should target all 

major browsers. In other cases, it may be acceptable to target a small subset of browsers or a specific 

browser. The users should receive a clear notification if the site is not compatible with their browser. 

Use of the terminology in this document is for ease of reference and is not mandatory for 

conformance with this document. 

4.2 Establishing the informational website design and sustainment 

strategies strategy 

4.2.1 General 

Organizational effectiveness, competitive success, and even meeting legal obligations and avoiding 

liabilities can depend on timely access to critical information within an organization. Website design 

should consider the need for timely access to information Intranet/Extranet these factors 

particularly, as the Internet is used to displace other methods for information delivery. Usability 

testing and other methods of obtaining user feedback should be actively pursued as part of this 

process. 

The owner of the website should consider how the company's technical and strategic direction 

should influence construction code and feature choices that are extensible or scalable for future use. 

The website designer should consider performance considerations affecting the site and data store 

design: the expected number and persistence of users, type and volume of information to be or 

retrieved and viewed, and use of static or dynamic information. 

Representatives of the these user communities, including which may include persons with 

disabilities, should be included in the design process and the ongoing evaluation of the site. 

The website owner should plan to use methods and tools to collect and analyse analyze site usage 

data as an aid to improve improving the usability of the site content. 
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EXAMPLE Measures, such as may include user comments and ratings, or trends in the number of 

help desk calls related to services, or software functions documented on the website. 

4.2.2 Developing a strategy for Website plan lifecycle management 

The developer of a website for information reference shall prepare a project plan, or follow an 

existing plan, covering the entire life cycle of the site. The life cycle includes implementation 

(strategy, planning, design, development, testing, and configuration), deployment, and maintenance 

(technical support, release management, updates, incident and problem management), and 

retirement. 

The plan for the informational website should define when, how, and by whom specific activities are 

to be performed, including options and alternatives. The plan should include the following items: 

a) website owner ; , 

b) website purpose, scope, and intended user communities; , 

c) intended lifespan of the website and frequency of change to the content, usability and relevance 

of existing content; 

d) applicable standards, such as CSS, and policies, including privacy, information security, risk 

management, and intellectual property policy; 

e) applicable organizational guidance, including style guides; 

f) roles and responsibilities for site development and content development; 

g) roles and responsibilities for validating website content and usability, achieving performance 

targets, and conducting performance testing; , 

h) constraints on website platform or infrastructure, including programming languages; 

i) schedules and resource estimates; , 

j) response to user support needs (webmaster, help desk, end-user documentation, telephone 

line). 
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NOTE 1 Methods of user support can be handled by the web lead, help desk, a problem or 

incident site management system, 10.2 contains further information on planning for users, chat, or, 

telephone and sustainment. 

10.2 Planning for site management and sustainment 

The website management plan shall include requirements, processes, responsibilities, and budgets 

for the website sustainment and maintenance, website performance, stakeholder involvement, and 

website retirement . Websites shall have a problem management process. 

NOTE 2 ISO/IEC/IEEE 15289 :2011 provides additional information for plans, policies, 

specifications, and procedures, including project management plans, information management 

plans, documentation plans, information security plans, service availability and continuity plans, 

and system requirements specifications. 

4.2.3 Website maintenance planning 

Website maintenance planning should identify the source and responsibilities for the following, 

depending on the complexity, size and user base of the website: 

a) maintenance and support organization; , 

b) processes and responsibilities for handling website scheduled maintenance; , 

c) website performance standards and measurements to assess its effectiveness for information 

retrieval; , 

d) processes and responsibilities for handling website event-triggered maintenance; , 

e) processes for user support, if offered; , 

f) process for approval of changes to content and to support software, including monitoring for 

changes in client or server environments that may require or warrant website re-engineering; , 

g) website enhancements or re-engineering; , 

h) verification and validation of the enhanced or re-engineered website; , 

i) configuration and release management; 
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j) security and business continuity, including risk management, failure handling and rollback; 

k) periodically validating site content, such as eliminating or clearly labelling labeling obsolete 

information content or discontinued services; updating the status of information or services; 

validating and updating links to related information; . 

l) periodically verifying that the website is compatible with the most recent versions of widely 

used browsers. 

NOTE ISO/IEC/IEEE 12207 provides more information on software support processes. ISO/IEC 

/IEEE 20000-1 addresses the supporting processes for a service management system. Both include 

requirements for configuration management and problem management, from different perspectives. 

IEEE Std 828 -2012™ specifies activities requirements for configuration management. 

4.2.4 Website maintenance procedures 

10.2 Testing websites before release 

Websites shall have incident and problem management procedures. The website owner and primary 

web lead webmaster shall establish the methods, processes, and procedures to test the site prior to 

release. The website owner and primary webmaster shall establish procedures to: 

a) report discovered errors or defects; either in the website content or in performance; 

b) track errors and defects, including the severity of errors and defects; 

c) prioritize correcting errors and defects; 

d) correct errors and defects; 

e) report the correction of errors and defects. 

NOTE Maintenance procedures are detailed in Clause 8. 
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4.3 Establishing the privacy and security strategy 

The website design should consider the needed levels of access control for the site, including 

whether all or some content is available to the worldwide public and some is limited to internal 

users such as administrators, customers or subscribers, or prospective customers who provide their 

contact information. Defining the different roles of website users and their need to know determines 

their authorized access to information. 

The development plan should include the use of multifactor authentication wherever confidential 

data is accessed. 

The website shall include its privacy policy applicable to anyone accessing the site. 

There should be a policy for regular security audits (see 5.4), including access control review and 

action to be documented for any gap mitigation. Standard audit bodies may audit the website; and 

the results should be reported to the website owner and the website security lead. 

There should be a plan for the classification of information according to sensitivity of the website 

contents. There shall be special consideration for any PII and proprietary or confidential data. 

Protection of PII is a complex and evolving process, subject to regulation by different governing 

bodies and regional requirements. Website planning shall include attention to privacy of data based 

on current regulations and guidelines, such as GDPR, HIPAA, PIPEDA, and PCI DSS (see 9.7). 

While permissions are not required to include a link or reference to another website, appropriate 

permission should be obtained before including intellectual property owned by another party on a 

website. Legal counsel may be consulted concerning the appropriate protection and use of 

intellectual property contained within or offered by the website. 

NOTE  Additional information on data privacy is detailed in IEEE Std 7002, ISO/IEC 29100 and 

The NIST Privacy Framework: A Tool for Improving Privacy through Enterprise Risk Management. 

The security strategy should include “end-to-end” encryption of that critical data, both in transit and 

at rest while being stored. 

Encryption protections should be periodically reviewed, based on the evolution of computer 

decryption capabilities. 
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A website owner or website provider shall have a defined security policy. The security policy should 

cover the following aspects activities: 

a) roles and responsibilities as they apply to the website owner, website provider, and developers; 

b) ensuring a proper balance of confidentiality, integrity and availability of all website data, to 

safeguard business and personal data; . 

c) security aspects of the website System architecture and configuration, which may include 

having separate web, application and database servers or involve clustering, load balancing, 

virtualization, or cloud services; 

d) operational monitoring for the detection and prevention of security incidents, and auditing, 

with sufficient and safe logging for unusual conditions, monitoring and alerting facilities to 

allow audit; . 

e) operational procedures to handle software defects (patches, updates) and security breaches 

(unauthorized access or modifications of the site); 

f) authorization and authentication – including password policy when user ID/password is used 

in lieu of hardware token/PIN, and session management; , 

g) encryption, using current implementations and avoiding outdated implementations with 

known vulnerabilities, e.g. old TLS versions; 

h) use of cookies and other amalgamations of user data; , 

i) coding best practices for security, including prevention of SQL injection where databases are 

used; 

j) privacy and the handling of PII. Personal Identifying Information, 

The security policy for website design, security controls, and development practices shall be made 

available to developers and support staff, for either whether a new development or a modification of 

an existing page or site. 

The security policy shall cover all activities for the operation of the website, the handling and 

management of the data and the continuous monitoring including the assignments of roles and 

functions. 
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5 Designing and engineering websites 

5.1 Design goals and website requirements 

Website designers and developers, along with the business analyst, website owner, or user 

representative, shall prepare a design description including a prototype (or model) should prepare a 

requirements specification for a website, a context depiction, with reference to functional and non-

functional requirements pertaining to performance, scalability including performance, availability, 

and information security. Transition procedures may also be applied, particularly when existing 

content or business processes (or a business process) are being transitioned to the website. An 

example suited for transition requirements is transitioning safety training from a classroom to 

website videos. 

The design process for an informational website shall should include stakeholders' involvement and 

participation in validation throughout the website life-cycle activities: development, operations, and 

maintenance. To this end, website developers should identify categories of stakeholders early in the 

design phase so at least a representative sample of them can participate in the website development 

activities. The designers should consider typical access patterns for their users. This process should 

facilitate concurrent validation and verification of website requirements. The basis for the design 

description should be stakeholder requirements, which also provide a basis for validating the 

website design. Website developers should trace the website’s functional and non-functional 

requirements to the website's strategic plan or charter from the website owner. 

NOTE ISO/IEC/IEEE 29148 includes details of requirements engineering. 

A primary consideration in website engineering is how to host the website. Typical options are self- 

hosting, using a website hosting service, and using a cloud platform. This decision affects the 

website cost, security, and staffing requirements for operations and maintenance. 
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The website design should be modelled or documented. An architectural diagram depicting how the 

website integrates into the technology ecosystem and associated infrastructure should also be 

included. Website design documentation should include statements about the page formats 

generated, such as including HTML version (and in some cases excluded functionality), version of 

CSS, Ajax (Asynchronous JavaScript and XML), JSON, XML version and XML DTDs, graphics 

formats, scripting / or byte code executable versions / or limitations, human-language considerations 

(as well as character sets), bandwidth considerations, and other characteristics from this document 

standard or as identified during the design phase. The documentation should be updated based on 

actual experience. Specification in terms of vendor-specific products not under the control of the 

website owner should be avoided, along with the associated loss of product independence. 

Consistency of infrastructure within related websites can simplify ongoing operation in areas such 

as: 

— user-friendly assistant technologies to guide user inputs; 

— security and efficiency of communication controls between the client and the web server; 

— for stateful websites, processing of multiple requests from the same user within the same 

session if using multiple web servers behind a load balancer. 

If a website is complex or if it implements interactive functionality, the website it may be considered 

useful to consider it as a software application and engineered using product and to apply standards 

for software development and maintenance. In these cases, one or more projects should be initiated 

to execute the responsibility to plan and manage the website throughout its entire life cycle from 

conception through retirement. 

The website design should avoid the use of processes that result in irrecoverable data, except when 

needed for data privacy or 'do not track' requirements. 

The specific modelling approach varies based on the project needs. Although website development 

tools can have minimal modelling, some level of modelling of the data flow, workflow and similar 

aspects of the website should be utilized. 
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If the website is hosted by a website provider, that provider may provide site documentation or 

specifications for available design and navigation features applicable to the web pages for an entire 

network, and encourage or enforce conformance to these. 

Website and web page designs should be subjected to design reviews in keeping with good 

engineering practices. Depending on the value and expected impact of the specific website, 

additional reviews may be warranted. The design review subject matter may include evaluations of 

the graphical design, legal implications, cultural impacts, linguistic review, market research, 

accessibility and usability. The design review should span the entire range of functional objectives, 

technical capabilities and constraints throughout the system. The review should also address the 

capabilities and limitations of the target user community. The insertion of new technology into the 

system requires the widest range of reviewer experience. In addition, the content should be 

subjected to review by applicable experts and other users. 

5.2 Design principles 

Separation of content and presentation management is a primary design principle. The EXAMPLE 

use of cascading style sheets ( CSS ) to take care of the presentation management needs and use of 

content templates to take care of structure management can simplify site management. 

The website should exhibit consistency of design, providing a ( uniform look and feel for the site ). 

The website designer shall should adopt, adapt, or develop a style guide to assist in implementing a 

coherent strategy. 

7.5.1 Consistency 

Navigation aids, buttons, user-readable metadata in the body of the web page, such as headings 

(similar content), and other items commonly appearing on multiple web pages should be consistent 

across the site. The consistency should include the common look and feel as well as a common 

position on the web pages. 

NOTE The website design, enforced through its metadata, can be explained in a style guide for CSS. 
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In situations where related organizations own related and interconnected websites, a coherent 

strategy should be implemented to allow consistent global navigation, search and information 

retrieval, security, and identification of site ownership among the related sites. Website design 

should consider the information structure, applying the following principles. 

a) Information content is segmented into usable units (topics or chunks), neither too lengthy and 

complex or too short and uninformative (requiring many clicks to get to the needed topic). 

b) The path to introductory and overview information is immediately evident on the website. 

c) A sequence of topics leads users through more complex procedures, or from best-case or simple 

procedures to less-used or alternative information. 

d) The general user interface guideline of ‘least clicks’ should be followed. This means reducing 

the number of user actions to access data or perform activities via the website. 

Websites should adopt and conform to a policy regarding the separation of informational content 

from advertising and marketing content. If the website includes marketing material or advertising 

for other organizations not part of the website owner's organization, the home page shall include or 

link to disclosures relating to separation of editorial content and advertising, and label the presence 

of sponsored content and sponsored links. 

5.3 Choice of devices and media 

NOTE 1 The American Society of Magazine Editors’ editorial guideline for digital media, available 

at http://www.magazine.org/asme/editorial-guidelines is a baseline industry standard for issues 

relating to the distinct treatment of editorial content, advertising, and special advertising sections. 

The website designer should select the types of media, such as ( animation, graphics, video, text, and 

chat dialogues, ) needed to best present the informational content for the intended audience. 

Selection of media shall include accessibility considerations for website interaction, i.e., inclusion of 

users with hearing, tactile or vision considerations, as further described in 9.5. 

The website designer should consider avoiding technologies that are likely to be unavailable or 

unsupported in the foreseeable future. For example, NOTE 2 some search tools cannot access 

content presented within frames. 
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7.4 Website content 

The presentation format of a website should be independent of the information content of the 

website. Independence of content and format allows use of different display formats and use of 

different media for accessibility. Independence of content and format also simplifies site 

maintenance by content providers and website providers or web leads webmasters. 

NOTE 1 A variety of techniques support independence of format, web publishing tools, and 

content, including cascading style sheets ( CSS ), semantic mark-up, such as XML or DITA, and 

functions provided through a content management system. The choice of media is still influenced by 

the capabilities of the website provider and the user's users display device (such as small-screen 

mobile devices). 

NOTE 2 Requirements and guidance for selection of text or graphics media for information for 

users software user documentation are provided in IEC/IEEE 82079-1 and ISO/IEC/IEEE 26514 :2008. 

Comprehension and navigation are key engineering design considerations. Non-textual information 

(e.g. video, graphics, audio) can consume significant bandwidth, but can also provide advantages in 

delivering information that is easier to understand in a coherent and easily comprehended way. The 

use of small-screen mobile devices, low bandwidth environments of some users, the inclusion of an 

option for text-only delivery, adaptation for the visually impaired, and delivery in multiple 

languages are issues that should all be considered. Caching techniques can help maintain 

appropriate responsiveness during intermittent loss of electronic communication. 

Given the ubiquitous presence of mobile devices, responsive web design (RWD) should be 

considered in any Responsive web design project. ( RWD ) is a method for web page construction to 

detect the user's screen size and orientation and dynamically change the layout accordingly, so the 

site produces output which is viewable and navigable with the devices and web software of the 

intended site users. It employs the use of flexible layouts (columns), scalable images, and CSS media 

queries. For content to be responsive to various devices and browser viewport sizes, layouts and 

content should adhere to the following principles. : 

a) Page element sizing of the site should be built with a flexible grid system that uses relative units 

such as percentages for width/height and the “em” scalable unit em's for font size. 
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b) Flexible images that are used in the design should be in relative units or make use of 

appropriate CSS (e.g. using CSS property overflow: hidden). 

Different views should be enabled in different contexts by employing media queries. Media queries 

allow designers to build multiple layouts using the same HTML documents by selectively serving 

stylesheets based on the user agent’s features, such as the browser window’s size, orientation 

(landscape or portrait), screen resolution, and colour color. Navigation elements should scale and be 

placed dynamically, so as not to obscure information and degrade the user's experience. For mobile 

devices, navigation icons may be hidden with appropriate visual cues for the user that indicate 

interaction. 

5.4 Engineering for website security 

5.4.1 General 

Cybersecurity has no finish line. The tactics, techniques and procedures (TTP) associated with 

cybersecurity breaches and attacks are constantly evolving and dynamic. Cybersecurity should be 

addressed on an end-to-end or zero trust basis with the principle of Cybersecurity by Design over 

the lifecycle of the software. Cybersecurity is integral to the development process and should not be 

considered as an afterthought and bolted on to the development process. 

Development-security-operations (DevSecOps) integrates application and infrastructure 

cybersecurity seamlessly into dynamic development and operations processes and tools. The 

objective is to resolve cybersecurity concerns early, before the software is placed into production. 

The responsibilities are shared between the IT cybersecurity, development and operations teams. 

NOTE 1 IEEE Std 2675 provides details of addressing DevSecOps concerns throughout the life 

cycle. 

The site owner, website lead, and website host provider should understand the overall security 

requirements and design objectives for the website, including the business, legal, and regulatory 

requirements. 
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The website provider and website owner shall agree on a clear allocation of responsibilities for 

website security. The website lead should stay informed about potential security issues related to the 

website and its supporting software. Website designers, engineers, and developers should remain 

current on cybersecurity practices and regulations over the lifecycle of the website. 

Good practices for security during website engineering and sustainment (see 9.6) include the 

following: 

a) securing the development process associated with software code, including the secure storage 

of the source code and ensuring deployments are not compromised; 

b) defining clear policies for deactivating deprecated devices and software (including operating 

systems and protocols that are end-of-life or outdated); 

c) utilizing and documenting port assignments and secure protocols, and disabling unused access 

protocols and ports; 

d) authentication, authorization, and auditing of access to website content; 

e) monitoring of API access points, including errors; multiple failed attempts; large amounts of 

data exfiltration, which can indicate inappropriate access to sensitive information (including 

PII); and prohibiting execution of commands bound to the HTTP request; 

f) use of security hardware and software tools on the web servers or cloud platforms. 

NOTE 2 While a comprehensive guide to cybersecurity regulations and requirements is outside 

the scope of this document, the following is a partial list of cybersecurity references for a “Secure by 

Design” lifecycle approach: 

— NIST Cybersecurity Framework; 

— ISO/IEC 27001; 

— MITRE ATT&CK Framework (https://attack.mitre.org) 
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5.4.2 Website operational security procedures 

The website owner or website provider shall document a set of processes and procedures for regular 

testing of the website and for deploying patches and updates to both the software and operating 

environment. Updates and patches of the operational part of the website shall follow a release 

management procedure that identifies the deployed software. For in-house developed software, 

ongoing intrusion and penetration testing shall be applied to identify potential security 

vulnerabilities. 

Because some vulnerabilities allow unauthorized persons to run malicious code and thus take over 

any device with a MAC and IP address, website developers and providers shall take precautions to 

help prevent their site from becoming a host of malicious code or other attacks. The website should 

include tools for the detection or prevention of lateral movement. Lateral movement is the ability of 

an unauthorized adversary to move beyond initial entry to the website to gain access to other 

protected data (such as proprietary data or PII) or other sensitive sites belonging to the website 

owner or accessible through the website provider's network. 

For website security, the following activities should be constantly addressed, including the testing, 

monitoring and update of practices with respect to the application security. The website provider 

should have well documented processes and procedures for these topics, according to the security 

policy: 

a) intrusion/penetration testing; 

b) patching and CVE updates include a testing and release management strategy; 

c) continuous monitoring for potential threats; 

d) backup and data recovery exercises and procedures (see 8.5); 

e) alerting the appropriate regulatory jurisdictions and authorities when breaches are detected; 

f) availability of a notification list and procedures for contacting internal and external resources; 

Security processes and procedures should be logged and be auditable. 
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5.4.3 Website security reviews and audits 

Periodic reviews should be performed for conformance to security policies. Reviews may be at 

regularly scheduled intervals, as a result of a review-triggering event (e.g. page change), or when 

major architecture changes are to be implemented (e.g. expanding from an intranet to the Internet or 

adding Extranet components ). Audits can extend to the asset, service provider, network provider, 

and many other functions. Regular internal audits should be performed on a periodic or random 

basis, as well as external audits based on service level agreements (SLA) and regulatory 

requirements, e.g. to validate that the network meets the defined security objectives. 

Several security activities related to the website shall be reviewed or audited: 

a) security of system design; 

b) application code and API calls; 

c) vulnerability scans; 

d) intrusion and penetration testing; 

e) system log files; 

f) unauthorized access, including lateral movements in the network; 

g) data integrity including backups; 

h) exfiltration of PII and other sensitive data; 

In preparation for an external audit, the system operator should collect sufficient monitoring data. 

This enables the audit process to use timely actionable and adequate information to determine 

systems issues as well as for a forensic audit in the event of a system breach. Periodic reviews and 

audits include scanning authentication and authorization records, definitions, and databases for the 

required minimum privileges, out-of-date users, and strength of credentials from posted user IDs 

with password information. 
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A qualified person associated with the website owner should assess the adequacy of the security 

indicators and security protection for the page and should subject each page with a security 

designation to a review The person should conduct the review before the page is initially placed on 

the Internet Web. The review should will consider both the code for the page and the displayed 

page. Consideration should be given to viewing the page with all possible browsers, including 

mobile devices. 

5.5 Website platform Engineering for performance, scalability, Site 

management and sustainability sustainment 

5.5.1 General 

10.1 Website life-cycle management 

Web pages, websites, website content, and web projects have a lifetime, i.e. — a life cycle. Often the 

end point of a website is indefinite while the website is being developed, but typically the website 

will change due to new technology, security threats, organizational changes, management policy for 

periodic re- evaluation, or changes in demand for its content. The website owner and developer shall 

estimate the duration of the life cycle or plan for a life cycle extending as far ahead as technical 

planning is defined. The website owner and developer shall design for website management and 

sustainment during its active life cycle. The website lead shall and support the execution of the 

lifecycle planning plan. 

The website owner, working with the website designer, should define clear performance 

expectations for various use cases of the website. The performance requirements should be 

confirmed with acceptable performance test results. Many websites are dynamic, with frequent 

progressively elaborated updates. The website designer should implement within the overall design 

the capability for easily and readily updating content while also considering flexibility for readily re-

engineering the website to leverage technological advances and innovation. 

The website design management planning should take into consideration the potential technical 

changes, changes in standards, regulatory changes, policy changes, security, business continuity, 

financial issues, user input, and organizational aspects that affect may require changes in 

information content, protection, designation, or access. 
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